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Abstract

A class of linear codes that extends classical Goppa codes to a non-commutative context is
defined. An efficient decoding algorithm, based on the solution of a non-commutative key
equation, is designed. We show how the parameters of these codes, when the alphabet is a
finite field, may be adjusted to propose a McEliece-type cryptosystem.

Keywords Skew-differential Goppa code - Decoding algorithm - McEliece-type
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1 Introduction

Code-based cryptography proposals are still alive after the Round 4 of the NIST Post-
Quantum Cryptography competition. The strength of these technologies rests upon the
hardness of the decoding problem for a general linear code. Of course, an efficient decoding
algorithm is required in practice. So, what is already needed is a family of codes with some
conveniently masked properties that facilitate their efficient decoding. The original McEliece

Communicated by G. Korchmaros.

B F. J. Lobillo
jlobillo@ugr.es

José Gémez-Torrecillas
gomezj@ugr.es

Gabriel Navarro
gnavarro@ugr.es
Department of Algebra, University of Granada, Av. Fuentenueva s/n, 18071 Granada, Spain

Department of Computer Science and Artificial Intelligence, University of Granada, Periodista
Daniel Saucedo Aranda s/n, 18071 Granada, Spain

3 IMAG, University of Granada, Ventanilla, 11, 18001 Granada, Spain
4 CITIC, University of Granada, Periodista Rafael Gomez Montero, 2, 18071 Granada, Spain

@ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s10623-023-01286-6&domain=pdf
http://orcid.org/0000-0002-7372-0442

3996 J. Gébmez-Torrecillas et al.

cryptosystem took advantage of such characteristics that the classical binary Goppa codes
enjoy.

One way to introduce Goppa codes is the following. Let F C L be an extension of finite
fields and let g € L[x] be a polynomial which, in this introduction, we assume irreducible
for sake of simplicity. A subset of the group of units of the field L[x]/(g), whose elements
are represented by linear polynomials, is selected. Their inverses serve to build a parity check
matrix of the Goppa code. The arithmetic in L[x] is a main tool in the design of efficient
decoding algorithms for Goppa codes.

From an algebraic point of view, our proposal replaces, in the simplest case, the cyclic
group of units of L[x]/(g) by a linear group, whose mathematical structure is more complex.
In order to design an efficient decoding algorithm, this non-commutative group is presented
as the group of units of a factor ring of the ring of Ore polynomials L[x; o, 3] modulo a
suitable invariant polynomial g. The arithmetic of this non-commutative polynomial ring is
used to design an efficient decoding algorithm. Classical Goppa codes become instances of
our construction. Therefore, the security of our cryptosystem is expected to be at least as
strong as the original one.

In Sect. 2 we recall some basic essentials on Ore polynomials and define skew differential
Goppa codes. A non-commutative key equation is derived for these codes (Theorem 1), which
turns out to be a left multiple of an equation computed with the help of the Left Extended
Euclidean Algorithm in L[x; o, 9].

The topic of Sect. 3 is the design of an efficient decoding algorithm for skew differential
Goppa codes. To this end, the position points are assumed to be P-independent in the sense
of [14]. Under this hypothesis, the non-commutative locator polynomial already finds the
error positions, and a decoding algorithm, based on the solution of the key equation, is
provided (Algorithm 2). This algorithm gives a solution in most cases, but it is possible that
its output falls in a decoding failure. An efficient backup algorithm solves any of these failures
(Algorithm 3). In resume, the combination of both algorithms correctly computes an error
added to a codeword up to the correction capability.

Section 4 describes how to construct parity check matrices and position points to define
skew Goppa codes suitable to be used in a code-based cryptosystem. The construction is
made for d = 0, which guarantees the polynomial run-time of the algorithms, see Remark 4.

The cryptosystem is presented in Sect.5. A discussion on the choice of the parameters of
the code is included.

There is a patent pending by University of Granada in order to protect some of the results
in this work, see [8].

2 Skew differential Goppa codes and their non-commutative key
equation

In this section, the required algebraic framework is introduced. Let ¢ be an automorphism
of finite order w of a field L. An additive map d : L — L is called a o-derivation if it
satisfies d(ab) = o(a)d(b) + d(a)b foralla, b € L. By R = L[x; o, d] we denote the ring
of Ore polynomials built from (o, d). This is a fundamental example of non-commutative
ring, introduced in [20], whose basic properties may be found in several texts. We follow [3,
Chap. 1, Sects. 3 and 4] and adopt its notation, see also [11]. In particular, R is a left and
right Euclidean domain. The left division algorithm computes, given f,d € R withd # 0,
two Ore polynomials ¢, r € R such that f = gd + r with degr < degd, where deg denotes
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the degree (in x) function. Then we will write
l-quo-rem(f,d) = (¢,r), l-quo(f,d) =gq.

Given f, g € R, the notation f | g declares that f is a right divisor of g, which means
Rg C Rf,thatis, g = uf forsomeu € R. The notation f |, g is used analogously, meaning
gR C fR. When (x —«) | f,for f € Rand« € L, we say that « is a right root of the Ore
polynomial f. Greatest common left/right divisors and least common left/right multiples are
well defined since all left/right ideals are principal. Concretely,

and

RgNRf=RIg, fl,, gRNfR=]g, fl, R.

Remark 1 Let f, g, f', ¢’ € Rnonzerosuchthat f'f = g’g. Then[f, g], = f'f ifand only
if (f'.¢'), = 1.Infact, assume [, gl, = f'f = ¢/g andletd = (f'. g'),. Then f" = df”
and g’ = dg”. Hence df" f = dg"g,so [f,gl, |r f'f = g"g. Therefore f'f |, f"f,
ie, f' | f". It follows that d is a unit, so d € L and (f, g’)Z = 1. Conversely, assume
(f/’g/)e =1If[f,gl, = f"f = g"g, since [f,gl, | f'f = g'g, there exists ¢ € R
such that ¢ [f, g, = f'f = g'g. It follows c¢f” = f" and cg”” = g, hence ¢ |; (f'. &',
Thereforec € Land [f, gl, = f'f = ¢'g.

The analogous result for least common right multiples and greatest common right divisors
also holds.

There exist Left and Right Extended Euclidean algorithms (LEEA and REEA, for short)
that compute greatest common divisors and least common multiples on both sides. For our
forthcoming reasoning, we will need a very precise statement of the LEEA that provides the
Bezout coefficients in each step of the algorithm. This is given in Algorithm 1.

Algorithm 1 Left Extended Euclidean Algorithm
Require: f, g € L[x;0,0d] with f #0,g #0.
Ensure: {u;, v;, ri}i=0,... nn+1 suchthatr; = u; f + v;g forevery i, rp = (f, &)y, and upy1 f = [f, glp-
ro < f,r1 < g.
ug < 1,up < 0.
vy < 0, V] < 1.
i« 1.
while r; # 0 do
find g;, r such that r; _; = g;r; +r and degr < degr; > Left division
Fig] <71
Wip] <= Uj—] —qil;
Vip] < Vi—1 =4V
i<—i+1
end while
return {u;, v;, ri}i=0,... h.h+1

The output of Algorithm 1 enjoys some properties that will be used later. We record them
in the following lemma, whose commutative version may be found in [23, Lemma 3.8].

Lemmal Let f,g € R and {u;, v;, ri}i=o.....n be the coefficients obtained when applying
the LEEA to f and g. Then, foralli =0, ..., h, we have:
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1. uf +vig=r.
2. (uj,vi)p =1
3. deg f =degri_1 + degv;.

Proof The proof given in [6, Lemma 24] works here step by step. O

Let 0 #% g € R be invariant, i.e. Rg = gR. Therefore, R/Rg is a ring. It is easy to
check that fh = g if and only if &' f = g, where gh = h'g, so f |, g if and only if
f i g In particular, since x — y is irreducible for all y € L, (x — y, g), = 1 if and only if
(x—v.8)¢=1

Observe that (x — y, g), = 1 means that x — y 4+ Rg is a unit in R/Rg, so there exists a
unique & € R with deg(h) < deg(g) such that (x —y)h — 1 € Rgand h(x —y) — 1 € Rg.

Definition 1 Let F C L be a field extension. Let g € R = L[x; o, 3] be a nonzero invariant
polynomial. Let «p, ..., ay—1 € L be different elements such that (x — «;, g), = 1 for all
0 <i <n—1,leth; € R such that deg(h;) < deg(g) and

(x —ai)h; — 1 € Rg, ()
and let ng, ..., ny—1 € L*. A (generalized) skew differential Goppa code C C F”" is the set
of vectors (cq, ..., cy—1) € F" such that

n—1
> hinici =0. 2
i=0

By a degree argument, (2) is equivalent to
n—1
> hinici € Rg. 3)
i=0

We say that {«g, ..., ®,—1} are the position points, g is the (skew differential) Goppa poly-
nomial and hq, ..., h,—; are the parity check polynomials. If 9 = 0, we just call it a
(generalized) skew Goppa code.

Remark 2 A classical Goppa code is an instance of the skew differential Goppa codes when
o is the identity map, d =0and n; = 1 forall0 <i <n — 1.

Remark 3 1n [25], linearized Goppa codes are introduced. Since the ring of linearized polyno-
mials over a finite field is isomorphic to the ring of Ore polynomials built from the Frobenius
automorphism with trivial skew derivation, linearized Goppa codes become instances of
skew differential Goppa codes. Nevertheless, there are some mistakes in this reference.
For instance, [25, Proposition 1] seems not to be correct. Indeed, following the notation
in [25], let ¢ = 2, m = 3. The field Fyn is represented as Fy; = IFz[b]/(b3 + b+ 1). Let
g = (g1 =b>+b, go = b). We get

0g(X) = 0(g; gy (X) = x(x + b+ b)y(x +b)(x + bz) =x*+x% +x,

0g, (X) = 0(g)(x) = x(x +b) = x2 + bx
and

0g, (1) 0 (19 — gf'x) = (% + bx) o (X + (W7 + b)x) = x* + 7 + b+ Dx,

.. —1
so it is not true that og(x) = og; (x) o (x4 — g? X).
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For the rest of this section a skew differential Goppa code C is fixed. Let {g; | 0 <i <
n — 1} be the canonical basis of F”. Assume ¢ € C is transmitted and » € F" is received.
Therefore

r=c+e

for some ¢ = Z;:l eje; withej # 0 for 1 < j < v. The syndrome polynomial is defined
and computed as

n—1
s = Zhimri.
i=0

By (2), it follows that

n—1

v
S—thjﬂkjejzzhiﬁiciGRngR- 4)
j= i=0

We define the (non-commutative) error locator polynomial as
A=[lx—ax | 1<j<v}], eR
Then deg(}) < v and, for each 1 < j < v, there exists Pkj €ER such that deg(pk].) < vand
A= p; (x — ag;). )

The error evaluator polynomial is defined as

v
w = Zﬂkjnkjej-
j=1

It follows that deg(w) < v.
Our next aim is to derive and solve a non-commutative key equation that relates syndrome,
and error locator and error evaluator polynomials. The solution requires the following lemma.

Lemma2 Let f, g € R such that deg f < degg = x. Assume that there exist k, ., w € R
such that kg + L f = w,deg A < L%J and deg w < L%J . Letuy, vy and r; be the (partial)
Bezout coefficients returned by the LEEA with input g and f, where I is the index determined
by the conditions degry_1 > I_%J and degry < I_%J Then there exists h € R such that
Kk =huy, . = hvy and w = hry.

Proof Since kg + Af = o, degh < |4 | and degw < | £ |, it follows that degx < | % |.
By Lemma 1, deg vy + degr;—1 = x, so that degv; < x — | 4 ].

Write [A, vr]y = ar = bvy, where a,b € R with dega < degv; < x — \_ J and
degb < deghr < | % |. Then (a, b), = 1 by Remark 1.

Fromkg + Af = o we get

akg +akls = aw. (6)
By Lemma 1, we have u;g 4+ vy f = ry, which we multiply on the left by b to get
bujg +bvys = bry. (7
Hence, from (6) and (7),

(ak — buy)g = aw — bry. (8)
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Since

deg(aw — bry) < max {dega + degw, degb + degr;}

<= [£] |2 [£] L) ==

it follows, from (8), that ax = bu; and aw = bry. Actually, (a, b), = 1 yields [«, ur], =
ak = buj and [w, r1]; = aw = br; by Remark 1. In particular, dega < degr; < | £].
Let [a,b], = aa’ = bb'. Since [A, v/], is a right multiple of a and b, there exists
m € R such that [A, v;], = [a, b], m. Then al = bv; = aa’'m = bb'm. Thus, A = a'm
and v; = b'm and, by minimality, (A, v;), = m. Similar arguments prove that there exist

m’,m” € R such that u; = b'm’ and k = a’m’, and that r; = V’'m” and w = a’'m”.
Nevertheless, by Lemma 1, (u7,v;), = 1, so ¥ = 1. In this way, b = aa’ and we get
A =dvy,w =a'r; and k = a’uj. This completes the proof. O

Theorem 1 The error locator A and the error evaluator w polynomials satisfy the non-
commutative key equation

w=Kkg+As, )

for some k € R. Assume that v <t = Lde%J. Let uy, vy and ry be the Bezout coefficients

returned by the left extended Euclidean algorithm with input g and s, where I is the index
determined by the conditions degry_1 > t and degr; < t. Then there exists h € R such that
Kk = huy, ., = hvy and w = hry.

Proof Since (x —a;)h; + Rg = 1+ Rg forall0 <i < n — 1, we get from (4) the following
computation in the ring R/Rg:

v
As + Rg = Z)Lhk_,- nkej + Rg
j=1

v
= Zpk./(x —Olkj)hkjﬁkjej + Rg
j=1

vV
= e+ Rg
j=1
= w+ Rg.
This proves (9). By construction,
degs < max{deg(h;) | 0<i <n-—1} <degg,

so the second statement of the theorem follows from Lemma 2. O

3 Decoding algorithms

From now on we assume

d
vgz:LeggJ.
2

It follows from Theorem 1 that the condition (A, w), = 1 implies that A and w are left
associated to vy and ry, respectively. Hence, under this condition the LEEA computes the
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error locator and evaluator polynomials. In the commutative case, it is easy to check that
locator and evaluator are always relatively prime. Although, in our experiments, most of
examples in this non-commutative setting already satisfy the condition (A, ), = 1, this is
not always the case (see Example 3). For a correct decoding, we need to know when vy, ry
are actually the error locator and the error evaluator polynomials, and if the error locator
polynomial already locates the error positions.

In order to proceed, we need the notion of left P-independent set in the sense of [4, 15].
From now on, we assume the following hypothesis on the position points.

Hypothesis 1 We assume that {«g, . .., a,—1} C L is left P-independent, that is,
deg[{x —o; | 0<i <n-—1}], =n. (10)

Observe that, by [4, Theorem 5.3], every subset of a P-independent set is P-independent.
As a consequence of Hypothesis 1, deg(t) = v. Let us deduce that A already locates the
error positions.

Proposition 1 x — ax |, A ifand only ifk € {ky, ..., ky}.

Proof If x —ay |, A withk ¢ {ki, ..., k,} thenthe set {ok, ok, , . .., ok, } is left P-dependent.
O

3.1 Decoding algorithm with unlikely decoding failure

In this subsection we give a criterion on the partial outputs of LEEA to decide if A is left
associated to vy (Proposition 2). This leads to a decoding algorithm (Algorithm 2) that turns
out to work in most cases. In the next subsection, we discuss how to correctly decode when
Algorithm 2 outputs a decoding failure. Our approach is adapted from [6, Lemma 26 and
Theorem 15].

Lemma3 Let{iy,...,in} C{0,...,n—1}withl <m < n, and

f=[x—a,'l,...,x—oe,-m]l.
Let fi, ..., fm € Rsuchthat f = fj(x — ;) forall 1 < j < m. Then:
LUfisooo fmle = fand (fr, ..., fm)e =1
2. R/fR = EB';’:I fiR/fR.
3. Forany h € R with degh < m there existay, ..., a, € L such thath = Z;-"zl fia;.
4. The set { fi1, ..., fm} gives, modulo fR, a basis of R/ f R as an L-vector space.

Proof (1) By Hypothesis 1, {«;,, ..., «;, } is left P-independent. So, by (10), deg f = m and,
thus, deg f; = m — 1 forevery j = 1,...,m. Since m > 1, the degree of [f1, ..., ful,
must be at least m — 1 + 1 = m. But f is obviously a common left multiple of f1, ..., fu,
whence f = [f1, ..., fml,. Itis straightforward to check that (fi, ..., fin), = 1, otherwise

there would be a left common multiple of x — o;; for I < j < m with degree smaller than
deg f.

(2) Since fR C fjRforalll < j < mand (f1,..., fu)e = 1, we get R/fR =
Z’}’Zl fiR/fR.Observe that f;R/fR = R/(x — a;;)R is one-dimensional over L. Since
the dimension of R/ f R as an L—vector space is deg f = m, we get that the sum is direct.

(3) and (4) follow from (2). ]
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4002 J. Gébmez-Torrecillas et al.

Proposition 2 Let u, v, r € R such that ug + vs = r, hu = k, hv = X and hr = w for some
heR. LetT ={l1,la,....,.In}={0<l<n—-11] (x —oq) | v}. Then m = degv if and
only ifdegh = 0.

Proof Since v |, A,every right root of v is aright root of A, hence {l1, ..., [y} € {k1,..., ky}
by Proposition 1. We reorder the set of error positions in such a way that T = {k1, ..., k;}
withm < v.If degh = 0, then m = v and degv = v by (10), since {a,, ..., ox,} is left

P-independent. Conversely, if m = deg v, then

v=[{x—a | 1 <j<m}],

by (10) and Hypothesis 1. Recall that A = Pk; (x — ozkj) and write v = p/,.(x — akj) for all
1 < j < m. Since '

degr =degw —degh =degw +degv —degh <v—-14+m—-—v=m-—1,

we get from Lemma 3 that r = /.| p/a; for some ay, ..., a, € L. On the other hand,
A = hv. Thus, forany 1 < j < m, pg;(x — ;) = hp/,.(x — a;), SO px; = h,o;.. Now,
hr = w, so ' '

m m m v
j=1 j=1 j=1

j=m+1
By Lemma 3, {pk,, .. .. p,} is a basis of R/AR as aright L—vector space. Therefore, since
ej #0forevery 1 < j <v,Eq.(ll) implies that m = v and, thus, degh = 0. O

Theorem 1 and Proposition 2 ensure the correctness of the decoding algorithm described
in Algorithm 2.

3.2 Solving decoding failures

Proposition 2 gives a sufficient condition which tells us if we have actually found the solution
of (9), and, therefore, the output of Algorithm 2 is the error polynomial. Nevertheless, a
decoding failure may occur, see Example 3, and we might not had compute the error locator
polynomial, but only a proper right divisor. So we need to find new right roots of A.

Proposition3 Lefu, v, r € R such thatug + vs = r, hu = k, hv = X and hr = w for some
heR. Letk €{0,...,n — 1} such that x — ay {, v but x — oy |y A. Set v/ = [x — o, v]p
and let k"' € R such that h"v = V'. Define u' = h"u andr’ = h'"'r. Then u’'g + v's = r/,
hWu' =k, W'V = Xand h'r' = w for some h' € R.

Proof Since A = huv, it follows that [x — a, v]; |, A, so there exists /' € R such that A =
h' [x — ag, v],. Then hv = A = h'h”v, hence h = h’h”. Multiplying ug + vs = r by h” on
the left, we get u’g + v's = r’. Moreover, k = hu = h'h"'u = h'u’, . = hv = i'h"v = h'v'
andw =hr =h'h"r =h'r'. O

Proposition 4 Assume A = hv withdegh > 1. Let

{st,occsm)y={i€{0,....n—1} | (x—0a;) | v}

and{ly,.... L} =1{0,...,n—1}\{s1,...,spm}. Forany 1 <i <vr,let f; = [f,-,l,x—otli]‘Z
with fo = v. Then:
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Algorithm 2 Decoding algorithm for skew differential Goppa codes with unlikely decoding

failure

Require: A skew differential Goppa code C of length n, correction capability ¢, position points
{ag,...,ay_1} € L, no,...,nu—1 € L*, skew differential Goppa invariant polynomial g € L[x; o, 3]
with deg(g) = 2t, and parity check polynomials ko, ..., h,—1 € L[x; o, 9] of degree 2t — 1.

Require: A received word y = (yp, ..., yp—1) € F".

Ensure: A vector e € F" such that w(e) <t and y — e € C, or decoding failure.

L5 < Y00 himiyi

2: if s = 0 then

3:  return the zero vector

4: end if

5: Tprev < & Teurr < 8, Vprev < 0, Veurr <1 > LEEA
6: while deg(r¢cyrr) >t do

7. f,r < l-quo-rtem(rprev, Feurr)

8: UV <= VUprev — Sfocurr, Uprev <= Vcurr,Vprev < Tcurr> Veurr <= Vs Tcurr <= T

9: end while

10: pos < {}, other ={0,...,n — 1} > Finding error positions
11: for0 <i <n—1do

12:  if «; is a right root of vy then

13: pos < pos U {i}, other = other \ {i}
14:  endif
15: end for

16: if deg(veurr) >| pos | then

17:  ‘Decoding failure’

18:  stop

19: end if

20: for j € pos do > Finding error values
21: pj < l-quo(veurr, x —aj)

22: end for

23: Solve the linear system r¢yrr = Zjepm pinje;

24: e(x) < Zjepos ejx/

25: return the vector associated to the polynomial e(x)

1. There exists d > 0 such that deg(fy—1) = deg(fa),
2. If dy is the minimal index such that deg( f4,—1) = deg(f4,), then dy € {ki1, ..., ky}.

Proof Forany | <i <r,letA; = [Ai,l,x — O‘li]e with A9 = X. It is clear that f; |, A;
forany 1 < i < r. Suppose that the sequence {deg( f;)}o<i<, is strictly increasing. Hence
deg(f) = r + deg(v) = n — m + deg(v) > n because, by Proposition 2, deg(v) > m.
This is not possible, since f; | A = [{x —a; | 0 <i <n — 1}], whose degree is bounded
from above by n. So there exists a minimal dy > 0 such that deg( f4,—1) = deg(f4,). Now,

X = Qg |r fao—1 Ir Adp—1 = [K,x — Oy, X _aldo—l:lé' Since, lgy # s ...y ldy—1,
X — oy, |» A. Thus, dy € {ki, ..., ky}. m]

Propositions 3 and 4 provide a way to find the locator if a decoding failure happens. This
is presented in Algorithm 3.

Remark 4 Concerning the complexity, the run-time of Algorithm 2 is dominated by the
execution of the LEEA and a linear system resolution. In Algorithm 3, the internal loop,
that finds an error position, computes the least common left multiple of a linear polynomial
and vy, updating v, to this least common left multiple, until the process does not increase
the degree. Its theoretical complexity is then dominated by an n-times execution of a least
common left multiple of bounded polynomials. Now, this loop is executed, at most, the
number of error positions, so that the complexity of Algorithm 3 is bounded polynomially
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4004 J. Gébmez-Torrecillas et al.

Algorithm 3 Solving decoding failures

Require: A skew differential Goppa code C of length n, correction capability ¢, position points
{ag,...,ap—1} € L, ng,...,np—1 € L*, skew differential Goppa invariant polynomial g € R with
deg(g) = 2t, and parity check polynomials hq, ..., h,_1 € R of degree 2t — 1.

Require: The polynomials veyyr, eyrr and the sets pos, other in Algorithm 2

Ensure: The locator polynomial A.
while deg(vey,r) >| pos | do

f < veurr, e < deg(f)
i < one element in other, other = other \ {i}
f < [f X — oz,-](
5: while deg(f) > e do
e<—e+1
i < one element in other, other = other \ {i}
fe[fix—a ]z
end while
10:  pos = pos U {i}, other ={0,...,n — 1} \ pos
U <= Veyrrs Veurr <= Vs X — & [, h < 1-quo(veyrr, V), Feurr < hreurr
for i € other do
if «; is a right root of vy then
pos < pos U{i}, other = other \ {i}
15: end if
end for
end while
return veyrr, Feurrs POS

with respect to the complexity of the LEEA. Consequently, in general, the conjunction of
Algorithms 2 and 3 has polynomial run-time, in the worst case, with respect to the execution
of the LEEA and a linear system resolution.

In the setting of the cryptosystem to be described in Sect. 5, that is, skew polynomials
over a finite field with 9 = 0, according to [7, Lemma 3.3], the execution of the LEEA is
in O(n?) operations in the field, whilst the traditional approach to solve the linear system in
Line 23 of Algorithm 2 is by Gaussian elimination, which can be done in O(¢?). Therefore the
complexity of Algorithm 2 belongs to O(1> + n*) operations in the field, whilst Algorithm 3
belongs to O(tn).

It was noticed by one of the referees that there is a fast computation of the left extended
Euclidean algorithm in [2]. These results could be used to speed our algorithms up in the
finite field case.

Observe that, by Theorem 1 and Proposition 2, decoding failure cannot happenif (A, w), =
1. Next, we analyze this condition.

Proposition 5 Under the notation of Sect. 2, the following statements are equivalent:
1. (w, 1), =1

2. o+ AR generates R/AR as a right R—module.

3. The set {(w + AR)x" | 0 <i <v — 1} isright linearly independent over L.

Proof The equivalence between (1) and (2) is a direct consequence of Bezout’s Theorem. It
is clear that w 4+ AR generates the right R—module R/AR if and only if {(w + AR)x? | 0 <
i <v—1}spans R/LR as aright L—vector space. Since the dimension over L of R/AR is
v, the equivalence between (2) and (3) becomes clear. ]

In the skew case, i.e. 9 = 0, a more precise analysis can be done. Besides the partial norms
Ni(a),foranya € Landi € N, the-ithnormofaisdefinedasN_;(a) = N?;(a) = N;’fl (a),
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N_@=ao" @...c7" ().

Since o has order p, it follows thatN , (y) = N_,, (y). Moreover, foreach f = Zj fjx-/ €R
and all y € L, there exists & € R such that

f=@=ph+Y o/ (fHN_;¥). (12)

J

Lemma 4 The j-coor_dinate of wxt + AR with respect to the basis {pg, ..., pk,} IS
N_;(ox;)o ™" (ni;)o " (ej), forany 1 < j < v.

Proof By (12), o; is a left root of xt— N_;(etk;). Then Xt — N_(ox;) € (x — og;)R.
Multiplying on the left by Pk s piji — pi; N_;(ek;) € AR. Thus, in R/AR,

v
wx' = Z Pk; nk./.ejx’
j=1

v
=Y o xo T o e)

j=1

=> ;N (ex)o ™ ()0~ (ej)
j=1

and the result follows. ]
Proposition 6 (w, A), = 1 if and only if

det (N_,. (ox)o ™ (i)o (e ,)) £0.

O<i<v—11<j<v
Proof Tt follows from Lemma 4 and Proposition 5. O

Remark5 Example 3 shows a system providing, under certain carefully chosen errors, a
decoding failure. However, as we have pointed out above, this unlikely occurs. In the setting of
Example 3, our experiments under randomized errors in the transmission result a probability
of 0.003 of obtaining a decoding failure. Whenever the field extension is not trivial, which
is the standard setting in practice, none of our experiments outputted a decoding error. For
instance, under parameters F = F,>, n = 512 and ¢t = 5, after 4 millions executions, no
decoding failure was found. This suggests that, for non trivial extensions, there is no decoding
failure. Unfortunately, we have been unable to prove it, so we leave this assertion as an open
problem.

4 Parity check matrices and position points for skew Goppa codes

This section deals with the computation of parity-check matrices and the choice of the position
points for skew Goppa codes. Although most of results are still valid in the skew differential
case, the presentation become less technical under the assumption @ = 0. On the other hand,
this level of generality suffices for our main purpose, namely, the design of a cryptosystem
based on skew Goppa codes over a finite field.
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For a given skew differential Goppa code, a parity check matrix can be derived from (2).
We make it explicit in the skew Goppa case. So let R = L[x; o], where L is a finite extension
of a given field F, and o is a field automorphism of L of finite order p. Let C be a skew Goppa
code with Goppa polynomial g € R, position points {«g, ..., ¢,—1}, 70, . - ., Ju—1 € L* and
parity check polynomials A, ..., h,_1. Let deg(g) = x, h; = Z)/(;(} hi jx/ and

o %(ho,0)n0 o Omiom - o hu—1.0) 001
7 o~ (ho,1)no o lmom o o ham1, )0
o X (ho,—1)no o X (hy y—Dn1 -+ 0T (1 y—1)n—1

Proposition 7 For each y € L, let v(y) denote its F—coordinates, as a column vector, with
respect to a fixed F—basis of L. Let

H= (n(o*f(h,,j)n,-))oﬂsﬂ e Flomxn,

0<i<n-—1

Then H is a parity check matrix for C.

Proof Observe that

n—1 n—1x—1
Y himici =YY hi jxInici =
i=0 i=0 j=0
n—1x—1 x—1 n—1
DOd xo T (i pmici =Y x0T (i pmici,
i=0 j=0 j=0 i=0

so (2) is also equivalent to

n—1

fo—j(hi,j)mcz' =0, 0<j=<x-1,
i=0

ie.
(co,Clyescp—1)H" = 0.

Since C € F", (cg, c1, ..., cu—1) € Cifand only if (cg, c1, ..., cn_1)HT = 0. 0

We gather from [4, 14] the information on P-independent sets needed to describe every
possible set of position points in the skew Goppa case.

It is well known that the center of R = L[x; o] is K[x*], where K = L?, the invariant
subfield of L under o. So, for every a € L, the polynomial x* — N(a) is central, where

N(a) = ac(a)-- " (a)

is the norm of a. Define, following [13], the conjugate of @ under ¢ € L* as “a = o (c)ac™!,
and the conjugacy class of a as

Aa) ={a:ce L*}.

By virtue of Hilbert’s 90 Theorem (see e.g. [16, Chap. VI, Theorem 6.1]), A(a) = A(b) if,
and only if, N(a) = N(b). Hence,

Aa) = {b € L : N(a) = N(b)}. (13)
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Observe that these conjugacy classes form a partition of L.
Foreach f = Zj fijx/ € Randany b € L, by [13, Lemma 2.4], there exists 2 € R such
that

f=h(x=b+) fiN;b), (14)
j

where N (b) € L is defined as
No(b) =1, and N;(b) = bo (D) . Lol 7Nb) for j > 1.
Observe that N (b) = N, (b). We get thus from (14) and (13) that
A(@y={beL:(x—>b)| x'—N(a)} (15)

We are now in a position to show how to build P-independent sets by using the general
theory as established in [4, 14].

Proposition 8 Given a € L*, the P-independent subsets of A(a) are those of the form
{“a,...,ma}, where m < p and {c1, ..., cn} is a K-linearly independent subset of L.
Moreover, m = p if and only if

[x —%a, ..., x —C’”a](Z =x"* —N(a).

Proof According to [4, Theorem 5.3], {“'a,...,“ma} is P-independent if and only if
{c1, ..., cm} is linearly independent over the o—centralizer of a, given by

C%a) ={ce L\{0}: =a}ulo},

which is a subfield of L. Indeed, C° (a) = K, so we obtain the first statement. The second
one is derived from (15). ]

Proposition 9 A subset I' C L* is P-independent of and only if
r=ru...ur,,

where I'; € Al(a;) is P-independent for alli = 1,...,r, and ay, ...,a, € L are nonzero
elements of different norm.

Proof Since the conjugacy classes form a partition of L* and subsets of P-independent
sets are P-independent, we deduce that every P-independent set I' € L* decomposes as
r=ryU---UT, forI'; € A(a;) foray, ..., a, € L* of different norms.

To reason the converse, observe first that the equality (15) says that, for each a € L*, the
conjugacy class A(a) is precisely the set of all right roots, in the sense of [14], of the skew
polynomial x* — N (a). So, these conjugacy classes are instances of full algebraic subsets of
L* to which [14, Corollary 4.4] can be applied. Thus, if I'; € A(a;) is P-independent, then,
by virtue of Proposition 8, it corresponds to a K-linearly subset of L, which is a subset of a
K-basis B; of L. Again by Proposition 8, B; gives a maximal P-independent subset A; of
A(a;) (aP-basis, in the words of [14]), that contains I';. By [14, Corollary 4.4], A{U---UA,
is a P-basis of Aj(a;)U---U A,(a,). As a consequence, ['{ U - - - U T, is P-independent. O

As for the selection of the skew Goppa polynomial concerns, we may state:
Proposition 10 Consider h € K [x"] without roots in K. Then g = x*h € L[x; o] has no

right roots in L* for any a > 0.
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Proof If o € L*isarightrootof g, then « isarightrootof 2 € L[x; o]. Then, by Proposition
8, x" —N () is arightdivisorin L[x; o] of the central polynomial /. This gives that x** —N («)
is a divisor of 1 € K[x*], thatis, N(«) € K is a root of h(x*). ]

5 A McEliece cryptosystem based on skew Goppa codes

To design a skew Goppa code C, we first choose, as alphabet, a finite field ' = F,, where
g = p? for a prime p. We set the length n and the correction capacity ¢ < n/2. In practice,
this parameter ¢ is much smaller than n, as we will see below. Algorithms 2 and 3 guarantee

that we may set
degg
t= , 16
| <2 | (16)

where g is the skew Goppa polynomial. We must build the skew polynomialring R = L[x; o],
where L is an extension of F of degree m, so L = F,m. We choose ¢, n, m such that 2mt < n
since, from (2), a parity check matrix over F has size 2mt x n. If 2mt is too close or too far
from n, we get codes with very small or very large dimension. For instance, in the Classic
McEliece NIST’s Post-Quantum Cryptography Standardization Project proposal, see [1], the
proposed code rates, the ratios between dimension and length, are & 0.75.

From the relation

dimp C =n —rank(H) > n — 2mt, (17)
by choosing
n
m< —,
4t
we obtain that
dimgp C = 0.5,
n

If the dimension of C is strictly greater than n — 2mt, then we choose randomly a linear
subcode C~~ of C with that dimension. Setting

n

— < m<
100 —  —

)

£l=

then

dimp C,
= =

n

0.5 0.8.

The field automorphism o of L is given as a power of the Frobenius automorphism 7, that
is 7(a) = a”, so we pick 1 < s < dm and set § = gcd(s, dm). Define o = ¥, which has
order

dm

M=T,

and K = L° =F ps- If § = dm, then the automorphism is the identity and we recover the
classical Goppa codes as observed in Remark 2.

The definition of the skew Goppa code C requires the specification of a P-independent
subset of L*, the position points, and an invariant polynomial g € R having no right root
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among these points. As for the first task concerns, we describe all maximal P-independent
subsets of L*. Every other P-independent set is a subset of one of these.

Proposition 11 Let y be a primitive element in L. Every maximal P-independent subset of
L* if of the form

fo@ipy'e; vi=0,.p" =2.j=0,...u—1},

where {cio, ..., ciu—1} is a K—-basis of L for eachi =0, ..., p‘S — 2. As a consequence, if
a P-independent subset of L* has n elements, then n < (p® — ).

Proof 1t is well-known that N (y) is a primitive element of K. Thus,
N :i=0,....p" =2}

is a set of representatives of the conjugacy classes of L* according to (13). The proposition
holds now from Propositions 8 and 9. O

Example 1 Let {o, o (), ..., oh-l («)} be a normal basis of L/K.For0 <i < u — 1, set
Bi = o't (@) /o’ (a). Proposition 11 implies that

{vigi10=iz=p-20<j=p-1}
is a maximal P-independent set of L*.

As for the choice of the skew Goppa polynomial concerns, we may set g = x“h, for any
central non constant polynomial 2 € K[x*] without roots in K and a > 0 (Proposition 10)
adjusted to condition (16).

Remark 6 1f g = x“h with h irreducible, we have an isomorphism of rings
R _ R R
— = X —.
Rg  Rx% Rh

The first factor is a non-commutative serial ring of length a, while the second factor is
isomorphic to a matrix ring with coefficients in a field extension of K. So, the group of units
of R/Rg is a product of the group of units of a field (if a > 0) and a general linear group
over a field extension of K.

By Proposition 11 we get the inequality
dm
n=p@p’—D=-—("-1). (18)

So, givenn, t,q = pd, we want to find m, § such that
n né n
max{—, ————— ¢ <m< —andé | dm. (19)
10t7 d(p® — 1) 4¢

Our proposal of a McEliece cryptosystem follows the dual version of Niederreiter [19],
by means of a Key Encapsulations Mechanism like the one proposed in [1].

5.1 Key schedule

The inputisn > t and F = F, withq = pe.
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5.1.1 Construction of additional parameters

In order to generate the public and private keys for a McEliece type cryptosystem, the param-
eters m and s have to be found. These can be computed randomly via an exhaustive search
to find pairs (m, §) satisfying (19) and then looking for an s such that § = ged(s, dm). For
instance, if n = 4096, r = 25, ¢ = p? = 2, we get the following combinations:

m |24 26 28 30 32 33 34 36 36 38 39 40
(1213141516 11 17 12 18 19 13 20

plus those cases m = §, which correspond to classical Goppa codes. If n = 2560, ¢ =
22,q = p? = 2%, we get 83 different combinations, among them 18 are classical Goppa
codes corresponding the case § = dm, where 12 <m <29and 12 < § < 116.

Wesetk =n — 2t L%J, the smallest possible dimension, according to (19). Next pick
randomly 1 < s < dm, and let 6 = gcd(s,dm), p = dTm, L =TFym K = Fpa and
o =1': L — L.Fix abasis of L over F and denote v : L — F" the map providing the
coordinates with respect to this basis. Let also denote R = L[x; o ].

5.1.2 Left P-independent set

The set of position points may be selected amongst the points in a maximal left P-independent
set as computed in Example 1. So we need a normal basis and a primitive element of L.
Let first compute a normal basis of L over K. We point out that

{a,0(),....,c" @)} ={a, P @),..., " D)

since both 7° and o are generators of the cyclic Galois group of the field extension L of K.

For each ¢ € K|[z], let ¢,,5 (¢) be the number of polynomials in the indeterminate z of
degree smaller than deg ¢ and relatively prime to ¢. It is well known, see [17, Theorem 3.73],
that @ps (z* — 1) is the number of o« € L such that {«, o (), . .., o* ()} is a normal basis.
By [5, Theorem 2],

pS;L

e’rlogpa ,u—‘

so the probability p of picking randomly an element which generates a normal basis is
bounded from below by

(pp‘3 (ZM - 1) =

1
pZ .
e’rlogps u—‘

So, a random search should produce a normal element in a very few attempts. For instance,
the probability of choosing randomly an element which generates a normal basis when
n=4096,1r=25¢=p?=2o0rn=2560,1=22,q=p? =2%is p > 0.36.

It remains to provide a fast method to check if an element generates a normal basis.
There are quite enough methods to do that for finite fields, see e.g. [12, 24], where random-
ized algorithms in O(u? + 1 log p®) and O(u!-82 log p%), respectively, are provided. In our
experiments we have just used the classical Hensel test, see [10] or [17, Theorem 2.39],
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. . S u—0)38, . ..
which says that, for a given o € L = dem, {a, P , ..., a”(/ k } is a normal basis if and
only if

gcd (Z“ _ ]’azufl +ap8Z,l72 +---+a”<lk])a) .

A similar analysis can be done for primitive elements. As mentioned in the introduction
of [21], all known algorithms to compute primitive elements work in two steps: compute a
reasonable small subset containing a primitive element and test all elements of this subset
until a primitive elements is found. Since the number of primitive elements in L is ¢(| L |
—1) = @(p® — 1) and, by [9, Theorem 328], p(p?™ — 1)/(p®™ — 1) is asymptotically
bounded from below by a constant multiple of loglog(p®”" — 1), a random search would
produce quite fast a primitive element. For instance, in case n = 4096, t = 25, q = pd =2,
this lower bound is always greater than 0.168, or, in case n = 2560, t = 22, ¢ = p? = 2*,
than 0.127.

Testing if arandomly chosen y € L is primitive can be done with the classical equivalence

p(l'm 1

y is primitive <= y *i  # 1 for all prime factor p; of pd”’ -1
which requires factoring p%” — 1. Since p®" — 1 is reasonably small, this can also be done
efficiently.
Once a primitive element y and a normal element o have been computed, a maximal set
of left P-independent elements is

P={y @ jo<izp -20=j=n—1}.

o/ (a)

In the classical case § = dm, being P-independent just means different position points.

5.1.3 Position points, skew Goppa polynomial and parity check polynomials

The list E of position points is obtained by a random selection of n points in P. Observe that
we have chosen the parameter to have n <| P |.

E={ap,...,00_1} CP.

For the skew Goppa polynomial, we randomly choose a monic polynomial 2 (y) € K[y] with-
out roots in K, see Proposition 10, such that deg, (h) = [27/p1] and set g = h(xH)x2tmod o
which has degree 21.

Finally, the REEA allow to compute hq, ..., h,—1 € R such that, foreachO <i <n—1,
deg(h;) < 2t and

(x —aj)hi — 1 € Rg.
In fact deg(h;) = 2t — 1 by a degree argument.
5.1.4 Parity check matrix and public key

By Proposition 7, a parity check matrix for the skew Goppa code is

H = (U(U_j(hi’j)m))05_,’52;71 c F2tm><n

0<i<n—1
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where h; = Zﬁt:_ol h,-,_,'xj . Once H is computed, the public key of our cryptosystem can be
calculated as follows: set k = n — 2t | 7+ |, ry = rank(H) and A € FOr=k=re)xn 4 random
full rank matrix. The matrix Hyp is formed by the non zero rows of the reduced row echelon
form of the block matrix (%) If Hpup has less that n — k rows, pick a new A. This Hpyp
defines a linear subcode of C of dimension k.

After this Key Schedule in the Key Encapsulation Mechanism, the different values remain
as follows:

Parameters: t < n,q = p® andk =n — 2t | 1 ].
Public key: Hpu, € F—k)xn
Private key: L, 0, E = {ag, ..., ay—1}, g and ho, ..., hy—1.

Remark 7 The security of this system is limited by the strength of information-set decoding
attacks. From this point of view, the size of the public key has to be large enough to avoid
those kind of attacks. Therefore the key size cannot to be smaller than the ones in the
classic McEliece’s cryptosystem. However, there are interesting sets of parameters such that
the family of proper skew Goppa codes is larger than the classical ones. For instance, if
we pick the parameters, n = 6960, t = 119, pd = 2, there are around 233347 classical
binary Goppa codes. This number can be obtained by means of the Gauss formula which
computes the number of monic irreducible polynomials over I, of degree ¢, see e. g. [17,
Theorem 3.25]. For these parameters there are three possible values for (m, §), concretely
(24, 12), (26, 13), (28, 14), which can be used to build skew Goppa codes. In all cases h = §
and p = 2. Fixing a normal element, a primitive element and the corresponding maximal set
of P-independent elements, the number of skew Goppa codes can be bounded from below by
285236 296470 and 2104922 respectively. If the alphabet I pd 18 larger, there are usually more
options to build skew Goppa codes. For instance, the parameters n = 2560, t = 22, p¢ = 2*
allow to build around 229722 classical Goppa codes with m = 3. According to 5.1.1 there are
65 pairs (m, §) which we can use to build skew Goppa codes. Each one of these choices has
at least 264305 skew Goppa codes on average.

5.2 Encryption and decryption procedures

The encryption process goes as follows. We pick a random error vector, i.e. ¢ € F" such that

w(e) = t, with corresponding error polynomial e(x) = th=1 ejxkf, and 0 < k| < kp <

- < k; < n — 1. The sender can easily derive a shared secret key from e by means of a
fixed and publicly known hash function H. The cryptogram is
c= erq:lb e F"k,

In order to decrypt, the receiver can easily compute y € F” such that

since Hypyp is in row reduced echelon form. Algorithms 2 and 3 can be applied to y in order
to compute e. Then the shared secret key can be retrieved by the receiver as H(e).

5.3 Examples

Next, we give some concrete examples. All the computations have been done with aid of the
computational system SageMath [22].
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Example 2 Let us describe here a toy-example showing an execution of our cryptosystem. Let

F=TF;= % be the field with 2* elements such that a* + a + 1 = 0. The elements

of F may be represented by a hexadecimal character. For instance, a® +a + 1 = 1011 = B.
Setn = 16 and r = 2. In this case, we can only consider m = 2 and § = 4. Then u = 2 and
we choose randomly s = 4.

Let L = %, and consider {1, b} a basis as F-vector space. We choose randomly
y = Bb + 2, a primitive element in L, and « = 9b 4+ 8 € L, an element that generates a
normal basis. We also choose randomly 16 position points in L,

dag = 4b + 5 a1 =1b+F o) =8b+3 a3 =3b+D
o4 =3b+7 as =9 o =8b+B a7 =3b+A
ag =4b+9 o9 =5b+2 ol =Cb+6 a1 =7b+6
app=2b+4 23 =2Ab+B oy =Cbhb+1 a5 =1b+1,

and 16 non-zero elements in L,

4no =Fb+D n =5b+F n=1b+9 13 =3b+4
ng =3b+4 ns =1b+D ne =4b+F n=7b+B
ng = 7b ng=2b+8 no=Db+F n1 =9b+7
N =2b+6 N3 =2Ab+B N4 =3b+6 nis = Ab + 8.

We choose randomly the Goppa polynomial
g=x4—|—7x2+9 eL[x;r4]
which allows the calculation of the parity check polynomials
ho = 2x* 4 (8b + B) x>
h = Dx> + Dbx% + 3x + 3b
hy =Dx>+ (2b+9)x*>+3x+Bb+6
hy=8x>+Bb+1)x>+8x+Bb+1
hy =333 +(5b+F)x>+x+3b+5
hs = 9x° + Dx? + 5x + B
he =Fx>+(b+C)x*> +x+8b+A
h7 = 3x> + (5b+ B) x> + 8x + Bb + C
hg = 3x> + Cbx? 4 8x + 6b
ho=9x3 4+ Bb+2)x>+5x+2b+7
hio = 8x> 4+ (&b + 9)x* + 5x 4+ 9b + 3
hip = 2x° + (Bb + 9) x?
hiy =Fx’+ (Db+E) x>+ Ax + 7b+5
hi3 =Bx> + (2b+ 4)x* + Ax +8b +3
hisg = 9x> + (6b+D) x>+ Fx + 8b+E
his = Ex’ + (Eb 4 B) x> 4+ Fx + Fb + 5.
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Hence, a parity check matrix is given by

0 8b+39 +ACh+C5b+6Bb+6Bb+32b+7
0 Fb+23b+8Bb+63b+45b+C4b+FDb+7
Eb+DFb+D5b+8Chb+CFb+ADb+E3b+24b+E
Db+9Cb+7Db+FBb+65b+C9b+FO9b+A9+E

Fb+B4b+ 7 1 0 Eb+5 D 7Tb+BDb+3
Db Ab+ECb+6 0 Tb+98b+22b+4Chb+1
Db+ 5 5b+2 7 Ab+E9%+E E Fb+AFb+8 |’
9b b+4 2b+1 b+E Db+42b+98b+3 6b+9

whose expansion with coefficients in F is given by

03AC6637B7105DB3
089C5BB2F400E07D
02864CFT70E609241
OF3B354DDACO0O782C
DD8CAE2ES527EEEAS
EF5CFD34D50A90FF
97F6CFAEQ041E4939
DCDB59999121D286

Now, we compute the public key. Since k = 8 and the rank of H is n — k = §, no additional
random row is needed, so the public key Hpyp is simply the row reduced echelon form of H,
that is,

0C23299A4
091AC7386
0A824D65B
09013B789
OE9BCF266
0AB169115
03F12FBE1
1AD864128B

Hpub =

O O O O o o oK
O O O O o o+ o
O O O O o r OO
O O O OoOr O oo
O O O Fr OO O o
O O OO oo o
O R OO OO oo

We select now the shared secret, a vector e € F1© with t = 2 non-zero components,
(4, 0, 0,0,0,0,0,0,0,C,0,0,0,0,0,0).

In this case the non-zero components correspond to the positions 0 and 9. We encrypt the
secret by multiplying by the transpose of Hpyp, obtaining a cyphertext

c=(F,C, A 0,6, D8, 3)eFS
The receiver solves the linear system ¢ = yH;;l:lb obtaining, for instance,
y=(F,C A 0,6,D,8,3,0,0,0,0,0,0,0,0).

Finally, applying the decoding algorithm in Algorithm 2 to y, we find the vector e, decrypting
the secret.

Example 3 This example shows that decoding failures, although quite unusual, can happen.
Let F =Fys = W&%’ n = 16, and t = 2. The possible values for the pair (m, §)
are (1,4), (2, 1), (2,4) and (2, 8). We fix then m = 1 and § = 4. Choose the automorphism
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0 : L — L defined by o(a) = a So, u = 2 and K = F,4, which may be presented as

K = %, with embedding w +— *into F. As a consequence, k = n — 2t L%J =38,

the smallest dimension for this set of given parameters. The chosen normal and primitive

elements are o« = z°/ and y = .

The list E = {a, ..

., &15} of evaluation points contains the elements

oy = J/ch((;t) =%, o) = y9afxa) —71%,
_ . 1Bo@ _ _68 _ . 130%) _ 233
=y =i B=Y "G —<
10 0% (o) 110 70(@) 77
a4=)/ U(Ol)=z 3 015=)/ T=Z 3
o = y120((10t) — 227, o = yloafxa) — 2200,
_ 20X _ 37 _ 00%@ _ 210
ag =y o (@) =7, 09 =Yy (@) =z s
_ 60X _ 201 _ 30 _ 168
X =y"Tu =2 an =y Tgr =2,
2
an =y G =2 a3 =y 28 =177,
_ o lo%@ _ 251 _ 1202 _ 192
4=V G =< 5=V G — %

Let g = x* + z238x2 + 7% be the skew Goppa polynomial. The corresponding parity

check polynomials are
ho = 2136x3 4 22152 4 187y 4 142,

hy = Z102x3 + ZI7OX2 + Z204X + Zl7,

hy :Z68x3—|—262x2+2136)€—|—2130,

hy = Z102x3 +Z5x2 +Z204X +Z107,

h4 — z85x3 +Z60X2 +Z34X _’_ZQ, hS — 1238)63 +Z195x2 +Z204X +2161’

h6 — 285)63 +Z7x2 +Zl70x +292, h7 — 285x3 +Z225X2 +Z34x +Zl74,

hg = 2170x3 4 2522 L 187, 4 14 ho = 7130x3 4 718152 4 (187, 4 232

hio = 212x3 4 23x2 4 22385 4 7139, By = 2136x3 4 2192 4 7136, 4 .19,

h12 — ZI7OX3 +Z36x2 +Z34x +ZlSS, hl3 — Z170)63 +Zl62x2 +2187x +Zl79,

By = 25003 4 29202 4 220 x 417, hys = 285%3 4 297x2 4 7170 4 £ 182,
From these parity check polynomials, we may compute the matrix H € F**1©, Since H
has rank 4, according to Sect.5.1.4, we append to H a random matrix in F 4x16 \whose row

reduced echelon form yields the following public key matrix

100000002142 ;92 126 /156 187 178 234 88

01000000 /3 103 /157 2113 EISS 7253 2222 ;152
00100000 09 109 64 165 131 ;204 138 145

H b= 00010000 Z180 Z78 Z202 Z230 Z82 Z81 z185 Z224
pu 00001000 170 2247 2l Z65 Z49 Z162 L1 Z36
0000010019 ;236 ;50 ;243 /136 .56 133 225
00000010 89 172 ;152 ;209 ;234 22 231 ,96
00000001 Z70 Z152 Z157 Z32 247 Z180 Z172 Z106

Let the error vector be
e=(z**,0,0,0,0,0,0,0,0,1,0,0,0,0,0,0).
Hence the cryptogram is

C:erTub:(Z133 103,109 78 247

A A AR 4 ,1236,z172,1152)),
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which is transmitted to the receiver. A solution of

c= yHl;Jilb

y = (2133, 2103, Z1097 278, 2247, 2236, 2172, 2152, 0,0,0,0,0,0,0, 0) ,

which allows to compute the syndrome polynomial

s =207 + 8% + ¥ 4 192

The LEEA applied to g, s until we find the first remainder with degree below 2, and we get

L =80 41T = 1
The only right root of vy is 7240 which is not in E. Therefore, the cardinal of the evaluation
points which are roots of vy is 0 < 1 = degv;. There is a decoding failure which we can
solve with Algorithm 3. The 10th evaluation point, o9, does not increment the degree, so it
is a root of the locator polynomial A. Since [v;, x — 9], = x2 + 1 which have oy and ag as
roots, we get that A = x2 + 1. The corresponding evaluator polynomial is w = 719 x 47290,
The error positions are 0 and 9, and the evaluator polynomial allows to compute the error
values, z2* and 1 respectively, as expected.

5.4 McEliece’s original approach

The approach in [18] can also be followed. Private key is computed as in Subsection 5.1. The
public key is obtained as follows: Let H be the matrix computed in 5.1.4 from Proposition
7. Compute a full rank generator matrix G for the left kernel of HT. Let S € F"™*" a random
non singular matrix where r = rank(G). Then Gpyp consists in the first k rows of SG. These
concludes the key schedule.

The encryption procedure starts with a message which is a word m € FX. In order to
encrypt, we select a random e € F" such that w(e) = ¢. The cryptogram is

y=mGpp +e € F".

To decrypt, let y(x) = er’;ol yix'. Apply Algorithms 2 and 3 in order to compute the vector
e. Then the message can be recovered multiplying y — e by a suitable right inverse of Gpyp.
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