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Abstract

This paper presents the first attribute-based signature (ABS) scheme supporting signing
policies representable by Turing machines (TM), based on well-studied computational
assumptions. Our work supports arbitrary TMs as signing policies in the sense that the
TMs can accept signing attribute strings of unbounded polynomial length and there is no
limit on their running time, description size, or space complexity. Moreover, we are able to
achieve input-specific running time for the signing algorithm. All other known expressive ABS
schemes could at most support signing policies realizable by either arbitrary polynomial-size
circuits or TMs having a pre-determined upper bound on the running time. Consequently,
those schemes can only deal with signing attribute strings whose lengths are a priori bounded,
as well as suffers from the worst-case running time problem. On a more positive note, for
the first time in the literature, the signature size of our ABS scheme only depends on the
size of the signed message and is completely independent of the size of the signing policy
under which the signature is generated. This is a significant achievement from the point of
view of communication efficiency. Our ABS construction makes use of indistinguishability
obfuscation (IO) for polynomial-size circuits and certain |O-compatible cryptographic tools.
Note that, all of these building blocks including IO for polynomial-size circuits are currently
known to be realizable under well-studied computational assumptions.
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1 Introduction

In a traditional digital signature scheme, each signer possesses a secret signing key and
publishes its corresponding verification key. A signature on some message issued by a certain
signer is verified with respect to the public verification key of the respective signer, and hence
during the verification process, the explicit signer gets identified. In other words, standard
digital signatures can guarantee no privacy in the relationship between signers and claims
attested by signatures due to the tight correspondence between the signing and verification
keys.

Attribute-based signatures (ABS), introduced by Maji et al. [19], aims to relax such a firm
relationship between signers and signatures issued by them, thereby ensuring some form
of signer privacy. ABS comes in two flavors, namely, key-policy and signature-policy. In a
key-policy ABS scheme, a setup authority holds a master signing key and publishes system
public parameters. Using its master signing key, the authority can give out restricted signing
keys corresponding to specific signing policies. Such a constrained signing key enables a
signer to sign messages with respect to only those signing attributes which are accepted
by the signing policy embedded within the signing key. The signatures are verifiable by
anyone using solely the public parameters. By verifying a signature on some message with
respect to some signing attributes, a verifier gets convinced that the signature is indeed
generated by a signer possessing a signing key corresponding to some signing policy that
accepts the signing attributes. However, the verifier cannot trace the exact signer or signing
policy used to generate the signature. The signature-policy variant interchanges the roles of
signing attributes and signing policies. Other than being an exciting primitive in its own right,
ABS has countless practical applications such as attribute-based messaging, attribute-based
authentication, anonymous credential systems, trust negotiation, and leaking secrets.

A central theme of research in the field of ABS has been to expand the class of admissible
signing policies in view of implementing ABS in scenarios where the correspondence between
signers and signatures is more and more sophisticated. Starting with the initial work of Maji et
al. [19], which supports signing policies representable by monotone span programs, the family
of supported signing policies has been progressively enlarged by Okamoto and Takashima
[20] to admit non-monotone span programs, by Datta et al. [6] to support arithmetic branching
programs, and further by Tang et al. [25], Sakai et al. [23], Tsabary [26], as well as El Kaafarani
and Katsumata [16] to realize arbitrary polynomial-size circuits. On the other hand, Bellare
and Fuchsbauer [4] have put forth a versatile cryptographic primitive termed as policy-based
signatures (PBS) and have exhibited a generic transformation from PBS to ABS. Their generic
conversion can be used in conjunction with their proposed PBS construction to build an ABS
scheme for general polynomial-size circuits as well.

While the circuit model is already powerful enough to capture arbitrary computations, an
important bottleneck of this model is that it is non-uniform in nature and thus ABS schemes
supporting circuit-realizable signing policies can withstand only signing attribute strings of
bounded length, where the bound is determined during setup. Another drawback of repre-
senting signing policies as circuits is that generating a signature with respect to some signing
attribute string using a signing key corresponding to certain signing policy is at least as slow
as the worst-case running time of that policy circuit on all possible signing attribute strings.
These are serious limitations not only for ABS itself, but also for all the aforementioned
applications of ABS

In this paper, we aim to express signing policies in a uniform computational model, namely,
the Turing machine (TM) model, which is the most natural direction to overcome the above
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problems. First, we would like to mention that concurrently and independently to our work,
Sakai et al. [24] have developed an ABS scheme which can withstand TM-realizable signing
policies under the symmetric external Diffie-Hellman (SXDH) assumption. Unfortunately
however, in their ABS scheme, the size of a signature scales with the running time of the
signing policy TM used to generate it on the signing attribute string with respect to which it is
created. As aresult, for ensuring signer privacy, their scheme should impose a universal upper
bound on the running times of the signing policy TMs, and should enforce the size of the
signatures to scale with that system-wide upper bound. Evidently, such a universal running-
time bound in turn induces a bound on the lengths of the allowable signing attribute strings.
Moreover, it implies that the signing algorithm should also have running time proportional
to that universal time bound, i.e., incurs the worst-case running time in order to generate
the signatures. Consequently, it is clear that their scheme actually fails to achieve both the
advanced properties which are the sole utility of considering the richer TM model over the
circuit model, namely, unbounded-length signing attribute strings and input-specific running
time of the signing algorithm. Further, the failure to achieve these rich properties is in fact
the result of their approach that involves giving out non-interactive zero-knowledge (NIZK)
proofs for each of the evaluation steps of the signing policy TM on the signing attribute string
considered in a manner analogous to how an NIZK proof is issued for each gate of the signing
policy circuit in [23]. In contrast, our goal in this paper is to devise techniques to accomplish
both the rich properties expected from the TM model and thereby truly expand the state of
the art in the field of ABS beyond the essential barriers of the circuit model. Additionally, we
aim at making the signature size as small as that of an ordinary digital signature scheme, that
is, dependent only on the size of the signed message—a feature that has remained elusive
despite the tremendous progress in the field of ABS so far.

1.1 Our contribution

In this paper, we present the first ever key-policy ABS scheme supporting signing policies rep-
resentable as Turing machines (TM) which can handle signing attribute strings of unbounded
polynomial length, as well as have arbitrary (polynomial) running time, description size,
and space complexity. Thus, our work captures the most general form of signing policies
possible. Moreover, in our ABS scheme, generating a signing key corresponding to a sign-
ing policy takes time polynomial in the description size of that signing policy, which may
be much shorter compared to the worst-case running time of that signing policy. Also, the
signature generation time only depends on the time the used signing policy takes to run on
the signing attribute string with respect to which the signature is being generated, rather than
its worst-case running time. These features were beyond the reach of any other known ABS
construction. On a more positive note, for the first time in the literature, the signature size of
our ABS scheme only depends on the size of the signed message and is completely indepen-
dent of the associated signing policy. This is a significant achievement from the point of view
of communication efficiency. Further, using the technique of universal TM, our key-policy
ABS construction can be readily converted into a signature-policy variant while preserving
the same level of expressiveness as the key-policy version. Table 1presents a comparison of
our work and prior works in the area.

Our ABS construction is shown to possess perfect signer privacy and existential unforge-
ability against selective attribute adaptive chosen message attacks under well-studied
computational assumptions. The construction makes use of indistinguishability obfuscation

@ Springer



P.Datta et al.

1848

x Jo ydop :(x)dap x Jo p3uay Indur :(x)dur <x jo azrs :|x| Korjod
$5000® 1 ‘oFessowr :Hswi ‘ferwoukjod Areniqre :Ajod suonounj Aem-auo 4O cuondunsse A)1oonpisar 91sodwod [BUOISIOIP ;YD) ‘uondunsse uew[[OH—UJI [BUOISIOP :HAJ
‘DN ur J0je10UR3 wopuel-opnasd uedjoog :Dyd ‘uondunsse asiou Yim Ared Jurured] (NdT cuoneosnjqo Afiqeysmunsipur Q| ‘uew[PH—oYJI [euoneindwod reaulrnnu
*HADOW ‘1epouwr dnoi3 omouas :|\oo ‘uondwnsse Ieaur] [UOISIOSP :NJTQ ‘Wwo[qoid sioxrd ym Surures] :JpN] ‘wopqoid uonnjos 105ejul 1I0YS (G|S ‘UBW[OH—oUJI( [BUISIXO
JIQWWAS HAXS ‘suryoew unmny || ‘sweiSoid uedg SUOJOUOIA :dSIA ‘SweISold Suryouelg onowyLY :dgy :sSuruesw SUIMo[[o} 3y} dARY [qe) SIY) Ul PIAsn Suonejou ay,

4MO
+ ¥>a/Haa +

oyads-nduy (|Bswl)Ajod pepunoqup) [D¥d + NITa + Nd1] ameudis/Aay] W1 Ylom S,
ol
9SBI-1SIOM ((y)dep ‘(y)dui ‘|bsw|)Ajod popunog SIS Aoy SE[NULIOJ UBJ[00Y OLIDUAL) [9Z] 81®SL
oseo-1s10py  ((y)dap + (y)dui ‘|Bsw|)Ajod papunog HAOW Koy SE[NULIOJ UBJ[00Y QUOJOUOIA [s2] +1T1L
95BO-1SIOM (vl ‘[6swAjod papunog W55 ainyeustg dSW [o1] 1TAdIN
9SBO-ISIOM ((y)dur ¢|Bswi|)Ajod papunog NITd Anjeusig SB[NULIOJ UBI[00Y JUOJOUOJA-UON lozl 1110
95BO-1SIOM (vl ‘[BswAjod papunog NI1d ainyeusig dgy [9] 6110d
9SBI-ISIOM (] ‘[Bsw]Ajod papunog 3IM1 PUE SIS amyeusig SE[NULIOJ SNoWpLY (911 813
95BO-1SIOM (vl ‘[Bsw]Ajod papunog Haxs aInyeusLs/Kayy WL [¥Tl STHVS
9SBO-ISIOM (|| ¢|6sw|)Ajod papunog HAaxs amyeudis/Ay] Se[NULIOJ UBI[00Y OLIdUAD) [€2] 9THVS
win Jurudig dzis aimeusts  P3ud[ Anquyyy  uondwmnsse Ayxoidwo)  judwuSisse Ao10d sarorjod Furugis pauoddng EliiElIRIN

SV Ul e oyl Jo arels | dqel

pringer

As



Short ABS for arbitrary TMs from standard assumptions 1849

(10) for polynomial-size circuits. Other than 10, we make use of standard digital signa-
tures (SIG), injective pseudorandom generators (PRG), and certain additional |O-compatible
cryptographic tools, namely, puncturable pseudorandom functions, somewhere statistically
binding (SSB) hash functions, positional accumulators, cryptographic iterators, and splittable
signatures. Among the cryptographic building blocks used in our ABS construction in addi-
tion to 10, iterators and splittable signatures are realizable using 10 itself in conjunction with
one-way functions, whereas all the others have efficient instantiations based on standard
number theoretic assumptions or one-way functions. Very recently, a series of works [2, 9,
12-15] have finally provided an O candidate based on the sub-exponential security of three
well-studied computational assumptions, namely, learning parity with noise (LPN), existence
of boolean pseudorandom generators (PRG) in NCP, and Decisional Linear (DLIN).

We note that while the proposed ABS scheme demonstrates asymptotically better per-
formance compared to existing schemes as described above, the concrete computational
overhead might not outweigh that of existing schemes at this point primarily due to fact that
the current realization of 10 is highly inefficient. However, IO research has so far advanced
a long way over the last two decade since its inception by Barak et al. [3], and we believe
efficient |0 candidates would be discovered in the future improving the concrete overhead
of the proposed ABS scheme. On the other hand, the existing ABS schemes, especially those
supporting comparably expressive signing policies [16, 23-26] would still continue to suffer
from the asymptotic worst-case efficiency bottleneck. Another limitation of the proposed
ABS scheme is that it only achieves selective unforgeability as mentioned above. We leave
it as an interesting open problem to construct an ABS scheme for the same class of access
policies and with the same asymptotic efficiency as ours while achieving adaptive security
at the same time.

To achieve our result, we extend the techniques employed by Koppula et al. [17] for
designing message-hiding encoding schemes for TMs, or by Deshpande et al. [7] for design-
ing constrained pseudorandom functions (CPRF) for TMs secure in the selective challenge
selective constraints model to withstand adaptive signing key queries of the adversary. We
give an overview of our techniques in the next section.

2 Preliminaries

Forn € Nanda, b € NU{0} (witha < b), welet[n] ={1,...,n}and [a, b] ={a, ..., b}.

For any set S, v <i S represents the uniform random variable on S. For a randomized
algorithm R, we denote by ¥ = R(v; p) the random variable defined by the output of R on

input v and randomness p, while ¥ <i R(v) has the same meaning with the randomness
suppressed. Also, if R is a deterministic algorithm ¢ = R(v) denotes the output of R on
input v. We will use the alternative notation R(v) — v as well to represent the output of the
algorithm R, whether randomized or deterministic, on input v. For any string s € {0, 1}*,
|s| represents the length of the string s. For any two strings s, s” € {0, 1}*, s||s’ represents
the concatenation of s and s’. A function negl is negligible if for every integer c, there exists
an integer k such that for all A > k, |negl(A)| < 1/A°.
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2.1 Turing machines

A Turing machine (TM) M is a 7-tuple M = (Q, Znp, Zrapgs 0> 905 gac, grey) With the
following semantics:

— Q: The finite set of possible states of M.

— X The finite set of input symbols.

— Xpape: The finite set of tape symbols such that X C Xp,pp and there exists a special
blank symbol ‘_* € X, pp\ Zivp-

—6: 0 X Zpapg = O X Zqpape X {+1, —1}: The transition function of M.

— qo € Q: The designated start state.

— gac € Q: The designated accept state.

— qres(# gac) € Q: The distinguished reject state.

Forany ¢ € [T = 2], we define the following variables for M, while running on some input
(without the explicit mention of the input in the notations):

— POSys,;: An integer which denotes the position of the header of M after the tth step.
Initially, POSys 0 = O.

— SYMu, € Zpapg: The symbol stored on the tape at the POS s ;th location.

- SYM%‘?ITE) € Yape: The symbol to be written at the POS s ;1 th location during the ¢th

step.
— STa,; € Q: The state of M after the ¢th step. Initially, STy 0 = qo-

Ateach time step, the TM M reads the tape at the header position and based on the current state,
computes what needs to be written on the tape at the current header location, the next state,

and whether the header must move left or right. More formally, let (¢, ¢, B € {+1, —1}) =

8(STp.1—1, SYMpz—1). Then, STy, = q, SYM%VF:ITE) =¢,and POSy, = POSy 1 + B. M

acceptsattime r if STy ; = gac. Inthis paper we consider e = {0, 1} and X1, = {0, 1, _}.
Given any TM M and string x € {0, 1}*, we define M (x) = 1, if M accepts x within T steps,
and 0O, otherwise.

2.2 Indistinguishability obfuscation

Definition 2.1 (Indistinguishability obfuscation: 10 [3]) An indistinguishability obfuscator
(I0) ZO for a circuit class {Cy } is a probabilistic polynomial-time (PPT) uniform algorithm
satisfying the following conditions:

» Correctness: ZO(1 AcC ) preserves the functionality of the input circuit C, i.e., for any
C € Cy, if we compute C’ = ZO(1?, C), then C’(v) = C(v) for all inputs v.

» Indistinguishability: For any security parameter A and any two circuits Co, C1 € Cy
with same functionality, the circuits ZO(1 A Co) and ZO(1 AcC 1) are computationally
indistinguishable. More precisely, for all (not necessarily uniform) PPT adversaries D =
(D1, D7), there exists a negligible function negl such that, if

Pr[(Co. C1.6) < Di(1%) © Vv, Cow) = C1(W)] = 1~ neglV),
then |Pr[D2 (&, Z0(1%, Cp)) = 1] — Pr[D2(5, ZO(1*, C1)) = 1]| < negl(N).
» Efficiency: For any security parameter A and any circuit C € C,, the size of the

obfuscated circuit ZO(17, C) is polynomial in A and the size of C.

@ Springer



Short ABS for arbitrary TMs from standard assumptions 1851

We remark that the two distinct algorithms D; and D;, which pass state &, can be viewed
equivalently as a single stateful algorithm D. In this paper we employ the latter approach,
although here we present the definition as it appears in [3]. When clear from the context, we
will drop 1" as an input to ZO.

The circuit class we are interested in are polynomial-size circuits, i.e., when Cy is the
collection of all circuits of size at most A. This circuit class is denoted by P/poly. The first
candidate construction of IO for P/poly was presented by Garg et al. [8] in 2013. Their con-
struction uses nonstandard instance dependent assumption on graded multilinear encodings.
Since then, there has been a rapid progress towards designing IO from better understood
cryptographic tools and complexity assumptions. Very recently, a series of exciting works
[1,2,9, 12, 13, 15, 18] have finally provided an 10 candidate based on the sub-exponential
security of four well-studied computational assumptions, namely, learning with errors (LWE),
learning parity with noise (LPN), existence of boolean pseudorandom generators (PRG) in
NC?, and symmetric external Diffie—Hellman (SXDH).

2.3 10-compatible cryptographic primitives

In this section, we present the syntax and efficiency considerations of certain 10-friendly
cryptographic tools which we use in our ABS construction. The security properties these
primitives are described in Online Appendix A.

2.3.1 Puncturable pseudorandom function

Pseudorandom functions (PRF) [10] are a fundamental tool of modern cryptography. A PRF
is a deterministic keyed function with the following property: Given a key, the function can
be computed in polynomial time at all points of its input domain. But, without the key it is
computationally hard to distinguish the PRF output at any arbitrary input from a uniformly
random value, even after seeing the PRF evaluations on a polynomial number of inputs. A
puncturable pseudorandom function (PPRF), first introduced by Sahai and Waters [22], is an
augmentation of a PRF with an additional puncturing algorithm which enables a party holding
a PRF key to derive punctured keys that allow the evaluation of the PRF over all points of the
input domain except one. However, given a punctured key, the PRF evaluation still remains
indistinguishable from random on the input at which the key is punctured.

Puncturable pseudorandom function PPRF [22]: A puncturable pseudorandom func-
tion (PPRF) F : Kupre X Xppre — Vppre consists of an additional punctured
key space Kpprp.punc Other than the usual key space Kuppr and PPT algorithms
(F.Setup, F.Eval, F.Puncture, F.Eval-Punctured) described below. Here, Xpppr =
{0, 1}re-e and Voppe = {0, 1}0re-our, where £ppgp. e a0 £ppgr. our are polynomials in
the security parameter A,

F.Setup(1’) — K : The setup authority takes as input the security parameter 1* and
uniformly samples a PPRF key K € KCppgp.

F.Eval(K, x) — r : The setup authority takes as input a PPRF key K € Kpppr along
with an input x € Appge. It outputs the PPRF value r € YVyprr on x. For simplicity, we
will represent by F (K, x) the output of this algorithm.

F.Puncture(K,x) — K{x} : Taking as input a PPRF key K € Kypzr along with an
element x € Xpprp, the setup authority outputs a punctured key K {x} € KCppre. punc-
F.Eval-Puncured(K {x}, x’) — r or L : An evaluator takes as input a punctured key
K{x} € Kpprr. punc along with an input x” € Xpppp. It outputs either a value r € Yppye
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or a distinguished symbol L indicating failure. For simplicity, we will represent by
F(K{x}, x") the output of this algorithm.

The algorithms F.Setup and F.Puncture are randomized, whereas, the algorithms F.Eval
and F.Eval-Punctured are deterministic.
» Correctness under puncturing: Consider any security parameter A, K € Kpprp, X €

Xpprp> and K {x} & F.Puncture(K, x). Then it must hold that

F(K,x"), ifx" #x
1, otherwise ’

F(K{x},x) = {

» Efficiency: The F.Setup algorithm runs in time polynomial in the security parameter
A, while the algorithms F.Eval and F.Punctured run in time polynomial in A and the input
size Lpprr- wp- Moreover, the size of the full PPRF keys is polynomial in A, whereas that of
the punctured keys is polynomial in A and £ppgr. - Hence, the algorithm F.Eval-Punctured
also runs in time polynomial in A and £pprg. (np- Boneh and Waters [5], have shown that the
tree-based PRF constructed by Goldreich et al. [10] can be readily modified to build a PPRF
from one-way functions.

2.3.2 Somewhere statistically binding hash function

We provide the definition of somewhere statistically binding hash function as defined by
Hubacek et al. [11]. A somewhere statistically binding hash can be used to create a short
digest of some long string. A hashing key is created by specifying a special binding index
and the generated hashing key gets the property that the hash value of some string created
with the hashing key is statistically binding for the specified index, meaning that the hash
value completely determines the symbol of the hashed input at that index. In other words,
even if some hash value has several pre-images, all of those pre-images agree in the symbol
at the specified index. The index on which the hash is statistically binding should remain
computationally hidden given the hashing key. Moreover, it is possible to prove that the input
string underlying a given hash value contains a specific symbol at a particular index, by
providing a short opening value.

Somewhere statistically binding hash function SSB Hash [11]: A somewhere statistically
binding (SSB) hash consists of PPT algorithms (SSB.Gen, H, SSB.Open,SSB.Verify) along
with a block alphabet Xy 5« = {0, 1}¢sse-v1x | output size £ssp- nasy» and opening space
Mgy = {0, 1}fsss-omn, where Logp pixs Lssp. masis Lssp. open A€ some polynomials in the
security parameter A. The algorithms have the following syntax:

SSB.Gen(17, nggs pix» i*) — HK : The setup authority takes as input the security param-
eter 1%, an integer ngg, p x < 2* representing the maximum number of blocks that can
be hashed, and an index i* € [0, nggy_px — 1] and publishes a public hashing key HK.

Hugx : x € E:;;BSEE — h € {0, 1}¥sso-nasu : This is a deterministic function that has the
hash key HK hardwired. A user runs this function on input x = x| .. -1 €

E:S;“;'L; to obtain as output & = Hyy (x) € {0, 1}%sss-nasu,

SSB.Open(HK, x, i) — mg : Taking as input the hash key HK, input x € E:;;“;‘L';(, and
anindex i € [0, nggs. g x — 1], @ user creates an opening 7rggy € Iggp.

SSB.Verify(HK, A, i, u, mgy) — ,é € {0, 1} : On input a hash key HK, a hash value
h € {0, 1}¢sse-nasn an index i € [0, ngsp. px — 1], a value u € Legy. g x» and an opening
mssn € Iggp. a verifier outputs a bit B € {0, 1}.

' ”x"sss- BLK
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Short ABS for arbitrary TMs from standard assumptions 1853

The algorithms SSB.Gen and SSB.Open are randomized, while the algorithm SSB.Verify is
deterministic.

» Correctness: For any security parameter A, integer nggp i < 22 i i* €0, Ngsp- BLK

—1],HK < SSB.Gen(1™, nggy pux. %), x € TSI and g, & SSB.Open(iK, x, i),
we have SSB.Verify (HK, Hyy (), i, X;, Tgsp) = .

» Efficiency: The SSB.Gen algorithm runs in time polynomial in the security parameter
A and log nggy_ 5 k- Moreover, the hash and opening values have size polynomial in A
and log ng_ g - Hence, the SSB.Verify algorithm also runs in time polynomial in A and
log nggp. g1 x- On the other hand, the algorithms H,;x and SSB.Open run in time polynomial
in A and nggp_ g ¢ in the worst case. The first construction of an SSB hash is presented by
Hubacek et al. [11]. Their construction is based on fully homomorphic encryption (FHE).
Recently, Okamoto et al.[21] provides alternative constructions of SSB hash based on
various standard number theoretic assumptions such as the Decisional Diffie-Hellman
assumption. In this paper, we consider £y 5 x = 1 and nggy_ g = 2.

2.3.3 Positional accumulator

We will now present the notion of a positional accumulator as defined by Koppula et al.
[17]. Intuitively, a positional accumulator is a cryptographic data structure that maintains
two values, namely, a storage value and an accumulator value. The storage value is allowed
to grow comparatively large, while the accumulator value is constrained to be short. Message
symbols can be written to various positions in the underlying storage, and new accumulated
values can be computed as a string, knowing only the previous accumulator value and the
newly written symbol together with its position in the data structure. Since the accumulator
values are small, one cannot hope to recover everything written in the storage from the
accumulator value alone. However, there are additional helper algorithms which essentially
allow a party who is maintaining the full storage to help a more restricted party maintaining
only the accumulator value recover the data currently written at an arbitrary location. The
helper is not necessarily trusted, so the party maintaining the accumulator value performs a
verification procedure in order to be convinced that it is indeed reading the correct symbols.
Positional accumulator [17]: A positional accumulator consists of PPT algorithms
(ACC.Setup, ACC.Setup-Enforce-Read, ACC.Setup-Enforce-Write, ACC.Prep-Read, ACC.
Prep-Write, ACC.Verify-Read, ACC.Write-Store, ACC.Update) along with a block alpha-
bet Tocepx = {0, 1}¢cerx, accumulator size £,qc. sccomuates Proof space Mace =
{0, 1}face-moor where £ycc. piis Lace- accumuates £ace- proor ar€ some polynomials in the
security parameter A. The algorithms have the following syntax:

ACC.Setup(V‘, Nace-px) — (PPacc, Wo, STOREp) : The setup authority takes as input
the security parameter 1" and an INteger Nyce.gix =< 22 representing the maximum
number of blocks that can be accumulated. It outputs the public parameters PPacc, an
initial accumulator value wo, and an initial storage value STORE.
ACC.Setup—Enforce—Read(1", Nacepiks (K15, 01)5 ooy (s 1)), i%) = (PPacc, o,
STORE) : Taking as input the security parameter 17, an integer 71, 5 < 2" represent-
ing the maximum number of blocks that can be accumulated, a sequence of symbol-index
pairs ((x1, i1), . - ., (X, ix)) € (Zace-pik X [0, pce. prx — 11D, and an additional index
i* € [0, npcc.px — 11, the setup authority publishes the public parameters PPycc, an
initial accumulator value wy, together with an initial storage value STOREy.
ACC.Setup-Enforce-Write(1®, ncc pixs ((X1501), -5 X ic)))  —  (PPacc, wo,
STORE() : On input the security parameter 1%, an integer n,.c 5 x < 2" denoting the
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maximum number of blocks that can be accumulated, and a sequence of symbol-index
pairs ((x1, 1), - -, (X, ix)) € (Bpce-pix X [0, Bace gk — 11D, the setup authority pub-
lishes the public parameters PPocc, an initial accumulator value wy, as well as, an initial
storage value STORE.

ACC.Prep-Read(PPacc, STORE, iy) —> (Xgurs Tacc) © A storage-maintaining party
takes as input the public parameter PPycc, a storage value STOREp, and an index
in € [0, nyce. g — 11 It outputs a symbol xoyp € Xy pix U {€} (¢ being the empty
string) and a proof mwacc € acc-

ACC.Prep-Write(PPacc, STORE, ity) — AUX : Taking as input the public parameter
PPcc, a storage value STORE)y, together with an index iy € [0, n,cc. g x — 11, a storage-
maintaining party outputs an auxiliary value AUX.

ACC.Verify-Read (PPacc, Wins XNs iiNy> Tacc) —> ,3 € {0, 1} : A verifier takes as input
the public parameter PPscc, an accumulator value wiy € {0, 1}ace- accomurate | g symbol
XN € Zpce-pik Y {€), an index iy € [0, nycc gk — 11, and a proof mycc € IMacce. It
outputs a bit B € {0, 1}.

ACC.Write-Store(PPacc, STOREy, i, Xiv) —> STOREyr : On input the public parameters
PPAcc, a storage value STOREp, an index iy € [0, npcc.gx — 1], and a symbol xy €
¥ ce- BLK» @ Storage-maintaining party computes a new storage value STOREq .
ACC.Update(PPacc, Win, XNy Ins AUX)  —  woup of L @ An accumulator-updating
party takes as input the public parameters PPycc, an accumulator value wy €
{0, 1}facc-accomuate | @ symbol Xy € Zacc. x> an index iy € [0, 74cc. gk — 11, and an
auxiliary value AUX. It outputs the updated accumulator value we; € {0, 1}¢acc-accomurate
or the designated reject string L.

Following [7, 17], in this paper we will consider the algorithms ACC.Setup,
ACC.Setup-Enforce-Read, and ACC.Setup-Enforce-Write as randomized while all other
algorithms as deterministic.

» Correctness: Consider any symbol-index pair sequence ((x1, 1), ..., (X, ix))

€ (Zaceix X [0, e pix — 11)¥. Fix any (PPace, wo, STOREg) <~ ACC.Setup(12,
Nace-pr)- For j =1, ..., k, iteratively define the following:

— STORE; = ACC.Write-Store(PPacc, STORE; 1,1, X;).
— AUX; = ACC.Prep-Write(PPscc, STORE; 1, i}).
- wj = ACC.Update(PPcc, wj—1,Xj, ij, AUX]').

The following correctness properties are required to be satisfied:

(i) For any security parameter A, 71 cc. px < 27, index i* € [0, nycc px — 11, sSequence
of symbol-index pairs ((x1,171), ..., (Xc, i) € (Bpce-px X [0, pcc px — 11, and

(PPacc, Wg, STORE() <i ACC.Setup(1 An acc- k) 1f STORE, is computed as above,
then ACC.Prep-Read(PPscc, STORE,, i*) returns (x;, macc) Where j is the largest value
in [k] such that i; = i*.
(ii) For any security parameter A, n ... pmx < 2", sequence of symbol-index pairs
(X1, 81y ooy (ks i) € (Bpce-pix X [0, maccopx — 1D, i* € [0, nycc-px — 1,
and (PPscc, wo, STOREQ) & ACC.Setup(1*, e pix)» if STORE, and w, are com-
puted as above and (xqy, Tacc) = ACC.Prep-Read(PPacc, STORE,, i *), then ACC.Verify-
Read(PPacc, Wi, Xours £ ¥ Tace) = 1

» Efficiency: The ACC.Setup algorithm runs in time polynomial in the security parameter
A and log 11 5. g1 x- Moreover, the accumulator values and proofs have size polynomial in A
and 10g 1 ¢ g1 - Thus, the algorithms ACC.Verify-Read and ACC.Update also run in time
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polynomial in A and log 7. 5 k- The storage has size polynomial in the number of values
stored so far. Hence, the algorithms ACC.Write-Store, ACC.Prep-Read, and ACC.Prep-Write
run in time polynomial in A and 7. ¢ in the worst case. The first construction of a posi-
tional accumulator is presented by Koppula et al. [17] based on IO and one-way function.
Recently, Okamoto et al. [21] provided an alternative construction of positional accumu-
lator from standard number theoretic assumptions. Such as the Decisional Diffie-Hellman
assumption.

2.3.4 Iterator

Here, we define cryptographic iterators again following [17]. Informally speaking, a crypto-
graphic iterator consists of a small state that is updated in an iterative fashion as messages are
received. An update to incorporate a new message given the current state is performed with
the help of some public parameters. Since, states are relatively small regardless of the number
of messages that have been iteratively incorporated, there is in general many sequences of
messages that lead to the same state. However, the security property requires that the normal
public parameters should be computationally indistinguishable from specially constructed
enforcing parameters which ensure that a particular state can only be obtained as the outcome
of an update to precisely one other state-message pair. Note that this enforcement is a very
localized property to a specific state and hence can be achieved information-theoretically
when it is fixed ahead of time where exactly this enforcement is desired.

Iterator [17]: A cryptographic iterator consists of PPT algorithms (ITR.Setup,
ITR.Setup-Enforce, ITR.Iterate) along with a message space Mz = {0, 1}¢re-wse and iterator
state size £rr_ g1» Where £ip- msa» Limr- st are some polynomials in the security parameter A.
Algorithms have the following syntax:

ITR.Setup(1*, 1) — (PPyg. vo) : The setup authority takes as input the security param-
eter 1" along with an integer bound 7,r; < 2* on the number of iterations. It outputs the
public parameters PP, and an initial state vy € {0, 1}¢mst,

ITR.Setup-Enforce(V‘, Nyrs (15« o5 Ui)) = (PPig, Vo) : Taking as input the security
parameter 1%, an integer bound n,;; < 2*, together with a sequence of x messages

(U1seeey i) € M;‘TR, where ¥k < ny, the setup authority publishes the public

parameters PPy and an initial state vy € {0, 1}bmst,

ITR.Iterate (PP, vy € {0, 1}ém=st, 1) — vy : On input the public parameters
PPy, a state vy, and a message 4 € Mg, an iterator outputs an updated state
Vour € {0, 1}bm st For any integer k < ng, we will write ITR.Iterate” (PP,
v, (U1, ..., M) to denote ITR.Iterate(PPyy, vi—1, i« ), Where v; is defined iteratively
as v; = [TR.Iterate(PP;p, vj_1, ;) forall j =1,...,6 — 1.

The algorithm ITR.Iterate is deterministic, while the other two are randomized.

» Efficiency: The algorithms ITR.Setup and ITR.Iterate run in time polynomial in the
security parameter A and logn,z. Also, the state has size polynomial in A and log .
Koppula et al. [17] have presented a construction of cryptographic iterators from 10 and
one-way function.

2.3.5 Splittable signature

The following background on splittable signatures is taken verbatim from Koppula et al. [17]
as well. A splittable signature scheme is essentially a normal signature scheme augmented
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by some additional algorithms that produce alternative signing and verification keys with
different capabilities. More precisely, there are “all-but-one” signing and verification keys
which work correctly for all messages except for a specific one, as well as there are “one”
signing and verification keys which work only for a particular message. Additionally, there
are “reject” verification keys which always reject signatures.

Splittable signature SPS [17]: A splittable signature scheme (SPS) for message space
Msps = {0, 1}¥srs-msc and signature space Ssps = {0, 1}srs-si6, where Lgps. vsas Lsps. si6
are some polynomials in the security parameter A, consists of PPT algorithms
(SPS.Setup, SPS.Sign, SPS.Verify, SPS.Split, SPS.Sign-ABO) which are described below:

SPS.Setup(1?) — (SKsps, VKsps, VKgps. gey) © The setup authority takes as input the
security parameter 1 A and generates a signing key SKsps, a verification key VKgps, together
with a reject verification key VKgpg_ rg-

SPS.Sign(SKsps, m) — osps : A signer given a signing key SKgps along with a message
m € Msps, produces a signature osps € Sgps.

SPS.Verify(VKsps, m, ogps) —> ,3 € {0, 1} : A verifier takes as input a verification key
VKsps, @ message m € Mgps, and a signature osps € Ssps. It outputs a bitﬁ e {0, 1}.
SPS.5plit(SKsps, m™) — (Osps- ong.m*» VKsps- ones SKsps- apos VKsps- apo) : On input a
signing key SKsps along with a message m* € Mgps, the setup authority generates a
signature ogps_ ong,m* = SPS.SigN(SKgps, m*), a one-message verification key VKgpg. ong>
and all-but-one signing-verification key pair (SKgps. apo> VKsps- AB0)-
SPS.Sign-ABO(SKgps. agos ) — Osps OF L : An all-but-one signer given an all-but-one
signing key SKgps_ apo and a message m € Mgps, outputs a signature osps € Ssps O @
distinguished string L to indicate failure. For simplicity of notation, we will often use
SPS.Sign(SKgps. agos 1) to represent the output of this algorithm.

We note that among the algorithms described above, SPS.Setup and SPS.Split are randomized
while all the others are deterministic.

» Correctness: For any security parameter A, message m* € Mgps, (SKgps, VKsps,

5 N 5
VKgps-rer) < SPS.Setup(1?), and (Ogps ong,m*s VKsps- ones SKsps- aBos  VKsps- apo) <

SPS.Split(SKsps, m™) the following correctness conditions hold:

(1) Vm e Msps, SPS.Verify(VKsps, m, SPS.Sign(sKsps, m)) =1.

(i) ¥m # m* € Mgps, SPS.Sign(SKsps, 1) = SPS.Sign-ABO(SKgps. anos 1)-

(111) VUSPS (S SSPS’ SPS.Verify(VKSPS_ ONE>» m*, USPS) = SPS.Verify(VKsps, m*, GSPS)-
(iv) Ym # m* € Msps, Osps € Ssps,

SPS.Verify(VKSPS_ ABO>» 1M1, Usps) = SPS.Verify(VKsps, nt, Usps).

(V) Ym ;é m* e Msps, Ogps € Ssps, SPS.Verlfy(VKSPS_ oNgEs M, Gsps) =0.

(Vl) VUSPS (S SSPS’ SPS.Verify(VKSPS_ ABO» m*, GSPS) =0.
(Vll) VYm e Msps, Ogps € Ssps, SPS.Verify(VKSPS_ REJ> M, Usps) =0.

» Efficiency: The algorithms SPS.Setup, SPS.Sign, and SPS.Verify run in time polynomial
in the security parameter A and the supported message length 5. sg- Koppula et al. [17]
have constructed a splittable signature scheme using 10 and one-way function.
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3 Our attribute-based signature for TMs
3.1 Notion of attribute-based signatures for TMs

First, we will formally define the notion of an attribute-based signature scheme where signing
policies are associated with TMs. This definition is similar to that defined in [23, 25] for
circuits.

Definition 3.1 (Attribute-based signature for turing machines: ABS) Let Ml be a class of
TMs, the members of which have (worst-case) running time bounded by 7 = 2*. An attribute-
based signature (ABS) scheme for signing policies associated with the TMs in M) comprises
of an attribute universe U, C {0, 1}*, a message space M,z = {0, 1}%ass-ms6, a signature
space Sygs = {0, 1}fass-s16, where €55 wso» Lags. sig are some polynomials in the security
parameter A, and PPT algorithms (ABS.Setup, ABS.KeyGen, ABS.Sign, ABS.Verify) described
below:

ABS.Setup(11) — (PP,gs, MSK,5s) : The setup authority takes as input the security
parameter ™ It publishes the public parameters PP, while generates a master secret
key MSK g for itself.

ABS.KeyGen(MSK 55, M) — SK,ps(M) : Taking as input the master secret key MSK ¢
and a signing policy TM M € M, of a signer, the setup authority provides the
corresponding signing key SK,z5 (M) to the legitimate signer.

ABS.Sign(SKzs (M), x, msg) — 0,5 Or L : On input the signing key SK,g5(M) cor-
responding to the legitimate signing policy TM M € M, a signing attribute string
X € U,gg, and a message msg € M ¢, a signer outputs either a signature 0,55 € Sapg
or L indicating failure.

ABS.Verify (PP, X, MSQ, 0aps) — B € {0,1} : A verifier takes as input the public
parameters PP,gq, a signing attribute string x € U, s, a message msg € M g, and a
purported signature 0,53 € Syps. It Outputs a bit B e{0,1}.

We note that all the algorithms described above except ABS.Verify are randomized. The
algorithms satisfy the following properties:

» Correctness: For any security parameter A, (PP,gg, MSK,pg) & ABS.Setup(17),

M € M, SKps(M) & ABS KeyGen(MSK g5, M), x € U,gs, and msg € M g, if
M (x) = 1, then ABS.Sign(SK (M), x, Msg) outputs 0,55 € Saps such that ABS.Verify
(PPAgs, X, MSY, Ops) = 1.

» Signer privacy: An ABS scheme is said to provide signer privacy if for any
security parameter A, message msg € M,gpq, (PPyps, MSK,5s) & ABS.Setup(17),
signing policies M, M’ € M, signing keys SK,ps(M) & ABS.KeyGen(MSK 55, M),
SKps (M) & ABS.KeyGen(MSK ps, M'), x € U,ps such that M(x) = 1 = M'(x),
the distributions of the signatures outputted by ABS.Sign(SK,ps(M), x, msg) and
ABS.Sign(SK,ps (M), x, msg) are identical.

» Existential unforgeability against selective attribute adaptive chosen message
attack: This property of an ABS scheme is defined through the following experiment
between an adversary .A and a challenger B:

e A submits a challenge attribute string x* € U,p5 to B.

e 3 generates (PP,gq, MSK p5) & ABS.Setup(17) and provides A with PP, .
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e A may adaptively make a polynomial number of queries of the following types:
— Signing key query: When A queries a signing key corresponding to a signing
policy TM M € M, subject to the restriction that M (x*) = 0, B gives back

SK,ps (M) < ABS.KeyGen(MSK 5, M) to A.
— Signature query: When A queries a signature on a message msg € M s under
an attribute string x € U,gq, B samples a signing policy TM M € M, such that

M (x) = 1, creates a signing key SK,zs(M) i ABS.KeyGen(MSK 55, M), and

generates a signature o, pq & ABS.Sign(SK 55 (M), x, msg), which B returns to
A.
e At the end of interaction .A outputs a message-signature pair (msg*, o, ). A wins
if the following hold simultaneously:
(i) ABS.Verify(PP,ps, x*, msg*, o7 ) = 1.
(ii) .A has not made any signature query on msg* under x*.

The ABS scheme is said to be existentially unforgeable against selective attribute adaptive
chosen message attack if for any PPT adversary .4, for any security parameter A,

AdVAPSUT MAX) = Pr[A wins] < negl(A),

for some negligible function negl.

Remark 3.1 Note that in the existential unforgeability experiment above without loss of gen-
erality, we can consider signature queries on messages only under the challenge attribute
string x*. This is because any signature query under some attribute string x # x* can be
replaced by a signing key query for a signing policy TM M, € M that accepts only the
string x. Since x # x*, M, (x*) = 0, and thus M, forms a valid signing key query. We use
this simplification in our proof.

3.2 Overview of the proposed ABS scheme

Here we explain the high level technical ideas underlying our ABS scheme. We start by
adapting the techniques of Deshpande et al. [7] and Koppula et al. [17] to the ABS setting.
Our master signing key consists of a PPRF key K and a set of public parameters PPacc
of a positional accumulator. We assign a different signing key-verification key pair of a
standard SIG scheme to each of the possible signing attribute strings and we define such an
SIG signing key-verification key pair associated with a signing attribute string x as those
obtained by running the setup algorithm of SIG using the randomness obtained by evaluating
the underlying PPRF with key K on wynp, Where wyyp is the accumulation of the bits of x using
PPacc. Our signing key corresponds to some TM M would comprise of two 10-obfuscated
programs P; and P,gs. The first program Pp, also known as the initial signing program,
takes as input an accumulator value and outputs a signature on it together with the initial
state and header position of the TM M. The second program, P,zs, also known as the next
step program, has the PPRF key K hardwired in it. It takes as input a state and header position
of M, along with an input symbol and an accumulator value. It essentially computes the
next step function of M on the input state-symbol pair, and eventually outputs the proper
SIG signing-verification key pair, if M reaches the accepting state. More precisely, in case of
reaching to the accepting state, P,z first computes the PPRF with key K on input wnp. After
that, it generates and outputs a SIG signing key-verification key pair by running the setup
algorithm of SIG using the computed pseudorandom string.

@ Springer



Short ABS for arbitrary TMs from standard assumptions 1859

The program P,,s also performs certain authenticity checks before computing the next
step function of M in order to prevent illegal inputs. For this purpose, P,5¢ additionally takes
as input a signature on the input state, header position, and accumulator value, together with
a proof for the positional accumulator. The program P, verifies the signature in order to
ensure authenticity, as well as checks the accumulator proof to get convinced that the input
symbol is indeed the one placed at the input header position of the underlying storage of the
input accumulator value. If all these verifications pass, then P, determines the next state
and header position of M, as well as the new symbol that needs to be written to the input
header position. The program P, then updates the accumulator value by placing the new
symbol at the input header position, as well as signs the updated accumulator value along
with the computed next state and header position of M.

Our ABS public parameters would contain PP5cc along with the 10-obfuscated verifying
program Vs, which has the PPRF key K hardwired in it. It takes as input an accumulator
value and performs the following steps: First, it runs the PPRF with key K on the accumulator
value to generate a pseudorandom string. Next, it runs the setup algorithm of SIG using
that pseudorandom string to generate and output the SIG verification key associated with the
accumulator value.

In order to sign a message under some signing attribute string accepted by the TM embed-
ded in its signing key, a signer first computes the accumulation wyp of the bits of x using
PP,cc Which are also included in the PPRF key K, and then obtains a signature on wiyp together
with the initial state and header position of M, by running the program P;. The signer then
repeatedly runs the program P,;4, €ach time on input the current accumulator value, current
state and header position of M, along with the signature on them. Additionally, in each iter-
ation, the signer also feeds winp to Pags. The iteration is continued until the program P, ¢
either outputs the proper signing-verification key pair or the designated symbol _L indicating
failure. After that, the signer signs the message using the obtained SIG signing key. The
ABS signature consists of the generated SIG verification key-signature pair. The signature
verification process on some message under some claimed signing attribute string requires
first generating the SIG verification key associated with the claimed signing attribute string
by accumulating the bits of the claimed signing attribute string using PPxcc and inputting
the accumulated value to V,g,. It then checks whether the generated SIG verification key
matches the one included within the ABS signature, as well as whether the SIG signature
included within the ABS signature verifies under that SIG verification key.

While the above strategy appears to be sound, there still remain some subtle issues. Observe
that to handle the positional accumulator related verifications and updations, the program P ¢
must have PPycc hardwired in it. During the course of the selective unforgeability proof, we
have to modify the signing keys given to the adversary A to embed the punctured PPRF key
K{w;,} punctured at wy, instead of the full PPRF key K. Here, w, is the accumulation of
the bits of the challenge signing attribute string x*, committed by A at the beginning of the
experiment, using PP,cc included within the public parameters given to the adversary A. In
order to make this substitution, it is to be ensured that the programs P,y included in those
signing keys always outputs L for signing attribute strings corresponding to wyy, even if
reaching the accepting state. As usual, we would carry out the transformation one signing
key at a time through multiple hybrid steps. Now, suppose for transforming the signing keys
we attempt to follow a strategy similar to that of [7, 17]. Let the total number of signing keys
queried by A be §ygy- Consider the transformation of the vth signing key (1 < v < Ggpy)
corresponding to the TM M) that runs on the challenge signing attribute string x* for

*) steps and reaches the rejecting state. In the course of transformation, the program Pi;é
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contained in the vth signing key would first be altered to one that always outputs _L for inputs
corresponding to wji, within the first #*") steps. Towards accomplishing this transition, in
successive hybrids, the steps of execution of M) on x* would be repeatedly programmed and
unprogrammed within P:;)S taking the help of 10. In order to perform this operation using |O,
at various stages, we need to guarantee program functional equivalence, and for that we need
to generate PPocc in read/write enforcing mode, certain special statistically binding modes
indistinguishable from the normal setup mode. However, in the prefixed version of positional
accumulator employed in [7] or in [17], to setup PPcc in read/write-enforcing mode, we
require the entire sequence of symbol-position pairs arising from iteratively running M)
on x* up to the step we are programming in. This was not a problem for [7, 17] since in
their security model the adversary .A was bounded to declare the TM queries prior to setting
up the system. On the contrary, in our unforgeability experiment, A is allowed to adaptively
submit signing key queries corresponding to signing policy TMs of its choice throughout the
experiment. In such a case, we would be able to determine those symbol-position pairs only
after receiving the vth queried TM M ™) from .A. However, we would require PPycc while
creating the signing keys queried by A before making the vth signing key query, and even
for preparing the public parameters. Thus, it is immediate that we must generate PPacc prior
to receiving the vth signing key query from .A. This is clearly impossible as setting PPycc in
read/write enforcing mode requires the knowledge of the TM M“), which is not available
before the vth signing key query of A.

Observe that the root cause of the problem discussed above is the use of a single set of
public parameters PPcc of the positional accumulator throughout the system. Therefore, we
attempt to assign a fresh set of public parameters of the positional accumulator to each signing
key. However, for compressing the signing attribute strings to a fixed length, on which the
PPRF can be applied to produce the pseudorandom strings specifying the SIG signing key-
verification key pairs associated with those signing attribute strings, we need a system-wide
compressing tool. We employ a somewhere statistically-binding (SSB) hash function for this
purpose.

Our idea is that while signing a message under some signing attribute string x using its
legitimate signing key for some TM M, the signer first computes the hash value 4 by hashing x
using the system-wide SSB hash key, which is part of the ABS public parameters. The signer
also computes the accumulator value wip by accumulating the bits of x using the public
parameters of positional accumulator, specific to its signing key. Then, using the obfuscated
initial signing program P; included in its signing key, the signer will obtain a signature on
winp along with the initial state and header position of M. Finally, the signer will repeatedly
run the obfuscated next step program P,z included in its signing key, each time giving as
input all the quantities as earlier, except that it would now have to feed the SSB hash value &
in place of winp in each iteration. This is because, in case P,q reaches the accepting state,
it would require / to apply the PPRF for producing the SIG signing key-verification key pair
associated with x. The same change would also apply to the public verifying program V,gs,
namely, it would also take as input the SSB hash value of a signing attribute string in place
of the accumulator value obtained by accumulating its bits.

However, this approach is not completely sound yet. Observe that, a possibly malicious
signer can compute the SSB hash value / on the signing attribute string x, with respect to
which it wishes to generate a signature despite of the fact that its signing policy TM M does
not accepts it, but initiates the computation by accumulating the bits of only a substring of x
or some entirely different signing attribute string, which is accepted by M. To prevent such
malicious behavior, we include another 10-obfuscated program 7, within the signing key,
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we call the accumulating program, whose purpose is to restrict the signer from accumulating
the bits of a different signing attribute string rather than the hashed one. The program P,
takes as input an SSB hash value 4, an index i, a symbol, an accumulator value, a signature
on the input accumulator value (along with the initial state and header position of M), and
an opening value for SSB. The program 7, verifies the signature, and also checks whether
the input symbol is indeed present at the index i of the string that has been hashed to form
h, using the input opening value. If all of these verifications pass, then P, updates the input
accumulator value by writing the input symbol at the ith position of the accumulator storage,
and signs the updated accumulator value (along with the initial state and header position of
M). The signature used by 7 is also a splittable signature that facilitates the security proof.
The obfuscated initial signing program P; included in the signing key is also modified to
take as input a hash value, and output a signature on the accumulator value corresponding to
the empty accumulator storage together with the initial state and header position of M.

Moreover, for forbidding the signer from performing the computation by accumulating an
M -accepted substring of the hashed input, we define the SIG signing key-verification key pair
associated with a signing attribute string as the output of the setup algorithm of SIG using the
pseudorandom string generated by applying the PPRF on the pair (hash value, length) of the
signing attribute string instead of just the hash value. Note that, without loss of generality,
we can set the upper bound of the length of signing attribute strings to be 2*, where A is
the underlying security parameter, in view of the fact that by suitably choosing A we can
accommodate signing attribute strings of any polynomial length. Since the lengths of the
attribute strings are bounded by 2*, the lengths can be expressed as bit strings of size A.
Hence, the total size of the hash value-length pair corresponding to a signing attribute string
would still be bounded. Also, the obfuscated next step programs P, included in our signing
keys, must also take as input the length of the signing attribute strings for applying the PPRF
if reaching to the accepting state.

Thus, the signing procedure of our ABS scheme becomes the following: to sign a message
under some signing attribute string using its legitimate signing key corresponding to some
TM M, a signer first hash the signing attribute string with the system-wide SSB hash key. The
signer also obtains a signature on the empty accumulator value, by running the obfuscated
initial signing program P; on input the computed hash value. Next, it repeatedly runs the
obfuscated accumulating program P, to authentically accumulate the bits of the hashed
signing attribute string. Finally, it runs the obfuscated next step program P, iteratively
on the current accumulator value along with other legitimate inputs, until it obtains either
the SIG signing key-verification key pair associated with the signing attribute string under
consideration or L. Once it obtains the SIG signing key-verification key pair associated with
the signing attribute string, it simply signs the message using the SIG signing key, and outputs
the SIG verification key-signature pair as the ABS signature on the message.

Notice that the problem with enforcing the public parameters of the positional accumulator
while transforming the adaptively queried signing keys will not appear in our case as we have
assigned a separate set of public parameters of positional accumulator to each signing key.
However, our actual proof of selective unforgeability involves many subtleties that are difficult
to describe with this high level description, and is provided in full details in the sequel. We
would only like to mention here that to cope up with certain issues in the proof, another
|O-obfuscated program Ps is also included within the signing keys, we call the signature
changing program, that changes the splittable signature obtained from 7, on the accumulation
of the bits of the signing attribute string, before starting the iterative computation with the
obfuscated next step program P,gs.
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Constants: PPRF key K

Inputs: SSB hash value h, Length £y

Output:  SIG verification key VKg
1. Compute 7gc = F(K, (h, lp)), (glzsm; VRsl(;) = SIG.Setup(l)‘; Poig)-
2. Output VKgg.

Fig.1 Verify.Prog,¢

3.3 The proposed ABS scheme

We now formally describe our ABS scheme. Let A be the underlying security parameter.
Let M, denote a family of TMs, the members of which have (worst case) running time
bounded by T = 2%, input alphabet Tip = {0, 1}, and tape alphabet T, = {0, 1, _}.
Our ABS construction supporting signing attribute universe U,z C {0, 1}*, signing policies
representable by TMs in M\, and message space M 55 = {0, 1 Jeass-wsa utilizes the following
cryptographic building blocks.

(i) ZO: An indistinguishability obfuscator for general polynomial-size circuits.
(ii) SSB = (SSB.Gen, H, SSB.Open, SSB.Verify): A somewhere statistically binding hash
function with block alphabet X 5 x = {0, 1}.
(iii) ACC = (ACCSetup, ACCSetup-Enforce-Read, ACC.Setup-Enforce-Write,
ACC.Prep-Read, ACC.Prep-Write, ACC.Verify-Read, ACC.Write-Store, ACC.Update):
A positional accumulator with block alphabet ¥, .5« = {0, 1, _}.
(iv) ITR = (ITR.Setup, ITR.Setup-Enforce, ITR.Iterate): A cryptographic iterator with an
appropriate message space M.
(v) SPS = (SPS.Setup, SPS.Sign, SPS.Verify, SPS.Split, SPS.Sign-ABO): A splittable
signature scheme with an appropriate message space Mgps.
(vi) PRG : {0, 1} — {0, 1}**: A length-doubling pseudorandom generator.
(vil) F = (F.Setup, F.Puncture, F.Eval): A puncturable pseudorandom function whose
domain and range are chosen appropriately.
(viii) SIG = (SIG.Setup, SIG.Sign, SIG.Verify): A digital signature scheme with associated
message space M,z = {0, 1}%ss that is existentially unforgeable against chosen
message attack (CMA).

Our ABS scheme is described below:

ABS.Setup(11) — (PP,zs = (HK, V,gs), MSK 55 = (K, HK)): The setup authority takes
as input the security parameter 1" and proceeds as follows:

1. It first chooses a PPRF key K <3 F.Setup(1M).

2. Next it generates HK & SSB.Gen(1M, nggs gk = 27, i* = 0).

3. Then, it creates the obfuscated program V,zs = ZO(Verify.Prog,,[K]), where the
program Verify.Prog, is described in Fig. 1.

4. Itkeeps the master secret key MSK 55 = (K, HK) and publishes the public parameters
PP, ps = (HK, Vps)-

ABS.KeyGen(MSK g5, M) — SK,ups(M) = (HK, PPacc, Wo, STORE(, PPyrp, V0, P1, P2,
P3, Pags): On input the master secret key MSK,zs = (K, HK) and a signing policy TM
M = (Q, Zinp, Zrapes 05 90, gacs gres) € M, the setup authority performs the following
steps:

1. Atfirst, it selects PPRF keys K, ..., Ka, Ksps, A. Ksps,E <i .7-'.Setup(1)‘).
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Constants: Initial TM state go, Accumulator value wo, Iterator value vg, PPRF key K g
Input: SSB hash value h
Output: Signature osps.our

1. Compute 755, g = F(Kgs, £, (h,0)), (SKSPS,E7 VKsps, B, VKSPS-IUCI,E) = SPS-SetuP(l)\? TSPS,E)-
2. Output ogsovr = SPS-Sign(SKsl’s,Ey (U(h qo, Wo, O))

Fig.2 Init-SPS.Prog

Constants: Maximum number of blocks for SSB hash ngsppx = 2)‘, SSB hash key HK, Public
parameters for positional accumulator PP,cc, Public parameters for iterator PPy,
PPRF key Kgps, E
Inputs: Index 7, Symbol symy, TM state sT, Accumulator value wy, Auxiliary value AUX,
Iterator value vy, Signature ogps v, SSB hash value h, SSB opening value mggs
Output: (Accumulator value wqyr, Iterator value vour, Signature ogps.our), or L
1. (a) Compute ros, g = F(Ksps, i, (R, 1)), (SKses, E; VKsps, B, VKsps-res, B) = SPS-SetUP(]-)\; Tsps, B )-
(b) Set muy = (v, ST, Wiy, 0). If SPS.Verify(VKsps, &, M, Osps, ) = 0, output L.
2. If SSB.Verify(HK, h, i, SYMy, Tssp) = 0, output L.
3. (a) Compute woyr = ACC.Update(PPycc, Win, SYMiy, %, AUX). If woyr = L, output L.
(b) Compute vour = ITR.Iterate(PPx, viy, (ST, wiy, 0)).
4. (a) Compute 1 p = F(Ksps, 5, (hyi+1)), (SKeps, g Vips, 5 Viipsnps, 2) = SPS.Setup(1*; Taps. 1)
(b) Set mour = (vour, ST, wour, 0). Compute osps ovr = SPS.Sign(sK;PSYE, Moyt ) -
5. Output (w<JUT7 Vour, Usvs.o‘:-r)-

Fig.3 Accumulate.Prog

Constants: PPRF keys Kgps 4, Keps, E
Inputs: TM state sT, Accumulator value w, Iterator value v, SSB hash value h, Length
Cine, Signature ogps n
Output: Signature ogpsour, or L
1. (a) Compute Tsps, E = ]:(KSPS,E7 (h7 zmp)7 (SKSPS,E7 VKsps, E VK:‘PS—REJ,E)) = SPS-SetUPOA; TsPs.E)-
(b) Set m = (v,sT,w,0). If SPS.Verify(VKsps, 2, m, osps,v) = 0, output L.
2. (a) Compute Tsps, A = —F(KSI’S,A s (h7 Lixp, 0)), (SKSP,\,/‘“ VKsps, A VKM*S—NI—:J,A) =
SPS.Setup(lA; Tsps, A )-
(b) Output ogps,our = SPS.Sign(SKgps, 4, m).

Fig.4 Change-SPS.Prog

2. Next, it generates (PPacc, W, STOREq) <i ACC.Setup(V‘,nACC_ BLK = 2)‘) and

(PPyr, 10) <= ITRSetup(1), e = 2M).
3. Then, it constructs the obfuscated programs
— P1 = ZO(Init-SPS.Prog[qo, wo, vo, Ksps.£]),
— Py = ZO(Accumulate.Prog[ngg 5« = 2, HK, PPacc, PPy, Ksps £1),
P3 = ZO(Change-SPS.Prog[Ksps, 4, Ksps.E]),
— Puws = ZO(Constrained-Key.Prog,,[M, T = 2" PPycc, PPy, K,
K1, ..., Kx, Ksps,al),
where the programs Init-SPS.Prog, Accumulate.Prog, Change-SPS.Prog and
Constrained-Key.Prog, ;¢ are shown respectively in Figs. 2,3, 4 and 5.
4. It provides the constrained key SK,ps(M) = (HK, PPacc, Wo, STORE(, PPirg,
V0, P1, P2, P3, Pags) to a legitimate signer.

ABS.Sign(SKzs (M), x, msg) — 0,55 = (VKsig, Osig) or L: A signer takes as input
its signing key SK,ps (M) = (HK, PPocc, Wo, STOREQ, PPirg, V0, P1, P2, P3, Pags), COITE-
sponding to its legitimate signing policy TM M = (Q, Zip, Z1apes 65 905 gacs grer) €
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Constants: TM M = (Q, Zie, Zrares 0, 90, Gac, Grey ), Time bound T = 2*, Public parameters
for positional accumulator PP,cc, Public parameters for iterator ppir, PPRF keys
KvKl-, LR 7K)\7KSI’S‘A
Inputs: Time t, String SEED,y, Header position POS;, Symbol syM,y, TM state sTyy, Accu-
mulator value wyy, Accumulator proof m,ec, Auxiliary value AUX, Iterator value
v, SSB hash value h, Length £y, Signature ogps iy

Output: (SIG signing key SKgq, SIG verification key VKgg), or (Header Position POSqur,
Symbol SYMgyr, TM state SToyr, Accumulator value woyr, Iterator value vour,
Signature ogps our, String SEEDgyr), or L
1. Identify an integer T such that 27 < t < 2771, If [PRG(SEEDy) # PRG(F(K-, (h, €ue)))] A
[t > 1], output L.
If ACC.Verify-Read(PP,co, Win, SYMiy, POSin, Tace) = 0, output L.
. (a) COHIPUte Tsps, A = ]'—(KM’S,A, (h1 bip,t — 1))7 (SKsl’s,As VKsps, A \;KSPS—IH‘A}TA) =
SPS.Setup(lA; Tsps, A )-
(b) Set muy = (viy, STin, Wix, POSy ). If SPS.Verify(VKsps, 4, My, Osps,in) = 0, output L.
. (a) Compute (STour, SYMoyr, B) = 8(STix, SYMy) and POSoyr = POSy + .
(b) If STour = gres, output L.
Else if STour = gac, perform the following:
(I) Compute rgq = F(K, (h, bwp)), (SKsig, VKsia) = SIG.Setup(l’\; Toi6)-
(IT) Output (SKsc, VKsic)-
5. (a) Compute woyr = ACC.Update(PPycc, Wins SYMour, POSiy, AUX). If wour = L, output L.
(b) Compute voyr = ITR.Iterate(PPir, vix, (STin, Wiy, POS)).

we

=

6. (a) Compute Th/'PS,A = ]:(KSPS,/U (h e 1)), (SKQPS‘A7 VKéPs,Av VK;PS-RF.J,A) =
SPS.Setup(1*; T‘;ps,A)'
(b) Set moyr = ('Um,'h STour, Wour; POSOI,T)~ COInp‘Jte Osps,our — SPS-Sign(SK;.,NA, mom')-

’

7. If t +1 =27, for some integer 7, set SEEDyr = F(K 1, (h, byp)).
Else, set SEEDoyr = €

8. Output (POSour, SYMour, STour; Wour, Vour, Tsps,out SEEDOUT)~

Fig.5 Constrained-Key.Prog, ¢

M, an attribute string x = xo...x¢,—1 € U,gs With |x| = £, and a message
msg € M ,gs. If M (x) = 0, it outputs L. Otherwise, it proceeds as follows:

1. It first computes h = Hy, (x).
2. Next, it computes Gsps 0 = P (h).
3. Thenfor j =1,..., ¢, it iteratively performs the following:
(a) It computes mggp j_1 & SSB.Open(HK, x, j — 1).
(b) It computes AUX; = ACC.Prep-Write(PPacc, STORE; 1, j — 1).
(c) It computes OUT = P2(j — 1,x;_1,q0, Wj—1, AUXj, Vj_1, Gsps,j—1, h,
TssB, j —1)-
(d) If ouT = L, it outputs OUT. Else, it parses OUT as OUT = (w;, v, &Sps’j).
(e) It computes STORE; = ACC.Write-Store(PPACC, STORE; 1, j — 1, xj_ 1).

4. It computes osps,0 = P3(qo, We,, Ve, 1, Ly, Osps e, ).
5. It sets POSys,0 = 0 and SEED) = €.

6. Suppose, M accepts x in t, steps. For r = 1, ..., 1., it iteratively performs the
following steps:
(a) It computes (SYMps,1—1, Tacc,i—1) = ACC.Prep-Read(PPscc, STORE, 4/—1,
POSjs 1 —1).
(b) It computes AUXy, +; = ACC.Prep-Write(PPacc, STORE¢, 4+/—1, POSp,—1)-
(c) It computes OUT = P,gs(f, SEED;—1, POSp—1, SYMp i—1, STm -1,

W 41—1s Tacc,i—1, AUXg 41, Ve, 41—1, 1, £x, Osps 1—1)-
(d) If t = t,, it parses OUT as OUT = (SKgig, VKgig). Otherwise, it parses OUT as

(WRITE)
OUT = (POSy,, SYMy ;7 STM 1> Weetts Vet Osps,ts SEED;).
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(e) It computes STORE; ;; = ACCWrite-Store(PPcc, STORE¢, 471,
POSH -1, SYM ).
. . $ .
7. Finally, it computes og;c < SIG.Sign(SKsig, Msg).
8. It outputs the signature 0,535 = (VKsig, Os16) € Saps-

ABS.Verify(PP,ps, X, MSY, Opps) — B € {0, 1}: A verifier takes as input the public param-
eters PPygs = (HK, V,gs), an attribute string x = xq...x¢, —1 € Uygg, Where |x| = £y, a
message msg € M g, together with a signature 0,5 = (VKgig, Osig) € Saps- It €xecutes
the following:

1. It first computes & = Hyy (x).

2. Next, it computes VKgig = Vyps (1, £x).

3. If [VKsic = VKsigl A [SIG.Verify(VKgig, Mmsg, osig) = 1], it outputs 1. Otherwise, it
outputs 0.

Remark 3.2 (Efficiency of the proposed ABS scheme) From the efficiency of the underlying
building blocks discussed in Sect. 2.3, it follows that our ABS.Setup algorithm runs in time
polynomial in the security parameter A and log 7', while the ABS.KeyGen algorithm runs in
time polynomial in A, the size of the TM M for which the signing key is being generated,
and log T, where T is the upper bound on the worst-case running time of the supported TM
family. On the other hand, the algorithm ABS.Verify runs in time polynomial in A, the size
of the signing attribute string x considered, the size of the signed message msg, and log T,
whereas the algorithm ABS.Sign additionally depends on the description size of the TM M
embedded within the used signing key, and the running time ¢, of M on the signing attribute
string x. In all prior ABS constructions, the ABS.Sign algorithm depends polynomially on
the worst-case running time 7 of the supported class of signing policies (in addition to the
sizes of the signing policy, the signing attribute string, and the message considered), which
in general is much larger compared to the actual running time of the used signing policy on
the signing attribute string considered. Moreover, the size of signatures of our ABS scheme
depends only on A and the size of the signed message msg, in particular independent of
the size of the signing attribute string x under which the signature is generated. This is
evidently an important achievement from the point of view of communication efficiency that
was beyond the reach of all prior ABS constructions.

4 Security analysis

Theorem 4.1 (Security of the proposed ABS scheme) Assuming ZO is a secure indistin-
guishability obfuscator for P/poly, F is a secure puncturable pseudorandom function, SSB is
a somewhere statistically binding hash function, ACC is a secure positional accumulator, ITR
is a secure cryptographic iterator, SPS is a secure splittable signature scheme, PRG is a secure
injective pseudorandom generator, and SIG is existentially unforgeable against chosen mes-
sage attack, the proposed ABS scheme satisfies signer privacy and existential unforgeability
against selective attribute adaptive chosen message attack.

4.1 Proof overview of Theorem 4.1

Signer privacy: Observe that the ABS scheme described in Sect. 3.3 clearly preserves signer
privacy since the signature on some message with respect to some signing attribute string only
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contains the SIG verification key obtained from hashing the signing attribute string with the
system wide SSB hash function and its length together with an SIG signature on the message
verifiable under that SIG verification key. In particular, the ABS signatures do not depend on
the signing keys used to generate them.

Existential unforgeability: We provide here a bird’s eye view of the proof of existential
unforgeability of the ABS scheme proposed in Sect. 3.3. We avoid many subtle technical
details which are actually not easy to describe at an informal level and can hinder the intuitive
blueprint of proof. Recall that in the selective unforgeability experiment, the adversary .A has
to commit to some signing attribute string x*, under which it wishes to output a forgery, at the
beginning of the experiment, and then is supplied with the public parameters, and is allowed
to adaptively request any polynomial number of signatures and signing keys associated with
signing policies that do not accept x*. At the end, A outputs a forged signature on some
message msg™ under x*, and is declared to be the winner if it has not queried any signature
on msg* under x*.

To argue selective unforgeability of the above ABS construction, we first change the original
unforgeability experiment into one in which we hardwire the punctured PPRF key K{x*}
punctured at x* within the verifying program V,gq included within the public parameters
given to A, as well as in the signing programs P,g¢ included within all the signing keys
provided to A. More precisely, we modify the program V,¢ into a new program V/QBS as
follows: When run on some signing attribute string x # x*, the program Vl/\ 5 Tuns identically
to Vaps. but it uses the punctured PPRF key K{x*} in place of the full PPRF key K. On the
other hand, when run on x*, it uses a hardwired string 7, as the randomness for generating
the SIG verification key corresponding to x*. We set 7, to be the evaluation of the PPRF
with key K on x*. We similarly modify the signing programs P, into new programs P;Bs
as follows: When run on some signing attribute string x # x*, P/;B s Tuns identically to Py
except that it uses the punctured PPRF key K{x*} in place of the full PPRF key K. On the other
hand, when run on input x*, P;BS outputs L.

Observe that the programs V, ¢ and V{:B ; are clearly functionally identical since the punc-
tured PPRF key behaves identically to the full PPRF key on all inputs x # x*. For the same
reason, for all the signing keys given to A, the programs P, and P:\B ; are also functionally
identical since A is allowed to request signing keys for only those signing policies that does
not accept x*. Thus, by the security of 10, which stipulates that obfuscations of function-
ally identical programs are computationally indistinguishable, the modified experiment is
computationally indistinguishable from the original one. After that, we apply the pseudo-
randomness at punctured point property of PPRF to change the pseudorandom string 7sig
hardwired within V| | s to auniformly random one. This modification essentially ensures that
a perfectly distributed SIG signing key-verification key pair gets associated to x*. Note that
once this alteration is made, we can directly prove the unforgeability of our ABS scheme
relying on the unforgeability property of SIG.

We follow the same technique introduced in [7] for handling the tail hybrids in the final
stage of transformation of the signing keys in our unforgeability experiment. Note that as
in [7], we consider TMs which run for at most 7 = 2* steps on any input. Unlike [17],
Deshpande et al. [7] have devised an approach to obtain an end to end polynomial reduction
to the security of IO for the tail hybrids by means of an injective pseudorandom generator
(PRG). We directly adopt that technique to deal with the tail hybrids in our unforgeability
proof. Please refer to [7] for a high level overview of the approach.
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Lemmas C.1-C.12

H Lemma B.1
Real Game : A
I e T e O e < T e DL
: 10, F, SSB, ACC, ITR, SPS, PRG

Lemma Lemma
= B.2 B.3
e B e A D e D e A

10, F F i Lemma B.4
SIG

Ideal Game

Fig.6 Structure of the hybrid reduction proving unforgeability of our ABS scheme

4.2 Formal Proof of Theorem 4.1

» Signer privacy: Observe that for any message msg € M ,gs, (PPyps = (HK,

ZO(Verify.Prog,zs[K1)), MSK,5s = (K, HK)) i ABS.Setup(V‘), and x € U,zg With
|x| = £, a signature on msg under x is of the form 0,55 = (VKsig, 0si6), Where
(SKSIG7VKSIG) = SIG.SetUp(1)\; f(K, (HHK(X),ZX))),O'SIG = SIG.Sign(SKSI(}, mSg).

Here, HK < SSB.Gen(1M, ngsy.px = 2", i* = 0) and K < F.Setup(1*). Thus,
the distribution of the signature o,y is clearly the same regardless of the signing key
SKps (M) that is used to compute it.

» Existential unforgeability: We will prove the existential unforgeability of the ABS
construction of Sect. 3.3 against selective attribute adaptive chosen message attack by
means of a sequence of hybrid experiments. We will demonstrate based on the security
of various primitives that the advantage of any PPT adversary .4 in consecutive hybrid
experiments differs only negligibly as well as that in the final hybrid experiment is
negligible. We note that due to the selective attribute setting, the challenger B knows the
challenge attribute string x* = x§ ... x;x_| € Uyps and the SSBhash value A* = Hyy (x*)
before receiving any signing key or signature query from the adversary .A. Suppose, the
total number of signing key query and signature query made by the adversary A be Gypy
and gsgn respectively. As noted in Remark 3.1, without loss of generality we will assume
that A only queries signatures on messages under the challenge attribute string x*. Please
refer to Fig. 6 for an overview of the hybrid transitions and their analysis. The description
of the hybrid experiments follows:

4.3 Sequence of hybrid experiments
Hyb,: This experiment corresponds to the real selective attribute adaptive chosen message

unforgeability experiment described in Sect. 3.1. More precisely, this experiment proceeds
as follows:
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o A submits a challenge attribute string x* = x§ ... x/_; € Uyps With [x*| = £* to B.

e BB generates (PP,ps = (HK, ZO(Verify.Prog,s[K1), MSK,ps = (HK, K)) i
ABS.Setup(17), as described in Sect. 3.3, and provides PP,y to A.

e Forn=1,..., gy, in response to the nth signing key query corresponding to signing
policy TM M@ = (0, S, B0, 80 g7, g\ gy € My, with M (x*) = 0,
B creates

SKABS(M(n)) —
HK, PPU0c, w”, STORE”, PPI(T";, o,
ZO(Init-SPS.Proglgy” , wy” ., vy K& 1)
TO(Accumulate.Prog[ngg s« = 27, HK, PP, PPI(;?;, Ks(gs),E])
TO(Change-SPSProg[Kn 4. K 1)
TO(Constrained-Key.Prog, . [M ™, T = 2, PP, PPI(;Q, K,

(n) ) ()
K7, ... Ky ’Ksps,A])
& ABS.KeyGen(MsK g5, M™),
as described in Sect. 3.3 and returns SK 5 (M ™) to A.

e For & = 1,...,4scy, in reply to the Oth signature query on message msg® under
attribute string x*, B identifies some TM M* € M), such that M*(x*) = 1, gen-
erates SK,gs(M*) & ABS.KeyGen(MSK ., M*), and computes ajeB; = (VK. 080y

& ABS.Sign(sK s (M), x*, msg®) as described in Sect. 3.3. B gives back o ?) to A,
e Finally, A outputs a forged signature G:BS on some message msg* under attribute string

x*.

Hyb, , (v =1, ..., §gy): This experiment is similar to Hyb,, except that for n € [Ggy],
in reply to the nth signing key query of .A corresponding to signing policy TM MD € M
with M (x*) = 0, B returns the signing key

HK, PP,(:QC, w(()"), STORE(()”), PPI(;Q, v(()"),

TO(nit-SPS.Proglg.”, w, vg”, K 1)
TO(Accumulate.Prog[ngg 5« = 27, HK, PP, PPI(;Q, KD
) o '
IO(Change—SPS.Prog[KSPS’A, KSPS’E])
ZO(Constrained-Key.Prog’,, [M™, T = 2%, pp pp™ K,

ITR’
() ) ()
LS SN N AN )

SK aps (M(n)) —

if n <v, where the program Constrained-Key.Prog;BS is an alteration of the program
Constrained-Key.Prog, ¢ (Fig. 5) and is described in Fig. 7, while it returns the signing
key

HK, PP, w", STOREY”, PP, v

TO(Init-SPS.Proglgy” , w”, vy”, Ko 1 1)

SPS,E
ZO(Accumulate.Prog[ngg,. 5« = 2, HK, PP, PPI(T”;, KS(ZS)’E])

TO(Change-SPS.Prog[K i ,, K 1)

TO(Constrained-Key.Prog, . [M ™, T = 2, pp. pp™ K,

(n) 0 R
TSR SN SN}

SK s (M(Tl)) —
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Constants: TM M = (Q, Xne, Xrares 0, G0 s gacs grey ), Time bound T = 2% Public parameters

Inputs: Time t, String SEED,y, Header position POS;y, Symbol syM;y, TM state sTyy, Accu-

Output: (SIG signing key SKgq, SIG verification key VKgg), or (Header Position POSour,

for positional accumulator PP,¢-, Public parameters for iterator PP, PPRF keys
K,Ky,...,Kx, Kgs,a, SSB hash value of challenge input h*, Length of challenge
input ¢*

mulator value wyy, Accumulator proof m,ee, Auxiliary value AUX, Iterator value
v, SSB hash value h, Length £, Signature osps iy

Symbol SYMgyr, TM state SToyr, Accumulator value woyr, Iterator value vour,

Signature ogps our, String SEEDgyr), or L

[t > 1], output L.
2. If ACC.Verify-Read(PP o0, Win, SYMiy, POSi, Tace) = 0, output L.

SSB.Setup(lk; Tsps, A )-
(b) Set muy = (viy, STin, Wix, POSy ). If SPS.Verify(VKsps, 4, My, Osps,n) = 0, output L.
4. (a) Compute (STour, SYMour, B) = §(STi, SYMy) and POSour = POSiy + f.
(b) If STour = gres, output L.
Else if [STour = qac] A [(h, ie) # (™, £7)], perform the following:
(I) Compute rge = F(K, (h, b)), (SKsic, VKsic) = SlG-SEtUP(:lA; Tsic)-
(ITI) Output (SKsig, VKsia)-
Else if STour = gac, output L.
5. (a) Compute woyr = ACC.Update(PP,cc, Win, SYMour, POSiy, AUX). If wour = L, output L.
(b) Compute vour = ITR.Iterate(PPirg, vin, (STin, Win, POSy)).-
. (a) Compute 7‘;}’S,A = ]:(KSI’S,Av (h-, ZII\'IH t))’ (SK:PS,A’ VK;PH,A’ VK:/ws-lmj,A)
SPS.Setup(1™; 1l 4)-
(b) Set mour = (’Um:m STour, Wour, POSOL‘T)~ Compute ospsovr = SPS-Sign(SK;m,A, mouT)-
7. Ift4+1= 2",, for some integer 7', set SEEDour = F (K s, (h, lip)).
Else, set SEEDoyr = €
8. Output (POSOUT: SYMout,; STour; Wout, Vouts Osps,0uT SEEDOUT)'

[=2]

1. Identify an integer T such that 27 < t < 2771, If [PRG(SEEDy) # PRG(F(K-, (h, €e)))] A

3. (a) Compute Tsps, A = ]:(KM’S,Aa (h, e, t — 1))7 (SKSI’S,A7 VKsps, A VKsm—m:]TA)

/
ABS

Fig.7 Constrained-Key.Prog

if n > v. Observe that Hyby, ; coincides with Hyb,.

Hyb,: This experiment coincides with Hyb, Guey - More formally, in this experiment for
n=1,..., gggy, in reply to the nth signing key query of A corresponding to signing policy
T™ M@ e My with M (x*) = 0, B generates all the components of the signing key as in

Hyb,, however, it returns the signing key

SKags M) =

HK, PP,(\”C)C, w(()"), STORE(()”), PP('Q, v(()”),

TO(nit-SPS.Proglg.”, wi”, vg”, K 1)
TO(Accumulate Prog[nggs i = 2, HK, PPUA, PPI(;];, Ks(gs),E])
TO(Change-SPS.Prog[K{h ,, K 1)
ZO(Constrained-Key.Prog’,, [M™, T = 2%, PP, PPI(;IIZ, K,
(m) ) ()
K"K K 40 B €FD)

The rest of the experiment is analogous to Hyb,.
Hyb,: This experiment is identical to Hyb; other than the following exceptions:

(I) Upon receiving the challenge attribute string x*, 1B proceeds as follows:

1. It selects a PPRF key K i F.Setup(1*) and generates HK <i SSB.Gen (17,

Ngsp.px = 27, i* = 0) just as in Hyb,,
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Constants:  Punctured PPRF key K{(h*,¢*)}, SIG verification key VK
challenge input h™, Length of challenge input ¢£*
Inputs: SSB hash value h, Lcngth Linp
Output: SIG verification key VK
(a) If (h, buw) = (h*,£%), output VK3,.
Else compute 7gq = F(K{(h*,£*)}, (h, br)), (SKsig, VKsic) = SIG.Setup(17; Pgc).
(b) Output VKgg-

SSB hash value of

SI1G 2

Fig.8 Verify.Prog)

2. It computes h* = Hyc(x*) and creates the punctured PPRF key K{(h*,¢*)}

i F.Puncture(K, (h*, £*)),

It computes 7, = F(K, (h*, £%)), forms (SKyg. VKeg) = SIG.Setup(17; 7).

4. It sets the public parameters PPps to be given to A as PP,y =
(HK, IO(Verify.Prog’ABS[ {(h*, £%)}, VKSIG, h*, €*])), where the program
Verify.Prog/, . is an alteration of the program Verify. Prog, s (Fig. 1) and is depicted

b

in Fig. 8.
(Il) Forn = 1,..., ggry, in response to the nth signing key query of A corresponding to
signing policy TM M™ e M) with M (x*) = 0, B provides .A with the signing key
SKass (M(n)) =
HK, PPE\”C)C, wé”) STORE PPI(;Q v(()"),

ZO(Init- SPs.Prog[q(gm, w0 kD )

SPS,
(1) (1) ()
TO(Accumulate.Proglngg. g = 27, HK, PPACc, PP, Kl £1)

ITR’
IO(Change-SPS.Prog[Ks(l',’S) " SPS’E])

ZO(Constrained-Key.Prog/,, [M™, T = 2%, P, PPI(;Q, K{(h*, £%)},
K{U) K(’I) K(n) h*’z*])

SPS,A”

Hyb;: This experiment is similar to Hyb, with the only exception that 5 selects 73 i Voprr-
More formally, this experiment has the following deviations from Hyb,:

(D In this experiment B creates the punctured PPRF key K{(h*,£*)} as in Hyb,, how-

ever, it generates (SKSIG, VKSIG) <— SIG Setup(1?). It includes the obfuscated program
ZO(Verify.Prog| . [K{(h*, £*)}, VKSIG, h*, €*]) within the public parameters PP, to be
provided to A as earlier.

(I) Also, foré =1, ..., gsion. to answer the Oth signature query of A on message msg?) e
M s under attribute string x*, 5 computes Us(f)c,) & SIG.Sign(S/I\(:lG, msg®) and returns

©) — ©)
0,ps = (VK. O16) 0 A.

4.4 Analysis

LetAdvQ V), Advy ) (0 = 1, ..., dey)s AdvY V), AdvY V), and Adv ) (M) represent
respectlvely the advantage of the adversary A, i.e., A’s probability of successfully outputting a
valid forgery, in Hyby, Hyby , (v = 1, ..., gxey), Hyb,, Hyb,, and Hyb; respectively. Then,
by the description of the hybrid experiments it follows that Adv/>"™ M4 () = Advfg) A =
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Advig’o) (A) and Advi) A) = Advfg‘é“”)()\). Hence, we have

QKEY
AdVAESUE R <3 AdVR T () — AdV )|+
v=1

4.1)

2
> IAdVY ) — Adv TP )+ AV V.
j=1

Lemmas B.1-B.4 presented in Online Appendix B will show that the RHS of Eq. (4.1) is
negligible and thus the existential unforgeability of the ABS construction of Sect. 3.3 follows.
[}

5 Conclusion

In this paper, we construct the first ABS scheme supporting signing policies expressible as
Turing machines (TM) which can handle signing attribute strings of arbitrary polynomial
length and at the same time features input-specific running time for the signing algorithm.
On the technical side, we devise new ideas to empower the techniques of [7, 17] to deal with
adaptive key queries.
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