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Abstract

Functional encryption (FE) is a new paradigm of public key encryption that can control the
exposed information of plaintexts by supporting computation on encrypted data. In this paper,
we propose efficient multi-client FE (MCFE) schemes that compute the set intersection of
ciphertexts generated by two clients. First, we propose an MCFE scheme that calculates the
set intersection cardinality (MCFE-SIC) and prove its static security under dynamic assump-
tions. Next, we extend our MCFE-SIC scheme to an MCFE scheme for set intersection
(MCFE-SI) and prove its static security under dynamic assumptions. The decryption algo-
rithm of our MCFE-SI scheme is more efficient than the existing MCFE-SI scheme because
it requires fewer pairing operations to calculate the intersection of two clients. Finally, we
propose a decentralized MCFE scheme for set intersection (DMCFE-SI) that decentralizes
the generation of function keys. Our MCFE schemes can be effectively applied to a privacy-
preserving contact tracing system to prevent the spread of recent infectious diseases.

Keywords Functional encryption - Multi-client setting - Private set intersection - Contact
tracing - Bilinear maps

Mathematics Subject Classification 94A60

1 Introduction

Functional encryption (FE) is a cryptographic technique that supports a controlled functional
evaluation on encrypted data and has an interesting feature that the result of the function
evaluation is directly revealed in the decryption [14]. In FE, a user creates a ciphertext CT
for a plaintext x using a public key, and an entity who possesses a function key DK y for
a function f issued by a trusted center can obtain f(x) by decrypting the ciphertext. As
interesting extensions of FE, multi-input FE (MIFE) that handles multiple ciphertexts during
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decryption and multi-client FE (MCFE) that provides independent encryption keys for each
client were proposed [21]. FE schemes that support arbitrary functions can be constructed by
using indistinguishability obfuscation, but indistinguishability obfuscation is still inefficient
to implement. In order to construct efficient FE schemes, research on FE that supports only
special functions instead of general functions has been actively conducted [2, 3, 6].

Recently, FE schemes that support the set intersection operation were proposed [32, 37].
An interesting application of the FE schemes for set intersection is privacy-preserving contact
tracing [1], which allows a user to check the possibility of contact with a confirmed patient
while preserving the location privacy of the user. A specific example is as follows. First,
a hospital cloud server encrypts and stores the visited places of a confirmed patient by
associating with time periods. If a user wants to know whether he or she has been in contact
with the confirmed patient, the user encrypts visited places associated with time periods and
uploads them to the cloud server. Then, the cloud server receives a function key that computes
the set intersection cardinality between the confirmed patient and the user, and calculates the
cardinality of an intersection set between them. If the cardinality has a positive value, then
the cloud server notifies the user that the probability of contact is high. In the later, if the
user wants to determine the exact intersection place, the user can calculate the intersection
by requesting a function key for set intersection.

The first FE schemes for set intersection were proposed by Kamp et al. [37], but their
schemes have some problems such that the result of set intersection is publicly revealed to
anybody since there is no function key and the setup algorithm should be independently
performed among all pairs of clients. To solve these problems, Lee and Seo proposed MCFE
for set intersection (MCFE-SI) schemes that support the generation of function keys between
multiple clients after running the setup algorithm just once initially [32]. They designed their
MCEFE-SI schemes in bilinear groups by inventing the equal-then-derive technique. That is,
aclient with an index i who has a set X = {x;} of items creates a ciphertext element H (xz)%
for each item, and it additionally sets a temporal key K = e(H (xz), §)# as a symmetric key
to encrypt an item xi. If both i and j clients encrypt the equal item x, then the temporal key
K = e(H(x)% H(x)%, gFi/@+2))y can be derived if a function key g#i/@+¢j) is provided.

In this paper, we intend to improve the performance and functionality of the MCFE-SI
schemes of Lee and Seo [32]. The first problem with the MCFE-SI schemes of Lee and Seo is
that their decryption algorithm is inefficient. In other words, the decryption algorithm of their
MCEFE-SI schemes require the process of decrypting all combinations of ciphertext elements
of two clients i and j and checking that a correct value is derived. Thus, this decryption
algorithm requires approximately £ pairing operations where € is the number of items in a
set, and it causes a serious problem in performance when the number of items increases. The
second problem is that their MCFE-SI schemes require a trusted center to generate function
keys. The existence of a trusted center can hinder the deployment of this system to the real
environment since there are issues such that a central authority can monitor the activities of
users. Therefore, in this paper, we ask whether it is possible to design an MCFE-SI scheme
that supports efficient decryption and decentralized function key generation.

1.1 Our contributions

In this paper, we devise efficient MCFE-SI schemes and give positive answers to the
preceding questions. The detailed results of our contributions are summarized as follows.

MCEFE for set intersection cardinality We first propose an MCFE for set intersection
cardinality scheme (MCFE-SIC) that calculates the cardinality of the intersection of two
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client’s sets. To support the set intersection cardinality, we use the ciphertext structure of
the MCFE-SI scheme proposed by Lee and Seo [32] and modify their scheme to provide
a new function key to check whether the ciphertext elements generated by different clients
contain equal items. At this time, in order to test the equality of the ciphertext elements
generated by different clients, we notice that the ciphertext structure of Lee and Seo uses
an algebraic pseudo-random function (PRF) which is defined as H (x)% where x is an item
and «; is the secret key of an i-index client and H is a hash function. If a function key is
provided as (g%", g%") where r is a random exponent, it is possible to check whether the
ciphertext elements of two clients i and j are encryption of the same item through the equation
e(H(x)Y, g%") = e(H (x)%, g%") by using a pairing operation. The decryption algorithm
of this scheme additionally exposes the equality pattern between ciphertext elements in
addition to the set intersection cardinality. The ciphertext of our MCFE-SIC scheme consists
of ¢ ciphertext elements, the function key consists of two group elements, and the decryption
algorithm requires 2¢ pairing operations and O (£ log¢) comparison operations for sorting
where £ is the number of items in a set.

MCEFE for set intersection Next, we propose an MCFE for Set Intersection (MCFE-SI)
scheme with improved decryption performance compared to the previous MCFE-SI scheme.
The idea of improving the decryption performance is to efficiently find a matching pair
of ciphertext elements that contain the same item from two client ciphertexts by using the
function key of our MCFE-SIC scheme. To decrypt the ciphertext elements of the actual
set item in the ciphertext, we use the same equal-then-derive method proposed by Lee and
Seo [32]. That is, when two matching ciphertext elements of two clients are H (x)* and
H (x)%, we can derive a temporal key K = e(H (x)% H (x)% , g/ @ite))y = e(H (x), §)Pi
for symmetric-key decryption if a function key g#/(%¥¢)) is provided. To analyze the security
of our MCFE-SI scheme, we prove the security of our scheme by using newly introduced
complexity assumptions in the static-IND security model in which function key queries,
corrupted clients, and challenge messages are initially submitted by an attacker. Compared
to the MCFE-SI scheme of Lee and Seo that requires £2 pairing operations in decryption, Our
MCEFE-SI scheme is more efficient since the decryption algorithm requires only 2¢ pairing
operations and O (¢log ¢) comparison operations where ¢ is the number of items in a set.
The comparison of our MCFE schemes with other similar schemes is given in Table 1.

Decentralized MCFE for set intersection Finally, we propose a decentralized MCFE
scheme for set intersection (DMCFE-SI) that removes the trusted center that generates func-
tion keys in our MCFE-SI scheme. The function key of our MCFE-SI scheme is composed
of two key elements g% " and g%/ for calculating the set intersection cardinality and one key

Table 1 Comparison of functional encryption schemes for set intersection

Scheme PP size DK size CT size GenKey Encrypt Decrypt
LS [32] o) IIGI LGl 4 2¢x 1E (H + (E + (P 2P
MCEFE-SIC o) 2|(@| 2G| 2E (H+ (E 2(P
MCEFE-SI o) 3|@| LG+ 2¢x 3E (H + (E + (P 3¢P
DMCEFE-SI o) 3|(@| L|G| 4 2¢n 6E ¢H + (E + (P 3¢(P

Let A be a security parameter, n be the number of users, and ¢ be the number of items in a set. We use |G| for the
bit size of a group element in G. We use symbols H for a map-to-point hash operation, E for an exponentiation
operation, and P for a pairing operation
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element gPi/@i+) for deriving a temporal key. The difficulty of decentralizing the genera-
tion of function keys is that two clients i and j should select the same random exponent r
and the exponent inverse operation (¢; + « j)_l which includes client secret keys should be
decentralized. To select the same random exponent, each client exposes a public key and runs
the Diffie—Hellman non-interactive key exchange scheme between two clients. Decentraliz-
ing the exponent inverse operation cannot be solved in a simple way. To solve this problem,
each client creates an encoded secret key by encrypting a secret key with one-time pad, and an
entity that combines the partial function keys to perform the exponent inversion operation by
itself after combining the encoded secret keys of two clients. We can prove the security of our
DMCEE-SI scheme because the additionally exposed encoded secret keys are information
theoretically secure.

1.2 Related work

Functional encryption Boneh et al. [14] introduced the concept of functional encryption
(FE) as anew paradigm for public key encryption. They showed that identity-based encryption
[11], attribute-based encryption [23, 34], and predicate encryption [12, 28] are all special
forms of FE. The first FE scheme that supports arbitrary functions was designed by Garg et
al. [19] by using indistinguishability obfuscation, public-key encryption, and non-interactive
zero-knowledge proof. In addition, there have been various attempts to design FE schemes that
support arbitrary functions with bounded collusion by using weaker cryptographic primitives
instead of using indistinguishability obfuscation [20, 22]. In order to improve the practicality
of FE schemes, an FE scheme for inner-products (FE-IP) that support the inner product
operation between attributes in a ciphertext and a function key was proposed by Abdalla et
al. [2]. Since then, the research on FE-IP has been expanded to support function hiding, full
security, and quadratic functions [6, 9, 10].

Multi-input and multi-client functional encryption Goldwasser et al. [21] extended the
concept of FE that handles only one ciphertext in decryption to the concept of multi-input
functional encryption (MIFE) and multi-client functional encryption (MCFE) that support the
evaluation of a function on multiple ciphertexts. They also showed that these MIFE and MCFE
schemes can be constructed by using indistinguishability obfuscation. MIFE and MCFE are
the same in terms of processing multiple ciphertexts, but MCFE has an important difference
in that ciphertexts are additionally associated time periods and only ciphertexts associated
with the same time period are processed during decryption. The research on FE-IP has been
expanded to support multiple inputs, multiple clients, and decentralized key generation [3-5,
15, 31]. In addition, FE for quadratic function also can be extended to support multiple inputs
[7]. As another efficient MCFE schemes, MCFE schemes that support the set intersection
operation and MCFE scheme that support conjunctive equality and range query operations
between multiple clients have been proposed [30, 32, 37].

Private set intersection Private set intersection (PSI) is a cryptographic technique that allows
two parties compute the intersection of their private sets without revealing any other infor-
mation of the sets. Compared to an FE scheme that supports the set intersection operation,
a PSI protocol requires additional interactions between two parties when calculating the set
intersection. A simple way to implement a PSI protocol is to use the Diffie-Hellman key
exchange protocol, which is efficient in the terms of communication, but it requires public
key operations [26]. A PSI protocol by using oblivious polynomial evaluation that expresses
sets as polynomials was proposed by Freedman et al. [17]. After that, oblivious PRF based
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PSI protocols, garbled circuit based PSI protocols, and oblivious transfer based PSI protocols
have been proposed [24, 25, 29, 33]. In order to reduce the communication overhead of PSI
protocols, delegated PSI protocols in which a cloud server performs most of the computa-
tion of clients were proposed [27]. Recently, private set intersection cardinality (PSI-CA)
protocols for contact tracing have been proposed [16, 36].

2 Preliminaries

In this section, we define functional encryption, symmetric-key encryption, and pseudo-
random function. We also introduce complexity assumptions to prove the security of our
functional encryption schemes.

2.1 Multi-client functional encryption

Multi-client functional encryption (MCFE) is an extension of functional encryption (FE) that
supports computation on encrypted data, and it requires a client secret key for encryption
and handles multiple ciphertexts during decryption [21]. In MCFE, the client of an index
i encrypts a plaintext x; with a time label 7 using the client secret key SK; to generate a
ciphertext CT; . Subsequently, an entity who has a function key DKy for a function f
decrypts ciphertexts CTy 7, ..., CT, r with the same time label 7 and obtains a decrypted
result f(x1, ..., x,). The IND security model of MCFE is defined by Goldwasser et al. [21].
A more detailed syntax of MCFE is given as follows.

Definition 1 (Multi-Client Functional Encryption) A multi-client functional encryption
(MCFE) scheme consists of four algorithms Setup, GenKey, Encrypt, and Decrypt, which
are defined as follows:

— Setup(1*, n) The setup algorithm takes as input the security parameter A in unary and
the number of clients 7. It outputs a master key M K, client secret keys (SK7y, ..., SK,),
and public parameters P P.

— GenKey(f, MK, PP) The key generation algorithm takes as input a function f, the
master key M K, and public parameters P P. It outputs a function key DK ¢.

— Encrypt(x, T, SK;, P P) The encryption algorithm takes as input a message x, a time
period 7', a client secret key SK;, and public parameters P P. It outputs a ciphertext
CTir.

— Decrypt((CTiy,7,...,CT, 1), DKy, PP) The decryption algorithm takes as input
ciphertexts (CTy 7, ..., CT, 1) in which each CT; 7 is an encryption of a message
x; on the same time period T, a function key DK s corresponding to a function f, and
public parameters P P. It outputs a value f(xq, ..., X,).

The correctness of the MCFE scheme is defined as follows: For all (MK, (SK1, ..., SK},),
PP) < Setup(1*,n), DKy < GenKey(f, MK, PP) for any function f € F, and
CT;.;r < Encrypt(x;, T, SK;, PP) fori € [n] and any x; € X, it is required that
Decrypt((CTi,r,...,CTy1), DKy, PP) = f(x1,...,Xy).

2.2 Symmetric key encryption

Symmetric key encryption (SKE) is an encryption method that uses the same key for encryp-
tion and decryption. The general security model of SKE is the IND security model that allows
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multiple challenge ciphertext queries. For this paper, we use a one-message IND security
model that only allows only one challenge ciphertext query. The detailed syntax of SKE is
given as follows.

Definition 2 (Symmetric Key Encryption) A symmetric key encryption (SKE) scheme con-
sists of three algorithms GenKey, Encrypt, and Decrypt, which are defined as follows:

— GenKey(1*) The key generation algorithm takes as input the security parameter A. It
outputs a symmetric key K.

— Encrypt(M, K) The encryption algorithm takes as input a message M € M and the
symmetric key K. It outputs a ciphertext C.

— Decrypt(C, K) The decryption algorithm takes as input a ciphertext CT and the sym-
metric key K. It outputs a message M or a symbol L.

The correctness of the SKE scheme is defined as follows: For all K generated by GenKey
and any message M € M, it is required that Decrypt(Encrypt(M, K), K) = M.

2.3 Pseudo-random function

A pseudo-random function (PRF) is a function F : IC x X — ) where K is a key space, X
is a domain, and ) is a codomain. Let F (k, -) be an oracle for a uniformly chosen k € K and
f () be an oracle for a uniformly chosen function f : X — ). We say that a PRF F is secure
if for all efficient adversaries .4, the advantage of .A defined as AdviRF A) = | PriAf %) =

1] — PrlAfO = 1]| is negligible in the security parameter A.

2.4 Bilinear groups

A bilinear group generator G takes as input a security parameter A and outputs a tuple
(p, G, @, Gr, e) where p is a random prime and G, @, and Gr are three cyclic groups
of prime order p. Let g and ¢ be generators of G and G, respectively. The bilinear map
¢:G x G — Gy has the following properties:

1. Bilinearity: Yu € G,V € G and Va, b € Z,, e(u®, 1) = e(u, 0)*.
2. Non-degeneracy: 3g € G, g € G such that e(g, g) has order p in Gr.

We say that G, G, Gy are asymmetric bilinear groups with no efficiently computable iso-
morphisms if the group operations in G, G, and G as well as the bilinear map e are all
efficiently computable, but there are no efficiently computable isomorphisms between G and
G.

2.5 Complexity assumptions

We introduce complexity assumptions necessary to prove the security of our MCFE schemes.
These complexity assumptions are dynamic assumptions that are defined depending on the
key queries of an attacker. Note that these assumptions are slight modifications of the assump-
tions introduced by Lee and Seo [32]. We analyze that these complexity assumptions hold in
the generic group model in Sect. 7.

Let n be a positive integer, p be a target index such that p € [n], and QO = {(i, j)} be
a set of index pairs that i, j € [n] and i < j. From n, p, and Q, we define an index set
J=1{k:1<k#p <nsuchthat (k,p) ¢ Qifk < pand (p,k) ¢ Qifk > p}. This
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Computel (n, p, Q) where Q = {(i, j)}
1. Initialize a set J = .
2.Foreachk € {1,...,n}\ {p}:
Ifk < p and (k, p) ¢ Q,thenadd k to J.
Ifk > pand (p,k) ¢ OQ,thenaddk to J.
3. Output the set J.

set can be computed by using the function ComputeJ which is described as follows: For
example, if weletn = 4, p = 2, and Q = {(1,4), (2, 3), (2,4)}, then we obtain J = {1}
since (1,2) ¢ O, (2,3) € Q,and (2,4) € Q.

Assumption 1 Let (p, G, G, Gr, e) be a bilinear group randomly generated by G(1*). Let
g, & be random generators of G, G respectively. Let n, p, Q, J be defined above. The
Assumption 1 for (n, p, Q, J) is that if the challenge tuple

D= ((p.G,G,Gr.e), g g° 18" V1. (8" ey, & (877, §P19)} ¢ jeo) and Z

are given, no probabilistic polynomial-time (PPT) algorithm A can distinguish Z = Zy =
g% from Z = Z; = g with more than a negligible advantage. The advantage of A is
defined as Adv’y "¢V () = |PrLA(D, Zo) = 0] — Pr[A(D, Z1) = 0]| where the
probability is taken over random choices of parameters to .A and over the coin tosses of .A.

Assumption 2 Let (p, G, G, Gr, e) be a bilinear group randomly generated by G(1*). Let
g, & be random generators of G, G respectively. Let n, p, Q, J be defined above. The
Assumption 2 for (n, p, Q, J) is that if the challenge tuple

D= ((p.G,G.Gr,e). g. g° (g"}_1. (& hker
g, {(gherd, ghicii, gl/itbiyy o) and Z

are given, no probabilistic polynomial-time (PPT) algorithm .A can distinguish Z = Zy =
g% from Z = Z; = g¢ with more than a negligible advantage. The advantage of A is
defined as Adv" "¢ () = | PrLA(D, Zo) = 0] — PrLA(D, Z1) = 0]| where the
probability is taken over random choices of parameters to .A and over the coin tosses of .A.

Assumption 3 Let (p, G, G, Gr, e) be a bilinear group randomly generated by G(1%). Let
g, & be random generators of G, G respectively. Let n, p, O be defined above. The Assump-
tion 3 for (n, p, Q) is that if the challenge tuple

D= ((p.G,G,Gr,e), g g% {g"V1, (&% i<kzpen,
g, (gl ghicid, ghIOFN G heo. (8" Nizizozn. e(g,§)") and Z
are given, no probabilistic polynomial-time (PPT) algorithm A can distinguish Z = Zp =
e(g, §)™ from Z = Z; = e(g, §)/ with more than a negligible advantage. The advantage

of Ais defined as Adv’y """ @ (1) = | PrLA(D, Zo) = 0] — PrLA(D, Z1) = 0]| where the
probability is taken over random choices of parameters to .A and over the coin tosses of A.
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3 MCFE for set intersection cardinality

In this section, we define the syntax and security model of MCFE that calculates the set
intersection cardinality. And then we propose an efficient MCFE-SIC scheme by using a
bilinear map and analyze the security of our scheme.

3.1 Definition

We define the syntax of MCFE for set intersection cardinality (MCFE-SIC). MCFE-SIC is a
special form of FE and supports a function key for calculating the set intersection cardinality
in which a ciphertext is associated with a time label 7' and each client has its own secret
key SK; for encryption. In MCFE-SIC, a trusted center creates client secret keys and public
parameters. After that, an individual client associates an item set X; with a time label 7" and
generate a ciphertext C7T; 7 by using its secret key SK;. A third entity who wants to calculate
the set intersection cardinality receives a function key DK for client indexes (i, j) from the
trusted center. After that, the third entity decrypts the ciphertexts of the i-index client and
the j-index client by using the function key, and obtains the value |X; N X ;|. The detailed
syntax of MCFE-SIC is described as follows.

Definition 3 (MCFE for Set Intersection Cardinality) A multi-client functional encryption
for set intersection cardinality (MCFE-SIC) scheme for an item space D and a time space
T consists of four algorithms Setup, GenKey, Encrypt, and Decrypt, which are defined as
follows:

— Setup(1*, n) The setup algorithm takes as input the security parameter A and the number
of clients n. It outputs a master key M K, client secret keys (SK1, ..., SK,), and public
parameters P P.

— GenKey(f, MK, P P) The function key generation algorithm takes as input a function
f = (i, J), the master key M K, and public parameters P P. It outputs a function key

DKf.
— Encrypt(X;, T, SK;, PP) The encryption algorithm takes as input a set X; =
{xi1,...,xi ¢} of items where x; x € D, a time period T € 7, a client secret key

SK;, and public parameters P P. It outputs a ciphertext CT; 7.

— Decrypt(CT; 7,CTj r, DKy, P P)The decryption algorithm takes as input two cipher-
texts CT; 7 and CT; 7 for the same time T', a function key DK y for a function f = (i, j),
and public parameters P P. It outputs |X; N X ;| where X; and X ; are associated with
CT; r and CT; 7 respectively.

The correctness of the MCFE-SIC scheme is defined as follows: Forall M K, (SK i)?=1’ PP <«
Setup(l)‘,n), any DKy < GenKey(f, MK, PP) of a function f = (i, j), and all
CT;,r < Encrypt(X;,T,SK;, PP) and CT; 7 < Encrypt(X;, T, SK;, PP) for any
X;, X and the same time period T, it is required that

— Decrypt(CT; 1, CT; 1, DKy, PP) = |X; N X | except with negligible probability.

We define the IND security model of MCFE-SIC. The security model of MCFE was first
defined by Goldwasser et al. [21]. For the security model of MCFE-SIC, we use the static
IND security model of MCFE-SI defined by Lee and Seo with slight modification [32]. The
static IND security model defined by Lee and Seo is a security model in which an attacker
fixes function key queries and a list of corrupted clients in advance and submits the target
challenge sets X and X7| in advance. At this time, we set a constraint that the cardinality
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of set intersection exposed in the challenge sets is the same even if many function keys are
provided to an attacker. We consider a limited security model in which the cardinality of
set intersections and the equality patterns of the challenge ciphertexts are exposed when an
attacker decrypts the challenge ciphertexts using function keys.

We first define a function CS1C ((X)rer, Q) for atuple (Xg)kes of item sets X and a set
O = {(i, j)} that computes the set intersection cardinality of X; and X ; for each (i, j) € O
as follows: Additionally, we define a function C ST P ((Xk)kes, Q) foratuple (X )ies of item

CSIC((Xpker, Q) where O = {(i, )}
1. Initialize a set C = ¢.
2. For each (i, j) € QO:
Calculate ¢ = |X; N X ;| and add ((i, j), c) to C.
3. Output the set C.

sets X and aset Q = {(i, j)} that computes the set intersection pattern of X; and X ; for each
(i, j) € Q as follows: For example, if we letn = 3, (X = {a, b, c}, Xo = {b, ¢}, X3 =

CSIPAG™*, (Xpker» )
1. For each x € X;+, initialize a set Sy = ¢.
2. For each (i, j) € Q such thati = i* or j =i*:
Calculate ¥ = X; N X ;.
Foreachx € Y:
Ifi =i* add j to Sy.
If j =i* addi to Sy.
3. Output a pattern multiset P;x = {Sy }xexi* .
CSIP(Xpker, Q) where Q = {(i, j)}
1. Foreachi € I:
Calculate P; by calling CSIPA(, (Xi)ker, Q).
2. Output a tuple (P;);e; of pattern multisets.

{c,a}),and Q = {(1,2), (2,3)}, then we have CSIC((Xx), Q) = {((1,2),2), ((2,3), 1)}
and CSTP((Xy), Q) = (P1 = {/, {2}, {2}}, P> = {1}, {1, 3}}, P5 = {{2}, O}).

Definition 4 (Static-IND Security) The static-IND security of MCFE-SIC with corruptions
is defined in the following experiment EXPi,[TC'?é?S Ic. A(l}‘) between a challenger C and a

PPT adversary A:

1. Imit: A initially submits an index set 1 C [n]of corrupted clients. Let I = {1, ..., n} \7
be an index set of uncorrupted clients. .4 also submits two challenge tuples (X 6 kel and
(X]“,k)kel of item sets X;f,k = {Xp k,j}» achallenge time period T*, and aset Q = {(i, j)}
of function key queries with the three restrictions such that (a) i, j € I for each (i, j) €
Q. (b) CSIC((X§ ker, @) = CSIC((X ker. Q). and (¢) CSIP((X ier- Q) =
CSIP((X} ke Q).

2. Setup: C generates a master key M K, client secret keys (SK;)_,, and public parameters
P P by running Setup (1%, n). It keeps MK and (SK;);¢y to itself and gives (8K;); 7 and
PPto A
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1062 K. Lee

3. Challenge: C flips a random bit u € {0, 1} and obtains a ciphertext CT; r+ by run-
ning Encrypt(X;’; .+ T*,SK;, PP) for each i € I.C gives the challenge ciphertexts
(CT;,1+)ier to A

4. Query: A requests function keys and ciphertexts. C handles these queries as follows:

— If this is a function key query for a function f = (i, j) € Q, then C gives a function
key DK s to A by running GenKey(f, MK, PP).

— If this is a ciphertext query for a client index k € I, an item set Xy, and a time period
T # T*, thenC gives aciphertext C Tyt to A by running Encrypt(Xy, T, SKy, P P).

5. Guess: A outputs a guess i’ € {0, 1} of u. C outputs 1 if u = p’ or 0 otherwise.

An MCFE-SIC scheme is static-IND secure with corruptions if for all PPT adversary 4, the
advantage of A defined as Advy/WNP () = |PrEXPY[ANE o (%) = 1] = 3] is
negligible in the security parameter A.

3.2 Construction

The basic idea of designing an MCFE scheme that computes the set intersection cardinality of
two clients is to provide a function key that can check whether ciphertext elements generated
by two clients are related to the same item. For this, we can consider to provide a function key
(g%, §*7) because ciphertext elements are in the form of H (T ||x)* and H (T ||x)% . In this
case, by deriving the same e(H (T ||x), g)%"% through the pairing operation, it is possible
to compare whether the ciphertext elements are associated to the same item x. However,
providing a function key in this simple form has the risk of a collusion attack, so we provide
a function key (g*", g%") with additional randomization to prevent the collusion attack.
In this case, only the set intersection of two clients i and j can be compared due to the
additionally included random exponent, and comparison with the ciphertexts of other clients
is impossible. An MCFE-SIC scheme is described as follows:

Setup(1*, n) Let n be the maximum number of clients. It first generates a bilinear group
(p, G, G, Gr, e) of prime order p with random generators g € G and g € G. It chooses
a hash function H : {0, 1}* — G. Next, it selects random exponents «7, ..., o, € Zp. It
outputs a master key MK = (ay, ..., ay), client secret keys (SK; = o;)?_,, and public
parameters PP = ((p, G, G,Gr,e), g, 8, H, n).

GenKey(f, MK, PP)Let f = (i, j)suchthati < jand MK = («y, ..., a,). Itselectsa
random exponent r € Z, and outputs a function key DK y = (K 1 =8%", Ky = g%’" )

Encrypt(X;, T, SK;, PP) Let X; = {x;1....,X; ¢} be a set of items where |X;| = ¢;
and SK; = «;. For each k € [¢;], it computes C; x = H (T ||x; )% . It chooses a random
permutation 7 and outputs a ciphertext CT; 7 = (Ci,n(k))ii: , by implicitly including
i, T.

Decrypt(CTi,T, CT/"T, DKf, PP) Let CT,',T = (C,',k)iizl and CTJ‘,T = (ijk)]l;jzl be
ciphertexts such that i < j.Let DKy = (K, K») for a function f = (i, j).

1. For each k € [{;], it computes E; y = e(C; k, K3). For each k € [{;], it computes
Ejr=e(Cjk, K1).

2. It prepares two sets E; = {E,-,k}i":1 and E; = {Ej,k}ij:1 and computes the intersec-
tion § = E; N E; by comparing group elements.

3. It outputs the cardinality of S by counting the number of elements.
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3.3 Correctness

‘We show the correctness of the MCFE-SIC scheme. For this, it is sufficient to show that the
same group element is derived by combining a ciphertext element and a function key when
the items of two clients are the same. We can derive the following equation when the item x
of the client i and the item x’ of the client j are the same.

e(Cix, K2) = e(H(T|x)%, ") = e(H(T||x), ““" = e(H(T|Ix"*, ") = e(C} p, K1).
3.4 Security analysis
We define a function C7Q((Xx), Q) for a tuple (X¢) of item sets and a set Q = {(i, j)}

of index pairs that computes the collected intersection of X; and X ; for each (i, j) € Q as
follows:

CI1O((Xp)ker, Q) where Q = {(i, j)}
1. For each i € I, initialize a set E; = (.
2. For each (i, j) € O:
Calculate Y = X; N X ;.
Foreach x € Y: Add x to E; and E; respectively.
3. Output a tuple (E;);<; of common sets.

Theorem 4 The above MCFE-SIC scheme is static-IND secure with no corruptions in the
random oracle model if the Assumption 1 holds.

Proof Suppose there exists an adversary that breaks the static-IND security of the MCFE-

SIC scheme with no corruptions. We can assume that / = {1,...,n} and 1 = @. Let
(X(“;,l, e X{;,n) and (XT,p e XT’n) be the challenge tuples of item sets where X;:’i =
{xZ’i’l, e x;,i,z[} and |XZJ.| = ¢;. Let O = {(i, j)} be the set of function key queries.

We derive a tuple (E}, ..., E;) by calling CIQ((X;‘k)kE[,,], Q) where u is the challenge
random bit of the security game. To argue that the adversary cannot win this game, we define
a sequence of hybrid games G, and G1. The game G; is defined as follows:

— Game Go. The first game Gy is the original security game defined in Definition 4.
— Game Gj. This game G is similar to the game Gq except that the challenge ciphertext
components {C; i} are generated as random for all x; x EEL

Let SS’( be the event that an adversary wins in a game G;. From the following Lemmas 1
and 2, we obtain the following result

AQVTENDC G <I PSS — Pr(SS| + Pr[S] < neAdvy ")

where 7 is the number of clients, ¢ is the maximum size of the challenge item set. This
completes our proof. O

Lemma 1 Ifthe Assumption I for (n, p, Q, J) holds, then no polynomial-time adversary can
distinguish between Go and G| with a non-negligible advantage.

Proof To prove this lemma, we additionally define hybrid games H; o, Hy 1, ..., Hi ¢, Ha 1,
ooy Hi g, ..., Hy g, where H; o = Goand H,, ¢, = G1. The game H, s is defined as follows:
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— Game H,, 5. This game H,, s is almost identical to the game G except the generation of
the components {C; } in the challenge ciphertexts.

—Case i < p)or(i =pAk <8):If x* ik € E then the component C;  is
generated as normal. Otherwise (x ¢ E ), the component C; k is generated as
random.

— Case (i = p ANk > 8) or (i > p): The component C; x is generated as normal.

Suppose there exists an adversary A that distinguishes between Hp,3_1 and H, 5 with
a non-negligible advantage. Without loss of generality, we assume that xu 08 & E7 since
H, ;—1 and H, 5 are equal if x* s € E A simulator 3 that solves the Assumptlon 1 for
(n, p, Q, J) is described as follows:

Init: A submits challenge tuples (Xal, .. X0 ,) and (X1 Lreees Xf,n), a challenge time
period 7%, and a set Q = {(i, j)} of functlon key queries. B proceeds as follows:

1. From n, p, Q, it derives an index set J by calling Compute](n, p, Q).

2. Itreceives achallenge tuple D = (g, g, {g” 2 1 (8P Ve, 8, {(8PiC1 §bf"f~/)}(,-,j)eg)
and Z of the Assumption 1 for (n, p, Q, J) where Z = g% orZ =R €G.

3. It flips a random bit . € {0, 1} internally and derives a tuple (EJ, ..., E;) by calling

CIQ((X}, 1), Q).

Setup: Bsets PP = ((p, G, @ Gr,e), g, 8, H,n). It prepares a hash table H-list for the
H hash function as the empty set. For each i € [n] and k € [{;], it updates the H-list as
follows:

—Case i # pork # &8 If T*||xl’j7i7k does not exist in the H-list, then it adds

’
(T*Nlxy ; o}, !4 8"1%) to the H-list by selecting a random exponent uj ; € L.

— Casei =p and k = §: It adds (T*||xM 0.6 —, g%) to the H-list.

Challenge: B creates challenge ciphertexts CT} 7+, ..., CT, 7+ as follows:

1. For each i € [n] and k € [{;], it generates ciphertext elements C; ; depending on the
following cases:

— Casei < p:

—If(x,“k € E)/\(xwk =
H-list and sets C; y = g . For this case, we show that g“bt is given in the
assumption. If a function key for (i, p) was queried we have x* wps €Ep * by the
definition of C I Q. However, we assumed that x* 1p.8 s ¢ E for this game. Thus a
function key for (i, p) was not queried and it means that i z € J by the definition
of J.

- If (xM ik € E) A (xM ik xﬂ . s)- it retrieves (T*|x

u o 5)s it retrieves (77| x7 —, g%) from the

Wik’

!
L L 8114 from the

H-list and creates C; = (g i) t~’<
—If (xlu ¢ & ET), itretrieves (T7||x7
arandom C; x € G.
— Casei = p:
- If(k <d A (x ok € E*) it retrieves (7*||x*

!’
ik u} ., g"i*) from the H-list and chooses

’
b ko Wy g 80 %) from the H-list

and creates Cp, = (g”ﬂ) ok since xu ok # x*
- If(k <& A (xu ok & E7), it retrieves (T*||x7,
and chooses a random C, ; € G.

n,p,8°

1w.p ko pk,g ﬂk) from the H-list
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- If (k =9), it sets C), s = Z since we assumed that x
— If (k > 9),itretrieves (T*|x*

up5¢E*

g ) *) from the H-listand creates Cp, =

w,p,k? p k>
b
(g o) ik since xu’p,k #= xu,p,ﬁ'
— Casei > p:
- If (x ik = xu o s)» it retrieves (T*||xﬂ i k’ —, g% from the H-list and sets

Cix =g bi For this case, we show that g¢%i is given in the assumption. If a
function key for f = (p, i) was querled we have x p. € E; * by the definition
of C1Q. However, we assumed that x 0o & E7 for this game Thus a function
key for f = (p, i) was not queried and it means that i € J by the definition of
J.

- I, # xu p.o)-itretrieves (T*||x7 . uj ! s 8"i%) from the H-listand creates

t,k = (g ) "k-
2. For each client i € [n], it chooses a random permutation 7; and sets CT; 7+ =
£
(Ci i (k))i=1-
Query: 5 handles hash, function key, and ciphertext queries of A as follows:

— If this is a hash query for a time period 7 and an item x, then it proceeds as follows: If
T ||x exists in the H-list, then it retrieves (T ||x, —, k) from the H-list and gives & to A.
Otherwise, it adds (7'||x, ', g) to the H-list by selecting a random exponent u’ € Z,
and gives g* to A.

— If this is a function key query for a function f = (i, j) € Q, then it generates a function
key DKy = (ghicii, ghi¢i.i) since these elements are given in the assumption.

— If this is a ciphertext query for a client index i, a set X; = {x; 1, ..., X; ¢}, and a time

period T # T*, then it generates a ciphertext as follows: For each k € [{;], it retrieves
(T ||x; u;( g"x) from the H-list and sets C; = (gb" )" Tt chooses a random permuta-

tion 7 and sets CT; 1 = (Ci,n(k))ii:y
Guess: A outputs a guess u'. If 4 =/, it outputs 1. Otherwise, it outputs 0. ]

Lemma 2 No adversary can win the game Gy with a non-negligible advantage in the random
oracle model.

Proof Let A be a statistical adversary. A simulator B is described as follows:

Init: A submits challenge tuples (X(’)kyl, .. X0 ) and (X1 \»---» X} ), a challenge time
period T*, and a set Q = {(i, j)} of functlon key queries. 3 proceeds as follows:

1. It flips a random bit u € {0, 1} internally and derives a tuple (E}, ..., E) by calling
CIQ((X}, Dkeln)> )

Setup: B first chooses random exponents a, . .., &, € Zp. Next, it sets (SK; = o;)7_; and

PP = ((p,G, @, Gr,e), g, 8, H, n). It prepares a hash table H-list for the H hash function

as the empty set.

1. For each i € [n] and k € [¢;], it updates the H-list as follows: If T*||xl’i,i’k does not

exist in the H-list, then it adds (7| x* g"f/'-k) to the H-list by selecting a random
exponent u; ; € Z,.

2. Itsetst = 1 — u. Foreachi € [n] and k € [£;], it also updates the H list as follows: If
T*||x§ does not exist in the H-list, then it adds (T*||xfl o U i k) to the H-list by

selectmg a random exponent u/ ik € Lp.

ik’ tk’
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Challenge: 5 creates challenge ciphertexts CT1 7+, ..., CT, 7+ as follows:

1. Foreachi € [n]andk € [¢;], it proceeds as follows: Ifx ik € E},itretrieves (T*||xﬂ ik

u;k g t,k) from the H-list and sets C; y = g I xw-’k ¢ E}, it chooses a random
element C; ; € G.

2. Foreach i € [n], it chooses a random permutation 7; and sets CT; 7+ = (C; z, (/‘))ii:l‘
Query: 5 handles hash, function key, and ciphertext queries of A as follows:

— If this is a hash query for a time period 7 and an item x, then it proceeds as follows: If
T ||x exists in the H-list, then it retrieves (T'||x, u’, g”/) from the H-list. Otherwise, it
selects a random exponent u’ € Z, and adds (T ||x, u’, g"/) to the H-list. It gives g”/ to
A.

— If this is a function key query for f = (i, j) € Q, then B generates DK y by running
GenKey since it knows SK; and SK;.

— If this is a ciphertext query for a client index i, a set X; = {x; 1,...,X; ¢}, and a time
period T # T*, then BB generates a ciphertext C7; 7 by running Encrypt algorithm since
it knows SK;.

Guess: A outputs a guess 1. If uw = p/, it outputs 1. Otherwise, it outputs 0.

We first show that the simulation described above is correct. Since the simulator knows
all the secret key SK; of individual clients, it is possible to correctly generate function keys
and all ciphertexts. When the simulator creates the challenge ciphertext, it creates the correct
ciphertext element if xﬂ & € E} is established as in the definition of the game G, and
generates a random element if x ik & E; * is established.

Now we show that the advantage of the statistical adversary is zero in the game Gi. To
do this, we show that it is possible to change the challenge ciphertext for the challenge bit
to the challenge ciphertext for the complement bit 1 — p by modifying the mapping of the
random oracle table. Such a change only modifies the mapping of the simulator’s random
oracle table without modifying the challenge ciphertexts. A detailed description of how to
change the random oracle table is given as follows.

1. For each i € [n], it proceeds as follows:

(a) Itobtains P, ; = {Sy} by running CSIPA(, (X}, ;). Q). Italso obtains Pg,; = {Sy}
by running CSIPA(, (X3 ), Q).

(b) It derives a list XL* = (xw [reee u i.¢;) from the challenge item set X* =
{x* i, «} in which each challenge mphertext element Ct " 18 associated with the 1tem
x

() It bu1lds X L* = (Xgil,-- ik ) from the challenge item set X {x; i o

by changing the order of items Wlth the condition that the pattern set S = of x¥
14,0k ol

is equal to the pattern set S - , of xM ik

2. It initializes a set R = @. For each i € [n] and k € [£;], it takes x ik and x* ik from
X LZ’ ;and X L%,i respectively, and modifies the H-list as follows:

(a) If (x;’l.’k ¢ EF)V (xz’l.’k = x%’l.’k) \Y (x;’i’k €R)V (x;l.’k € R), then it skips to the
next iteration. ) )

(b) Itdeletes (T* ||x* e uy, g"1) and (T* ||x§7i7k, u), g"2) from the H-list, and then adds
(T*||x% © u, g1y and (T*||x* ., ub, g*2) to the H-list.

(c) It adds x ik andx ik OR

ik’
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If the random oracle table is changed in the same way as above, the actual elements of the
challenge ciphertext is maintained as it is, so the equality pattern of the challenge ciphertext is
not changed. Thus, if the challenge tuples of item sets with the same equality pattern are given,
it is possible to change the challenge bit without changing the ciphertext through the above
process. Therefore, the statistical adversary cannot distinguish the challenge ciphertext. O

Theorem 5 The above MCFE-SIC scheme is static-IND secure with corruptions in the ran-
dom oracle model if the MCFE-SIC scheme is static-IND secure with no corruptions.

Proof To prove this theorem, we use the fact that in the static-IND security model, the two
indexes i and j of a function f = (i, j) in a function key query requested by an attacker
must be uncorrupted clients. In other words, the simulator of this proof generates the secret
keys of corrupted clients 7, and it can handle all other challenge ciphertext, ciphertext, and
function key queries requested by the attacker by using the queries of the MCFE-SIC scheme

with no corruptions. We omit the detailed description of this simulator. O

3.5 Discussions

Efficiency analysis We analyze the efficiency of our MCFE-SIC scheme described above.
First, the function key generation algorithm requires two exponentiation operations, and a
function key consists of two group elements. The encryption algorithm requires ¢ map-to-
point hash operations and ¢ exponentiation operations, and a ciphertext consists of £ group
elements where ¢ is the number of items in a set. Finally, the decryption algorithm requires 2¢
pairing operations and 2¢ log £ comparison operations for sorting to perform the intersection
of pairing elements since it requires a pairing operation for each individual ciphertext element.
The detailed comparison of MCFE schemes is given in Table 1.

Decentralized function key generation The function key generation algorithm of our
MCEFE-SIC scheme should be performed by a trusted center that knows the secret keys
of all clients. To reduce trust in the trusted center, it is necessary to decentralize the function
key generation so that individual clients are involved to generate function keys without the
trusted center. One method is that when creating a function key for a function f = (i, j), two
clients with indexes i, j generate partial function keys independently of each other, and the
requestor of the function key later combines these partial function keys to derive a complete
function key. At this time, in order for the two clients to generate the same random exponent
r, a non-interactive key exchange (NIKE) scheme can be used. For more detailed description
of this method, refer to the DMCFE-SI scheme in Sect. 5.

Multi-party set intersection cardinality The MCFE-SIC scheme can only process the
set intersection cardinality between two clients. To process the set intersection cardinality
between three clients, we may consider to provide a function key (%", g*i%” & g%%j") for
the client indexes (i, j, k). However, this method has a problem of exposing information on
the set intersection cardinality of clients (i, j), (j, k), and (7, k) as well as the set intersection
cardinality of clients (i, j, k). Another way is to select random exponents r;, 7, r¢ to satisfy
ri+rj+ry = 0and provide a functionkey (8" fei grilej g'k/) At this time, the decryption
algorithm calculates e(H (T ||x)%, g"i /iy = e(H(T||x), §)" for each ciphertext elements of
each client. And then it multiplies all combinations to check that e(H (T ||x), §)" it =1
holds. This method can prevent the leakage of additional information, but it requires 3¢ pairing
operations and O (¢£3) multiplication operations since all combinations must be considered
to calculate the set intersection cardinality.
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4 MCFE for set intersection

In this section, we define the syntax and security model of MCFE for set intersection. Then,
we propose an MCFE-SI scheme with efficient decryption using a bilinear map and analyze
the security of our scheme.

4.1 Definition

We define the syntax of MCFE for set intersection (MCFE-SI). The definition of MCFE-SI
was introduced by Lee and Seo [32], and it was modified to issue a function key for the set
intersection instead of the function key for the set intersection cardinality in MCFE-SIC we
introduced in the previous section. Thus, the decryption algorithm of MCFE-SI outputs the
set intersection X; N X ; of two item sets X; and X ; associated with two client ciphertexts
CT; r and CT; 7. The detailed syntax of MCFE-SI is described as follows.

Definition 5 (MCFE for set intersection) A multi-client functional encryption for set inter-
section (MCFE-SI) scheme for an item space D and a time space 7 consists of four algorithms
Setup, GenKey, Encrypt, and Decrypt, which are defined as follows:

— Setup(1*, n) The setup algorithm takes as input the security parameter A and the num-
ber of clients n. It outputs a master key M K, client secret keys (SK;)}_,, and public
parameters P P.

— GenKey(f, MK, P P)Thekey generation algorithm takes as input a function f = (i, j),
the master key M K, and public parameters P P. It outputs a function key DK r.

— Encrypt(X;, T, SK;, PP) The encryption algorithm takes as input a set X; =
{xi1,...,x;¢} of items where x; y € D, a time period T € 7, the client secret key
SK;, and public parameters P P. It outputs a ciphertext CT; 7.

— Decrypt(CT; 7, CT; v, DKy, P P)The decryption algorithm takes as input two cipher-
texts CT; 7 and CT; 7 for the same time T', a functionkey DK y for afunction f = (i, j),
and public parameters P P. It outputs a set X; N X ; where X; and X ; are associated with
CT; 7 and CT; 7 respectively.

The correctness of the MCFE-SI scheme is defined as follows: Forall M K, (SK; j?:], PP <«
Setup(1*, n), any DKy <« GenKey(f, MK, PP) for a function f = (i, j), and all
CT;r < Encrypt(X;,T,SK;, PP) and CT; 7 < Encrypt(X;,T,SK;, PP) for any
X;, X and the same time T, it is required that

— Decrypt(CT; 7, CT; 7, DKy, PP) = X; N X except with negligible probability.

We define the IND security model of MCFE-SI. The IND security model of MCFE was
defined by Goldwasser et al. [21], and Lee and Seo modified this model to define a static
IND security model of MCFE-SI [32]. We adopt the same static IND security model defined
by Lee and Seo. In the static IND security model, an attacker first submits challenge sets
XG5, X7, achallenge time period 7, and all function key queries, and corrupted client indexes
with additional constraints. After that, the attacker receives the challenge ciphertext, and
can request additional function key and ciphertext queries. Finally, if the attacker correctly
guesses the challenge set of the challenge ciphertext, it wins the security game. A more
detailed definition of the static IND security model is given as follows.

We first define a function CST((Xk)ker, Q) for a tuple (Xj)res of item sets Xi and a
set O = {(i, j)} that computes the set intersection of X; and X; for each (i, j) € Q as
follows: For example, if we let n = 3, (X1 = {a, b, c}, Xo» = {b,c}, X3 = {c,a}), and
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CSI((Xp)kel, Q) where Q = {(i, j)}
1. Initialize a set S = @.
2. For each (i, j) € O:
Calculate A = X; N X; and add ((i, j), A) to S.
3. Output the set S.

Q ={(1,2), (2, 3)}, then we have CSI((Xr), Q) = {((1,2), {b, c}), ((2.3), {ch}.

Definition 6 (Static-IND Security) The static-IND security of MCFE-SI with corruptions is
defined in the following experiment EXPilTé%%{)S . A(l*) between a challenger C and a PPT

adversary A:

1. Init: A initially submits an index set I C [n] of corrupted clients. Let I = {1, ...,n}\ 1
be the index set of uncorrupted clients. A also submits two challenge tuples (X§ ;)ker
and (X ’1" kel of item sets, a challenge time period 7, and a set Q = {(i, j)} of function
key queries with the two restrictions that (1) i, j € I for each (i, j) € Q and (2)
CSI((X§ ket Q) = CSIXT ier. Q).

2. Setup: C generates a master key M K, secret keys (SK;)?_,, and public parameters P P
by running Setup(1*, n). It keeps MK and (SK; )¢/ toitself and gives (SK;), .7 and P P
to A.

3. Challenge: C flips a random bit u € {0, 1} and obtains a ciphertext C7; r+ by run-
ning Encrypt(Xl*M., T*, SK;, PP) for each i € [I. C gives the challenge ciphertexts
(CTi1+)ier to A

4. Query: A requests function keys and ciphertexts. C handles these queries as follows:

— If this is a function key query for a function f = (i, j) € Q, then C gives a function
key DK s to A by running GenKey(f, MK, PP).

— If this is a ciphertext query for a client index k € I, an item set X, and a time period
T # T*,thenC gives aciphertext C Tyt to A by running Encrypt(Xy, T, SKy, P P).

5. Guess: A outputs a guess i’ € {0, 1} of . C outputs 1 if u = p’ or 0 otherwise.

An MCEFE-SI scheme is static-IND secure with corruptions if for all PPT adversary A, the
advantage of A defined as Advy; 4N, () = |PrEXPYAND (1% = 17— L is
negligible in the security parameter A.

4.2 Construction

We combine our MCFE-SIC scheme of the previous section and the MCFE-SI scheme of Lee
and Seo [32] in order to design an efficient MCFE-SI scheme with improved decryption. The
MCFE-SI scheme of Lee and Seo uses an equal-then-derive technique in which if the items of
two client ciphertext elements are equal, then a temporal key is derived by combining these
ciphertexts and a function key. However, their MCFE-SI scheme has a disadvantage that
the decryption algorithm requires approximately £2 pairing operations because the pairing
operation must be performed for all possible combinations of two client ciphertext elements
to calculate the set intersection. To improve the decryption performance, we first use our
MCEFE-SIC scheme to find matching pairs of ciphertext elements corresponding to the set
intersection. And then we apply the equal-then-derive method to derive a temporal key to
obtain an encrypted item. In this case, the total number of pairing operations can be reduced
to 3¢.
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Let SKE = (GenKey, Encrypt, Decrypt) be an SKE scheme. An MCFE-SI scheme is
described as follows.

Setup(1*, n) Let n be the maximum number of clients. It first generates a bilinear group
(p, G, G,Gr,e) of prime order p with random generators ¢ € G and g € G. It
chooses two hash functions H : {0,1}* — G and F : Gy — {0, 1}*. Next,
it selects random exponents o, ..., dy,, B1,..., By € Zp. It outputs a master key
MK = ((o;, Bi))i_,, secret keys (SK; = (a;, B;))7_, for clients, and public param-
eters PP = ((p, G, G.Gr.,e),g.8.H, F, n).

GenKey(f, MK, PP) Let f = (i, j) such thati < j and MK = ((o;, Bi))7_,. It selects
a random exponent r € Z, and outputs a function key DKy = (K 1= g% Ky =
8% K3 = gﬁi/(ai+aj))

Encrypt(X;, T, SK;, PP)Let X; = {x; 1, ..., xi ¢;,} be a set of items where | X;| = ¢; and
SK; = (ai, Bi)-

1. For each k € [{;], it proceed as follows: It computes C; x = H(T||x; x)* and
derives a temporal key TK; x = e(H(T|x; k), g)ﬂi. It obtains D; ; by running
SKE.Encrypt(T ||x; k., F(T K; r)).

2. It chooses a random permutation v and outputs a ciphertext CT; 7 = ((Ci,n(k),

Di,ﬂ(k)))i"zl by implicitly including i, T

Decrypt(CTi,T,CTj,T,DKf,PP) Let CT,'j = ((C,"k, Di'k))]l;izl and CTj’T

= ((Cjk, Djyk))i"':1 be ciphertexts such that i < j for the same 7. Let DKy =
(K1, K2, K3) for a function f = (i, j). It first initializes a set Y = 0.

1. For each k € [{;], it computes E; y = e(C; k, K3). For each k € [{;], it computes
Ejr=e(Cjk, Ky).
2. It prepares two sets E; = {Ei,k}]l;":1 and E; = {Ej,k}ij:1 and computes the intersec-
tion § = E; N E; by comparing the group elements.
3. For each Ej € S, it proceeds as follows:
1. Itfinds (Cj k;, Dik;) from CT; 7 and (Cj x;, Dj k;) from CT; 7 such that C; g,
and Cj,kj are used to derive Ej.
2. It computes TK;y = e(Ciy - Cj,k_,., K3) and obtains T|x by running
SKE.Decrypt(D; i, F(T Ky)).
3. It adds an item x into Y.
4. It outputs the set Y.

4.3 Correctness

We show the correctness of the above MCFE-SI scheme. To this end, we need to show that
when the ciphertext elements of two clients are the encryption of the same item, the matching
ciphertext elements of the set intersection can be found, and when these matching ciphertext
elements are decrypted with a function key, the set intersection item can be obtained. First,
we already showed that if client ciphertext elements are the encryption of the same item, then
matching ciphertext elements can be found by using a function key through the correctness
of the MCFE-SIC scheme. Now, we can confirm that the correct item is decrypted from
the matching ciphertext elements since a correct temporal key is derived by the following
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equation

e(CikCjp, K3) = e(H(T||x)* H(T || x)%, P/ @+e)y = e(H(T ||x), )P

4.4 Security analysis

Theorem 6 The above MCFE-SI scheme is static-IND secure with no corruptions in the
random oracle model if the Assumptions 2 and 3 hold.

Proof Suppose there exists an adversary that breaks the static-IND security of the
MCEFE-SI scheme with no corruptions. We can assume that / = {1,...,n} and 1 =
#. Let (X(’)"gl, .. Xo ,) and (X1 oo X]"’n) be the challenge tuples where XZJ. =
it x;;,l,éi} and |X} ;| = ;. Let 0 = {(i, j)} be the set of index pairs related to
function key queries. We can derive a tuple (ET, ..., E}) by calling C/ Q((X 1 9) where
w is the challenge random bit of the security game. To argue that the adversary cannot win this
game, we define a sequence of hybrid games G, G1, G2, and G3. The game G; is defined
as follows:

— Game Go. The first game Gy is the original security game defined in Definition 6.

— Game Gj. This game G is similar to the game Go except that the challenge ciphertext
components {C; x} are generated as random for all x i EEL *

— Game Gj. This game G, is slightly changed from the game G1 That is, the challenge
temporal keys {T K; x} are generated as random for all x* ik ® E}.

— Game Gs3. In the final game G3, we change the generation of challenge ciphertext com-
ponents {D; x}. That is, the challenge ciphertext components {D; x} are the encryption
of random values for all x;’ ik & E[. Note that the advantage of the adversary in this
game is zero since challenge ciphertext components {C; i} are random and {D; x} are the
encryption of random values for all x:iy ik EET

Let Sf:’( be the event that an adversary wins in a game G;. From the following lemmas 3, 4,
and 5, we obtain the following result

Advy NP ) < |PrisST — PrISP| + PrisTT < ‘Pr[SG’ Y- Pr(SG| + PrisS

<ntAdviy" "7 G) 4 neAdvy” (” P Q> (1) + neAdvEEE (1)

where 7 is the number of clients, ¢ is the maximum size of the challenge item set. This
completes our proof. O

Lemma 3 [fthe Assumption 2 for (n, p, Q, J) holds, then no polynomial-time adversary can
distinguish between Gy and G| with a non-negligible advantage.

Proof To prove this lemma, we additionally define hybrid games H; o, Hy 1, ..., Hi ¢, H2 1,
o Hi g, ..., Hy, where Hy g = Gopand H,, ¢, = G1.The game H,, s is defined as follows:

— Game H, 5. This game H,, 5 is almost identical to the game Gq except the generation of
the components {C; } in the challenge ciphertexts.

—Case i < p)or(i =pAk <é:If x;‘; ;¢ € E}, then the component C; ; is
generated as normal. Otherwise (x* ¢ EY), the component C; ; is generated as
random.

Wik
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— Case (i = p Ak > 8)or (i > p): The component C; i is generated as normal.

Suppose there exists an adversary A that distinguishes between H, 51 and H, s with
a non-negligible advantage. Without loss of generality, we assume that x* 0.6 ¢ E; * since
H, s_1 and H, s are equal if x* w8 € E * . A simulator B that solves the Assumptlon 2 for
n,p, 0,J) Wthh will be defined later i 1s described as follows:

Init: A submits challenge tuples (Xo,la R Xo,n) and (X]’], AU Xf_n), a challenge time

period T*, and a set Q = {(i, j)} of function key queries. 3 proceeds as follows:

1. Fromn, p, Q, it derives an index set J by calling ComputelJ (n, p, Q).

2. Tt receives a challenge tuple D = (g,8% {g"}V'_|. (g% }kes. &. {(g¥¢14, ghicii,
g/ Gitbiy); hep) and Z of the Assumption 2 for (n, p, Q, J) where Z = g or
Z=ReG.

3. It flips a random bit € {0, 1} internally and derives a tuple (EJ, ..., E) by calling
CIQ((X% ). Q).

Setup: B first chooses random exponents fi,...,B8, € Z,. Next, it sets PP =

(p, G, @, Gr,e),g,8, H, F,n). It prepares a hash table H-list for the H hash function

as follows:

1. Foreachi € [n] and k € [¢;], it proceeds as follows: Ifi # p or k # §, then it selects

ke Wi ¢"%) to the H-list. Otherwise
—, g9 to the H-list.

a random exponent ik € Z, and adds (T™||x7

(i=pAk=25),it adds (T*||xﬂp 5

Challenge: 5 creates challenge ciphertexts CTq 7+, ..., CT, 7+ as follows:

1. Foreachi € [n] and k € [¢;], it generates ciphertext elements C; x and T K; x depending
on the following cases:

— Casei < p:

- If (x;’l.’k € Ef) A (x ik = x 5) it retrieves (T*|x* —, g%) from the

ik’
H-list, and sets C; = g“b‘ and creates TK;r = e(g?, g)ﬂ'. For this case, we
show that g¢% is given in the assumption. If a function key for f = (i, p) was
queried, we have x 0.8 € E, * by the definition of CI Q. However, we assumed
that xu,p, ¢ E; for this game Thus a function key for f = (i, p) was not
queried and it means that i € J by the definition of J.

- If (xu ik EEDA (xu ik xu /. s)s it retrieves (7| x g”'/'-k) from the

;/. ik’ ;,k’
H-list, and creates C; ; = (g% )”Lk and TK,-,k =e(g" i, 2)Ffi.

- If (xﬂ ik ¢ E}), itretrieves (T*||x7 g”fk) from the H-list, and chooses

ik’ u;, k’
arandom C; x € G and creates TK; ; = e(g"i*, g)ﬂ".
— Casei = p:

- Ifk<d A (xﬂ ok € E*) it retrieves (7% || x* Pk) from the H-list,

upk’ pk 8

and creates Cp, y = (g o) bk and TK =e(g" ﬂk 8)Pr s1ncexﬂpk ;éxupa

- Iftk<d) A (xu,p,k ¢ Ep), it retrieves (T*”xu,p,k’ ok & P)k) from the H -list,

and chooses a random C, x € G and creates T K, x = e(g”;’*, L
- If (k =6),itsets C) 5 = Z and creates T K, 5 = e(g, 8)P» since we assumed
thatxl’ip P

- If (k > &), it retrieves (T*|x* g“;’k) from the H-list, and creates

/
Mpk’ Uk

Cok = (gh)" s and TK, =e(g" Pk L smcexﬂpk #xupa
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— Casei > p:

- If (x# ik = x# .. 5)» it retrieves (T||x” —, g% from the H-list, and sets

ik’
Cik=g" bi and creates TK; k =e(g? ,g)ﬁ' . For this case, we show that g%% is
given in the assumption. If a function key for f = (p, i) was queried, we have
x;’p’a € E7 by the definition of C/ Q. However, we assumed that x;’p’a ¢ £
for this game. Thus a function key for f = (p, i) was not queried and it means
that i € J by the definition of J.

- If (xM ik #* xﬂ .. s)» it retrieves (T||x* ;k, g”t/lk) from the H-list, and

u ik’
creates C; ; = (g%)" i and TK;x=e(g" '~’<, )P

Next, it generates a ciphertext element D; ; by running SKE.Encrypt(7*||x* ik TKix)
2. For each i € [n], it chooses a random permutation 7; and sets CT; 7+ = ((Cl,m k)>
4
Di 7 (k))) =1 -
Query: 5 handles hash, function key, and ciphertext queries of A as follows:

— If this is a hash query for a time period 7 and an item x, then B proceeds as follows:
If T||x exists in the H-list, then it retrieves (T ||x, —, u) from H-list and gives u to A.
Otherwise, it selects a random exponent u’ € Z, and adds (T||x, u', g",) to the H-list,
and then it gives the hash value g" to A.

— If this is a function key query for a function f = (i, j) € Q, then B generates DK y =
(gbicii, ghicii, (g1/®itPi)Bi) since these elements are given in the assumption.

— If this is a ciphertext query for a client index i, a set X; = {x; 1, ..., X; ¢}, and a time
period T # T*, then BB generates a ciphertext as follows:

1. For each k € [¢;], it proceeds as follows: It retrieves (T ||x; «, u}c, g”ﬁc) from the
H-list, and sets C; x = (gbi)”;c and TK; = e(g“i, g)ﬁf. Next, it obtains D; x by
running SKE.Encrypt(T || x; ., T K; k).

2. It chooses a random permutation 7 and sets CT; 7 = ((Ci z ), Di,n(k)))iizl-

Guess: A outputs a guess 1. If u = p/, it outputs 1. Otherwise, it outputs 0. O

Lemma 4 If the Assumption 3 for (n, p, Q) holds, then no polynomial-time adversary can
distinguish between G and G, with a non-negligible advantage.

Proof To prove this lemma, we additionally define hybrid games Hy o, Hj 1, ..., H} ;.
H; PR H - where H] 0= = G and H = = G». The game H s 18 defined as follows

- Game H' 0.5 This game H:o s 18 almost identical to the game G except the generation of
temporal keys {7 K; i} in the challenge ciphertexts.

— Case (i < p)or(i =pAk <J): Ifx:; % € E}, then the temporal key T K; y is
generated as normal. Otherwise (x* ik ¢ E ), the temporal key T K; x is generated
as random.

— Case (i = p Ak > 8)or (i > p): The temporal key T K; i is generated as normal.

Suppose there exists an adversary A that distinguishes between H 51 and H' p s with
a non-negligible advantage. Without loss of generality, we assume that x* 1,08 ¢ E smce
H s—1 and H 0. are equal if x* 5 € Ej. A simulator B that solves the Assumptlon 3 for
(n, p, Q) which will be defined later is descrlbed as follows:

Init: A submits challenge tuples (X§ ;. ..., Xg ) and (X7 |, ..., X7 ), a challenge time
period 7%, and a set Q = {(i, j)} of functlon key queries. B proceeds as follows:
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1. It receives a challenge tuple D = (g, g%, {g”t}" 1 {g“bk}1<k#p<n, L {(@hici
ghicii | gdi/ (bi+bj ))} Heo: {g M<ito<n»e(g, &) dp) and Z of the Assumption 3 for
(n, p, Q) where Z = e(g, §)* or Z = R € Gr.

2. It flips a random bit u € {0, 1} internally and derives a tuple (E}, ..., E;}) by calling
CIO((X} ). Q).

Setup: B sets PP = ((p, G, G, Gr,e), 8,8, H, F,n). It prepares a hash table H-list for
the H hash function as follows:

1. Foreachi € [n] and k € [¢;], it proceeds as follows: If i # p or k # 4§, then it selects
* ko Ui g 8'7%) to the H-list. Otherwise
—, g9 to the H-list.

a random exponent ik € Z, and adds (T*||x

(i=pAk=23J),it adds (T*||x P8

Challenge: 5 creates challenge ciphertexts CT1 7+, ..., CT, 7+ as follows:

1. Foreachi € [n] and k € [¢;], it generates ciphertext elements C; x and T K; x depending
on the following cases:

— Casei < p:
—If(xI“keE)/\(x ik
H-list, and sets C; = g% and TK; k =e(g¢ , 89). In this case, g%% is given

in the assumption since i # p.
- If (xM ik € EF) A (xM ik xﬂ o s)s it retrieves (T*||x

u .. s)» it retrieves (T*||x —, g%) from the

ik =

!
u i Ui ! s 8"k) from the

H-list, and sets C; y = (g ok ix and TK;, k =e(g" 'vk, g ).
= If (), & E)), it retrieves (T7|x;; g“;«’f) from the H-list, and selects
random Cix€eGand TK; € Gr.
— Casei = p:
- If(k <d A (x ok € E*) it retrieves (7*||x*

ik’ lk’

p p 4 &'»%) from the H-list,

and sets C, = (g % bk and TK, ; = (e(g, g)d/’) bk smcex ok * xu 0.8

- If(k <d A (x ok & E}), itretrieves (T*||xu ok Wy g g“p,k) from the H-list,
and selects random Cypx € Gandrandom T K, € GT.

— If (k = §),itchooses arandom C,, 5 € G andsets T K, s = Z since we assumed
thatx;p s ¢ Ep

~Hk>HAG € E*) it retrieves (T*[|x7; . ;k, “o.k) from the H-list,
and sets C, = (gh)" s and TK, i = (e(g, &)de)" pk since x# ok # x*

- If(k>¥8 A (x“ ok ¢ E* 5), it retrieves (T*||x*

Hep,8°

1p p o 8 p,k) from the H-list,

and selects a random C, ; € G and creates T K, x = (e(g, §)dﬂ)”;-k.
— Casei > p:

- If (xﬂ ik € EF) A (xM i k = x,l o s)» it retrieves (T*||x —, g% from the

ik’
H-list, and sets C; x = g“ bi and TK; i = e(g” ,g 7). In this case, g"bi is given
in the assumption since i # p.

- If (xM ik € E) A (xu ik #* xu 0. 5)» it retrieves (T*||x g"'/%k) from the

p, i kU i, k’
H-list, and sets C; x = (g iy ik and TK;, k =e(g" t~’<, g ).
—If (xM VK E}), it retrieves (T™||x

’
arandom C; x € G and creates TK; ; = e(g"i*, gdf).

i Ui, ! 4 8"i%) from the H-list, and selects

Next, it generates a ciphertext element D; ; by running SKE.Encrypt(7*||x* TKix)

ik’
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2. For each i € [n], it chooses a random permutation 7r; and sets CT; 7+ = ((Ci x; k).
Li
Di 7 (k))) =1 -
Query: B handles hash, function key, and ciphertext queries of .4 as follows:

— If this is a hash query for a time period 7 and an item x, then B proceeds as follows:
If T||x exists in the H-list, then it retrieves (T ||x, —, u) from H-list and gives u to A.
Otherwise, it selects a random exponent u’ € Z, and adds (T ||x, u’, g”/) to the H-list,
and then it gives the hash value g"’ to A.

— If this is a function key query for a function f = (i, j) € Q, then B generates DK y =
(gbi cij, gbicij gdi/(bith; )) since these elements are given in the assumption.

— If this is a ciphertext query for a client index i, a set X; = {x; 1, ..., X; ¢}, and a time
period T # T*, then B generates a ciphertext as follows:

1. For each k € [{;], it proceeds as follows: It retrieves (T||xi,k,u;(,g”;r) from
the H-list and sets C;; = (gbf)”fi. Next, it sets TK;x = (e(g, gv)dﬂ)”i if
i = p,and it sets TK; y = e(g”;c,gd") if i # p. It obtains D; ; by running
SKE.Encrypt(T ||x; k, TK; k).

2. It chooses a random permutation 7 and creates CT; 7 = ((C; z(x), Di»n(k)))iizr

Guess: A outputs a guess u'. If u = 1/, it outputs 1. Otherwise, it outputs 0. O

Lemma5 Ifthe SKE scheme is one-message secure, then no polynomial-time adversary can
distinguish between G, and G3 with a non-negligible advantage.

Proof To prove this lemma, we additionally define hybrid games H/l/,o’ H/ Lo H/ o H/z/ 1
e H;’k e HZ,Z,, where H’]’,O = Gy and H;,z,,zn = G3. The game H;,s is defined as follows:

— Game H; s- This game Hg 5 is almost identical to the game G except the generation of
components {D; x} in the challenge ciphertexts.

—Case i < p)or(i =pAk <68 1If x;,i,k € E?, then the component D; x is
generated as normal. Otherwise (x;" ik ¢ E *), the component D; ;. is generated as
the encryption of a random value.

— Case (i = p Ak > 8) or (i > p): The component D; j is generated as normal.

Suppose there exists an adversary A that distinguishes between Hg’ s— and H;;_ s with
a non-negligible advantage. Without loss of generality, we assume that xl’i. 08 & E7 since
HY ;| and H) ; are equal if x* ; € Ej. Then B that interacts with A is described as
follows:
Init: A submits challenge tuples (X>ok,17 R X’Ok’n) and (X’l"’l, e Xf,n) of item sets, a chal-
lenge time period T*, and a set Q = {(i, j)} of function key queries. B then flips a random
bit 4 € {0, 1} internally and derives a tuple (E}, ..., E;}) by calling C/ Q((XZ Q).
Setup: B first chooses random exponents a1, ..., &y, B1, ..., Bu € Zp. Next, it sets PP =
(p, G, G, Gr,e), g, 8, H, F,n). It prepares a hash table H-list for the A hash function as
follows:
1. For each i € [n] and k € [¢;], it selects a random exponent uz,‘,k € Zp and adds
(TH X% g 1 804) to the H-list.

Challenge: 5 creates challenge ciphertexts CTy 1+, ..., CT, 7+ as follows:
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1. Foreachi € [n] and k € [¢;], it generates ciphertext elements C; x and T K; x depending
on the following cases:

— Case x* ¢ € Ei: It retrieves (T*||x lk, g"i+) from the H-list, and creates

Wi, ik’
Cir=g Uik and TKix=e(g" ik, @),
— Case xz.i.k ¢ E;: It selects random C; y € G and random T K; ; € Gr.

Next, it also generates a ciphertext element D; ; depending on the following cases:

—Case i < p)or(i = p Ak < §):1If xﬂ x € E}, it creates D; x by running
SKE. Encrypt(T*HxM ik T'Ki k). Otherwise (xM ix & El) itselectsarandomy € D
and creates D; x by running SKE.Encrypt(7T*||y, TK,,k)

— Case (i = p Ak = §): It selects a random y € D and submits challenge message
x* 1u.p.s and y to the encryption oracle of SKE. Next, it receives a challenge ciphertext
CTSKE from SKE and sets D), s = CT¢y . Recall that we assumed xu s ¢ E*

— Case (i = pAk > §)or (i > p):Itcreates D; x by running SKE. Encrypt(T* [lx*
TKl,k)~

ik’

2. For each i € [n], it chooses a random permutation 7r; and sets CT; 7« = ((Ci x, k).
i
Dizi))i=1-
Query: 5 handles hash, function key, and ciphertext queries of A as follows:

— If this is a hash query for a time period 7 and an item x, then B proceeds as follows:
If T||x exists in the H-list, then it retrieves (T ||x, —, u) from H-list and gives u to A.
Otherwise, it selects a random exponent u’ € Z, and adds (T||x, u', g”/) to the H-list,
and then it gives the hash value g“/ to A.

— If this is a function key query for a function f = (i, j), then B simply generates DK ¢
by using «;, a;, B;.

— If this is a ciphertext query for a client index 7, a set X;, and a time period T # T*, then
B simply generates a ciphertext CT; 7 by using «;, B;.

Guess: A outputs a guess u'. If u = 1/, it outputs 1. Otherwise, it outputs 0. O

Theorem 7 The above MCFE-SI scheme is static-IND secure with corruptions in the random
oracle model if the MCFE-SI scheme is static-IND secure with no corruptions.

Proof The proof of this theorem is similar to that of Theorem 5. In other words, the simulator
of this proof generates the secret keys of corrupted clients by itself, and processes all other
queries of an attacker using the queries of the MCFE-SI scheme with no corruptions. We
omit the description of more detailed proofs. O

4.5 Discussions

Efficiency analysis We analyze the efficiency of the proposed MCFE-SI scheme. First,
the function key is composed of two group elements for the set intersection cardinality
and one group element for deriving a temporal key. The encryption algorithm requires £
map-to-point hash operations, £ exponentiation operations, and ¢ pairing operations since it
requires operations in proportion to the size of a set. The decryption algorithm requires 2¢
pairing operations, £ log £ comparison operations for sorting of group elements, and £ pairing
operations for deriving temporal keys to decrypt intersection items. The detailed comparison
of MCFE schemes is given in Table 1. Compared to the decryption algorithm of the MCFE-SI

@ Springer



Decentralized MCFE for set intersection with improved efficiency 1077

scheme of Lee and Seo [32] that requires approximately ¢ pairing operations, the decryption
algorithm of our scheme is more efficient since it only requires 2¢ pairing operations.

Outsourcing the decryption of MCFE If the ciphertexts generated by clients are stored on a
cloud server, we can consider outsourcing part of the decryption operation to the cloud server.
At this time, since the cloud server is not a trusted entity, we must be careful not to expose
the set intersection information of the ciphertext to the cloud server. To this end, a client
owning a function key DK = (K, K3, K3) for indexes (i, j) selects a random exponent 7
and provides an outsourcing function key 0DK = (K, K2, K3) to the cloud server. Then,
the cloud server finds ciphertext elements that satisfy the set intersection by using K and
K3, derives outsourced temporal keys oT K = e(C; xCj ', K§) = e(H(T|x), gﬁ")z, and
then it passes these keys back to the client. Then, the client raises all outsourced temporal
keys to z ! and decrypts corresponding ciphertexts with the temporal keys. At this time, the
cloud server obtains information on the set intersection cardinality and information on the
equality patterns but does not obtain the set intersection items.

Multi-party set intersection In the previous section, we presented a method of extending the
MCEFE-SIC scheme to support the set intersection cardinality for multiple parties. Using this
method, our MCFE-SI scheme can also be extended to support multi-party set intersection.
That is, for calculating the set intersection cardinality, random exponents r;, r;, and ry that
satisfy r; 4+ rj + rx = 0 are selected and key elements g"1/%, g"i/% g"k/% are created.
After that, an additional key element g%/ @i+ej+ex) js provided to derive temporal keys. This
method has the disadvantage that it requires O (£3) multiplication operations to find matching
ciphertext elements, but it only requires O (¢) pairing operations.

5 Decentralized MCFE for set intersection

In this section, we define the syntax and security model of DMCFE-SI that generates function
keys in a distributed way. And we propose an efficient DMCFE-SI scheme and analyze the
security of the proposed scheme.

5.1 Definition

We define the syntax of decentralized MCFE-SI (DMCFE-SI). DMCFE-SI is a decentralized
version of MCFE-SI in the previous section so that individual clients generate partial function
keys instead of a trusted center generating a function key. In DMCFE-SI, individual clients
set their own private key SK; and public key P K; using the ClientSetup algorithm. And
then individual clients generate partial function keys using the GenPartKey algorithm, and a
third entity combines the partial function keys using the CombPartKey algorithm to derive a
correct function key. That is, if the third entity wants to obtain a function key for client indexes
(i, j), it receives a partial function key p DK; from the i-index client and a partial function
key pDK; from the j-index client. And then, it combines the two partial function keys to
derive the correct function key DK to decrypt a ciphertext. At this point, the encryption and
decryption algorithms of DMCFE-SI are the same as those of MCFE-SI. The detailed syntax
of DMCFE-SI is described as follows.

Definition 7 (Decentralized MCFE for Set Intersection) A decentralized multi-client func-
tional encryption for set intersection (DMCFE-SI) scheme for an item space D and a time
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space 7 consists of six algorithms Setup, ClientSetup, GenPartKey, CombPartKey,
Encrypt, and Decrypt, which are defined as follows:

— Setup(1”, n) The global setup algorithm takes as input the security parameter A and the
number of clients n. It outputs public parameters P P.

— ClientSetup(i, P P) The client setup algorithm takes as input an index i of a client and
public parameters P P. It outputs a secret key SK; and a public key PK;.

— GenPartKey(f, SK;, PK, P P) The partial key generation algorithm takes as input a
function f, a secret key SK;, and a tuple P K of public keys, and public parameters P P.
It outputs a partial function key pDK; .

— CombPartKey(pDK; s, pDK; s, PP) The partial key combining algorithm takes as
input two partial decryption keys pDK; y and pDK ; for a function f = (i, j) and
public parameters P P. It outputs a function key DK .

— Encrypt(X;, T, SK;, PP) The encryption algorithm takes as input a set X; =
{xi1,...,xi¢} of items where x; ; € D, a time period T € 7, a secret key SK;,
and public parameters P P. It outputs a ciphertext CT; 7.

— Decrypt(CT; 7, CTj 1, DKy, P P)The decryption algorithm takes as input two cipher-
texts CT; 7 and CT; 7 for the same time 7', a function key DK 7, and public parameters
PP. It outputs a set X; N X; where X; and X; are associated with CT; 7 and CT;j r
respectively.

The correctness of the DMCFE-SI scheme is defined as follows: For any PP <«
Setup(1*, n),all SK;, PK; < ClientSetup(i, PP),andallCT; 7 < Encrypt(X;, T, SK;,
PP)and CT; 7 < Encrypt(X;, T, SK;, PP) for any X;, X; and the same time T, it is
required that

— CombPartKey(GenPartKey(f, SK;, PK, PP), GenPartKey(f, SK;, PK, PP),
PP) = DKjy.
— Decrypt(CT; 7, CT; 7, DKy, PP) = X; N X except with negligible probability.

We define the security model of DMCFE-SI. We define the static IND security model of
DMCEE-SI by modifying the static IND security model of MCFE-SI defined in the previous
section. This security model of DMCFE-SI is the same as that of MCFE-SI in Sect. 4.1,
except that it allows partial function key queries instead of function key queries. In this
security model of DMCFE-SI, partial function key queries requested by an attacker have
two limitations. If a partial function key for a function f = (i, j) requested by the attacker
belongs to the predefined function key query set, then the attacker can request both a partial
function key for a client i and a partial function key for a client j. However, if a partial
function key for f = (i, j) does not belong to the predefined function key query set, then
the attacker can request only one partial function key for a client i or j. Thus, the attacker
of DMCEE-SI allows not only predefined function key queries, but also additional partial
function key queries. The more detailed security model of DMCFE-SI is defined as follows.

Definition 8 (Static-IND Security) The static-IND security of DMCFE-SI with corruptions
is defined in the following experiment EXP%E’CA;;%_ sI. A(l’\) between a challenger C and a

PPT adversary A:

1. Init: A initially submits an index set 1 C [n]of corrupted clients. Let I = {1, ..., n} \7
be the index set of uncorrupted clients. .4 also submits two challenge tuples (X(’)" kel
and (X’]*,k)kel of item sets, a challenge time period 7*, and a set Q = {(i, j)} of function
key queries with the two restrictions that (1) i, j € [ for each (i, j) € Q and (2)
CSI(XG ker, @) = CSI(X] kel Q).
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2. Setup: C generates public parameters P P by running Setup(1*, n). It also generates
secret keys and public keys (SK;, PK;) of clients by running ClientSetup(i, P P) for
each i € [n]. It keeps (SK;);e; to itself and gives (SK;) PK = (PK;)}_,,and PP
to A.

3. Challenge: C flips a random bit u € {0, 1} and obtains a ciphertext CT; r+ by run-
ning Encrypt(X;’;,i, T*,SK;, PP) for each i € I.C gives the challenge ciphertexts
(CTi1+)ier t0 A

4. Query: A requests function keys and ciphertexts. C handles these queries as follows:

iel’

— If this is a partial function key query for a tuple f = (i, j) and a client index k such
that k =i or k = j, then C gives a partial function key pDKy, r to A by running
GenPartKey(f, SKi, PK, P P) with the restrictions that (1) if f € Q, then two
partial function keys of i and j can be queried and (2) if f ¢ Q, then only one partial
function key of i or j can be queried.

— If this is a ciphertext query for a client index k € I, an item set X, and a time period
T # T*,thenC gives aciphertext C Tyt to A by running Encrypt(Xy, T, SKy, P P).

5. Guess: A outputs a guess i’ € {0, 1} of . C outputs 1 if u = p’ or 0 otherwise.

A DMCEFE-SI scheme is static-IND secure with corruptions if for all PPT adversary .4, the
advantage of A defined as Advy/ /N0 ¢ () = |PrEXPEND. o (1% = 11— 3| is
negligible in the security parameter A.

5.2 Construction

The function key of the MCFE-SI scheme proposed in the previous section consist of K; and
K> for set intersection cardinality and K3 for deriving a temporal key for set intersection.
We first devise a method to decentralize the generation of K| and K. In order for individual
clients to generate these two group elements in an independent way, it is necessary to generate
a common random exponent r. To this end, we derive the same shared key K by using a
non-interactive key exchange NIKE scheme and we use PRF to derive the exponent r from
the shared key K. That is, if an individual client additionally selects a private key y; and
exposes a public key #; = gV, then it can derive a shared key K = g% by using a NIKE
scheme. Thus, individual clients can generate partial function keys of g%’ and g%/" where
r=PRF(K,1).

Now we devise a method to decentralize the generation of K3 for derivation of a temporal
key. However, it cannot be decentralized by a simple method since it requires the inverse
operation of an exponent. In order to decentralize the calculation of the inverse operation
while hiding the secret keys of two clients, we introduce a method in which the secret key
is encrypted with a one-time pad scheme and a client requesting the partial function key
combines the encrypted keys to calculate the inverse operation. That is, individual clients
first derive the same shared key K; ; using the NIKE scheme, and derives the same random
exponents s and ¢. Then, each client encrypts its secret key as E; = sa; +t and E; = saj —1,
respectively. At this time, if the i index client additionally provides g%, the client that
received E; and E; can compute a key (gﬁfs)l/(Ei+Ef). Note that, since E; and E; have a
one-to-one correspondence with random exponents s and ¢, the information of the secret keys
is not exposed.

Let SKE = (GenKey, Encrypt, Decrypt) be an SKE scheme. A DMCFE-SI scheme is
described as follows.
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Setup(1*, n) Let n be the maximum number of clients. It first generates a bilinear group
(p, G, G, Gr, e) of prime order p with random generators g € G and g € G. It chooses
two hash functions H : {0, 1}* — G and F : Gy — {0, 1}*. It outputs public parameters
PP = ((p, G, G, Gr,e), g, 8, H, F, n)

ClientSetup(i, P P) Let i be the index of a client. It selects random exponents «;, i, i €
Zp, and then it outputs a secret key SK; = (o;, B;, y;) and a public key PK; = (hi =

gyi).
GenPartKey(f, SKy, PK, PP) Let f = (i, j) such thati < j. Let SK; = (o, Bk, V)
suchthatk =i ork = j and PK = (PK1y,..., PK,).

l. If k =i, it retrieves PK; = h; from PK and computes a shared key K; ; = h’;’
Otherwise (k = j),itretrieves PK; = h; from P K and computes asharedkey K; ; =
hg/j. Next, it derives random exponents r,s,t € Z, by running PRF(K; j, 1),
PRF(K; j,2), PRF(K; j,3) respectively.

2. Ifk =i, itsets Ay = gﬂf Sand E =s-o; +t mod p. Otherwise, it sets Ay = IG
and E = s -a; —t mod p. It outputs a partial function key pDKy 5 = (A1 =
8YT Ay, E)

CombPartKey(pDK; s, pDK; s, PP) Let f = (i, j) such thati < j.Let pDK; 5 =
(A1, Ay, E) and pDK; y = (A}, A, E'). It selects a random exponent r € Z, and
outputs a function key DK y = (K1 =(AD", K = (A)", K3 = A;/(E+E/)).

Encrypt(X;, T, SK;, PP)Let X; = {x; 1, ..., xi ¢, } be aset of items where | X;| = ¢; and
SK; = (ai, Bi, vi)-

1. Foreachk € [¢;], it proceed as follows: It computes C; = H (T ||x; x)* and derives
atemporalkey T K; = e(H (T ||x; k), g)ﬂi .Itobtains D; j by running SKE.Encrypt
(Tllxi k, F(TK; k).

2. It chooses a random permutation v and outputs a ciphertext CT; 7 = ((C,',ﬂ(k),

Di ), by implicitly including i, 7.

Decrypt(CT; 7, CTj v, DKy, PP)LetCT; 7 = ((Cix, Di,k))]é’zl andCTj 1 = ((Cjk, Dj i),
be ciphertexts such that i < j for the same 7. Let DKy = (K, K3, K3) where
f = (@, j). It first initializes a set ¥ = .

1. For each k € [{;], it computes E; y = e(C; k, K). For each k € [£;], it computes
Ejr=e(Cj, Ky).
2. It prepares two sets E; = {E,-,k},li"=1 and E; = {Ej,k}ij=1 and computes the intersec-
tion § = E; N E; by comparing the group elements.
3. For each Ej € S, it proceeds as follows:
1. Itfinds (Cj k;, D; k) from CT; r and (ijkj, Dj,kj) from CT; 1 such that C; g,
and Cjx, are used to derive Ey.
2. It computes TKy = e(Ciy - Cj,kj, K3) and obtains T|x by running
SKE.Decrypt(D; i, F(T K)).
3. It adds an item x into Y.
4. Tt outputs the set Y.
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5.3 Correctness

We show the correctness of the DMCFE-SI scheme. First, two clients i and j can obtain
the same shared key K; ; from the correctness of the Diffie-Hellman non-interactive key
exchange scheme. And two clients i and j can derive the same random exponents r, s, and
t since PRF is a deterministic function. Now, when a combing client combines the partial
function key elements generated by using the same random exponents r, s, and ¢, it can derive
a function key by the following equation

A = g A/ Aa,r é/(E+E/) _ (éﬁ,’-x)l/(-w‘i+l+m‘j*t) _ (gﬁi.s)l/(xa,-Jrsaj)

_ gﬂi/(aﬁaj).

Since the correct function key is derived from the partial function key, it is guaranteed that the
set intersection is correctly calculated from the ciphertexts of two clients from the correctness
of the MCFE-SI scheme.

5.4 Security analysis

Theorem 8 The above DMCFE-SI scheme is static-IND secure with no corruptions in the
random oracle model if the PRF scheme is secure and the Assumptions 2 and 3 hold.

Proof Suppose there exists an adversary that breaks the static-IND security of the
DMCFE-SI scheme with no corruptions. We can assume that I = {1,...,n} and ] =
?. Let (XZ‘)"I, o, Xg,) and (X7, ..., X7 ) be the challenge tuples where X, =
it x;i!ei} and | X} ;| = {;. Let O = {(i, j)} be the set of index pairs related to
function key queries. We can derive a tuple (EY, ..., E) by calling C/ Q((X 1)» Q) where
w is the challenge random bit of the security game. To argue that the adversary cannot win this
game, we define a sequence of hybrid games Go, G1, G2, and G3. The game G; is defined
as follows:

Game Gy. The first game Gy is the original security game defined in Definition 8.
Game G . In this game G|, when processing partial function key queries, we change all
shared keys {K; ;} derived by non-interactive key agreement to random elements.

— Game G;. In this game, we modify the previous game G to generate random exponents
r, s, t by using the a truly random function instead of using a pseudo-random function
when processing partial function key queries.

— Game G3. This game G3 is similar to the game G, except that the challenge ciphertext
components {C; i} are generated as random for all x;’ ik ¢ E}.

— Game Gy. This game Gy is slightly changed from the game G3. That is, the challenge
temporal keys {7 K; x} are generated as random for all x,j’ ik EE”

— Game Gs. In the final game G5, we change the generation of challenge ciphertext com-

ponents {D; x}. That is, the challenge ciphertext components {D; x} are the encryption

of random values for all x7 ;¢ E7. Recall that the advantage of the adversary in this
game is zero since challenge mphertext components {C; } are random and {D; ; } are the
encryption of random values for all x ik ¢ EF.
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Let Sﬁ" be the event that an adversary wins in a game G;. From the following Lemmas 6,
7, 8,9, and 10, we obtain the following result

AV CrE 51,400
< |Pr(SS0] — PrSF| + Pr(sG Z PSS = Pr[SS1 + Pr(s S

< AdvEPT (1) + n?AdvERT (1) + neAde2 2 CD G 4 neAdvy "2 )
+ ntAdvE<E (L)

where 7 is the number of clients, ¢ is the maximum size of the challenge item set. This
completes our proof. O

Lemma 6 Ifthe XDH assumption holds, then no polynomial-time adversary can distinguish
between Gy and G with a non-negligible advantage.

Proof To prove this lemma, we 1ntr0duce a multi-XDH assumption that is modified from
the XDH assumption. Let (p, G, G, Gr, e) be a bilinear group and g, ¢ be random gen-
erators of G, G respectively. The multi-XDH assumption is that if the challenge tuple

= ((p, G, G,Gr,e), g, g,..., g%, §) and Z are given, no PPT algorithm A can
distinguish Z = Zo = (g%, ..., g%, ..., g4%, .., g" 1) <icj<p from Z = Z| =
(g2, ..., 8% ..., g=1")|<i<j<n With more than a negligible advantage where the prob-
ability is taken over random choices of ay, ..., ax, {¢; j} € Z).

The multi-XDH assumption is actually the same as the XDH assumption by using the
random self-reducibility of the XDH assumption. We omit the detailed proof of this lemma
since the proof of randomly changing all shared keys is simply processed by using the multi-
XDH assumption. O

Lemma 7 If the PRF is secure, then no polynomial-time adversary can distinguish between
G and Gy with a non-negligible advantage.

Proof To prove this lemma, we play additional hybrid games that convert pseudo-random
functions into truly random functions one by one. When the number of clients is n, the
maximum number of shared keys is n(n — 1)/2, so the hybrid games consist of a maximum
of n2/2. Note that the exponents r, s, and ¢ derived by a truly random function are distributed
as random values. We omit the detailed proof of this lemma. O

Lemma 8 Ifthe Assumption 2 for (n, p, Q, J) holds, then no polynomial-time adversary can
distinguish between Gy and Gz with a non-negligible advantage.

Proof The proof of this lemma is almost the same as Lemma 3 except for client public key
generation and partial function key query processing. To perform the proof, we define a num-
ber of additional hybrid games as in Lemma 3 and show the indistinguishability of individual
hybrid games. The simulator of this lemma generates public parameters, challenge cipher-
texts, and challenge ciphertexts in the same manner as in Lemma 3. Note that function key
query processing in Lemma 3 is unnecessary for this lemma. In the proof of individual hybrid
games, the simulator handles additional client public key generation and partial function key
queries.

In the setup phase, the simulator selects a random exponent y; € Z,, for each client and
sets h; = g% as the corresponding client public key. The public key generated in this way
has the same distribution as that of the original game.
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In the query phase, the simulator handles a partial function key query for a function
f = (i, j) and a client index k as follows:

— Case f = (i,j) € Q: It first sets a function key DK = (K1 = ghicij K, =
gvb.fcf-f , K3 = (gl/ (bf+b-f))’3i) since these elements are given in the assumption. Next,
it selects random exponents r’, s’,t" € Z,. If k = i, then it creates pDK; s = (A1 =
K], Ay =Kj,E=s"+1 mod p). Otherwise (k = ), it creates pDK = (A} =
Ky, Ay =14, E' = —1' mod p).

Now we show that the distribution of the generated partial function keys has the same
distribution as that of the original game. We implicitly define the random exponents of
the partial function key as follows:

1 , b
= s, = N
(bi +bj) (bi +bj)
Then, we can show that the elements of the partial function key are correctly distributed
by the following equations:

"+t

’
r=¢,r, s

A = gbir — (g';bici,_,'r' — f/’ A/l — é;bjr — gb,'ci,_,'r’ _ KE,,
Ay = P = gﬂi's//(bi"'bj) _ Kg/,

s’ b;
E=sbi+1= b; + L =5 +1,

’ (bi+bj) " (bi+bj)
’
b

E =sb; —t u Lyt =1,

BCET A e

— Case f = (i, j) ¢ Q: It first selects random exponents ', s, t' € Z,,. If k = i, then it
creates pDK; f = (A = 8", Ay =8 E=1 mod p). Otherwise (k = j), it creates
pDK; ;= (A} = g’/,A’z =lg, E'=1" mod p).
Now we should show that the distribution of the partial function keys generated in this
way has the same distribution as that of the original game. Note that in the case of
f ¢ Q, an attacker can obtain only one of pDK; y or pDK; ¢ due to the constraints
of the security model. First, in the case of k = i, if we define the random exponents
as follows, then we can see that the elements of the partial function key are correctly
distributed by the following equations:

1 1 b;
r=—r,s=—s,t=——s5 +1,
bi Bi Bi
A =30 = éhi'r//bi — g,r” Ay = 3P = éﬂi'f’/ﬁi — gS”
1 b;
E=sb+t=—sb——s +t =t.
L B~ B

Next, in the case of k = j, if we define the random exponents as follows, then we can
see that the elements of the partial function key are correctly distributed by the following
equations:
— 4 — i / — bf] s = l‘/,
bj Bi Bi
/

sbir oAbyt jbi A s bj
A’lng-’r:gbfr/b/ =§ ,E =sbj—t="b;—Ls'+1 =1

ﬂi ﬂl
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This completes our proof. O

Lemma 9 Ifthe Assumption 3 for (n, p, Q, J) holds, then no polynomial-time adversary can
distinguish between G3 and G4 with a non-negligible advantage.

Proof The proof of this lemma is the same as that of Lemma 4 by removing the function
key query and adding additional client public key generation and partial function key query.
In order to perform the proof, we define additional hybrid games, identical to Lemma 4,
and perform indistinguishability proof of individual hybrid games. In the proof of individual
hybrid games, a simulator proceeds client public key generation and partial function key
query processing as the similar manner as in Lemma 8. We omit the detailed proof. O

Lemma 10 [f the SKE scheme is one-message secure, then no polynomial-time adversary
can distinguish between G4 and Gs with a non-negligible advantage.

Proof The proof of this lemma is almost the same by removing the function key generation
from the proof of Lemma 5, and adding client public key generation and partial function
key query processing. A simulator can easily handle client public key generation and partial
function key query by using «;, B;, and y; selected by the simulator. We omit the detailed
description of this proof. O

Theorem 9 The above DMCFE-SIC scheme is static-IND secure with corruptions in the
random oracle model if the DMCFE-SIC scheme is static-IND secure with no corruptions.

Proof The proof of this theorem is almost the same as Theorem 7 by replacing the function
key query with a partial function key query. In other words, the simulator of this theorem
generates the secret keys of corrupted clients by itself, and partial function key queries
requested by an attacker are also processed by using the queries of the DMCFE-SI scheme
with no corruption. Since all other parts of this proof are the same as Theorem 7, we will
omit the detailed proof. O

5.5 Discussions

Efficiency analysis The encryption and decryption algorithms of our DMCFE-SI scheme has
the same performance as those of our MCFE-SI scheme in the previous section. The partial
function key generation algorithm requires three exponentiations and three PRF operations
to generate random exponents. And the partial function key combining algorithm requires
one inverse and one exponentiation operations. Thus, the partial function key generation and
partial function key combining algorithms are very efficient. The detailed comparison of
MCEFE schemes is given in Table 1.

Public verification of function keys A client that performs the partial function key com-
bination algorithm needs to check whether the derived function key is correct or not. In
order to publicly verify the function key, it is necessary to additionally expose public keys
for private keys of individual clients. In other words, individual clients publish a public key
(g%, e(g, 8)Pi, g¥) for their private key («;, Bi, vi). Since the function key is composed of
(8T, guir, ghil(@itej)y it is possible to verify the function key by checking the following
equations. e(g%, §%4") = e(g%, 8%") A e(g¥i g%, ghil @ity = ¢(g, 8)Pi. Note that it is
secure for a client to expose g%, e(g, §)P in the public key since these elements are already
included in the two assumptions used to prove the security of the DMCFE-SI scheme.
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Decentralized three-party set intersection Previously, we could extend the MCFE-SIC and
MCFE-SI schemes to support the set intersection between multiple parties. Here, we extend
our DMCFE-SI scheme to support multi-party set intersection. In the case of the DMCFE-SI
scheme, the function key generation is divided into partial function key generation and partial
function key combination algorithms. Thus, it is necessary to modify the partial function key
generation algorithm to support the multi-party set intersection. The partial function key
generation algorithm needs to derive a shared key through non-interactive key exchange
between entities involved in the set intersection. Fortunately, three-party non-interactive key
exchange is possible by using the pairing operation. In other words, we first derive a shared
key K; jr = e(g", gvi)" for three clients (i, j, k). We then select random exponents
ri,r2, 8,1, and set r3 = —r; — rp, 13 = —t] — tp. Then the partial key of the client i is
(g™, gﬂ”, E; = sa; + 11), and the partial key of the client j is (¢%/"2, 1, E; = sa; + 1),
and the partial key of the client k is (g**"3, 1, Ex = sox +13). In this case, the correct function
key (gPis)1/(EitEj+ED) — ghi/(itej+er) ig derived from the partial function keys.

6 Efficiency comparison

In this section, we estimate the performance of our MCFE schemes for set intersection when
our schemes are instantiated in asymmetric bilinear groups. To do this, we first measure the
speed of basic group operations in asymmetric pairing groups by using the Charm library
[8], which is a framework for quickly implementing public-key cryptographic schemes in
the Python language. To measure the performance of these basic operations, we used a
desktop computer with Intel Core i9-11900 2.5GHz CPU and 16GB RAM. The Charm
library supports the MNT159, MNT201, and MNT224 pairing curves as asymmetric bilinear
groups that provide 80-bit, 100-bit, and 112-bit security, respectively. The performance of
basic operators in these curves is given in Table 2.

We compare the performance of our MCFE schemes with the MCFE scheme of Lee and
Seo [32]. For this comparison, we estimate the performance of these MCFE schemes by
using the number of basic operations in Table 1 and the speed of basic operations in Table 2
instead of actually implementing these MCFE schemes. We select the MNT224 curve that
provides 112-bit security as an asymmetric bilinear group, and analyze the performance of
individual algorithms while changing the number of items in a set differently. The perfor-
mance comparison between MCFE schemes is given in Table 3. In this table, we did not
describe the performance of our DMCFE-SI scheme because the encryption and decryption
algorithms of our DMCFE-SI scheme are the same as those of our MCFE-SI scheme. The
estimated performance is based on a single-threaded environment, and this performance can
be improved as much as the number of physical cores if multiple-threads are used.

First, the function key generation algorithms of three schemes are very efficient regardless
of the size of a set because all of them only require constant number of exponentiations. Next,
the encryption algorithms of three schemes require basic group operations in proportion to
the size of a set. The encryption algorithm of our MCFE-SIC scheme is the most efficient
because there is no pairing operation, and the encryption algorithms of the MCFE scheme of
Lee and Seo and our MCFE-SI scheme have the same performance. Lastly, the decryption
algorithms have the biggest difference in three schemes. The decryption algorithm of the
MCEE scheme of Lee and Seo is efficient only for small-sized sets because it requires £2
pairing operations. In contrast, the decryption algorithm of our MCFE-SI scheme takes about
38 seconds for the £ = 2048 size set because it only requires 3¢ pairing operations. Thus,
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Table 2 Comparison of basic group operations in asymmetric bilinear groups

Curve Security Hash G Exp G Exp G Exp Gr Pairing
MNT159 80 0.030 0.581 5.283 1.097 3.664
MNT201 100 0.136 0.762 7.826 2.255 5.045
MNT224 112 0.089 1.111 8.973 1.881 6.289

All results are measured in milliseconds. We use symbols Hash for a map-to-point hash operation, Exp for an
exponentiation operation, and Pairing for a pairing operation

Table 3 Efficiency comparison of MCFE schemes for set intersection in MNT224

Scheme Algorithm =64 £=128 £=256 (=512 £=1024  £=12048
LS [32] GenKey 0.01 0.01 0.01 0.01 0.01 0.01
Encrypt 0.48 0.96 1.92 3.83 7.67 15.34
Decrypt 25.76 103.04 412.16 1.6x 103  6.6x103 264 x 103
MCFE-SIC  GenKey 0.02 0.02 0.02 0.02 0.02 0.02
Encrypt 0.08 0.15 0.31 0.61 123 2.46
Decrypt 0.81 1.61 3.22 6.44 12.88 25.76
MCFE-SI GenKey 0.03 0.03 0.03 0.03 0.03 0.03
Encrypt 0.48 0.96 1.92 3.83 7.67 15.34
Decrypt 121 242 483 9.66 19.32 38.64

All results are estimated in seconds. We let £ to be the number of items in a set

our decryption algorithm is about 700 times faster than that of the MCFE scheme of Lee and
Seo when £ = 2048.

7 Generic group model

In this section, we describe the master theorem of Freeman [18] and analyze our three
complexity assumptions in the generic group model of Shoup [35].

7.1 Master theorem

We use the master theorem of Freeman [ 18] to analyze the complexity assumptions introduced
in the previous section. This master theorem is the generalization of the master theorem of
Boneh et al. [13] so that the target challenge element is either G or G in asymmetric bilinear
groups of prime order.

Let G, G, and G be asymmetric bilinear groups of prime order p equipped with the
bilinear map e : G x G — Gr. A group element # € G can be represented as a multi-variate
polynomial, which indicates the exponent of u relative to some fixed generator g. We can
also represent group elements in G and Gy as similar way. For instance, the general Diffie—
Hellman tuple is represented as the expression (1, X, Y, XY) where X and Y are random
variables.

The generalized dependence and independence of variables is defined by Freeman [18]
as follows:
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Definition 9 [18, Definition D.1] Let P = (pi,...,pu), R = (r1,...,ry), T =
(t1,..., ), S = (s1,...,s) be tuples of multi-variate polynomials in F,[Xy, ..., X,].
Let f be a multi-variate polynomial in F,[X1, ..., X,]. We say that f - S is dependent on

(P, R, T) if there exist integers {c; ;}, {B}, {y¢} such that

u w v t
ZZ%‘,J‘ - il +Z,3k‘tk+2w -seY
k=1 =1

i=1 j=I

isnonzero in F,[ X1, ..., X,, Y] but becomes zero when we set Y = f. We say that f - S is
independent of (P, R, T) if f-Sisnotdependenton (P, R, T'). We say that f is independent
of (P, R, T)if f-{1}isnotdependenton (P, R, T).

In this definition, the multi-variate polynomials p;, r;, t represent the exponents of group
elements in G, (f} Gr respectively, and the polynomial f represents the exponent of the
challenge element in complexity assumptions. Additionally, the polynomials s, represent the
exponents of group elements in which the challenge element can be paired.

Freeman defined the (P, R, T, f)-DDH problem in G and Gy by extending the
(P, R, T, f)-DDH problem of Boneh et al. [13] as follows:

Definition 10 [18, Definition D.2] Let (p, G, (@ Gr, e) be a bilinear group randomly gen-
erated by G(1%). Let g, § be random generators of G, G respectively. Let P, R, T, f be as

in Definition 9. We select x < [, and define the following distribution:

D=((p.G,G,Gr,e), g"™, ... gn®, gn® g,

N N R
e(g, )™ . e(g, g)t”(x)), Zo<— g™, z, &G

We define the advantage of an algorithm .4 that outputs b € {0, 1} insolvingthe (P, R, T, f)-
decision Diffie-Hellman problem in G to be

Adv( T IPPH G = |PHLA(D, Zo) = 11— PHLA(D. Z)) = 1]]
We define the analogous problem in G7 by taking Zo < e(g, §)/®, Z; & Gr.

The master theorem of Boneh et al. [13] gives the complexity lower bound of the
(P, R, T, f)-DDH problem in G, but the same argument also works for the (P, R, T, f)-
DDH problem in G as indicated by Freeman [18] using the generalized definition of
independence in Definition 9.

Theorem 10 [13, 18] Let P = (p1,..., pu)y R=(r1,...,ry), T = (t1,...,1,) be tuples
of polynomials in F,[Xy, ..., X,]. Let f be a polynomial in F,[Xy, ..., X,]. Let d =
2 -max(dp,dg,dr,dy) where dy is the total degree of f and dx = max{ds|f € X} fora
set X. If f is independent of (P, R, T), then any algorithm A that solves the (P, R, T, f)-
DDH problem in Gt with advantage 1/2 must take at least Q(/p/d — n). If f - R is
independent of (P, R, T), then the same statement holds for the (P, R, T, f)-DDH problem
inG.
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7.2 Analysis of Assumption 1 for (n, p, Q, J)

We analyze the Assumption 1 for (n, p, Q, J) in the generic group model by using Theorem
10. The Assumption 1 is described as follows:

D = (g, 8% (" Yoy, (8 ke, . A@" 1, 8N jreo)s Zo =g, Z1 = g".
The Assumption 1 is described again as the following set of multi-variate polynomials:

P ={1,AYU{B)i_; U{ABi}es. R={1}U{B;Ci . B;Ci ;j}i peo. T ={}
fo=AB,, fi=D.

To apply the master theorem, we must show that f and f; are independent of (P, R, T')
by following Definition 9. We can easily show that f - R is independent of (P, R, T') by
using the fact that the random variable D in f; does not existin P, R, T'. To show that fp- R
is independent of (P, R, T'), we derive two sets fp - R and P - R as follows:

fo-R :{ABP} U {ABpBiCi,j, ABijCi,j}(i,j)EQ,

PR ={1, A} U {Bi}i1<k<n U {ABi}resU
{BiCij, BjCi j}i.jeo U{ABiCi j, AB;Ci j}i,jeoU
{BxBiCi j, BkB;Ci j}i, jeo1<k<n U{ABB;C; j, ABB;C; j}i, j)e0,keJ-

The set fj- R consists of three component types: AB,, AB,B;C; j,and AB,B;C; ;.Since

these component types are independent of each other, we can analyze these types separately.

— First, we show that A B, is independent of P - R. At this time, since A B, includes random
variables A and B, only {A By} can have a dependency. However, AB,, is independent
because of p ¢ J.

— Next, we show that AB, B; C; ; is independent of P - R. The subsets of P - R that contain
the random variables A, B,, B;, C; j are {ABy B;C; j}. However, the index k cannot be
the index p because of p ¢ J. Thus AB,B;C; ; is independent.

— We can also show that AB, B;C; ; is independent similarly.

Therefore, we have that fy - R is independent of (P, R, T).

7.3 Analysis of Assumption 2 for (n, p, Q, J)

We analyze the Assumption 2 for (n, p, Q, J) in the generic group model by using The-
orem 10. However, we cannot directly apply the theorem to the assumption because the
assumption contains negative exponents. To solve this negative exponent problem, we set
h = g“u e ®i*bi) and use h instead of g. In this case, the Assumption 2 is described again
as follows:

D = (g, 8 (g™ Vi1 Ag™ P Wy b, (hPi€ti  Rbicia p/ Gty o0, Zo = g, Zy = g¢.

Let n = ]_[(l.’ j)eQ(Bi + Bj) be a random variable where the maximum degree of n
is n(n — 1)/2. The Assumption 2 is described again as the following set of multi-variate
polynomials:

P ={1, AYU{Bi};_; U{AB}res,
R ={nyU{nB;iC; j,nB;Ci j,n/(Bi + B))}ijpeo. T =1{},
fo=AB,, fi=D.
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To apply the master theorem, we must show that fp and f; are independent of (P, R, T')
by following Definition 9. We can easily show that fj - R is also independent of (P, R, T)
by using the fact that the random variable D in f] does not exist in P, R, T. To show that
fo - R is independent of (P, R, T'), we derive two sets fp - R and P - R as follows:

Jo- R={nAB,}U{nAB,B;C; j,nAB,B;C; j,nAB,/(B; + Bj)}i,je0;
PR ={n,nA}U{nBi}i<k<n U {nABi}kesV
nBiCi j,nB;Ci j}i jeo UnAB;Ci j,nAB;C; j}i,j)eoY
(nBiBiCi,j, nBiB;jCi j}i,jyeo,1<k<n U {nABkB;iCi j, nABB;Ci j}i,jeo kesY
{n/(Bi + Bj)}i,jeo YU {nA/(Bi + Bj)}i,jeoY
{(nBx/(Bi + Bj)}i,j)e0,1<k<n U{nABr/(B; + Bj)}i,j)e0.kes-
The set fp - R consists of four component types: nAB,, nAB,B;C; j,nAB,B;C; ;, and

nAB,/(B;+ Bj). Since these component types are independent of each other, we can analyze
these types separately.

First, we show that nAB,, is independent of P - R. At this time, since nA B, includes
random variables 7, A, and B, only {nA By} can have a dependency. However, nAB,, is
independent because of p ¢ J.

— We show that nAB, B;C; ; is independent of P - R. The subsets of P - R that con-
tain the random variables A, B, B;, C; ; are {nAByB;C; ;}. However, nAB,B;C; ; is
independent because of p ¢ J = {k}.

— We can also show that nAB, B;C; ; is independent similarly.

— Next, we show that nAB,/(B; + Bj) is independent of P - R. The subsets of P - R that

contain the random variables , A are {nA}, {nA By}, {nA/(B; + Bj)}, and {nA By /(B; +

Bj)}. Here, the subset {nA By} need not be considered because of p ¢ J. The subset

{nA/(B; + Bj)} does not need to be considered because it does not contain B,. Now

using the remaining subsets {§A = nA(B; + B;)/(B; + B;)} and {nABy/(B; + B;)}, we

may try to compose a linear equation with nA B, /(B; + B;). Here, the index k cannot be
the index p because of p ¢ J. Thus the only way to create a linear equation is to derive

nAB, _ nA(B,+Bi)  1AB;
(Bp + Bk) (Bp + Bx) (Bp + Bx)
when (p, k) € Q. To satisty the above equation, it is required that k € J when (p, k) €

Q. However, if (p,k) € Q, we have k ¢ J according to the definition of J. Thus
nAB,/(B; + Bj) is independent because ABy ¢ P when (p, k) € Q.

Therefore, we have that fj - R is independent of (P, R, T).

7.4 Analysis of Assumption 3 for (n, p, Q)

We analyze the Assumption 3 for (n, p, Q) in the generic group model by using Theorem 10.
However, we cannot directly apply the theorem to the assumption because the assumption con-
tains negative exponents. To solve this negative exponent problem, we set h= ﬁnﬁ eobithy)
and use / instead of . In this case, the Assumption 3 is described as follows:

D = (g. 8% 8" V1 A& ™ Y1 <kotpzn, o, (RP160T RPICT Ui/ OitbDy G o,
{ildi}lsi;épsu e(g, fl)d”),
Zo=e(g, ', Z) = e(g, ).
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Let n = [ j)eo(Bi + Bj) be a random variable where the maximum degree of 7
is n(n — 1)/2. The Assumption 3 is described again as the following set of multi-variate
polynomials:

P ={1, A} U{Bi}j_y U{ABi}1<k#p=<n,

R={ntU{nB;C; ;j,nB;C; j,nD;/(Bi + Bj)}i jreo YU {nDil<izp<n, T ={nD,},

Jfo=nAD,, fi=nF.

To apply the master theorem, we must show that fj and f; are independent of (P, R, T)
by following Definition 9. We can easily show that fj is independent of (P, R, T') by using

the fact that the random variable F' in f| does not exist in P, R, T. To show that fy is
independent of (P, R, T), we derive the set P - R as follows:

P - R ={n,nA}U {(nBi}}_; U{nABi}1<ktp<n U {nDi, NAD;}1<ip<nVU
{nBiDi}1<izp<ni<k<n Y {NABkDi}1<itp<n,1<k<nU
{nBiCi,j,nB;Ci j}i jeo U {nABCi j,nAB;Ci j}i, jeoY
{(nBkBiCi j,nBjBiCi j}i, jyeo.1<k#p<n Y {MABkB;Ci j,nABrB;Ci j}i, j)e0,1<k#p<nV
{nDi/(Bi + Bj)}i,j)eo Y {nAD;i/(Bi + Bj)}i,jeoY
{nBxDi/(B;i + Bj)}i,j)e0.1<k#p<n U {NABrD;i /(Bi + Bj)}i,j)e0,1<k#p<n-
We show that fy = nAD, isindependent of P - R and 7. The subsets of P - R that contain
the random variables A, D, are {nAD;/(B; + Bj)} and {nAB;D;/(B; + Bj)}. Here, the
subset {nAD;/(B; + B;)} does not need to be considered because it lacks (B; + B;). By

using the remaining subset {nA B D;/(B; + B;)}, we may try to compose a linear equation
with nAD,. The only way to create a linear equation is to derive

WAD, = nABy, D, nAB, D,
(Bp+Bj) (B, + Bj)
when (p, j) € O, k1 = p, and kp = j. To satisfy the above equation, it is required that

k1 = p where k1 is an index for {A Bx}. However, we have k; # p from the restriction of the
Assumption 3. Therefore, fo is independent of (P, R, T).

8 Conclusion

In this paper, we proposed various MCFE schemes that support set intersection operations and
proved the security of our schemes by using the newly introduced complexity assumptions.
Our first MCFE-SIC scheme supports the computation of set intersection cardinality and can
efficiently find matching ciphertext elements by using a pairing operation. Our second MCFE-
SI scheme supports the set intersection operation, and it requires 2¢ pairing operations in
the decryption. Our third DMCFE-SI scheme decentralizes the generation of function keys
by removing a trusted center. Using our MCFE-SI schemes, it is possible to construct an
effective contact tracing system that preserves privacy of people.

We leave two interesting problems related to this study. The first problem is to devise an
MCEE-SI scheme that is secure under standard assumptions. Since all our MCFE-SI schemes
have disadvantages that they are secure under complex and dynamic assumptions, it is an
important problem to prove the security under weaker assumptions. The second problem
is to devise an MCFE-SI scheme that can efficiently compute the set intersection between
n patients and m users. If our MCFE-SI scheme is directly used, the computation requires
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2nm{ pairing operations with additional comparison operations. Thus, if we can improve the
performance, it can be used for more efficient contact tracing.
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