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Abstract

In the independent works by Kalgin and Idrisova and by Beierle, Leander and Perrin, it
was observed that the Gold APN functions over [F5s give rise to a quadratic APN function in
dimension 6 having maximum possible linearity of 2° (that is, minimum possible nonlinearity
24). In this article, we show that the case of n < 5 is quite special in the sense that Gold APN
functions in dimension n > 5 cannot be extended to quadratic APN functions in dimension
n + 1 having maximum possible linearity. In the second part of this work, we show that this
is also the case for APN functions of the form x — x3 + w(x) with p being a quadratic
Boolean function.

Keywords Gold function - APN - Linearity - Nonlinearity - Trim - Extension

1 Introduction and preliminaries

Throughout this work, let n € N*:={1, 2, ... } be a positive integer. We call (n, n)-functions,
or vectorial functions in n variables, the functions from IF; to itself. These functions can also
be viewed as functions from [y~ to itself through the choice of a basis of [Fo» as a vector
space over Fo. We call component functions of F the nonzero linear combinations of its
coordinate functions; in the case of a function from Fo» to itself, the component functions
equal tr(vF(x)), where v € [Fon is nonzero and fr(x) = x + x2 4+ X2 4+ 4 x2" s the
absolute trace function over [Fon. The nonlinearity nl(F) of such a function F equals the
minimum Hamming distance between the component functions of F' and the affine Boolean
functions (i.e., the linear combinations of the input coordinates and constant function 1 —
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in the case of a function from [Fy» to itself, the affine functions have the form ¢tr(ux + a),
u,a € Fyn). We call the linearity of F the (non-negative) value 2" — 2 - nl(F). It should
be as low as possible for the function to allow the resistance to the linear attack of a block
cipher using it as a substitution box, see e.g., [7].

Almost perfect nonlinear (APN) functions in n variables are those (n, n)-functions such
that every derivative D, F (x) = F(x)+ F(x +a),a € F},a # 0, is 2-to-1 (i.e., is such that
the preimage of any element of the codomain has size O or 2). An important open problem
mentioned in [7] on APN functions is to determine whether such functions can have low non-
linearity. All known infinite classes of APN functions have a rather high nonlinearity (while
there exist a few sporadic quadratic functions with lowest possible nonzero nonlinearity 2" =2,
see [1]). It is not clear whether this property of the known infinite classes is because they
are in fact peculiar (and would therefore not be representative of general APN functions) or
whether there is a significant lower bound to be found on the nonlinearity of a large subclass
of APN functions. There is a lower bound stronger than strict positivity, which is valid for a
large subclass of APN functions that includes all known ones, see [8], but it is not significant.
We consider that determining which is true between the two terms of the above alternative is
currently the most important open problem on substitution boxes (vectorial functions) along
with the “big APN problem” (consisting in finding an APN permutation in an even number
of variables at least 8). Indeed, if it happens that the known infinite classes are peculiar, it
would mean that we know almost nothing on the whole class of APN functions.

A way to tackle the question on the nonlinearity of APN functions is to first focus on
quadratic functions in dimension n > 3, whose lowest nonzero nonlinearity is known. Recall
that as proved in [6], all APN functions in dimension n > 3 have strictly positive nonlin-
earity. The lowest nonlinearity of quadratic APN functions then equals 2"~ (and the largest
linearity less than 2" equals 2"~ !). A secondary construction of APN quadratic functions has
been studied in [2], in which the functions are obtained as the extensions of APN quadratic
functions in one less variable, and there is a way of imposing that the resulting APN function
has nonlinearity 2" 2. This results in the following special type of quadratic APN functions,
called O-extendable functions.

Definition 1 ([2]) Letn > 3. A quadratic APN function F': Fy» — Fon is called 0-extendable
if there exists a linearized polynomial L € [F2»[X] and a non-zero element a € [Fy» such that
the function

TZIan XFZ—)]an XFZ

X F(x) L(x)
<y>'_>< 0 >+<tr(ax) R
is APN. We call such a function 7" a (0, L, a)-extension of F.

Note that the property of being 0-extendable is invariant under EA-equivalence. We recall
that two functions F: V — V and G: W — W, with V and W being n-dimensional
F; vector spaces, are called EA-equivalent if there exist affine bijections A: W — V,
B:V — W and an affine function C: W — W suchthat G = Bo F o A+ C. The following
proposition outlines that a quadratic APN function with the theoretically highest possible
value on its linearity is, as recalled above, necessarily obtained from a 0-extendable APN
function in one dimension lower.

Proposition 1 ([2]) Let n > 3. The linearity of a (0, L, a)-extension of a quadratic APN
Sunction F: Fon — Fon is equal to 2". Moreover, any quadratic APN function G : Fynt1 —
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Gold functions and switched cube functions are not 0-extendable 435

Fout1 with linearity 2" is EA-equivalent to some (0, L, a)-extension of a quadratic APN
function in dimension n.

An example of a O-extendable function is the APN function x > x3 over F,s with

its (0, X'® + X, 1)-extension belonging to the EA-equivalence class corresponding to the
quadratic APN function in dimension n = 6 with linearity 32, i.e., function no. 2.6 of [10]
(see [2, Sect. 5.3]). A similar example can be given for the APN function x > x> over
[F,s. Note that the fact that the quadratic APN monomial functions in dimension n = 5 are
0-extendable was first observed in [12] (although the authors did not name those functions
0-extendable). Besides that, up to EA-equivalence, four of the quadratic APN functions in
dimension n = 7 are O-extendable [2].

A natural question that arises from those examples is whether some other quadratic APN
functions (possibly giving an infinite class) in larger dimension n are 0-extendable, that is
whether they give rise to quadratic APN functions with maximum possible linearity. The
two examples in dimension n = 5 above belong to the main known class of quadratic APN
functions, that of Gold functions x le'*'l, with ged(#, n) = 1, see [11, 13]. The subclass
corresponding to t = 1 (i.e. the class of so-called cube functions) has been modified into
a class of quadratic APN functions in [3] by the addition of a Boolean function, giving
the infinite APN family x +— x3 4+ tr(x?). For n > 7, these switched cube functions are
CCZ-inequivalent to any quadratic monomial function (and EA-equivalent to x — x> for
n=>5).

In the present paper, we answer the question of the 0-extendability of these two main
classes negatively:

Theorem 1 Letn,t € N* withn > 5 and gcd(t,n) = 1. Let F: Fon — Fon, x x2+
Then, F is not 0-extendable.

Theorem2 Letn € N* withn > 5 and let w: Fon — Ty be a quadratic Boolean function
such that F: Fon — Fon, x > x3 + p(x) is APN. Then, F is not O-extendable.

Remark 1 In [10], Edel and Pott studied a more general notion of switching, i.e., instead of
adding a Boolean function p: Fo» — Fj to an APN function over F,», they allowed to add
z - p for an arbitrary non-zero constant z € Fo». We note that our Theorem 2 also covers
this more general notion of switching. Indeed, for n being odd, having F: Fon — Fon, x
X +zux), multiplying with 71 yields x — I 4 ux) = (z’371x)3 + wu(x), where
the last equality holds because x — x> is a permutation. By multiplying x with 37 , one

observes that F is EA-equivalent to x3 + g/ (x) with /VU(x)::,u(zy'x).

To prove those results, we will use the characterization of 0-extendable functions given in
Proposition 2 below. For that, we need the notion of the ortho-derivative of a quadratic APN
function.

Definition 2 (Ortho-derivative [5]) Let F: Fon — [Fy» be a quadratic APN function. The
ortho-derivative of F is defined as the unique function 7w : Fo» — Fon with 7 (0) = 0
such that, for all non-zero a € Fyn, we have g (a) # 0 and

Vx € Fon: tr(mp(a)B,(x)) =0,
where B, : Fon — o is the function x — F(x) + F(x 4+ a) + F(a) + F(0).

Proposition 2 ([2]) Let n > 3. A quadratic APN function F: Fon — Fon is 0-extendable if
and only if there exist a linearized polynomial L € Fon[X] and a non-zero element a € Fon
such that tr (wp(x)L(x)) = 1 for all non-zero x € Fon with tr(ax) = 0.
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We will also need a series of lemmas. We shall only outline the proofs of Lemmas 1, 2,
3 and 4 in detail. The proofs of the other lemmas work similarly as the one of Lemma 4.
All these lemmas and their consequences, i.e., the derivation of Relations (7), (8), (9), and
(10), being rather technical, we have verified with a computer the validity of each of those
relations for some random choices of L and of a with n < 13.

2 The case of Gold functions

For a positive integer j € N*, we denote by wt, (j) the Hamming weight of the binary expan-
sion of j, which is defined as the number of non-zero coefficients @; when j is represented as
J =2 ienn di 2i=1 a; € {0, 1}, and we call it below indifferently the 2-weight or the weight
of the binary expansion of j. We shall see in the proofs of Theorems 1 and 2 that proving
non-0-extendability by using Proposition 2 amounts to determining the cases in which some
numbers can have 2-weight at most 2 (and addressing the resulting particular cases). For this,
in each case, we will need preliminary lemmas.

The proof of Theorem 1 will be splitinto the three casesz = 1,1 < t < % —1l,andr = %
To prove the second and third cases, we shall need the following lemma (as described above).

Lemmal Letn,s,t e N“ ke Nwithk <n,letl <t < %ands e{2,3,....t —1,t+
2,t+3,...,n—2}. Then, the binary expansion of 2° — (2! + 1) +2F 42k mod (2" — 1)
has weight strictly greater than 2 if k ¢ {0, t + 1}.

Proof Let us define h:=2% — 2/ — 1 4 2% 4+ 2K mod (2" — 1). We observe that, given
any positive integer j < n, the number % ;:=h mod (27 = 1) satisfies wta(hj) < wia(h).
Indeed, the reduction of each power of 2 in the binary expansion of & gives rise to at most
one power of 2 in the binary expansion of /; (and groupings of powers of 2 being possible,
this inequality may be strict). Therefore, to prove that the 2-weight of 4 is strictly greater
than 2, it is enough to find some j < n such that wty(h;) > 3. We divide the proof into
several cases. In our computations, we will excessively use the identity 2/ = 1 + Z,];ol 2!
for j € N*,

Case s < t.Fork = 1, we have h = 2° +2' + 1. Since s ¢ {0, ¢}, it follows that
wtp(h) > 3.

For 1 <k <t — 1, we first consider the case of s # 2. We consider

k
hy=h mod (2 —1) = 2° 4 2! —2:2S+Zzi,
i=1

and we can check in each of the two cases s < k and s > k that it has 2-weight (respectively
equal to s and k + 1) greater than 2. For s = 2, we have

k+t—1 t—1 k+t—1
h=22—2 42 4 Y 2l =22 42k N0l Y
i=0 i=0 i=t+1
k—1 k+t—1 k+t—1

=224 24 Y 2 =1+24284+ > 2
i=0 i=t i=t
which has 2-weight at least 3.
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Fork =t — 1, wehave h = 2° —20=1 4 221 | = 25 — =1 $°3 200 —
254+ 305 200 4 er ~22i which has 2-weight strictly greater than 2 if # > 2 (since s < 1).
In the case of = 2, we have h = 2° + 2% + 1, which has 2-weight 3, since s ¢ {0, ¢}, that
is, s ¢ {0, 2}.

For k =, we have h = 25 + 2% — 1, whose binary expansion is Zf;ol 20 4+ 22 since
s < 2t < n, and has then 2-weight at least s + 1, and is greater than 2 since s > 2.

Fort+1 <k <n,wehave k — 1 > t. Then,

A S VI ,+12i+2’<+f ifk+t<n
2f+zf_5zl+zl L2 okt ik >

In the first case (k 4+ ¢ < n), the binary expansion of # is

1
szzl +Zzt +2k+t

which has weight s + (k —¢) + 1 > 3. In the second cgse (k+t>n),wehavek+t—n < t.
Ifk+t—n = 0, then h = 2V+2’+Zl Z 2 fk+t—n =1t—1,thenh =
254 Y Ta i g kT ol — ol ot SRSl Ikt —n ¢ {0,1— 1), we have h =
2Y—}—Zk'H " 12’+Zl hti—ntl 2 , which has binary representation »_; (;2’4—2! Ziptn2
if s <k +1t — n, binary representatwn SokETrlol ot if g = k 1 — n + 1, and binary
representation Y s "1 27 4 Y] Zitrony1 20 42"if s > k41 —n+1.Inall of those cases,
the binary representation of & has weight greater than 2.
Case s > t + 1. In this case, we have

t—1 s—1
h = Zz" + Z 2 4 ok 4 okt

i=0 i=t+1

Now, since s # n — 1, we can have wty(h) < 2onlyifk € {0, + 1}ork +1¢ € {0,7 + 1}
(mod n).
Fork +t =0 mod n, we have h = 2¥ — 2! 4+ 2"~ and there are three possible cases:

e 5 <n —t,thensince t < s, h has binary expansion Zx 121 4 27~ which has weight
s—t+1>3;

e 5 = n—t,thenh = 2°T!1 2" hasbinary expansion Yo, 2!, which has weights —+1 > 3
as well;

e s > n —t, then since t < n — t, h has binary expansmn i1l 425, which has
weight n — 2t 4 1, which is greater than 3 unless t = 2 ~1. ; but since we are in the case

k +t =0 mod n, this latter case means k = ¢ + 1, which is excluded by the statement

of the lemma.

Fork+t=1t+1 modn,ie.,k =1 modn, we have h = 2° + 2! + 1, which has
2-weight greater than two since s ¢ {0, 1}. O

For handling the case of t = "El , we need the following additional lemma.

Lemma2 Let n,s,t € N*, k € N withn > 5 being odd, k < n, t = % and s €
{1,2,...,t,t +3,t +4,...,n — 2}. Then, the binary expansion of 2° — 1 + 2k 4 okt
mod (2" — 1) has weight at most 2 if and only if k € {0, ”;1}.
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438 C. Beierle, C. Carlet

Proof Let

s—1
hi=2" — 1425427 mod (2" — 1) =) 2" 4 2F 425
i=0

We first observe that, for k = 0, we have h = 2* + 2! and, for k = % =1t + 1, we have
h =25 4+ 2!+ In both cases, wty(h) < 2.

Since s ¢ {0, n— 1}, the case of wtp(h) < 2 canonly happenifk € {0, 1},ork+¢ € {0, 1}
(mod n). For k = 1, we have h = 2° + 2!+1 1 1, which has 2-weight greater than 2 since
s ¢ {0,714+ 1}. Thecase k +¢ = 0 mod n corresponds to the case of k = % Fork+t =1
mod n, itis k = ¢ + 2 and thus & = 2% + 272 4+ 1, which has 2-weight greater than 2 since
s ¢ {0, 1+ 2}. O

We can now prove our first main result.

Proof of Theorem 1 Tt is well known that the ortho-derivative 7 p: Fon — Fon of F equals
the function x +> x2' =22, Indeed, given a € Fy» \ {0}, we have B,(x) = F(x) + F(x +
a)+ F(a) + F(0) = ax? + a2 x and therefore 17 (BB, (x)) = tr(((Ba)* " + Ba? )x). Since
gcd(t,n) = 1, the expression (ﬂa)zft + 5a2t equals O if and only if 8 € {0, azn’zr’z}.
According to Proposition 2 we need to show that there does not exist a linearized polynomial
L € Fn[X] such that tr(xzn_zl_zL(x)) = 1 for all non-zero x € Fy» with tr(x) = 0 (see
Proposition 7 of [2]).

Let us assume that there exists a linearized polynomial L = Z'l’;(l] Z_'ij € Fy[X],

such that for every nonzero x € Fpn, tr(x) = 0 implies tr(xzn_zl_zL(x)) = 1, that is, the
Boolean function

F@):=r@) + Dere? 2 2L(x)) + 1)

equals the indicator of {0}, that is, equals x2' =1 4 1in Fan[x] / (xzn + x).
Forr € {1, ...,2" — 2}, the coefficient of x” (supposed to be zero) in the univariate form
of f equals:

(i) the sum Z(i,j,k)es Z?k, where
S={G,j.k)|i, j,ke{0,....,n—1}and 2! +2/+F = p 4 2K 4 2k mod (2" — 1)},

(ii) plus 1ifr = 2! for somei € {0,....,n—1},
(iii) plus the sum Y ; oy €2 where

T={(,k)|jke{0,....n—1}and 2% = r 42K 4 2K+ mod (2" — 1)}.

Note that 2 +2/+* has a binary expansion of weight 2 unless j +k =i mod n, in which
case it has a binary expansion of weight 1.
Without loss of generality, we can assume that < 7. The reason is that the function

X )521,"‘1 for t > % is EA-equivalent to a function x X2+ with 1 < 5 and the
property of being 0-extendable is invariant under EA-equivalence. Moreover, the case r = %
cannot occur since n must necessarily be odd (if n > 2 is even, any quadratic APN function
G: Fyur1 — Fyur1 cannot have linearity 2" since it must be almost bent, see [9]). The

remainder of this proof is split into several cases.
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Gold functions and switched cube functions are not 0-extendable 439

Caser = l.Let4 < s <n—2(assumingn > 6)andr = 2° -3 = 1422423 4... 42571,
Then r + 2K 4 2K+ mod (2" — 1) equals:
2% fork =0,
14+2+2%fork =1,
1423+ 2% fork =2,
14224+ 425 oMy 2% forevery k € (3,..., 5 — 2},
14224 42242 fork =5 — 1
1422+ 4257 L2k o forevery k € {s, ..., n — 2}
2422442 o fork=n—1.
For s = n — 1, the only case where the situation differs with respect to s < n — 2 is for
k=s—1=n—2 (for which r + 25 + 28 =2 4+ ... +2"73 mod (2" — 1)) and for
k =n —1 (for which r 4+ 2K + 2k =2 4 ... 4271 mod (2" — 1)).
Since the only case where we obtain an integer of 2-weight at most 2 is the first one, i.e.,

for k = 0, we deduce that the coefficient of x” in the univariate form of f equals £5_1+£; (the
second term in this sum coming from the case (iii) above). Hence, for the Boolean function

f to equal the indicator of {0}, we must have £, = €,_1, forevery s = 4,...,n — 1, and
therefore, £, = (3.
This yields
n—1

L(x) = lox + 1x% 4 fox* + £3 szi = (Lo + €3)x + (€1 + £3)x% + (€2 + £3)x*
i=3
+ £3tr(x)

and expressing that 77 (x) = 0 implies 7r (x> ~*L(x)) = 1 for every x # 0 results now in
the same property applied to the function (¢g + £3)x + (£1 + 03)x% + Ly + 23)x4. In other
words, we can without loss of generality assume that L has degree at most 4, that is, assume
that 3 =04 =---=4,_1 =0.

Let us now consider other values of r in order to show the inexistence of such (necessarily
nonzero) L for n > 6: Forr =7, we get

B 40=0
and for r = 1, we obtain £; + Z%’H + Z%’H + 14 ¢, =0, hence
b+ 6=l

For r = 3, we get £, + Z% = 0, a contradiction.

Case 1 <t < % — 1. From Lemma 1, it follows that for each r = 2% — (2! + 1)
mod (2" — 1) withs € {2,3,...,t — 1, +2,t 4+ 3,...,n — 2}, the binary expansion of
r 42K 42K mod (2" — 1) can have weight at most 2 only if k € {0, 7+ 1}. Fork =t +1,
we have

t—1
r +2k +2k+t mod (zn _ 1) — 2.&' 4 221 + 221+l’
i=0

which has 2-weight at most 2 only if 2t + 1 = n, i.e., only if r = % Therefore, we
only need to consider k = 0 and we have r + 2k 4 okt — 25 mod (2" — 1). Hence,
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440 C. Beierle, C. Carlet

the coefficient of x” in the univariate form of f equals ¢;_; + £;. We deduce that, for
the Boolean function f to equal the indicator of {0}, we must have £, = {,_;, for every
sef{2,3,...,t—1,t+2,t+3,...,n — 2} and therefore,

t—1 n—2
L) =tox+ 01y 2% +0x? + 1 Y 2% + by
i=1 i=t+1

-1

t—1
= (€0 + Lrs1)x + (€1 + L) D% + (€ + L)x® + Egr + Campx®

i=1

+ £i1tr(x).

Expressing that tr(x) = 0 implies tr(xzn_zt_zL(x)) = 1 forevery x # 0 results now in the
same property applied to the function (€o+€;41)x 4+ (€1 +€;+1) Zf;% x4+ s+ )xzt +

i1 + Z,,_l))czni1 . In other words, we can without loss of generality assume that L(x) is
of the form

-1
Lox + €4 szl + thzt + Z,,_lxznf].

i=1

Again, let us consider other values of r to show the inexistence of such (necessarily
nonzero) L: For r = 7, we get let + £9 = 0 and for r = 1, we obtain £y + E%t + Z%t =1,
hence £; = 1. For r = 2’ + 1, we obtain £; = 0, which is a contradiction.

Caset = % From Lemma 1, it follows that for each r = 2% — (2’ +1) mod (2" — 1)
withs € {2,3,...,1 — 1,t+2,t+3,...,n—2},thebinaryexpansionofr+2k + 2kt
mod (2" —1) has weightat most 2 only ifk € {0, 741}. In that case, we have F2k gkt = 98
mod (2" —1) fork = 0, and r + 2% + 2K+ = 25 4 2" mod (2" —1) fork = ¢+ 1. Therefore,
the coefficient of x” in the univariate form of f equals €;_| + Zi’j + Zfill mod n T Es>
which yields

Vs €23, t— 1t +2,0+3,..n—2): L+ + 02 ve=0. (1)

From Lemma 2, it follows that for each r = 2 — 1 with s € {1,2,...,¢t,t + 3,1 +
4, ...,n — 2}, the binary expansion of r + 2k 4 2kt mod (2" — 1) has weight at most 2
if and only if k € {0,  + 1}. In that case, we have r + 2 4+ 2K+ = 25 4+ 2! mod (2" — 1)
for k = 0 and r + 25 4 2k = 25 4 21+l mod (2" — 1) for k = ¢ + 1. Therefore, the

coefficient of x” in the univariate form of f equals ¢; + 5 + Z%m + 6,2': fors ¢ {1,¢} and

2H~I 2H~I 2[+1 1+

b+ by + 4 + &, fors =tand & + £ + £ +Et2+11 + 1 for s = 1, which yields

Vsef2 .. t—Lt+3t44....n-2: L+6+8"+&) =0 @

and 141 1+1
Z; +Z1+1 +£(2) +£3_1 =0 (3)

and t+1 1+1
GO+ A =1 O]

Combining Egs. (1) and (2), we obtain

ot+1

Vsel2...t—1t431+4...n-2): 4+ +¢

ot+1
n—1

+ Zs—l =0,
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hence 5 = €,y foralls € {1,2,...,t —2,t+2,¢t+3,...,n—3} (from Eq. (3)). Further,
from Eq. (1) and s = 7 + 2, we obtain €41 + 2| + 62" 4+ ¢,45 = 0, hence £, | = £;41.
We observe that Egs. (3) and (4) are in contradiction. ]

3 The case of switched cube functions

To show Theorem 2, we also use the characterization of 0-extendable functions by their
ortho-derivative. The ortho-derivative wr of the APN function F we are considering is given
in the following lemma.

Lemma3 Let pu: Fon — o be a quadratic Boolean function such that F : Fon — Fon, x +—
x3 4 w(x) is APN. For the ortho-derivative 7 p of F, we have

Tr(x) = (tr (x2'1_4) + 1) 2 (xzn_4) Z(x)

for some function ¢ : Fon — Fon.

Proof Since ¢ can be an arbitrary function over Fan, we only need to show that 7y (x) = x> —*
if x2"~4 has trace zero. We have B, (x) = ax?+a%x + pa(x), where g (x) = p(x) + pn(x +
a) 4 p(a) + n(0). Let a € Fan \ {0} with 17 (a?"~*) = 0. Then,

tr(@ 3B, (x) = tr(a 2x* +a~'x) + 1r (@3 pa(x) = 1r(a 2 o (0)) = tr(@® g (x))
= 0’

where the last equality holds because the image of u, is contained in F, and thus
(@ e (x)) = tr@® ~*)tr(uq(x)). Therefore, 7p(a) = a3 = a¥~* Fora = 0,
we trivially have 7r(0) = 0 = 02" —4. ]

Remark 2 Tt is shown in [4] that for the APN family F: x —> x> + tr(x?), we have ¢ (x) =
x6 4 x 27  x 27321 More precisely, the authors showed that the Boolean function
whose support equals the set of pairs (a, b) such that a # 0 and the equation F(x) + F(x +
a) = b has solutions equals 1 + tr(a~3b + 1) when tr(a~%) = 0 and equals tr (¢ (a)b) + 1
otherwise.

In [10], the authors classified all switched cube APN functions up to dimension n = 9
(where they considered the more general notion of switching, i.e., functions of the form
F(x)+z-u(x) for an APN function F, an element z € F» \ {0}, and a Boolean function ).
In [2], the authors classified all quadratic 0-extendable APN functions in dimension n = 7
with a computational approach and they also verified that none of the known quadratic APN
functions in dimension n = 9 is 0-extendable. In particular, they verified that APN functions
of the form x — x3 + u(x), for a quadratic Boolean function f, are not 0-extendable for
n € {7, 9}. In our proof, we can therefore assume that » is an odd integer with n > 11 (we
recall that a 0-extendable function can only exist in odd dimension).

To show that a switched cube function F is not O-extendable, we need to show that for any
linearized polynomial L € [F2»[X] and any non-zero element a € 2, the Boolean function

x> tr@X ™ + D@r@ax) + Dere L) + 1)
+1r (2 ) (er(ax) + D(r () LK) + 1),
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where ¢ is the function as given in Lemma 3, does not equal the indicator of {O}. For that, it
suffices to show that, for any linearized polynomial L € F»:[X] and any non-zero element
a € Fyn, the Boolean function

FOO=rx¥ = + D(er(ax) + D(er(x® *L(x)) + 1) (5)

does not equal the indicator of {0} (if this happens for all such L and a, then F is clearly not
0-extendable).

Observation 1 Let a € Fyr \ {0} and L(x) = Y"2 ;X% € For[X]. Let Y7o upx”
be the univariate representation of the function
g: x> (tr(ax) + D(er(x® ~*Lx)) + 1).
Similarly to as we saw already for the case of a = 1, forr € {1, ..., 2" — 2}, the coefficient
uy of x" equals:
(@) thesum } ; ; 4yes aQiE%k, where

S={G,j. k)i, j.ke{0,....,n—1}and 2" 4+ 2/TF = p 4 2k £ 2kF1 mod (2" — 1)},
(i1) to which we add azi if r = 2/ for some i € {0,....,n—1},
(iii) to which we add Y ; oy £ . where
T={(,k)|jke{0,....n—1}and 27 T* = p 425 4+ 21 mod (2" — 1)}.

‘We then have

n—1
S =¥ g + g(x) = ( sz"*"*z“'”)g(x) +g(x)
s=0

2"—1 /n—1 2"—1 2"—1 /n—1 2" —1
n+s __ns+2
= E E upx 2 + E ux" = E E Up_psyosr2x’ | + E uyx”
0 r=0

s=0 r=0 r=0 \s=0

r=
2"—1 n—1
= Uy + Zur+2s+2x+l Xr,

r=0 s=0

where the exponents and indices are taken modulo 2" — 1, so the coefficient v, of x” in the
univariate representation of f equals

n—1
v = Uy + Z Upyos g5t (6)
s=0

Similarly as we did in the case of the Gold functions, we will derive equations in the
coefficients ¢; of L by determining the coefficients v, for some well-chosen values of r €
{1,...,2" —2}. Let us start with studying the coefficients v, withr =2" —9for5 <m <
n — 3. For this, we need the following lemma.

Lemma4d Letn,m € N*, s,k e N, s,k <nwithn >9,and5 <m <n—2,andk ¢ {0, 1}.
Then, the binary expansion of h:=2" —9 425 4251 .2k 4 2k+1 mod (2" — 1) has weight
strictly greater than 2. Moreover,

1. ifk = 0, theweight of h isatmost 2 only if s = 1. Inthat case, we have h = 2"~ 142m~1,
2. ifk = 1, theweight of h is atmost 2 only ifs = 0. In that case, we have h = 2™ =1 42m=1,
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Moreover, for each 0 < k < n, the binary expansion of 2" — 9 +2F 4281 mod (2" — 1)
has weight strictly greater than 2.

Proof Let us first prove the statement on the weight of the binary expansion of 4. We have:
m—1
h=1+24274) 204284 2M1 4254 271 mod (2" - 1).
i=4
In the following, we assume that k < s. The case of k > s can be proven similarly by
exchanging the roles of s and k. Let us first consider the case of k € {0, 1}.

If k = 0, we have & = 2 + 75" 27 425 4 251 mod (2" — 1), which has 2-weight
at least 3 if s # 1. Indeed, s = O implies that h = 1 + 2% + Z?"z_; 2¢, s = 2 implies that
h=2+4+2"s =3impliesh = 2+2*+2" and s > 3 implies that the binary expansion
of h contains 2 + 8 and at least one additional power of 2 (since m < n —2). Fors = 1, we
have h = 2.

Ifk =1, wehave h =1+ Z;":_zl 20 425 + 251 mod (2" — 1), which has 2-weight
at least 3 since s # 0 (note that we assumed k < s). In the remainder of this proof, let us
assume that k£ ¢ {0, 1}.

Case s < n — 2. In that case, 2K 4+ 2k+1 4 25 4 2s+1 < on=2 4 on—1 Hepce, since s > 2
and k > 2 (this is the case as k ¢ {0, 1} and k < s by assumption), 25 4 2K+1 425 4 2s+1
can combine only with 2% 4 Z?Ql 2! while 1 + 2 is kept the same, the 2-weight of / is then
at least 3.

Cases =n —2.If k < n — 5, we obtain 2% 4 2K+1 428 - 2s+1 < pn=3 4 pn=2 4 pn—1
and we can use the same argument as above. Fork = n — 4, wehave h = 1 +2 + 22 +
S toi eyl 28 mod (2" — 1), which can have 2-weight at most 2 only if m = n — 3.
Then, h = Z::; 2! which has 2-weight at least 3 sincen > 9. Fork € {n —3,n — 2}, itis
straightforward to deduce that the 2-weight of % is greater than 2.

Case s = n — 1. In this case, we have h = 217’2_3] 20 4 2k 4 pk+1 4 2n—1 which has
2-weight at least 3.

Finally, the last statement of the lemma is clear, since the weight of the binary expansion
of

m—1
We=2m—9+2F 42 = 1424274 ) " 2T 42K 4 2F mod 2" — 1)
i=4
is strictly greater than 2 for all values of k. O

Case 1 in Lemma 4 corresponds to Case (i) in Observation 1, withi = j+k = m—1andto
Case (iii) with j +k = m. Also Case 2 in Lemma 4 corresponds to (i) withi = j+k =m—1
and to (iii) with j + k = m.Letnow 5 <m < n — 3 and r = 2™ — 9. From Lemma 4, we
obtain that the coefficient v, of x” in the univariate representation of f equals Expression
(6) in which the sum in s is in fact reduced to s € {0, 1}, i.e.,

Up = Up4142 + Ur4244.

Further, from Lemma 4, we deduce that u, 4244, which corresponds to Case 1, equals
m—1 .
a®" Lm—1+ €y (where the last term comes from (iii)) and that #4142, which corresponds
-1 . .
to Case 2, equals a?" Efn_z + Zrzn_ |- Hence, we obtain the relation

m—1 m—1
vom_g = Ly, + E,Zn_] + a? -1 + a? Kgn_} @)

Let us now study the coefficients v, withr =2" —3for5 <m <n — 3.
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Lemma5 Let n,m € N*, s,k € N,s,k < nwithn > 9, and5 < m < n—3, and
k ¢ {0,m — 1, m, n—1}. Then, the binary expansion of h:=2" — 3 425 4 25+1 4 2k | pk+1
mod (2" — 1) has weight strictly greater than 2. Moreover,
1. ifk = 0, the weight of h is at most 2 only if s = m or s = m — 1. In that case, we have
=2t L omtl gpd h = 2m=1 L 2mH pespectively.
2. if k = m — 1, the weight of h is at most 2 only if s = 0. In that case, we have
h=2mt g omil,

3. if k = m, the weight of h is at most 2 only if s = 0. In that case, we have h =
2m+1 +2m+1.

4. ifk =n — 1, the weight of h is at most 2 only if s = k = n — 1. In that case, we have
h=2m=t 4 om=l,
Moreover, for 0 < k < n, the binary expansion of h':=2" —3 4+ 2% 4 2k+1 mod (2" — 1)
has weight at most 2 if and only if k = 0. In that case, i’ = 2"~ 4271,
Case 1 in Lemma 5 corresponds to Case (i) in Observation 1, which contributes in the
coefficient u, of x” for the sum Z(i,/,k)es azlﬁﬁk, where

S=A{G,j. k)i j.kef0,....n—1}and 2 +2/TF = p 4 2k 4 2k+1 mod (27 — 1)},

withi = j+k=m+landwithi =m—1,j+k =m+1and withi = m + 1,
j +k =m — 1; and to Case (iii), which contributes for the sum Z(;,k)er Z?k, where

T={(,k)|jke{0,....n—1}and 27K = p 425 21 mod (2" — 1)},

with j +k=m + 2.

Case 2 corresponds to (i) withi = m—1, j+k = m+1andwithi = m+1, j+k =m—1,
and to (ii), which adds a? ifr =2'.

Case 3 corresponds to (i) withi = j +k = m + 1, to (ii) and to (iii) with j + k = m + 2.
Case 4 corresponds to (i) withi = j + k = m — 1 and to (iii) with j + k = m.

Letnow 6 <m <n —3andr = 2" — 3. From Lemma 5, we obtain that the coefficient
v, of x” in the univariate representation of f equals Expression (6) in which the sum in s is
in fact reducedtos € {0,m — 1, m,n — 1}, i.e,,

Up = Uy + Urg142 + Upyom=tgom + Upomomtt + Upgon-iyg.
Further, from Lemma 5, we deduce that u, 4142, which corresponds to Cases 2 and 3, equals
a2 K%m_l +a2"" E%m_l +a2"! 3" +a%" 463" (where the last term comes from (iii) and the
second last term from (ii)), u, , ym-1, ym, Which corresponds to Case 1, equals azm_lﬁer 1+
a2er1 €in—1, U, ym m+1, which corresponds to Case 1, equals azm+1 Lmt1 + Lmy2 (Where the
last term comes from (iii)), and u, | yn-1, 1, which corresponds to Case 4, equals a?"” (%:71 +

-1 m—1 wen .
ann 1 Further, u, = a%" £,,_1 +£,, (where the last term comes from (iii)). Hence, we obtain

the relation
n—1 m—1 m+1 m—1 n—1 m—1 m+1
vy =2+l + @+ M +a” 6 4@ +d Y

+ azm—l e%m—] + ezm + a2m+l e%m + a2m+l e%m—] + azm )
(®)
Let us continue by studying the coefficients v, withr =2" —5for3 <m <n — 3.
Lemma6 Let n,m € N* s,k € N,s,k < nwithn > 9, and3 < m < n —3, and
k ¢ {0, 1, m}. Then, the binary expansion of h:=2" —5+25 +25T1 4 2k 4 2k+1 mod (2" —1)
has weight strictly greater than 2. Moreover,
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1. if k = 0, the weight of h is at most 2 only if s = 0 or s = 1. In that case, we have
h=2"420and h = 2™ + 22, respectively.

2. ifk = 1, the weight of h is at most 2 only if s = 0 or s = m. In that case, we have
h=2"4+22and h = 2"+2 420, respectively.

3. ifk = m, the weight of h is at most 2 only if s = 1. In that case, we have h = 2"+% 429,

Moreover, for 0 < k < n, the binary expansion of h':=2" — 5+ 2k 4 2k+1 mod (2" — 1)
has weight at most 2 if and only if k = 1. In the case of k = 1, we have h’ = 2™ + 29,

Letd <m <n—3andr =2™ — 5. From Lemma 6, we obtain that the coefficient v, of
x" in the univariate representation of f equals Expression (6) in which the sum in s is in fact
reduced to s € {0, 1, m}, i.e.,

Uy = Ur + Ur4+142 + Ur42+44 + Uy om g pm+1.

Further, from Lemma 6, we deduce that u, = azmﬁﬁ_l + aﬂfn_l, Upyl142 = azmﬁo +

m 2 m 2
aly, +a? Z%—i—az 651_1, U244 = a"ty+a* ty,+a
2m+2
a

2m+2 om om _
En_m +a€2 . and u,+2m+2m+1 =

25_1 + aﬁrzn +1- Hence, we obtain the relation

m+2 m m+2 Am
vn_s = @ +a®E_ + a2+ al + @+ @), + @+ a)l

m m m m (9)
+a£% +a?" 4 a? E%—i—az £o.

Finally, we consider the coefficient vig.

Lemma7 Letn € N*, s,k € N,s,k <nwithn >9andk ¢ {0,2,n — 1}. Then, the binary
expansion of h:=19 + 25 + 2511 2k 4 2k+1 mod (2" — 1) has weight strictly greater than
2. Moreover,

1. ifk = 0, the weight of h is at most 2 only if s = 2. In that case, we have h = 2° + 21,

2. ifk = 2, the weight of h is at most 2 only if s = 0 or s = n — 1. In that case, we have
h=2 +2"and h = 2% + 2", respectively.

3. if k = n — 1, the weight of h is at most 2 only if s = 2. In that case, we have
h=2% 421

Moreover, for each 0 < k < n, the binary expansion of 19 + 2% + 2kt1 mod (2" — 1)
has weight strictly greater than 2.

From Lemma 7, we obtain that the coefficient vig of x” in the univariate representation
of f equals Expression (6) in which the sum in s is in fact reduced to s € {0, 2, n — 1}, i.e.,

Up = Ur4142 + Up4aq8 + Up o147

5 2 2 5
Further, from Lemma 7, we deduce that u, 142 = a? Z%_l + a2Z§ , Uppd+8 = a¥e, +

5 -1 —1 -1 5 2 -1 2 .
a*ls + a? 6(2)” +a% 6%" sand u, jon-1,y = a? 6373 +d* E% . Hence, we obtain the
relation

n—1 n—1 n—1 ~n—1
vig = a2y +a>% 0 + @ +a? G+ +a* F T +aPe 1 del . (10)
We now have all relations we need in order to prove our result.

Proof of Theorem 2 As we have already outlined above, we assume that n is an odd integer
with n > 11. Let us assume the existence of a € Fp« \ {0} and of a linearized polynomial
L(x) = Z;’-;(l) ;X 2! ¢ Fan[X], such that f (as defined in Eq. (5)) equals the indicator of
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{0}, equal to x2"~1 41 € Fan[x]/(x%" 4 x). Then, Relations (7), (8), (9), and (10) hold where
the v, on the left-hand side are all equal to 0.

High level idea Our idea for simplifying the rather complex situation is to add to L a
polynomial satisfying Relation (7) for every m and matching L at as many coefficients as
possible. The fact that this new polynomial has as few nonzero coefficients as possible will
simplify the situation. Relation (7), if true for every m, writes: Vi, £,, +€%1_1 =" 1+

m— m— m 2 . . .
zfn,z) = =g 2 2+~~+2(£1 + E%) =a’ Z%KO A linearized polynomial L(x) =

Z']’;(l) l szj satisfies then Relation (7) for every m € Z/nZ if and only if £, + Eﬁl_l equals,
for every m, a?" times a constant, that is, L(x) 4+ (L(x))? = (b + b?) tr(ax) for some b
(indeed, for every x, L(x) + (L (x))? has zero trace and this must then be the case also of
the multiplicative constant). The relation L(x) + (L (x)?% = (b+b?) tr(ax) is equivalent to
L(x) = btr(ax) + I(x) where [(x) + (I(x))? = 0, that is, [ is Boolean (and linear), that is,
I(x) = tr(cx) for some c. Having the choice of b and ¢, we can try to choose them so that

L(x) + btr(ax) + tr(cx) has no term in x23 and no term in x24.

The proof in detail We observe that, for any b, d € Fy» and any Boolean function ¢ : Forn —
Fy, adding b - tr(ax) + ¢(x) + dx? + d*x to L(x) does not change the function

Fx) = @r? = 4+ D(r(ax) + D@rx> —*Lx)) + 1).

Indeed, adding b - tr(ax) adds a function multiple of 7r(ax) to (tr(x¥—*L(x) + 1)
which cancels with (¢r(ax) + 1), adding ¢ (x) adds a function multiple of tr(xzn 4 to
(tr(x¥"~*L(x)) + 1) which cancels with (¢r(x2'~*) + 1), and adding dx? + d?x adds
dx?' 72 4 d?x% 73 = dx?' 72 4 (dx?' 722 to (tr(x¥ *L(x)) + 1) which has zero trace
and cancels. )

Therefore, if L(x) = Z::ol ¢;x% is a linearized polynomial such that the coefficients
Lo, ..., ¢,—1 satisfy all the Relations (7), (8), (9), and (10), then also, for every b, ¢, d € Fyn,
the coefficients o, /1, ..., [,— of the polynomial

n—1 n—1
L'(x):= Zlixz’ =b - tr(ax) + tr(cx) + dx? + d*x + Zzile
i=0 i=0
n—1 ) ) )
= (lo+ba+c+d)x+ (U +ba* + P +d)x> + ) (4 +ba® + ¥ )x*
i=2
satisfy all those relations and we can choose any b, ¢, d € Fp» without loss of generality. We
split the remainder of this proof into two cases.
Case tr(ﬁ—g + a%) = 0 or tr(a% + C%) = 0. If tr(ﬁ—% + a% = 0, we can choose

b e Fpand ¢ € For such that & + b+ (£)° = 0and & + b+ (9)'° = 0, ie.,
I3 =43 +ba®+c® =1y =ty +ba'® + c'® = 0. We then have, by applying Relation (7)
form ¢ {0,1,2,3,4,n—2,n— 1}, thatl, 3 =l,_4=--- =l =13 =0.

Similarly, if tr(f{‘6 + a%) =0, , we can choose b € o and ¢ € Fan such that a% +b+
() =0and & +b+(5) =0.ie.ls = t4+ba'®+c0 =I5 = ts+ba® + 2 = 0.
We then again have, by applying Relation (7) to the coefficients /,,, form ¢ {0,1,2,3,4,n—
2,n— 1} thatl, 3 =1l,4g=---=1l3 =13 =0.

Further, by choosing d € Fy», we can assume without loss of generality that /o = 0. Thus,
. . -2 —1
we can restrict ourselves to functions L'(x) = Lx?+ bhx* + l,,_zxzn + ln_lxzn .
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Relation (8), which is valid form € {6, ...,n — 3} gives, form =6,...,n —5,

2m+|

0 _ azm llzm 1 lzm + ll2m + a2m _ (alz + l% + a4112 + a2)2m—1

and taking the 2~ !-th root yields lf =
gives

% Applying Relation (8) form = n — 4

on— 512)1 5 + 12 —4 + a2n—312n—4 + azn—4

lho=a 1

and raising it to the 27-th power yields /,_, = 0. Similarly, applying Relation (8) form = n—3
results in

n— —4 on— —4

n—3 n—2 ~n—3 n—3
Loy=a* 13+ +d B +4d°

thus also /,,_; = 0.
Now, applying Relation (9) form € {4, 5, ..., n — 3} and substituting /; gives

2

a4 a® B +a" Bh tallt =d*" 2 (11)

Form = 4,5 in Eq. (11), we obtain the system

a'®l, + alzlg +a®n + a1216 =a'4
a?l + azslg +a¥L + al;’2 = a0,

Multiplying the first equation by a !¢ and adding the second equation yields a' 71216 +al;’2 =
0,1.e., 2 € {0, a}. This is a contradiction as neither of those values for [, satisfy the system.

Case tr(% + t;%) = tr(;% + u%) = 1. In this case, we have tr(ﬁ—; + a%) = 0. Because
n is odd, the image of the mapping x — x 4+ x* over Fon is exactly the set {x € [Fon |
tr(x) = 0}. Therefore, we can choose b € F» and ¢ € Fan such that b+ (S )8 =0and
tf% +b+ (5) =0,ie,3=0+bab 4+ =15 =105 +ba*? +c32 = 0. By applying
Relation (7) to m = 5, we obtain 2 = a®'Iy, i.e., Iy = 0 or ly = a®'. If I = 0, then we can
make the same calculations as in the previous case above, so we assume [4 = a24. We then
obtain (also by applying Relation (7)) that /g = @ and l7 = 0, and inductively that [, = a?"
for even values of m € {4,5,...,n—3}and [, = 0 for odd values of m € {4,5,...,n—3}.
Further, by choosing d € o, we can assume without loss of generality that [o = 0.

Applying Relation (8), which holds form € {6, 7, ..., n — 3}, to m = 6 yields

m—1 _~n—1 m—1 _~m—1 m m—+1_~m m
0=lpi2+a® B +l,+a® 5 +05 +a¥ 1 +d?
m—1 _~m—1 m m+1 _~m m m—+2
N A R N o

and by taking the 2" ~!-th root, we obtain 0 = al, —H% +a4112 +a®+4a®. Applying Relation (8)
to m = n — 4 (which is odd) gives

m—1 _~Am—1 m+2
a2 l2 2!

m+1 _om m
+a® 112 +a”" +a

ln—n = 12

=(ah+B2+a*'B+d2+a" " =0
and applying Relation (8) to m = n — 3 (which is even) yields
ln_l _ azm llzm 1 + l%m + a2m+lllzm + a2m+ll(2)mfl + azm

om+2 on—1

= (al, + lz + a4112 +a®+ aS)Z"H +a =a
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Now, applying Relation (9) form € {4, 5, ..., n — 3} and substituting /; and [, yields
@ +a¥" I +a® R+ al? =" a2 (12)
For m = 4,5 in Eq. (12), we obtain the system

(a16+a13)lz+alzl§+a1216 :a14+a65,
(a32—|—a29)lz+a281%+al§2 :a30+a129.

Multiplying the first equation by ' and adding the second equation results in a”lé6 +
alg2 =a¥ 4+ 4! e, l% +al, + (@ + a®) = 0 and the two solutions of this quadratic
equation are I = a* and I, = a* + a. Plugging those two values of /5 into the first equation
of the system yields a7 = a' thatis, a® = 1, that is, a € F;gcd(Z,n)’ that is, a = 1 since n
is necessarily odd, in which case the system has /; = 0 and [, = 1 as the only solutions. In
both cases, we have /; = 0. Relation (10) writesO = 1+ 1+ 1,sincevig =lp =11 =I5 =0
and l¢ = [,—1 = [,—3 = 1. This completes the proof by contradiction. O

4 Concluding remarks

In the present paper, we have shown that the Gold APN and switched cube APN functions
(including the APN family x > x> + ¢r(x”)) in dimensions n > 5 are not extendable to
quadratic APN functions in one more variable having lowest possible (necessarily nonzero)
nonlinearity. The question of the existence of quadratic APN functions in dimension n > 7
(necessarily in odd dimension) that admit an extension of such type remains open. We know

. . . . . +k

(see e.g. [7]) that the linearity of an n-variable quadratic Boolean function equals 2"3", where
k equals the dimension of its linear kernel (that is, the vector space of the directions of its
derivatives that are constant). We know that quadratic APN functions in odd dimension are

almost bent (AB), that is, have linearity 2%. A quadratic n-variable AB function is then
extendable to a quadratic (n + 1)-variable function F with linearity 2" if some component
function of F has a linear kernel of dimension n — 1, while every component function of the
restriction of F to a hyperplane (valued in a hyperplane) has a linear kernel of dimension 1.
We leave the question open whether this is possible for large enough values of n. Even the
question of the existence of known quadratic APN functions in dimension n > 7 that admit
an extension of such type remains open. A first task needed to be achieved for progressing
on this problem would be to determine the ortho-derivatives of the other known classes of
APN functions (see a list of known AB functions up to equivalence in e.g. [7, Chapter 11]).
There are in particular binomials, whose gamma functions are obtained in [4], but only up to
a conjecture, and depend on a function that is not explicit. There are hexanomials, whose case
seems more accessible. The more general problem of determining whether APN functions
with low nonlinearity exist for any n large enough is a wide open question, with huge interest
for our knowledge on general APN functions.
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