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Abstract

Functional encryption for set intersection (FE-SI) in the multi-client environment is that each
clienti encrypts a set X; associated with time 7" by using its own encryption key and uploads
it to a cloud server, and then the cloud server which receives a function key of the client
indexes i, j from a trusted center can compute the intersection X; N X ; of the two client
ciphertexts. In this paper, we first newly define the concept of FE-SI suitable for the multi-
client setting. Then, we propose an efficient FE-SI scheme in asymmetric bilinear groups and
prove the static security of our scheme under newly introduced assumptions. In our FE-SI
scheme, a ciphertext consists of O(€) group elements, a function key consists of a single
group element, and the decryption algorithm has O (¢£%) complexity where £ is the size of
a set in the ciphertext. Next, we propose another FE-SI scheme with time-constrained keys
that limits the ability of function keys to be valid only for a specified time period 7', and
proves the static security of our scheme. Finally, we prove that the two assumptions hold in
the general group model to provide confidence in the two newly introduced assumptions.

Keywords Functional encryption - Private set intersection - Multi-client setting - Bilinear
maps - Contact tracing

Mathematics Subject Classification 94A60

1 Introduction

Functional encryption (FE) is a new extension of public-key encryption [11]. In FE, a cipher-
text is associated with a message x and a private key is associated with a function f, and the
decryption algorithm reveals the result of function calculation f(x) [10]. An FE scheme that
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supports an arbitrary function f can be constructed by using indistinguishability obfuscation
[21]. However, to date, designing an efficient construction for indistinguishability obfusca-
tion is a difficult problem. Another way to implement an efficient FE scheme is to limit the
expressiveness of the functions supported by FE. Recently, a new FE scheme that supports
the inner product operations of ciphertexts and private keys was introduced [3,5]. By using
the FE scheme for inner-products, it is possible to build an efficient FE scheme that performs
statistical operations such as average and weighted sum.

It is an interesting research direction to devise other efficient FE scheme that provides
new functions that cannot be expressed using inner products. In this paper, we pay attention
to a function that calculate the intersection of two sets. Many studies have been conducted
on private set intersection (PSI) that computes the intersection of two sets without revealing
anything else [16,18,19,26]. Basically, PSI is a two-party protocol in which two parties with
sets X and Y exchange encrypted messages multiple times with each other to compute the
intersection X N Y. At this time, the two parties cannot obtain information on the other’s set
items except the intersection items. Many PSI protocols have been proposed, but fundamen-
tally it has a disadvantage that requires interactions between parties. In an environment where
a large number of users stores their encrypted data in a cloud server and do not access the
cloud server afterwards, an FE scheme for set intersection that does not require interactions is
more suitable than a PSI protocol that requires interactions between users. An FE scheme for
set intersection can be constructed by using a multi-input FE scheme for arbitrary functions,
but this approach is still ineffective because this FE scheme requires indistinguishability
obfuscation [24].

Recently, FE schemes that support set intersection operations was proposed by Kamp et
al. [35]. They defined the concept of multi-client FE for set intersection by extending the
concept of multi-client FE introduced in [24]. In addition, they proposed a two-client FE
scheme for set intersection that operates between two clients and a multi-client FE scheme
for set intersection that operates between multiple clients. However, their FE definition for set
intersection has a problem of lacking the flexibility to control the set intersection operation
because only one function key is set at the setup stage. For this reason, their FE scheme has
a problem that the setup algorithm needs to be performed for each pair of clients to perform
the set intersection. For example, if there are n clients, a maximum of n? setups is required
for the set intersection between two clients and each client has to store n> encryption keys.

A better FE scheme for set intersection is that only one setup is performed even if there
are n clients, and each client must own only one encryption key. In addition, this FE scheme
can issue many function keys for set intersection, and an entity with a function key must be
able to freely calculate the set intersection on two ciphertexts of the corresponding clients.
In this paper, we ask whether it is possible to efficiently construct this better FE scheme for
set intersection.

1.1 Our contributions

In this paper, we define FE that supports the set intersection operation and propose two FE
schemes for set intersection in bilinear groups.

Definition First, we define functional encryption for set intersection (FE-SI) that supports
basic intersection operation. In FE-SI, a trusted center provides an independent encryption
key EK; for each client i and generates a function key SK; ; for the intersection operation on
two clients i, j. Each client with an index i creates a ciphertext C; on time T by encrypting
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a set X; by using its encryption key. After that, a third party with a function key SK; ; can
compute the intersection X; N X; from two ciphertexts C; and C; of two clients i, j by
running the decryption algorithm when the ciphertexts are generated at the same time 7. We
modify the definition of FE-SI to define functional encryption for set intersection with time-
constrained keys (FE-SI-TCK) that issues a function key that is valid only for a limited time
period T'. The function key of FE-SI-TCK can limit the life-time of the function key because
the function key is additionally associated with time and it is valid only for ciphertexts of the
same time.

FE for set intersection In order to design an FE-SI scheme in asymmetric bilinear groups,
we devise a method to derive a temporal key 7 K to be used for encryption and decryption
when the ciphertext elements of two clients encrypt the same set item x. That is, when the
encryptionkeys of clients i and j are givenas («;, ;) and («, B;) respectively, the ciphertext
elements of two clients i, j are formed as H (T ||x)*, H(T||x)% where H is a hash function
and x is a set item, and a function key for indexes 7, j is provided as SK; ; = gﬁi /leitaj)
Then a temporal key is derived as e(H (T [|x)* - H(T ||x)*/, SK; ;) = e(H(T ||x), g)ﬂi by
using a pairing operation. In our FE-SI scheme, a function key is composed of a single group
element and the size of a ciphertext is proportional to the number of set items. The decryption
algorithm requires O (¢?) complexity where £ is the size of a set because it needs to try all
possible pairs of ciphertext elements of two clients. In order to prove the security of our
FE-SI scheme, we define a static-IND security model such that an attacker initially submits
all corrupted clients, challenge sets, and all function key queries. To prove the static-IND
security of our FE-SI scheme, we newly introduce two dynamic assumptions derived from the
FE-SI scheme and show that these assumptions hold in the generic group model. In addition,
we present the extensions of our FE-SI scheme that support associated data encryption, set
intersection cardinality, and multi-party set intersection.

FE-SI with time-constrained keys The function key for indexes i, j of our FE-SI scheme is
very powerful because it can be used to compute the set intersection of all ciphertexts of two
clientsi, j. A way to provide additional control to the FE-SI scheme is to limit the availability
of the function key to a specific time period. By modifying our FE-SI scheme, we propose
an FE-SI-TCK scheme that has the ability to issue a function key that is only valid for a time
period T'. In order to limit the function key for the time 7', we derive a time encryption key
(aj.1, Bi, ) for each individual time period T from an original encryption key E K; and use
this key for ciphertext encryption on time 7. That is, by using the pseudo-random function
PRF,wecalculate o; 7 = PRF(z, 1||T) and B; 7 = PRF(z, 2||T) where z is the original
encryption key. In this case, the function key is generated as SK; j 7 = ghir/ir+an) for
the time 7', which is only valid for the time 7'. In order to prove security of our FE-SI-TCK
scheme, we argue that our FE-SI-TCK scheme is static-IND secure if our FE-SI scheme is
also static-IND secure. In addition, the FE-SI-TCK scheme can be easily extended to support
a time-range function key that is valid from time 77, to time Tg, and to provide forward
secrecy that protects past ciphertexts even when the encryption key of a client is exposed.

1.2 Application

Privacy-preserving contact tracing Due to the worldwide spread of infectious diseases
such as the coronavirus, there is a need for a way to trace people who have come into contact
with a confirmed patient for public health [1]. To this end, people want to check whether
a common location exists between their visited locations and the visited locations of the
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confirmed patient while hiding their locations. One method is to use the existing private
set intersection (PSI) protocol to calculate the set intersection. However, this method is
difficult to directly apply since additional interactions between users are needed to calculate
the intersection and the load of client computation is relatively high. Recently, private set
intersection cardinality (PSI-CA) protocols for contact tracing has been proposed [17,34].
Another way is to use an MCFE scheme for set intersection. To this end, a hospital cloud
server stores the encrypted data of the visited locations of the confirmed patient. Then, when
a user encrypts his visited locations and uploads them to the cloud server, the hospital cloud
server receives a function key for set intersection cardinality and calculates the set intersection
cardinality between the user and the confirmed person. If the cardinality of the set intersection
is positive, then the cloud server notifies the user that there is a possibility of contact. After
that, the user may additionally receive a function key for set intersection and decrypts the
exact intersection locations. Another advantage of using the MCFE scheme is that the set
intersection operation of ciphertexts corresponding to the same time period is allowed, but
the set intersection operation of ciphertexts in different time periods is not allowed.

1.3 Related work

Functional encryption The concept of functional encryption (FE) was introduced by Boneh
et al. [10,11]. Identity-based encryption, hierarchical identity-based encryption, attribute-
based encryption, and predicate encryption, which are widely known, can all be viewed as
special forms of FE [9,23,25,29]. In terms of performing computation on encrypted data, FE
is similar to homomorphic encryption (HE), but there is a difference that unlike the ciphertext
of the computation f(x) is the output of the evaluation algorithm in HE, the computation
f(x) itself is the output of the decryption algorithm in FE [22]. It is known that an FE
scheme that supports all polynomial-size circuits can be designed by using indistinguisha-
bility obfuscation [21]. By expanding the concept of FE, the concepts of multi-input FE
(MI-FE) and multi-client FE (MC-FE) were introduced, and MI-FE and MC-FE schemes
can be also designed with indistinguishability obfuscation [24]. For efficient FE schemes,
functional encryption for inner-products (FE-IP) was introduced and many FE-IP schemes
were proposed [3,5]. Since then, the FE-IP scheme has been extended to the multi-input FE-
IP and multi-client FE-IP schemes [4,15,31]. An efficient FE scheme for quadratic functions
has also been proposed, which has more expressive power than inner product operations [6].
Recently, an MC-FE scheme that supports conjunctive equality and range queries has been
proposed [30].

Private set intersection The private set intersection (PSI) protocol was introduced by Freed-
man et al. [18]. The PSI protocol is a protocol that calculates the intersection X NY when two
parties A, B each own sets X, Y respectively, and does not expose other set information other
than the set intersection of X and Y. Secure PSI protocols can be designed by using various
cryptographic tools such as Diffie-Hellman key exchange [27], oblivious polynomial evalu-
ation [18], oblivious pseudo-random functions [19], garbled circuits [26], oblivious transfer
protocols [16], and fully homomorphic encryption [14]. Basically, the PSI protocol is an
interactive one that exchanges multiple messages between two parties. An interesting variant
of the PSI protocol is the outsourced PSI protocol using a cloud server [28]. In the outsourcing
PSI protocol, since the cloud server performs the operations performed by individual clients
instead, it is possible to reduce conversations and operations between clients. However, this
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outsourcing PSI protocol also requires interactions between clients during initial setup or at
some stage.

Public-key searchable encryption Public-key encryption with keyword search (PEKS) is
a kind of public-key encryption that allows to search keywords in ciphertexts by using a
trapdoor generated by a trusted party [8]. In PEKS, ciphertext and trapdoor are associated
with each keyword, and the test algorithm can check whether the ciphertext keyword and the
trapdoor keyword are the same or not. By using a PEKS scheme, we can construct a special
kind of the set intersection protocol [12]. That is, one client generates ciphertexts by using a
public key where each ciphertext is associated with a keyword x € X, and the other client
receives trapdoors for a set Y from the trusted party where each keyword is associated with
a keyword y € Y. In this case, the client who has trapdoors can calculate the intersection
X NY by running the test algorithm for each pair of ciphertexts and trapdoors. In general, a
PEKS scheme can be constructed by using an anonymous IBE scheme [2].

2 Preliminaries

In this section, we define functional encryption, symmetric-key encryption, and pseudo-
random function. We also introduce complexity assumptions to prove the security of our
FE-SI schemes proposed in this paper.

2.1 Notation

Let n be a positive integer. The notation [#] is defined as a set {1, ..., n}, and the notation
[n1, n2] is defined as a set {ny, ..., na}. Given two strings a and b, a||b is the concatenation
of the two strings.

2.2 Functional encryption

Functional encryption is an extension of public key encryption that outputs the computa-
tion on encrypted data f(x) instead of outputting the original message x in the decryption
process in which a ciphertext is associated with a message x, and a private key is associ-
ated with a function f [10]. Functional encryption can be modified in various ways and can
be extended to multiple-input functional encryption that processes multiple ciphertexts, and
multi-client functional encryption that processes ciphertext generated by multiple clients that
have independent encryption keys [24]. The following is the syntax of public key functional
encryption.

Definition 2.1 (Functional Encryption) A functional encryption (FE) scheme consists of
four algorithms Setup, GenKey, Encrypt, and Decrypt, which are defined as follows:

Setup(1’) The setup algorithm takes as input a security parameter A. It outputs a master key
M K and public parameters P P.

GenKey(f, MK, P P) The key generation algorithm takes as input a function f, the master
key M K, and the public parameters P P. It outputs a secret key SK 7.

Encrypt(x, P P) The encryption algorithm takes as input a message x and the public param-
eters P P. It outputs a ciphertext CT.
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Decrypt(CT, SK s, P P) The decryption algorithm takes as input a ciphertext CT encrypting
a message x, a secret key SK y corresponding to a function f, and the public parameters
P P. It outputs a value f(x).

The correctness property of FE is defined as follows: For all (MK, PP) <« Setup(1%),
SKy < GenKey(f, MK, P P) for any function f € F, and CT < Encrypt(x, P P) for
any x € X, itis required that Decrypt(CT, SKr, PP) = f(x).

2.3 Symmetric key encryption

Symmetric-key encryption is encryption that uses the same secret key for encryption and
decryption algorithms. The detailed syntax of the symmetric-key encryption is described as
follows.

Definition 2.2 (Symmetric Key Encryption) A symmetric key encryption (SKE) scheme
consists of three algorithms GenKey, Encrypt, and Decrypt, which are defined as follows:

GenKey(1*) The key generation algorithm takes as input a security parameter A. It outputs
a symmetric key K.

Encrypt(M, K) The encryption algorithm takes as input a message M € M and the sym-
metric key K. It outputs a ciphertext C.

Decrypt(C, K) The decryption algorithm takes as input a ciphertext C T and the symmetric
key K. It outputs a message M or a symbol L.

The correctness property of SKE is defined as follows: For all K generated by GenKey and
any message M € M, it is required that Decrypt(Encrypt(M, K), K) = M.

The standard security model of symmetric-key encryption is indistinguishability security
against chosen-plaintext attacks (IND-CPA), but we define one-message security as a weaker
form of security. One-message security is to provide only one challenge ciphertext to an
attacker, and the IND-CPA security guarantees one-message security.

Definition 2.3 (One-Message Security) The one-message security of SKE is defined in the
following experiment EXPi{( E(1%) between a challenger C and a PPT adversary .A:

1. Setup: C generates a secret key K by running GenKey(1%). It keeps K to itself.

2. Challenge: A submits challenge messages Mj, M| where |M{| = |M{|.C flips arandom
coin i € {0, 1} and gives a challenge ciphertext CT* to A by running Encrypt(M?, K).

3. Guess: A outputs a guess i’ € {0, 1} of w. C outputs 1 if u = u’ or O otherwise.

The advantage of A is defined as Adv3¥£ (1) = |Pr[EXPSFZ(1%) = 1] — }|. An SKE
scheme is one-message secure if for all PPT adversary A, the advantage of A is negligible
in the security parameter A.

2.4 Pseudo-random function

A pseudo-random function (PRF) is a function F : IC x X — ) where K is a key space, X
is a domain, and ) is a codomain. Let F (k, -) be an oracle for a uniformly chosen k € K and
/() be an oracle for a uniformly chosen function f : X — ). We say that a PRF F is secure
if for all efficient adversaries .A, the advantage of .4 defined as AdeRF A) = | PriAf %) =

1] — Pr[AfO = 1]’ is negligible in the security parameter A.
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2.5 Bilinear groups

A bilinear group generator G takes as input a security parameter A and outputs a tuple
(p, G, @, Gr, e) where p is a random prime and G, G, and Gr are three cyclic groups
of prime order p. Let g and ¢ be generators of G and G, respectively. The bilinear map
¢:G x G — Gy has the following properties:

1. Bilinearity: Vu € G, ¥d € G and Ya, b € Z,, e(u®, 1") = e(u, )*.
2. Non-degeneracy: 3g € G, g € G such that e(g, £) has order p in G7.

We say that G, G, Gr are asymmetric bilinear groups with no efficiently computable iso-
morphisms if the group operations in G, G, and Gr as well as the bilinear map e are all

efficiently computable, but there are no efficiently computable isomorphisms between G and
G.

2.6 Complexity assumptions

In order to prove the security of the proposed FE-SI schemes, we introduce two new complex-
ity assumptions. These two assumptions are not static assumptions that are composed of fixed
group elements, but dynamic assumptions in which the group elements of the assumptions
change by given parameters.

The first assumption is an assumption derived from our FE-SI scheme. This is a modifica-
tion of the widely known external Diffie-Hellman (XDH) assumption, and this assumption
says thatitis difficult to distinguish the Diffie-Hellman tuple even if additional group elements
related to Q and J parameters are provided. The second assumption is also an assumption
derived from our FE-SI scheme.

Let n be a positive integer, p be a target index such that p € [r], and Q = {(i, j)} be a
set of index pairs such that i, j € [n] andi < j. From n, p, and Q, we define an index set
J=1{k:1<k#p<nsuchthat (k,p) ¢ Qifk < pand (p,k) ¢ Qifk > p}. This set
can be computed by using the function ComputeJ which is described as follows:

Computel(n, p, Q) where Q = {(i, j)}
1. Initialize J as the empty set.
2.Foreachk € {1,...,n}\ {p}:
Ifk < pand (k, p) ¢ Q,thenadd k to J.
Ifk > pand (p,k) ¢ O, thenadd k to J.
3. Output J.

For example, if weletn =4, p =2,and Q = {(1, 4), (2, 3), (2, 4)}, then we obtain J = {1}
since (1,2) ¢ O, (2,3) € Q,and (2,4) € Q.

Assumption 2.4 Let (p, G, G, Gr, e) be a bilinear group randomly generated by G(1™).
Let g, g be random generators of G, G respectively. Let n, p, Q, J be defined above. The
Assumption 1 for (n, p, Q, J) is that if the challenge tuple

D=((p,G,G,Gr,e), g g% (g"V ), (8% Wes, & 180D} jreo) and Z

are given, no probabilistic polynomial-time (PPT) algorithm A can distinguish Z = Zy =
g% from Z = Z; = g with more than a negligible advantage. The advantage of A is
defined as Adv’y """ () = |PrLA(D, Zo) = 0] — Pt[A(D, Z1) = 0]| where the
probability is taken over random choices of a, by, ..., by, d € Z.
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Assumption 2.5 Let (p, G, G,Gr,e) be a bilinear group randomly generated by G(1*).
Let g, ¢ be random generators of G, G respectively. Let n, p, Q be defined above. The
Assumption 2 for (n, p, Q) is that if the challenge tuple

D= ((p.G,G,Gr,e), g g {g"V . (g% 1<kpen,

"Ci/(bi"‘bj)}(l,

8, {8 N<izp<n, €(g, ), {8 heo) and Z

are given, no probabilistic polynomial-time (PPT) algorithm A can distinguish Z = Zy =
e(g, §)%» from Z = Z; = e(g, §)¢ with more than a negligible advantage. The advantage
of Ais defined as Adv’y” " @ (1) = | PrLA(D, Zo) = 0] — PrA(D, Z1) = 0]| where the
probability is taken over random choices of a, by, ..., by, c1, ..., ¢y, d € Zp.

We analyzed that both of these new assumptions hold in the generic group model proposed
by Shoup [33] in Sect. 5.

3 Functional encryption for set intersection

In this section, we first introduce functional encryption for set intersection (FE-SI) and define
the security model of FE-SI. Next, we construct an FE-SI scheme using a bilinear map and
analyze the security of our FE-SI scheme using the cryptographic assumptions of the previous
section.

3.1 Definition

To define functional encryption for set intersection, we modify the definition of public key
functional encryption to consider a multi-client setting in which individual clients own indi-
vidual encryption keys [24]. First, a trusted center creates a master key, an encryption key
for each client, and public parameters by running the setup algorithm, and the individual
encryption keys are delivered securely to clients. After that, a client generates a ciphertext
for a set X; associated with time 7' by using their own encryption key. If a third party who
wants to perform the set intersection operation obtains a function key for client indexes i, j
from the trusted center, and computes the set intersection of the ciphertexts generated by two
clients i and j at time 7 by running the decryption algorithm. A more detailed syntax of
FE-SI is given as follows.

Definition 3.1 (Functional encryption for set intersection) A functional encryption for
set intersection (FE-SI) scheme for D and 7 consists of four algorithms Setup, GenKey,
Encrypt, and Decrypt, which are defined as follows:

Setup(1*, n) The setup algorithm takes as input a security parameter A and the number of
clients n. It outputs a masterkey M K , client encryptionkeys { EK;};_,, and public parameters
PP.

GenKey(i, j, MK, P P) The key generation algorithm takes as input two client indexes
i,j € [n] such thati < j, the master key MK, and public parameters P P. It outputs a
function key SK; ;.

Encrypt(X;, T, EK;, P P) Theencryption algorithm takes asinputaset X; = {x; 1,..., X ¢,
where x; ; € D, atime period T € 7T, the client encryption key E K;, and the public param-
eters P P. It outputs a ciphertext CT; .
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Decrypt(CT; 7, CT; 1, SK; j, P P)Thedecryption algorithm takes as input two ciphertexts
CT; r and CT;j r for the same time T, a function key SK; ;, and the public parameters P P.
It outputs a set X; N X ; where X; and X ; are associated with CT; 7 and CT; 1 respectively.

The correctness property of FE-SI is defined as follows: For all MK,{EK;}, PP <«
Setup(1*,n), any SK;; <« GenKey(i, j, MK,PP), and all CT;7 <« Encrypt
(X;, T,EK;, PP)and CT; 7 < Encrypt(X;, T, EK;, PP) for any X;, X ; and the same
time 7, it is required that

— Decrypt(CT; 1, CT; 7, SK; j, PP) = X; N X; except with negligible probability.

To define the security model of FE-SI, we modify the security model of multi-client
functional encryption (MC-FE) defined by Goldwasser et al. [24]. For the security model
of FE-SI, we consider a static security model in which an attacker pre-specifies information
related to the attack target and function key queries. Initially, the attacker specifies the list of
corrupted clients, the challenge target sets, the challenge time period, and the set of function
key queries. At this time, the challenge target sets and the set of function key queries submitted
by the attacker are restricted so that the challenge target sets cannot be easily identified by
using the function keys in order to prevent trivial attacks. After that, the attacker obtains the
encryption keys of the corrupted clients and the challenge ciphertexts for the challenge sets.
Additionally, the attacker can request the previously specified function keys and ciphertexts
for a time period other than the challenge time period. Finally, the attacker identifies the
challenge set of the challenge ciphertexts. A more detailed definition of the static security
model of FE-SI is defined as follows.

We first define a function C1 Q({Xx}, Q) for a group of item sets {X;} and a set Q =
{(@, j)} that computes the collected intersection of X; and X ; for each (i, j) € Q as follows:

C1O({Xk}ker, Q) where Q = {(i, j)}
1. For each i € I, initialize E; as the empty set.
2. For each (i, j) € O,
calculate Y = X; N X; and add Y to E; and E; respectively.
3. Output {E;}jeg-

Definition 3.2 (Static-IND Security) The static-IND security of FE-SI with corruptions is
defined in the following experiment EXP;%ISAI[ 34(1}‘) between a challenger C and a PPT

adversary A:

1. Init: A initially submits an index set I C [n] of corrupted clients. Let I = {1, ...,n}\ 1
be the index set of uncorrupted clients. A also submits two challenge sets of item sets
{Xg,k}kel’ {ka}kel, a challenge time period 7*, and a set Q = {(i, j)} of function key
queries with the restriction that i, j € I for each (i, j) € Q and CIQ({Xé‘.k}kd, 0) =
CIQUX] It O).

2. Setup: C generates a master key M K, encryption keys { EK;}7_,, and public parameters
P P by running Setup(1*, n). It keeps MK and {EK;};c; to itself and gives {EK;}
and PP to A.

3. Challenge: C flips a random coin p € {0, 1} and obtains a ciphertext CT; r+ by run-
ning Encrypt(X;’i, T*,EK;, PP) for each i € I.C gives the challenge ciphertexts
{CTir+}ic1 t0o A

4. Query: A requests function keys and ciphertexts. C handles these queries as follows:

iel

— If this is a function key query for indexes i, j € I with the restriction that (i, j) € O,
then C gives a function key SK; ; to A by running GenKey(i, j, MK, P P).
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— If this is a ciphertext query for a client index k, an item set Xy, and a time period T
with the restriction that k € I and T' # T*, then C gives a ciphertext CTj 7 to A by
running Encrypt(Xy, T, EK, P P).

5. Guess: A outputs a guess i’ € {0, 1} of w. C outputs 1 if u = u’ or O otherwise.

An FE-SI scheme is static-IND secure with corruptions if for all PPT adversary A, the
advantage of .4 defined as Advlspg'_lsly 34(}») = |Pr[EXP§2’_’s]}' 34(1*) =1]— %| is negligible
in the security parameter A.

3.2 Design principle

The basic idea of supporting set intersection operations is to implement a private equality
test. If a hash function H : {0, 1}* — G is modeled as a random oracle, a function H (x)*
with a secret « can play the role of pseudo-random function because the output of this
function is indistinguishable from a completely random value by the DDH assumption [32].
Additionally, this function supports the private equality test because the output of the function
is same if the same input is given. If multiple interactions are allowed between clients, the two
clients can compute the set intersection of the two sets X and Y by exchanging { H (x)%},ex,
{H(y)“’}_\,ey in the first round and exchanging {H(x)"“"’}xex, {H(y)“/“}yey in the second
round [27].

However, we cannot design a functional encryption scheme for set intersection with the
above method because clients are non-interactive in which messages cannot be exchanged
between clients in functional encryption. In order to devise a functional encryption scheme
that supports the set intersection operation, we have to solve two problems. First, we need to
implement a private equality test that non-interactively checks whether the items of two sets
are the same. Second, if the items of two sets are the same, we need to implement a method
of decrypting the ciphertext of the corresponding item. To this end, we devise an equal-then-
derive method in which the correct message decryption key is derived by combining with a
function key if the equality of set items is satisfied.

The equal-then-derive method we devised is as follows. The first client generates a cipher-
text element H (x)*! for a set item x using its encryption key «1. And the second client also
generates a ciphertext element H (y)“? for a set item y using its encryption key «. At this
time, if the two set items are identical such as x = y, we have H (x)¥ - H (y)® = H (x)¥1 %2
from the ciphertext elements. Here, if the trusted center provides a function key gf1/(@1+e2),
it is possible to derives a temporal key TK = e(H (x)¥11e2, gh/ite)y — o(H(x), g)P
which can be used to encrypt or decrypt a message. To do this, the encryption key of the first
client should contain an additional secret 81, and the first client uses the temporary key T K
to create another ciphertext element on a message x by using symmetric-key encryption.

The function H (x)* previously used for set intersection is pseudo-random function. There-
fore, if a client re-encrypts the previously encrypted set item x, then some information of
the set item is exposed because the output of this function is the same when the input is the
same. To prevent such information leakage, we set a client to encrypt the set associated with a
specific time period T, and the set intersection operation to be performed on the ciphertexts of
two clients having the same time 7. To do this, we use a modified function H (T ||x)*, which
contains additional time. In this case, even if the same x is encrypted, the value H (T ||x)*
appears to be a random value when the time 7 is different. Thus this function is secure since
there is no information leakage.
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3.3 Construction

Let SKE = (GenKey, Encrypt, Decrypt) be an SKE scheme. An FE-SI scheme is described
as follows.

Setup(1*, n) Let n be the maximum number of clients.

1. Tt first generates a bilinear group (p, G, @, Gr, e) of prime order p with random
generators g € G and g € G. It chooses two hash functions H; : {0,1}* - G and
Hy : Gy — {0, 1}*.

2. Next, it selects a random PRF key z € {0, 1}* and computes o; = PRF(z, 1i),
Bi = PRF(z,2||i)) for each index i € [n].

3. It outputs a master key MK = z, encryption keys {EK; = (a;, f;)}i_, for clients,
and public parameters PP = ((p, G, G,Gr.e), g 8, Hi, Hz)-

GenKey(i, j, MK, PP) Leti < j and MK = z. It first computes o; = PRF(z, 1])i),
aj = PRF(z, 1]|j), and B; = PRF(z, 2||i). It outputs a function key SK; ; = gFi/ @+
by implicitly including i, j.

Encrypt(X;, T, EK;, PP)Let X; = {x; 1, ..., x; ¢} where |X;| = {; and EK; = («;, Bi).

1. For each index k € [{;], it proceed as follows: It computes C; y = Hi (T ||x; )%
and derives a temporal key TK; y = e(H (T ||x; k). g)ﬂi. It obtains D; x by running
SKE.Encrypt(T ||x; k., H>(T K; k).

2. It chooses a random permutation 7 and outputs a ciphertext
CTir = {(Cix) D,-,n(k))}i":] by implicitly including i, T

Decrypt(CT; 7, CT; 1, SKi j, PP) Let CTir = ((Cix. Dip))y_, and CTj 1 =

{(Cjk, Dj,k)}ijzl be ciphertexts such that i < j and 7 = T’. It first initializes a set
Y =40.

1. For each index k; € [{;] and k; € [{;], it proceeds as follows: It com-
putes TK;y, = e(Ciy, - Cj,kj, SK; ;) and obtains a message Allx by running
SKE.Decrypt(D; i, Ho(TK; k;)). Itadds anitem x into Y if A = T'.

2. It outputs the set Y.

3.4 Correctness

For the correctness of our FE-SI scheme, we need to show that the set intersection of two client
ciphertexts can be calculated through the decryption process. Let CT; 7 = {(C; x, D; x)} be
the ciphertext of a client i, CT; 7 = {(Cj , Dj )} be the ciphertext of a client j, and SK; ;
be a function key. For the correctness of the decryption process, it is only necessary to show
that the correct temporal key 7 K is derived by combining with a function key if the ciphertext
elements from two clients are the encryption on the same item x and these are related to the
same time 7. The reason is that if the correct temporary key is derived, the message can be
decrypted by running the decryption algorithm of symmetric key encryption. If the set items
of the two ciphertexts are the same, we can confirm that a temporal key is correctly derived
through the following equation

e(Cig, - Cjk;. SKi j) = e(Hy(T |xi )%+, gP/ i@y = e (H\ (T |xi 4,), §).
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3.5 Security analysis

To prove the security of the FE-SI scheme, we analyze the security by dividing the case where
there is no corrupted client and the case where there are corrupted clients.

In order to prove the static security without corrupted clients of the FE-SI scheme, we
devise additional hybrid games that an attacker cannot distinguish between the two chal-
lenge sets {X(’)"y o) and {X T - In the definition of the static security model, the constraint
ClI Q({Xa"k}, 0)=cCI Q({XT’k}, Q) must be satisfied because the attacker can compute the
set intersection operation on the challenge set by using function keys. This means that the set
items related to the common set {E[} = CI1Q({X Z «}» Q) can be computed by the attacker,
but the remaining items that do not related to { £} } are not revealed to the attacker. Thus even
if these ciphertext elements not related to {E;’} are changed to random values, the attacker
can not distinguish this change. Therefore, we define additional hybrid games and change
the challenge ciphertext elements that do not related to { E;’} to random values one by one.

To do this, in the first game, we change the pseudo-random function into a truly random
function. In the second game, the ciphertext elements {C}, x} that do not related to { E}'} are
changed to random values. In the third game the temporal keys {T K, } that do not related
to {E['} are changed to random. After that, in the last game, the ciphertext elements {D,, x}
that do not related to {E}} are changed to random values. In this last game, the ciphertext
elements related to {E}} are the same as the original ciphertext, but all other ciphertext
elements not related to {E;} are changed to random values. Thus the attacker can’t tell
whether the challenge ciphertext of the last game is related to {X (’j, o) or {X T «)- The details
of the security are given as follows.

Theorem 3.3 The above FE-SI scheme is static-IND secure with no corruptions in the random
oracle model if the PRF scheme is secure, the SKE scheme is one-message secure, and the
Assumptions 1 and 2 hold.

Proof Suppose there exists an adversary that breaks the static-IND security of the FE-
SI scheme with no corruptions. We can assu me that / = {1,...,n} and I = . Let
(X5 1 -s 0n} and {X{,..., X7} be the challenge sets of item sets where Xj, =
{x,’;’;,l,.. xbl 0 } and |sz| = E Let O = {(i, j)} be the set of index pairs related
to function key queries. We can derive a set of common sets {E7, ..., E;} by calling
CIQ({X0 «)» Q) since CIQ({X0 Q) =CIQ({XT k} Q) by the restriction of the secu-
rity model. To argue that the adversary cannot win this game, we define a sequence of hybrid
games Go, G1, G2, G3, and G4. The game G; is defined as follows:

Game Gq The first game Gy is the original security game defined in Definition 3.2.

Game G In this game Gy, the PRF which is used to generate encryption keys is changed
to be truly random function.

Game G, This game Gy is similar to the game Gl except that the challenge ciphertext
components {C; } are generated as random for all x* i «EE"

Game G3 This game G3 is slightly changed from the game G,. That is, the challenge
temporal keys {T K; i} are generated as random for all x* ik & E}.

Game Gy In the final game G4, we change the generation of challenge ciphertext components
{D; «}. That is, the challenge ciphertext components {D; x} are the encryption of random
values for all x;, ik & E7. Note that the advantage of the adversary in this game is zero
since challenge ciphertext components {C; x} are random and {D; x} are the encryption of
random values for all x; ik EET
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Let Sfii be the event that an adversary wins in a game G;. From the following Lemmas
3.4, 3.5, 3.6, and 3.7, we obtain the following result

AdviIND ) < [PrISST - PrLSG| + Pr[SG] < Z )Pr[s - Pr[sG 1| + Pr(sG

< AdvERE (L) + neAdva 7@ ”(k) +nzAdvA2 2D 3) + neAdvEFE ()
B B

where 7 is the number of clients, ¢ is the maximum size of the challenge item set. This
completes our proof. O

Lemma 3.4 [fthe PRF is secure, then no polynomial-time adversary can distinguish between
Gy and Gy with a non-negligible advantage.

Proof The proof of this lemma is relatively easy from the security of PRF. That is, we simply
change a PRF to a truly random function since there is only one PRF in the FE-SI scheme.
We omit the details of this proof. O

Lemma 3.5 If the Assumption 1 for (n, p, Q, J) holds, then no polynomial-time adversary
can distinguish between G| and G, with a non-negligible advantage.

Proof To prove this lemma, we additionally define hybrid games Hjo,Hjq,...,
Hy,,Hyy,...,Hi,...,Hy, where Hj o = Go and H,, o, = Gj. The game H, 5 is
defined as follows:

Game H/, 5 This game H,, s is almost identical to the game G except the generation of the
components {C; i} in the challenge ciphertexts.

—Case (i <p)or(i=pAk=<3J): Ifxl’i i x € E}, then the component C; ;. is generated
as normal. Otherwise (x; i« ¢ E), the component C; ; is generated as random.
— Case (i = p Ak > 8) or (i > p): The component C; x is generated as normal.

Suppose there exists an adversary A that distinguishes between H, 51 and H, s with
a non-negligible advantage. Without loss of generality, we assume that xl* s EE, * since
H, 51 and H, s are equal if xﬂ 0.8 € E; A simulator 5 that solves the Assumptlon 1 for
(n, p, Q, J) which will be defined later is described as follows:
Init A submits challenge sets {XO’I, .. X0 n} {X1 Dreees ’n}, a challenge time period

T*, and aset Q = {(7, j)} of function key queries. 3 proceeds as follows:

1. From n, p, Q, it derives an index set J by calling Computeld (n, p, Q).

2. It receives D = ((p.G.G.Gr.e). 8. 8% (&%} |. (g% hkes. 8. {8V U} jeo)
and Z of the Assumption 1 for (n, p, Q, J) where Z = g"bﬂ orZ=ReG.

3. Itflipsarandomcoin u € {0, 1} internally and derives a set of commonsets {EY, ..., E;}
by calling CIQ({X k} 0).
Setup B first chooses random exponents Bi,...,B, € Zp,. Next, it sets PP =

(p, G, @, Gr,e), g, 8, H, H). It prepares a hash table H-list for the H; hash function
as follows:

1. Foreachi € [n] and k € [¢;], it proceeds as follows: If i # p or k # §, then it selects a
random exponent f; ; € Z, and adds (T*||xl’i ik Jiks g/i%) to the H-list.

Otherwise, it adds (T*||xﬂ P g%) to the H-list.

Challenge B creates challenge ciphertexts CT 1+, ..., CT, 1+ as follows:
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1. For each i and k, it generates ciphertext elements C; x and T K; ; depending on the
following cases:

— Casei < p:

- If xﬂ ix € E} and xu i k = x:‘hp,a, it retrieves (T*||xM ik
H-list, and sets C; x = g“ bi and creates TK;r=e(g? ,g)’g'. For this case, we
show that g% is given in the assumption If a function key with an index pair
(i, p) was querled we have x 0.8 € E by the definition of CI Q. However,
we assumed that x 0.8 ¢ E for this game Thus a function key with (i, p) was
not queried and it means that i € J by the definition of J.

- Ifxu ix € Ef and xu ik xﬂ o5 it retrieves (T*le;’l.,k, fik» g7i%) from the
H-list, and creates C; x = (gPH)fik and TKix= e(gfik, §)bi.

- If x;’i’k ¢ EY, it retrieves (T*||xz’i’k, fiks gf'?k) from the H-list, and chooses

—, g%) from the

arandom C; ; € G and creates T K, y = e(gf"»k, g)ﬁf.
— Casei = p:
— Ifk <Sandx’ , € Ej, itretrieves (T*|x% 1, fok, g7k from the H-list,

and creates Cp, = (g"ﬂ)fﬂk and TK, ; = e(gfpk g)ﬂp since xu ok # xu 0.6

— Ifk < 8 and xu,p,k ¢ [, then it retrieves (T*||xuyp,k, Foks g/ok) from the
H-list, and chooses a random C,, x € G and creates T K, = e(gfﬂvk, §)ﬂﬂ.

- Ifk =4, itsets Cp 5 = Z and creates TK,, 5 = e(g“, ;:7)59 since we assumed
thatx) 5 ¢ Ep.

— Ifk > &, itretrieves (T*||xl’i ok Soks gfﬂ")fromtheH list, and creates C, =
(gbr) ok and TK, i = e(glok, §)Pr since x# ok #+ x*

— Casei > p:
- Ifx ik = =x*

Hep,8°

p.8 itretrieves (77| x* —, g% fromthe H-list,andsets C; =

g“b‘ and creates T K; = e(g%, £)Pi. For this case, we show that g is given in
the assumption. If a function key with an index pair (p, i) was queried we have
05 €Ep * by the definition of CI Q. However, we assumed that x* nps & E}
for thls game Thus a function key with (p, i) was not queried and it means that
i € J by the definition of J.
- Ifx;,i,k # x;i,p,S’ itretrieves (T'* ||xlj’i’k, fiks gf'?k) from the H-list, and creates
Cix = (g")fit and TK; i = e(g/ix, g)P.

ik’

Next, it generates a ciphertext element D; x by running SKE.Enerypt (7 || x* ik TKi )
2. It chooses a random permutation 7; and sets a challenge ciphertext C T+ =

{(Ci x;(0) Dix (k))}ﬁ;l for each client i.

Query A adaptively requests hash, function key, and ciphertext queries. B handles these
queries as follows:

— If this is a hash query for a time period 7 and an item x, then 5 proceeds as follows:
If T||x exists in the H-list, then it retrieves (T ||x, —, h) from H-list and gives & to A.
Otherwise, it selects a random exponent f € Z, and adds (T'||x, f, gf) to the H-list,
and then it gives the hash value g/ to A.

— If this is a function key query for indexes i, j such that (i, j) € Q, then 3 generates a
function key SK; ; = (g1/®it0))Fi since g!/%i+0i) is given in the assumption.

— If this is a ciphertext query for a client index i, a set X; = {x; 1,...,X; ¢}, and a time
period T # T*, then B generates a ciphertext as follows:
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1. For each k € [{;], it proceeds as follows: It retrieves (T'||x; k, fi, g%%) from the
H-list, and sets C; x = (gbi)fk and TK; = e(gfk, g)ﬁ". Next, it obtains D; x by
running SKE.Encerypt(T || x; . T K; x)-

2. It chooses a random permutation 7 and creates CT; 7 = {(Ci 7 ), Di,n(k))}ﬁizl.

Guess A outputs a guess u'. If u =/, it outputs 1. Otherwise, it outputs 0.

To complete the proof, we need to analyze the correctness of the simulation. In the case of
the challenge ciphertext, ciphertext elements with indexes i # p or k # & are all generated
correctly by using the values given in the assumption. The challenge ciphertext elements
with indexes i = p and k = § are generated by using the challenge Z of the assumption. If
Z=27Zy= g“bp, then it is the same as the game H), 5_1. Otherwise (Z = Z), it is the same
as the game H, s. The function keys provided to the attacker are easily processed by using
the values given in the assumption because function key queries are pre-specified in Q. In
the case of ciphertext such as T # T*, all ciphertexts are correctly processed by using the
hash table and the values given in the assumption. O

Lemma 3.6 Ifthe Assumption 2 for (n, p, Q) holds, then no polynomial-time adversary can
distinguish between Gy and Gz with a non-negligible advantage.

Proof To prove this lemma, we additionally define hybrid games H{ o Hj,,...,
H/l,él’ e H;,k, e H;M” where H’LO = G, and H;l’ln = G3. The game H/p!5 is defined as
follows:

Game H s This game H;) s 1s almost identical to the game G, except the generation of
temporal keys {T K; x} in the challenge ciphertexts.

—Case i < p)or(i = p Ak <8):If x;’[yk € E}, then the temporal key TK; y is
generated as normal. Otherwise (x;’i’ ¢ & ET), the temporal key T K; i is generated as
random.

— Case (i = p Ak > 8)or (i > p): The temporal key T K; i is generated as normal.

Suppose there exists an adversary A that distinguishes between H;’ s—1 and H/p’ s with
a non-negligible advantage. Without loss of generality, we assume that x:;’ 0.8 ¢ E; since
H;) s_; and H 0.5 are equal if x* s € E7. A simulator B that solves the Assumption 2 for
(n, p, Q) which will be defined later is described as follows:

Init A submits challenge sets of item sets {Xg , ..., Xa”}, {X’l“J, e X’f’n}, a challenge
time period 7%, and a set Q = {(i, j)} of function key queries. B proceeds as follows:

1. It receives D = ((p,G, G, Gr,e), g, 8% (&7 V1_, (8" N<kpn, & (8 1<ipn,
e(g, &)°r, {gcl/(b i+hj )}(,,])GQ) and Z of the Assumption 2 for (n, p, Q) where Z =
e(g, )" orZ =R e Gr.

2. Itflips arandomcoin i € {0, 1} internally and derives a set of commonsets {E}, ..., Ex}
by calling CIQ({XZ,I(}’ 0).

Setup Bsets PP = ((p, G, G,Gr,e), g, 8, Hy, H»). It prepares a hash table H-list for the
H\ hash function as follows:

1. Foreachi € [n] and k € [¢;], it proceeds as follows: If i # p or k # §, then it selects a
random exponent f; y € Z, and adds (T*||x* ik Siks gf"vk) to the H-list.

Otherwise i = p Ak = 8) it adds (T*||xu 0,80 g%) to the H-list.

Challenge B creates challenge ciphertexts CT 1+, ..., CT, 1+ as follows:
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1. For each i and k, it generates ciphertext elements C; x and T K; ; depending on the
following cases:

— Casei < p:
- Ifx/“keE* andxw p8 ik —, g% from the H-
list, and sets C; x = g“bl and TK; ; = e(g“, g). In this case, g‘”’i is given in
the assumption since i # p.
- If x;,i,k € E and x;,i,k * x;’p’s, it retrieves (T*||xu ik
H-list, and sets C; y = (gb")ff»k and TK; y = e(gf’»k, 2.
- If x:i,i,k ¢ E7, then it retrieves (T*”x;i,i,k’ fiks gf"vk) from the H-list, and
selects random C; y € Gand TK; € Gr.
— Casei = p:
- Ifk < 6 and x* wpk € E*, it retrieves (T*||x* p Soks gfﬂk) from the H-list,
and sets C, = (gbﬂ)fﬂk and TK, i = (e(g, g)cﬂ)fﬂk smcex pk * xu 0.6"
- Ifk < 6 and xu * ¢ Ep, then it retrieves (T*||x p foks gfp k) from the
H-list, and selects random C 0.k € Gandrandom TK, ; € Gr.
— If k = §, it chooses a random C,, 5 € G and sets T K, s = Z since we assumed
that xﬂ 0.8 ¢ E*
- If k > § and x ok € E then it retrieves (T*||xM ok Soks gfﬂk) from the

H list, and sets Cp k= (gbﬂ)fﬂk and TK, ; = (e(g, 8)r) ok s1ncex ok #

=X it retrieves (T*|x*

fiks gJi%) from the

/L,p,S'
- Ifk > § and x;,p,k ¢ E7, then it retrieves (T*||x;‘;yp,k, foks g/ok) from the
H-list, and selects a random C, x € G and creates T K, x = (e(g, §))/n*.
— Casei > p:
—Ifx keE andx ik =X

Lp.8 it retrieves (T*||x* —, g%) from the H-

list, and sets C; x = g“b' and TK; ; = e(g?, §). In this case, g? is given in
the assumption since i # p.
- Ifx ik € E} and xu ik #+ xu 0.8 it retrieves (T*||xu ik
H- hst, and sets Cj x = (g i)fik and TK;r= e(gflvk, 8.
- Ifx;j’i’k ¢ E}, it retrieves (T*||x;i’k, Jiks gff»") from the H-list, and selects a

ik’

fix» gfi%) from the

random C; ; € G and creates TK; j = e(gfik, §%).

Next, it generates a ciphertext element D; ; by running SKE.Encrypt (7 ||x* ik TKix)
2. It chooses a random permutation 7; and sets a challenge ciphertext CT,YT* =

{(Ci zi ) Di i)}, for each client i.

Query A adaptively requests hash, token, and ciphertext queries. 5 handles these queries as
follows:

— If this is a hash query for a time period 7 and an item x, then 5 proceeds as follows:
If T||x exists in the H-list, then it retrieves (T ||x, —, h) from H-list and gives & to A.
Otherwise, it selects a random exponent f € Z, and adds (T'||x, f, gf) to the H-list,
and then it gives the hash value g/ to A.

— If this is a function key query for indexes i, j such that (i, j) € Q, then 3 generates a
function key SK; ; = §¢/®i*bj) since it is given in the assumption.

— If this is a ciphertext query for a client index i, a set X; = {x; 1, ..., X; ¢}, and a time
period T # T*, then B generates a ciphertext as follows:

@ Springer



Functional encryption for set intersection... 33

1. For each k € [{;], it proceeds as follows: It retrieves (7 |x;k, fi, &%) from
the H-list and sets C;x = (g%)fc. Next, it sets TK;; = (e(g,§) ) if
i = p,and it sets TK; y = e(gh, %) if i # p. It obtains D; ; by running
SKE.Encrypt(T ||x; k, T K; k).

2. It chooses a random permutation 7 and creates CT; 7 = {(Ci 7 ), Di,n(k))}iizl-

Guess A outputs a guess u'. If u =/, it outputs 1. Otherwise, it outputs 0.

Lemma 3.7 If the SKE scheme is one-message secure, then no polynomial-time adversary
can distinguish between Gz and Gy with a non-negligible advantage.

Proof To prove this lemma, we additionally define hybrid games H’{,O,H’]”],...,
H, . Hf,,....H/,,... H] , where H]; = G3 and H; , = G4. The game HJ ; is
defined as follows:

Game H” This game H” p.s is almost identical to the game G3 except the generation of
components {D; «} in the challenge ciphertexts.

—Case(i <p)or(i=pAk<é):If x; i x € E}, then the component D; x is generated
as normal. Otherwise (x;’ ik & E7), the component D; x is generated as the encryption
of a random value.

— Case (i = p Ak > 8) or (i > p): The component D; j is generated as normal.

Suppose there exists an adversary .4 that distinguishes between H;;ﬁ s—1 and Hg’ s With a non-
negligible advantage. Without loss of generality, we assume that x; 0 EE, * since H;; s—1
and H;; s are equal if x 0.6 € Ep *. Then B that interacts with A is descr1bed as follows:
Init A submits challenge sets of item sets {XO e XO 2 (X7 11 In 1 n)> a challenge
time period 7*,and a set Q = {(7, j)} of function key queries. B then ﬂips a random coin . €
{0, 1} internally and derives aset {E}, ..., E;} of common sets by calling C1 Q({X k} 0).
Setup B first chooses random exponents ar, ..., 0, B1, ..., By € Zp. Next, it sets PP =
(p, G, G, Gr,e), g, 8, H, H»). It prepares a hash table H-list for the Hj hash function as
follows:

1. For each i € [n] and k € [¢;], it selects a random exponent f;x € Z, and adds
(T*lxy, ; o Sikes g7i%) to the H-list.

Challenge B creates challenge ciphertexts CTy 1+, ..., CT, 7+ as follows:

1. For each i and k, it generates ciphertext elements C; x and T K; ; depending on the
following cases:

— Case x ik € Eirlt retrieves (T*leﬂ ik fik , ¢fik) from the H-list, and creates
Cix = gf‘ i and TK g = e(ghik, §)P.
— Case x;‘; i« ¢ EiItselects random C; € G and random T K; € Gr.

Next, it also generates a ciphertext element D; x depending on the following cases:

—Case i < p)or(i = pAk <) 1If xu x € E}, it creates D;j by running
SKE. Encrypt(T*||xM ik TKik). Otherwise ()cM * ¢ E}), it selects a random y €
D and creates D; ; by running SKE.Encrypt(7™* ||y, TKl x)-

— Case (i = p Ak = 9): It selects a random y € D and submits challenge message
x;, .5 and y to the encryption oracle of SKE. Next, it receives a challenge ciphertext
CTSKE from SKE and sets D, s = CT¢y . Recall that we assumed xﬂ 0.6 ¢ E*
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—Case i = p Ak > 68 or (i > p) It creates D;; by running

SKE.Encrypt(T*”x;’i’k, TK; ).

2. It chooses a random permutation 7; and sets a challenge ciphertext CT; 7+ =
{(Ci 7 (k) D,-,m(k))}i"zl for each client i.

Query A adaptively requests hash, function key, and ciphertext queries. B handles these
queries as follows:

— If this is a hash query for a time period 7 and an item x, then B proceeds as follows:
If T||x exists in the H-list, then it retrieves (T ||x, —, h) from H-list and gives & to A.
Otherwise, it selects a random exponent f € Z, and adds (T'||x, f, gf ) to the H-list,
and then it gives the hash value g/ to A.

— If this is a function key query for indexes i, j, then B simply generates a function key
SK; j by using a;, &, ;.

— If this is a ciphertext query for a client index i, a set X;, and a time period T # T*, then
B simply generates a ciphertext CT by using «;, f;.

Guess A outputs a guess p'. If w =/, it outputs 1. Otherwise, it outputs 0. O

Now, we analyze the static security with corrupted clients of the FE-SI scheme. In the
definition of the static security model, two indexes of a function key must be associated with
corrupted clients, or two indexes of the function key must be associated with non-corrupted
clients. Therefore, we can process this proof by selecting encryption keys for corrupted clients
and using the static security proof of the FE-SI scheme analyzed earlier for non-corrupted
clients.

Theorem 3.8 The above FE-SI scheme is static-IND secure with corruptions in the random
oracle model if the FE-SI scheme is static-IND secure with no corruptions.

Proof Suppose there exists an adversary A that breaks the static-IND security with corrup-
tions. By using A, a simulator B try to break the static-IND security with no corruptions
played by a challenger C. The simulator B is described as follows:

Init A submits the set of corrupted client indexes I # #. Let I = {1,...,n}\ I be
the set of uncorrupted client indexes where |I| = n’. A also submits two challenge sets
{X(’)"’k}kel, {X7 (Jker, a challenge time period 7%, and a set Q = {(i, j)} of function key
queries.

1. It first define a one-to-one mapping ¢ from I to I’ = {1, ..., n’} such that ¢ (i) < ¢ ()
ifi < jforanyi, j € I.Italso define ¢~ as the inverse mapping of ¢.

2. Next, it derives a new set Q' = {(¢ (i), ¢(j)) : (i, j) € Q} from the set Q.

3. B submits two challenge sets {X3,¢(k) Joer {XT,qb(k) }o)er » the challenge time period
T*, and the set Q' to C. Note that C plays the static-IND security game with no corruptions
for the set I'.

Setup Breceives P P from C. It chooses random exponents {«;, B;}
(i, Bi)}je7 and PP to A.

Chjllenge Breceives challenge ciphertexts {C T 7+};7cr from C and gives {CTy-1 ;1) 1+}g-11yer
to A.

Query A requests hash, function key, and ciphertext queries. 3 relays these queries to C and
gives the response of C to A by using the mappings ¢ and ¢! to change the indexes of sets
I'and I.

Guess A outputs a guess . B also outputs ' O

Next, itgives {EK; =

iel
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3.6 Discussions

Efficiency analysis We analyze the efficiency of our FE-SI scheme. First, the encryption
algorithm requires 2¢ exponentiation operations and 2¢ symmetric key encryption operations
since it computes C; x, T K; x, and D; j for each item of the set where £ is the size of the
set. The size of the ciphertext is proportional to the size of the set. The key generation
algorithm is efficient because it only requires a PRF computation and a single exponentiation
operation, and the function key is composed of one group element. The slowest part of
the FE-SI scheme is the decryption algorithm. Since the decryption algorithm processes
two possible combination of ciphertext elements of two clients, it requires O (¢2) pairing
operations and O (£?) symmetric-key decryptions. Therefore, the decryption algorithm has
0 (¢?) time complexity when ¢ is the size of the set.

Hiding the set sizes In our FE-SI scheme, the ciphertext exposes the set size information
because the size of a ciphertext is proportional to the size of the set. A simple way to hide the
size of a set is to include additional dummy items in the ciphertext. That is, a dummy element
C; x is generated by computing H ()% with a random string r such that prefix(r) # T, and
a dummy element D,‘yk is generated by running a symmetric-key encryption on a message
r. In this case, the probability that the two clients select the same random string r is very
low, and even if the two clients select the same r, the time string 7 is not decoded from the
decryption of the dummy l~),~,k. Thus the intersection of ciphertexts with dummy elements
works correctly.

Encryption with associated data The FE-SI scheme encrypts only the set information
during encryption. One natural way to extend the FE-SI scheme is to encrypt a set with
additional associated data. This associated data can be easily encrypted by using symmetric-
key encryption. In this case, the entity with a function key can decrypt not only the set
intersection of two clients but also associated data encrypted by individual clients. Since the
function key of our FE-SI scheme only provides g%/@i+%}) for client indexes i, j, only the
associated data of the client index i is decrypted. If only the set is encrypted, this is not a
problem, but if associated data is included, it is necessary to decrypt the ciphertext elements
of the client j as well as the client i. Therefore, for this purpose, the key generation algorithm
must provide two group elements, g%/ +%}) and ghi/(@i+)) a5 function keys.

Set intersection cardinality An interesting variant of the functional encryption for set inter-
section is functional encryption for set intersection cardinality (FE-SIC) that reveals the
cardinality of the set intersection instead of revealing the set intersection of two sets. The
simplest way to devise an FE-SIC scheme is to modify our FE-SI scheme to encrypt the
string T instead of the concatenated string 7 ||x when generating the ciphertext element D; .
In this case, if the correct string T is derived during decryption, the same item exists, so the
number of intersections can be calculated by counting these cases. However, this method has
the disadvantage of preserving the decryption complexity O (£?) of the FE-SI scheme and
requiring to create a new ciphertext.

Multi-party set intersection The FE-SI scheme we devised calculates the set intersection
of two clients. It is possible to modify the FE-SI scheme to calculate the set intersection of
three clients. The basic idea is for the key generation algorithm to receive the indexes of three
clients (i, j, k) as an input and to create a functionkey SK; ; x = ghi/(@itajtan Tn this case,
if the ciphertexts generated by the clients of indexes i, j, and k are on the same item x, then the
decryption algorithm first derives H (T ||x)% - H(T ||x)% - H(T ||x)% = H (T ||x)% %% If

@ Springer



36 K. Lee, M. Seo

the pairing operation is performed with the function key, the temporary key e(H (T'||x), §)P
can be derived for symmetric-key decryption. The decryption algorithm requires O (£3) pair-
ing operations since all possible combination of ciphertext elements should be considered.
The static security of this scheme with no corruptions can be easily proven by extending
the constraints of the security model and using modified assumptions that include additional
group elements for key queries. If this method is extended, it is possible to process the set
intersection of n clients, but it is inefficient because the decryption algorithm has O (£") time
complexity.

4 FE for set intersection with time-constrained keys

In this section, we define the syntax and the security model of FE-SI that supports time-
constrained keys (FE-SI-TCK). In addition, we propose an FE-SI-TCK scheme by modifying
the previous FE-SI scheme and prove the security of the scheme.

4.1 Definition

The syntax of FE-SI-TCK is almost similar to that of FE-SI. The key difference in the syntax
of FE-SI-TCK is that a function key is only valid at time 7 because the function key is
associated with client indexes i, j and additional time 7. For this reason, the decryption
algorithm of FE-SI-TCK correctly proceeds the decryption process only when the time T
of the two client’s ciphertexts and the time 7' of the function key are the same. That is, the
function key of the FE-SI-TCK scheme does not always compute the set intersection of the
two client’s ciphertexts for any time, but only computes the set intersection of the two client’s
ciphertexts corresponding to the limited time 7. A more detailed syntax of FE-SI-TCK is
defined as follows.

Definition 4.1 (FE-SI with time-constrained keys) An FE-SI with time-constrained keys
(FE-SI-TCK) scheme for D and 7 consists of four algorithms Setup, GenKey, Encrypt,
and Decrypt, which are defined as follows:

Setup(1*, n) The setup algorithm takes as input a security parameter A and the number
of clients n. It outputs a master key M K, encryption keys {EK;} for clients, and public
parameters P P.

GenKey(i, j, T, MK, P P) The key generation algorithm takes as input two client indexes
i, j such that i < j, a time period T, the master key M K, and public parameters P P. It
outputs a time-constrained function key SK; ; 7.

Encrypt(X;, T, EK;, P P)Theencryption algorithmtakes asinputaset X; = (x; 1, ..., Xj ¢;)
where x; j € D, a time period T € 7, an encryption key EK;, and the public parameters
P P. It outputs a ciphertext CT; 7.

Decrypt(CT; 1, CTj 1, SK; j 1, PP) The decryption algorithm takes as input two cipher-
texts CT; 7 and CT; 7, a function key SK; ; 7, and the public parameters P P. It outputs a
set X; N X; where X; and X ; are associated with CT; 7 and CT; r respectively.

The correctness property of FE-SI-TCK is defined as follows: For all MK, {EK;}, PP <«
Setup(1*, n), any SK; ;7 < GenKey(i, j, T, MK, PP) for any i, j, T such thati <
J» CT; 7 < Encrypt(X;, T, EK;, PP), and CT; 7 < Encrypt(X;, T, EK;, PP),itis
required that

— Decrypt(CT; r,CTj 1, SK; jr, PP) = X; N X; except with negligible probability.
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The static security model of FE-SI-TCK is almost similar to the previous defined static
security model of FE-SI. An important difference is that the attacker of FE-SI-TCK initially
submits a set Q7+ of function key queries related to a challenge time 7* instead of submitting
all function key queries. Afterwards, when the attacker queries a function key for time 7,
the function key query must be specified in Q7+ if T = T*, but the function key query can
be any query if T # T™*. A more detailed static security model of FE-SI-TCK is defined as
follows.

Definition 4.2 (Static-IND Security) The static-IND security of FE-SI-TCK with corrup-
tions is defined in the following experiment EXP‘;QISAI/ _l}c K A(IA) between a challenger C

and a PPT adversary A:

1. Init: A initially submits an index set I C [n] of corrupted clients. Let I = {1, ...,n}\ T
be the index set of uncorrupted clients. A also submits two challenge sets of item sets
{Xg,k}kel’ {ka}kel, a challenge time period 7%, and a set Q7+ = {(i, j)} of function
key queries on the time period T* with the restriction that i, j € I for each (i, j) € Q
and C1Q({X§  }ker, Or+) = CIQUXT  Jker, Q1+).

2. Setup: C generates a master key M K, encryption keys { EK;}?_, and public parameters
P P by running Setup(1*, n). It keeps MK and {EK;}ic; to itself and gives {EK;}
and PP to A.

3. Challenge: C flips a random coin p € {0, 1} and obtains a ciphertext CT; r+ by run-
ning Encrypt(X;’i, T*,EK;, PP) for each i € I.C gives the challenge ciphertexts
{CTir+}ic1 to A

4. Query: A requests function keys and ciphertexts. C handles these queries as follows:

iel

— If this is a function key query for indexes i, j € [ and a time period 7 with the
restriction that (i, j) € Q7+ if T = T*, then C gives a function key SK; ; 7 to A by
running GenKey(i, j, T, MK, P P).

— If this is a ciphertext query for a client index k, a set Xj, and a time period T
with the restriction that k € I and T # T*, then C gives CTy r to A by running
Encrypt(Xy, T, EKy, PP).

5. Guess: A outputs a guess i’ € {0, 1} of w. C outputs 1 if u = u’ or O otherwise.

An FE-SI-TCK scheme is static-IND secure with corruptions if for all PPT adversary A4,
the advantage of A defined as AdViT'IND()\) = ’Pr[EXPISV%'_ISI}’_l;CK’A(I)‘) =1] - %’ is
negligible in the security parameter A.

4.2 Construction

The idea of devising a function key limited to time 7 is to derive an independent encryp-
tion key for each time 7 from an original client encryption key by slightly modifying our
FE-SI scheme. In other words, the client encryption key of the FE-SI-TCK scheme is a
PRF key z and two exponents («7 = PRF(z, 1||T), Br = PRF(z, 2||T)) are derived for
a specific time period 7, whereas the client encryption key of the FE-SI scheme is just
(e, B). The encryption and decryption algorithms are almost the same as those of the FE-SI
scheme. An FE-SI-TCK scheme that supports time-constrained function keys is described as
follows.

Setup(1*, n) Let n be the maximum number of clients.
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1. It first generates a bilinear group (p, G, G, Gr, e) of prime order p with two random
generators g € G and g € G. It chooses two hash functions H; : {0, 1}* — G and
Hy : Gr — {0, 1}*.

2. Next, it selects a random PRF key z € {0, 1} and computes z; = PRF(z, 0]i) for
each index i € [n].

3. Finally, it outputs a master key M K = z, encryption keys { EK; = z;}7_, for clients,
and public parameters PP = ((p, G,G,Gr,e), g, 8, Hi, Hz).

GenKey(i, j, T, MK, PP) Let i, j be indexes such thati < j and T be a time period.

1. It first derives z; = PRF(z,0|li) andz; = PRF(z, 0] j) from MK = z. It also cal-
culatesa; 7 = PRF(z;, 1|T),aj 7 = PRF(z;,1||T),and B; 7 = PRF(z;, 2| T).

2. Finally, it outputs a time-constrained function key SK; j r = ghir/irtair) by
implicitly including i, j, T.

Encrypt(X;, T, EK;, PP)Let X; = {x;,1,..., X; ¢, } be aset of items where | X;| = ¢; and
EKI' =2

1. It calculates ;7 = PRF(z;, 1||T) and B;,r = PRF(z;, 2||T).

2. For each index k € [{;], it proceed as follows: It computes a component C; y =
Hi(x; x)*-T and then derives a temporal key TK; y = e(H;(xi x). g)ﬁivT. Next, it
obtains an encrypted data D; ; by running SKE.Encrypt(T ||x; x, H2(T K; x)).

3. Finally, it chooses a random permutation 7 and outputs a ciphertext CT; 7 =

{(Cixw)s D,-,N(k))}ﬁ": , by implicitly including i, 7.

Decrypt(CTi v, CTj 1, SKi jr, PP) Let CTir = {(Cix, Dip)}i, and CTjr =

{(Cjk,Dj i)} kl= | be ciphertexts such that i < j with the same time 7'. It first initializes
asetY =0.

1. For each index k; € [{;] and k; € [£;], it proceeds as follows: It com-
putes TK; y, = e(Ciy - Cj,kj, SK; jr) and obtains a message Alx by running
SKE.Decrypt(D; i;, H>(T K ;). It adds an item x into Y if A = T.

2. Finally, it outputs the set Y.

4.3 Correctness

The FE-SI-TCK scheme is almost the same as the previous FE-SI scheme except that the
encryption key for a specific time period T is derived by using the PRF. Therefore, the
correctness of the FE-SI-TCK scheme is easily guaranteed by the correctness of the PRF and
the correctness of the FE-SI scheme.

4.4 Security analysis

In order to prove the static security of the FE-SI-TCK scheme, we also analyze by dividing
into two cases, the case where there is no corrupted client and the case where there are
corrupted clients. Similar to the proof of the FE-SI scheme, we can also prove the static
security of the scheme with corrupted clients by using the static security proof of the scheme
with non-corrupted clients.

We can show that the FE-SI-TCK scheme without corrupted clients is static secure by
using the static security of the FE-SI scheme without corrupted clients. The basic idea of
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this proof is that ciphertext and function key queries for T = T* are all handled by the
challenger of the FE-SI scheme, and ciphertext and function key queries for 7' # T* are
handled by a simulator itself with randomly selected encryption keys. The security theorem
of the FE-SI-TCK scheme is described as follows.

Theorem 4.3 The above FE-SI-TCK scheme is static-IND secure with no corruptions in the
random oracle model if the PRF scheme is secure and the FE-SI scheme is static-IND secure
with no corruptions.

Proof To argue that the adversary cannot win this game, we define a sequence of hybrid
games Go, G1. The game G; is defined as follows:

Game Gy The first game Gy is the original security game defined in Definition 4.2.
Game G In this game G, the PRFs which are used to generate encryption keys are changed
to be truly random functions.

Let Sfii be the event that an adversary wins in a game G;. From the following Lemmas
4.4 and 4.5, we obtain the following result

AdviLIND 0 < PSS = PrisG| + Pr(SGT < (n + DAAVERT () + AdviLIY R ()

where 7 is the number of clients, £ is the size of the challenge attribute. This completes our
proof. O

Lemma 4.4 [fthe PRF is secure, then no polynomial-time adversary can distinguish between
Gy and Gy with a non-negligible advantage.

Proof The proof of this lemma is relatively easy from the security of PRF. That is, we simply
change a PRF to a truly random function one by one by defining additional hybrid games.
Note that there are at most n + 1 PRFs are used in the FE-SI-TCK scheme. We omit the
details of this proof. O

Lemma 4.5 Ifthe FE-SI scheme is static-IND secure, then no polynomial-time adversary can
win Gy with a non-negligible advantage.

Proof Suppose there exists an adversary A that wins the game G; with a non-negligible
advantage. Then B that interacts with 4 is described as follows:

Init A submits challenge sets of item sets {X§ ;, ..., X5}, {X7,,..., X7}, a challenge
time period 7*, and a set Q7+ of function key queries. B also submits {X(’j’i },’{XTJ. 1, T*, and
Q7+ to the FE-SI scheme.

Setup 55 receives PP from the FE-SI scheme and sets PP = PP. B prepares an E K -list as
the empty set that stores a tuple (i, T, ;. 1, Bi.T)-

Challenge B receives C~T1,T*, o, C~T,LT* of the FE-SI scheme and sets challenge cipher-
texts CT; 7+ = C~T,‘,T* for each i. It gives the challenge ciphertexts to .A.

Query A adaptively requests hash, function key, and ciphertext queries. B handles these
queries as follows:

— If this is a hash query for an item x, then B proceeds as follows: It requests a hash query
to the FE-SI scheme on the time period 7* and the item x and receives a hash value /. It
sets h = h and gives h to A. Note that it implicitly sets Hj(x) = H;(T*||x) where H;
is the hash function of the FE-SI scheme.
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— If this is a time-constrained function key query for indexes i, j and a time period T, then
B generates a function key as follows:

— Case T = T*: It requests a ciphertext query to the FE-SI scheme on input i, j
and receives a function key S~Kl-, j since (i, j) € Qr=. It creates a time-constrained
function key SK,'"/"T = S~K,',j.

— Case T #T*:

1. If a tuple (i, T, «; 1, Bi,r) already exists in the EK-list, then it retrieves
@i, T,ar, Bi7)fromthe E K-list. Otherwise, it selectsrandoma; 7, Bi 7 € Z),
and adds (i, T, o 7, Bi, 7) to the EK-list.

2. If a tuple (j,T,aj 1,Bj 1) already exists in the EK-list, then it retrieves
(j, T,aj 71, B r) from the EK-list. Otherwise, it selects random 7, B 17 €
Zp and adds (j, T, o 1, Bj 1) to the EK-list.

3. Next, it creates a time-constrained function key SK; j r = gfi7/(@irtair),

— If this is a ciphertext query for a client index i, a set X; = {x; 1, ..., x; ¢}, and a time
period T # T*, then B generates a ciphertext as follows:

1. Ifatuple (i, T, «; 7, Bi,7) already exists in the E K -list, then it retrieves (i, T, o; T,
Bi,r) from the EK-list. Otherwise, it selects random «; 7, 8;,7 € Z, and adds
i, T, o T, ,Bi,T) to the E K -list.

2. Foreachindex k € [¢;], it obtains & from hash query on input x; x and creates C; y =
h%T TK; = e(h, gf)ﬁ’?T, and D; x by running SKE.Encrypt(T ||x; x, H2(T K; ).

3. It chooses a random permutation mw and generates a ciphertext CT; 7 =

4
{(Ci xys Dimi) by -

Guess A outputs a guess . B also outputs ' O

Theorem 4.6 The above FE-SI-TCK scheme is static-IND secure with corruptions in the
random oracle model if the FE-SI-TCK scheme is static-IND secure with no corruptions.

The proof of Theorem 4.6 is almost identical to that of Theorem 3.8.

4.5 Discussions

Time range function key In our FE-SI-TCK scheme, a function key is only valid for a
specified time period T'. If a third party performing the set intersection operation needs a
function key that is valid for time range periods from 77, to T, the trusted center generates
a time range function key which consists of individual function keys for each time period
T € [Tr, Tr]. In this case, the size of the time range function key increases in proportion
to the size of the time range. We can reduce the size of the time range function key by
using a binary tree. That is, if the leaf nodes in the binary tree are related to time periods, a
ciphertext is related to the path of the binary tree, and a time range function key is related
to the minimum set of internal nodes which include all leaf nodes corresponding to the time
range. In this case, the ciphertext is composed of 2 10g(7},,4x) group elements, and the time
range function key can also be composed of 210g(T,4x) group elements where 7,4 is the
maximum time period of the binary tree.

Forward secrecy A forward-secure encryption scheme does not expose information on
ciphertexts generated in the past time periods if a long-term key is exposed to an attacker
[13]. In our FE-SI-TCK scheme, if the encryption key of an corrupted client, which is the
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client’s long-term key, is exposed, the attacker can obtain information on the past ciphertexts
of another uncorrupted client by using the function key of the past time and the encryption key
of the corrupted client. Note that the security model of FE-SI-TCK is not considered forward
secrecy because corrupt clients are fixed in advance. We can modify our FE-SI-TCK scheme
to provide forward secrecy. First, each client is initially given an encryption key («g, Bo), and
the encryption key evolves over time through o7 = PRG(ar—1) and S = PRG(B7—1). The
encryption algorithm uses the evolved encryption key («r, B7) to generate a ciphertext as the
same as that of our FE-SI-TCK scheme. If an attacker obtains an encryption key (a7, fr) on
time T, the attacker can generate a future ciphertext on time 7”7 > T, but he cannot generate
a past ciphertext on time 7’ < T due to the one-wayness of pseudo-random generators.

5 Our assumptions in generic group models

In this section, we prove that our assumptions we introduced earlier hold in the generic group
model [33]. To do this, we use the master theorem in [7,20] to analyze our assumptions in
asymmetric bilinear groups.

5.1 Generic group models

The generic group model is an abstract model for analyzing generic algorithms that oper-
ate independently of the representation of group elements. For this reason, just because an
assumption is analyzed to be secure in the generic group model does not guarantee that the
assumption is secure in the real environment. The reason is that there may be a non-generic
algorithm that breaks the assumption.

A generic group model is defined as a game between a challenger algorithm B and an
attacker algorithm A. In this case, .A does not directly access the actual representation of group
elements, but instead uses unique handles to these elements to access these group elements.
That is, A can query group multiplication, division, exponentiation, and pairing operations
by using handles of group elements, and can compare the equality of group elements by
directly comparing the handles. Initially, A is given the handles of group elements with the
specified distribution. The processing of the handling the query of A is described as follows:

— Multiplication: A queries the multiplication operation by submitting two handles /1
and £y associated with group elements u; = g*' and up = g*2. To answer this query,
B computes u3 = uju; = g*'™*2 and returns a new handle 3 if the element u3 has
not already been assigned to a handle. If u3 already has a handle, it returns the existing
handle. The multiplication operation is processed in a similar way for each group G, G,
and Gr respectively.

— Division: A queries the division operation by submitting two handles 4 and &, associated
with group elements u; = g*' and up, = g*2. To answer this query, B computes the
element u3 = uy/up = g*'7*2 and returns a new handle /3 if u3 has not already been
assigned a handle. If u3 already has a handle, it returns the existing handle. The division
operation is processed in a similar way for each group G, G, and G respectively.

— Exponentiation: A queries the exponentiation operation by submitting a handle /2 asso-
ciated with a group element | = g*! and an integer y. To answer this query, 3 computes
the element up, = u’f = g7 and returns a new handle /4, if u» has not already been
assigned to a handle. If u; already has a handle, it returns the existing handle. The
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exponentiation operation is processed in a similar way for each group G, G, and Gr
respectively.

— Pairing: A queries the pairing operation by submitting two handles % and &, associated
with group elements u; = g* and i, = g”. To answer this query, B computes the element
ur = e(uy, ) = e(g, £)*Y and returns a new handle 43 if ur is not already assigned to
a handle in the group Gr. If ur already has a handle, it returns the existing handle.

Let G, G, and G7 be asymmetric bilinear groups of prime order p with the bilinear map
e:GxG—Gr.A group element u € G can be represented as a multi-variate polynomial,
which indicates the exponent of u relative to some fixed generator g. We can also represent
group elements in G and Gr as similar way. For instance, the general Diffie-Hellman tuple
is represented as the tuple (1, X, Y, XY) where X and Y are random variables.

The generalized dependence and independence of variables is defined by Freeman [20]
as follows:

Definition 5.1 ([20], Definition D.1) Let P = (p1,...,pu), R = (r1,....ry), T =
(t1,..., ), § = (s1,...,5) be tuples of multi-variate polynomials in F,[Xj, ..., X;]
where X; is a random variable. Let f be a multi-variate polynomial in F,[ X1, ..., X,,]. We

say that f - S is dependent on (P, R, T) if there exist integers {c; ;}, {Bc}, {y¢} such that

ZZO‘U p,rj+2,3k lk+Z]/z Ysg

i=1 j=1
isnonzeroinIF,[ X1, ..., X, Y] but becomes zero when we set ¥ = f. We say that f - S is
independent of (P, R, T) if f-Sisnotdependenton (P, R, T). We say that f is independent
of (P, R, T)if f-{1}isnotdependenton (P, R, T).

In this definition, the multi-variate polynomials p;, r;, # represent the exponents of group
elements in G, G, Gy respectively, and the polynomial f represents the exponent of the
challenge element in complexity assumptions. Additionally, the polynomials s, represent the
exponents of group elements in which the challenge element can be paired.

By extending the (P, R, T, f)-DDH problem of Boneh et al. [7], Freeman defined the
(P, R, T, f)-DDH problem in G and G7 as follows:

Definition 5.2 [20], Definition D.2 Let (p, G, G Gr, e) be a bilinear group randomly gen-
erated by G(1%). Let g, § be random generators of G, G respectively. Let P, R, T, f be as

in Definition 5.1. We select x & IF’; and define the following distribution:
D= ((p, G, @, Gr,e), gm(x)’ o gPu(X)’ é’l(x)’ o §rw(X),
(g, D)"Y, ... elg, D), Zo — g™, 7z, £ G

We define the advantage of an algorithm .4 that outputs b € {0, 1} insolvingthe (P, R, T, f)-
decision Diffie-Hellman problem in G to be

V(P R.T.f)-DDH

Ad X)) = |Pr[A(D, Zyp) = 1] — Pr[A(D, Zy) = 1]|

We define the analogous problem in G by taking Zg < e(g, é)f("), Z <R— Gr.

The master theorem of Boneh et al. [7] gives the complexity lower bound of the
(P, R, T, f)-DDH problem in G, but the same argument also works for the (P, R, T, f)-
DDH problem in G as indicated by Freeman [20] using the generalized definition of
independence in Definition 5.1.
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Theorem 5.3 ([7,20]) Let P = (p1, ..., pu), R=(r1,...,1ry), T = (11, ..., t,) be tuples
of polynomials in F,[Xy, ..., X,]. Let f be a polynomial in Fp[Xy, ..., X,]. Let d =
2 -max(dp,dg,dr,dy) where dy is the total degree of f and dx = max{ds|f € X} fora
set X. If f is independent of (P, R, T), then any algorithm A that solves the (P, R, T, f)-
DDH problem in Gt with advantage 1/2 must take at least Q(/p/d —n). If f - R is
independent of (P, R, T), then the same statement holds for the (P, R, T, f)-DDH problem
inG.

5.2 Analysis of Assumption 1 for (n, p, Q, J)

We analyze the Assumption 1 for (n, p, Q, J) in the generic group model by using The-
orem 5.3. However, we cannot directly apply the theorem to this assumption because the
assumption contains negative exponents. To solve this negative exponent problem, we set
h = g“w-neg(bf *b1) and use  instead of 2. In this case, the Assumption 1 is described as
follows:

D = (g, 8% (g™ Y1 _1 (8" Ykes, b, (WY CTD) heo), Zo = g%, Z1 = g°.

Letn = ]_[(i, j)eQ(Bi + Bj) be a random variable where the maximum degree of 7 is
n(n — 1)/2. The Assumption 1 is described again as the following sets of multi-variate
polynomials:

P ={1,A}U{Bi}j_ U{ABi}kes, R={n}U{n/(Bi + B)}i,jreo. T =1{},
fo=AB,. fi = D.

To apply the master theorem, we must show that fo - R and f; - R are independent of
(P, R, T) by following Definition 5.1. We can easily show that f] - R is independent of
(P, R, T) by using the fact that the random variable D in f} does not existin P, R, T. To
show that fp - R is independent of (P, R, T'), we derive two sets fo- R and P - R as follows:

fo-R={nAB,} U{nAB,/(B; + Bj)}i,j)c0>
PR ={n,nA}YU {nBr}i<k<n Y {nABitkesU
{n/(Bi + Bj)}u,jreo YU {nA/(Bi + Bj)}i,jeoY
{nBir/(Bi + Bj)}i,jeo,1<k<n U {nABr/(B; + Bj)}i, e keJ-

The set fj - R consists of two component types: nAB, and nAB, /(B; + B;). Since nAB,,
additionally includes (B; + B;) compared to nAB,/(B; + Bj), these component types are
independent of each other. Thus, we can analyze nAB, and nAB,/(B; + B;) separately.

— First, we show that nAB, is independent of P - R. At this time, since nAB,, includes
random variables A and B, only {nA By} and {nABy/(B; + Bj)} in {e(P;, R;)} can have
a dependency. However, nA B, is independent because of p ¢ J.

— Next, we show that nAB, /(B; + Bj) is independent of P - R. The subsets of P - R that
contain the random variable A are {nA}, {nABi}, {nA/(B; + B;)}, and {nABy/(B; +
Bj)}. Here, the subset {nA By} need not be considered because of p ¢ J. The subset
{nA/(B; + Bj)} does not need to be considered because it does not contain B,. Now
using the remaining subsets {A = nA(B; + B;)/(B; + B;)} and {nABy/(B; + B;)}, we
may try to compose a linear equation with nA B, /(B; + B}). Here, the index k cannot be
the index p because of p ¢ J. Thus the only way to create a linear equation is to derive

nAB,  nA(B,+Bi)  nAB;
(Bp+Br)  (By+Br)  (B,+ By)
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when (p, k) € Q. To satisfy the above equation, it is required that k € J when (p, k) €
Q. However, if (p,k) € Q, we have k ¢ J according to the definition of J. Thus
nAB,/(B; + Bj) is independent because ABy ¢ P when (p, k) € Q.

Therefore, we have that fj - R is independent of (P, R, T).

5.3 Analysis of Assumption 2 for (n, p, Q)

We analyze the Assumption 2 for (n, p, Q) in the generic group model by using Theo-
rem 5.3. However, we cannot directly apply the theorem to the assumption because the
assumption contains negative exponents. To solve this negative exponent problem, we set
h = §H<i~1J€Q(b i+0)) and use £ instead of &. In this case, the Assumption 2 is described as
follows:

D = (g. 8 A" V11 {8 P Vickpzns b AR Y1 <ippn, e(g, )P, (R CTPDY G o),
Zo = e(g, h)*r, Z, = e(g, h)?.

Letn = l—l(i, j)eQ(Bi + Bj) be a random variable where the maximum degree of 7 is
n(n — 1)/2. The Assumption 2 is described again as the following sets of multi-variate
polynomials:

P = {1, A} U {Bi}i_, U{ABt}1<ktp<n,
R ={n}UnCiti<izp<n UCi/(Bi + Bj)}i.jreo, T = {nCp},
fo=nACy, fi =nD.

To apply the master theorem, we must show that the random variables fj and f; are inde-
pendent of (P, R, T') by following Definition 5.1. We can easily show that fj is independent
of (P, R, T) by using the fact that the random variable D in f; does not existin P, R, T. To
show that fj is independent of (P, R, T'), we derive the set P - R as follows:

P-R={n,nAYU{nBi}_; UnABi}1<kzp<n U {nCi, NACi}1<itp<nU
(nBkCiY1<izp<n,1<k<n U {(NABCi}1<izp<n,1<k<nU
nCi/(Bi + Bj)}i,j)eo Y {nACi/(Bi + Bj)}i, jeoU
nBrCi/(Bi + Bj)}i.jyeo.1<kzp<n Y NABLCi/(Bi + Bj)}i,j)e0.1<k#p<n-

We show that fy = nAC, is independent of P - R and T. The subsets of P - R that
contain the random variables A, C, are {nAC;/(B; + B;)} and {nABC; /(B; + B;)}. Here,
the subset {nAC; /(B; + Bj)} does not need to be considered because it lacks (B; + B;). By
using the remaining subset {nAB;C;/(B; + B;)}, we may try to compose a linear equation
with nAC,. The only way to create a linear equation is to derive

nAC, = nAB, Cp nAB,C,
(Bp+Bj) (B, + Bj)
when (p, j) € O, ki = p, and kp = j. To satisfy the above equation, it is required that

k1 = p where k is an index for { A Bx}. However, we have k; # p from the restriction of the
Assumption 2. Therefore, fy is independent of (P, R, T').
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6 Conclusion

From the practical point of view, designing an efficient FE scheme that provides practical
functionality is an important issue. In this paper, we newly defined the concept of FE for set
intersection (FE-SI) in the multi-client setting and proposed two efficient FE-SI schemes in
bilinear groups. The FE-SI scheme issues encryption keys for all clients with a single setup
and issues a function key for two client indexes to a third party that wants to perform the set
intersection. And we also proposed another FE-SI scheme to add additional control to the
function key by limiting the validity of the function key for a specified time period. In addition
to this, we have shown that our FE-SI schemes can be extended to provide functionality such
as associated message encryption, set intersection cardinality, multi-party set intersection,
and forward secrecy.

Because of this research, we have identified interesting problems. The first problem is to
prove the security of our FE-SI schemes under simple assumptions. Since the assumptions
we have introduced are dynamic assumptions that depend on the function key queries of
an attacker, it is necessary to change them to simpler assumptions. The second problem is
to prove our FE-SI schemes in a stronger security model than the static security model. In
particular, it is necessary to prove the security of FE-SI schemes in a security model that does
not requires all function key queries of an attacker in the initial stage. The third problem is
to improve the performance of the decryption algorithm of our FE-SI schemes.
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