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Abstract
Given the rapid growth and emerging trend of e-commerce have changed consumer preferences to buy online, this study 
analyzes the current Indian legal framework that protects online consumers’ interests. A thorough analysis of the two newly 
enacted laws, i.e., the Consumer Protection Act, 2019 and Consumer Protection (E-commerce) Rules, 2020 and literature 
review support analysis of 290 online consumers answering the research questions and achieving research objectives. The 
significant findings are that a secure and reliable system is essential for e-business firms to work successfully; cash on deliv-
ery is the priority option for online shopping; website information and effective customer care services build a customer’s 
trust. The new regulations are arguably strong enough to protect and safeguard online consumers’ rights and boost India’s 
e-commerce growth. Besides factors such as security, privacy, warranty, customer service, and website information, laws 
governing consumer rights protection in e-commerce influence customers’ trust. Growing e-commerce looks promising 
with a robust legal framework and consumer protection measures. The findings contribute to the body of knowledge on 
e-commerce and consumer rights protection by elucidating the key factors that affect customer trust and loyalty and offering 
an informative perspective on e-consumer protection in the Indian context with broader implications.
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Study Background

The study context, which discusses two key aspects, namely 
the rationale for consumer protection in e-commerce and its 
growth, is presented hereunder:

The Rationale for Consumer Protection 
in E‑commerce

Consumer protection is a burning issue in e-commerce 
throughout the globe. E-Commerce refers to a mechanism 
that mediates transactions to sell goods and services through 
electronic exchange. E-commerce increases productivity 
and widens choice through cost savings, competitiveness 

and a better production process organisation1 (Vancau-
teren et al., 2011). According to the guidelines-1999 of the 
Organisation for Economic Cooperation and Development 
(OECD), e-commerce is online business activities-both 
communications, including advertising and marketing, 
and transactions comprising ordering, invoicing and pay-
ments (OECD, 2000). OCED-1999 guidelines recognised, 
among others, three essential dimensions of consumer pro-
tection in e-commerce. All consumers need to have access 
to e-commerce. Second, to build consumer trust/confidence 
in e-commerce, the continued development of transparent 
and effective consumer protection mechanisms is required 
to check fraudulent, misleading, and unfair practices online. 
Third, all stakeholders-government, businesses, consumers, 
and their representatives- must pay close attention to creat-
ing effective redress systems. These guidelines are primarily 
for cross-border transactions (OECD, 2000).

Considering the technological advances, internet penetra-
tion, massive use of smartphones and social media penetra-
tion led e-commerce growth, the OECD revised its 1999 
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recommendations for consumer protection in 2016. The 
2016-guidelines aim to address the growing challenges of 
e-consumers’ protection by stimulating innovation and com-
petition, including non-monetary transactions, digital con-
tent products, consumers-to-consumers (C2C) transactions, 
mobile devices, privacy and security risks, payment pro-
tection and product safety. Furthermore, it emphasises the 
importance of consumer protection authorities in ensuring 
their ability to protect e-commerce consumers and cooperate 
in cross-border matters (OECD, 2016). The United Nations 
Conference on Trade and Development (UNCTAD), in its 
notes-2017, also recognises similar consumer protection 
challenges in e-commerce. The notes look into policy meas-
ures covering relevant laws and their enforcement, consumer 
education, fair business practices and international coopera-
tion to build consumer trust (UNCTAD, 2017).

E-commerce takes either the domestic (intra-border) 
route or cross-border (International) transactions. Invariably, 
six e-commerce models, i.e. Business-to-Consumer (B2C), 
Business-to-Business (B2B), Consumer-to-Business (C2B), 
Consumer-to-Consumer (C2C), Business-to-Administration 
(B2A) and Consumer-to-Administration (C2A) operate 
across countries (UNESAP and ADB, 2019; Kumar & Chan-
drasekar, 2016). Irrespective of the model, the consumer is 
the King in the marketplace and needs to protect his interest. 
However, the focus of this paper is the major e-commerce 
activities covering B2B and B2C.

The OECD and UNCTAD are two global consumer pro-
tection agencies that promote healthy and competitive inter-
national trade. Founded in 1960, Consumer International2 
(CI) is a group of around 250 consumer organisations in 
over 100 countries representing and defending consumer 
rights in international policy forums and the global mar-
ketplace. The other leading international agencies promot-
ing healthy competition in national and international trade 
are European Consumer Cooperation Network, ECC-Net 
(European Consumer Center Network), APEC Electronic 
Consumer Directing Group (APECSG), Iberoamerikanische 
Forum der Konsumer Protection Agenturen (FIAGC), Inter-
national Consumer Protection and Enforcement Agencies 
(Durovic, 2020).

ICPEN, in the new form, started functioning in 2002 and 
is now a global membership organisation of consumer pro-
tection authorities from 64 countries, including India join-
ing in 2019 and six observing authorities (COMESA, EU, 
GPEN, FIAGC, OECD and UNCTAD). While it addresses 

coordination and cooperation on consumer protection 
enforcement issues, disseminates information on consumer 
protection trends and shares best practices on consumer 
protection laws, it does not regulate financial services or 
product safety. Through econsumer.gov3 enduring initiative, 
ICPEN, in association with the Federal Trade Commission 
(FTC), redresses international online fraud.4 Econsumer.gov, 
a collaboration of consumer protection agencies from 41 
countries around the world, investigates the following types 
of international online fraud:

• Online shopping/internet services/computer equipment
• Credit and debit
• Telemarketing & spam
• Jobs & making money
• Imposters scam: family, friend, government, business or 

romance
• Lottery or sweepstake or prize scams
• Travel & vacations
• Phones/mobile devices & phone services
• Something else

Online criminals target personal and financial infor-
mation. Online trading issues involve scammers target-
ing customers who buy/sell/trade online. Table  1 on 
online cross-border complaints of fraud reported by 
econsumer.gov reveals that international scams are ris-
ing. Total cross-border fraud during 2020 (till 30 June) 
was 33,968 with a reported loss of US$91.95 million as 
against 40,432 cases with a loss of US$ 151.3 million 

Table 1  International online fraud

Source: Data compiled from https:// public. table au. com/ profi le/ feder 
al. trade. commi ssion# !/ vizho me/ eCons umer/ Infog raphic and https:// 
www. stati sta. com/ outlo ok/ 243/ 100/ ecomm erce/ world wide, Accessed 
17 October 2020

Year Total reports Total loss (US$ 
Million)

Reported 
loss (%)

2020 (Till 30 
June)

33,968 91.95 77

2019 40,432 151.3 72
2018 29,984 115.4 78
2017 20,226 74.88 75
2016 14,292 93.72 72
2015 14,797 40.83 67

2 Consumer International is a champion in the sustainable consumer 
movement for the last 60  years. Its vision for the future of 2030 is 
to address three issues-sustainability, digitalization and inclusion. See 
for more details https:// www. consu mersi ntern ation al. org/ who- we- 
are/.

3 econsumer.gov came into being in April 2001, addresses interna-
tional scams and guides its members to combat fraud worldwide; see 
for details https:// econs umer. gov/# crnt.
4 For more details, refer to https:// icpen. org/ consu mer- prote ction- 
around- world.
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and 14,797 complaints with the loss of US$40.83 million 
5 years back. Among others, these complaints included 
online shopping fraud, misrepresented products, products 
that did not arrive, and refund issues. Figure 1 shows that 
the United States ranked first among the ten countries 
where consumers lodged online fraud complaints based 
on consumer and business locations. India was the third 
country next to France for online fraud reporting in con-
sumer locations, while it was the fifth nation for company 
location-based reporting. Besides the USA and India, 
Poland, Australia, the United Kingdom, Canada, Turkey, 
Spain, and Mexico reported many consumer complaints. 
Companies in China, the United Kingdom, France, Hong 
Kong, Spain, Canada, Poland and Turkey received the 
most complaints. The trend is a serious global concern, 
with a magnitude of reported loss of above 60%.

The international scenario and views on consumer pro-
tection in e-commerce provide impetus to discuss con-
sumer protection in e-business in a regional context-India. 
The reason for this is that India has become a leading 
country for online consumer fraud, putting a spotlight 
on electronic governance systems-which may have an 
impact on India’s ease of doing business ranking. How-
ever, to check fraud and ensure consumer protection in 
e-commerce, the government has replaced the earlier 
Consumer Protection Act, 1986, with the new Act-2019 
and E-Commerce Rule-2020 is in place now.

E‑commerce Growth

E-commerce has been booming since the advent of the 
worldwide web (internet) in 1991, but its root is traced back 
to the Berlin Blockade for ordering and airlifting goods via 
telex between 24 June 1948 and 12 May 1949. Since then, 
new technological developments, improvements in internet 
connectivity, and widespread consumer and business adop-
tion, e-commerce has helped countless companies grow. 
The first e-commerce transaction took place with the Bos-
ton Computer Exchange that launched its first e-commerce 
platform way back in 1982 (Azamat et al., 2011; Boateng 
et al., 2008). E-commerce growth potential is directly associ-
ated with internet penetration (Nielsen, 2018). The increase 
in the worldwide use of mobile devices/smartphones has 
primarily led to the growth of e-commerce. With mobile 
devices, individuals are more versatile and passive in buy-
ing and selling over the internet (Harrisson et al., 2017; 
Išoraitė & Miniotienė, 2018; Milan et al., (2020); Nielsen, 
2018; Singh, 2019; UNCTAD, 2019a, 2019b). The growth 
of the millennial digital-savvy workforce, mobile ubiquity 
and continuous optimisation of e-commerce technology is 
pressing the hand and speed of the historically slow-moving 
B2B market. The nearly US$1 Billion B2B e-commerce 
industry is about to hit the perfect storm that is driving the 
growth of B2C businesses (Harrisson et al., 2017). Now, 
e-commerce has reshaped the global retail market (Nielsen, 

Fig. 1  Online shopping-top consumer locations and company locations. Source: Data compiled from https:// public. table au. com/ profi le/ feder al. 
trade. commi ssion# !/ vizho me/ eCons umer/ Infog raphic, Accessed 7 October 2020

https://public.tableau.com/profile/federal.trade.commission#!/vizhome/eConsumer/Infographic
https://public.tableau.com/profile/federal.trade.commission#!/vizhome/eConsumer/Infographic
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2019). The observation is that e-commerce is vibrant and an 
ever-expanding business model; its future is even more com-
petitive than ever, with the increasing purchasing power of 
global buyers, the proliferation of social media users, and the 
increasingly advancing infrastructure and technology (McK-
insey Global Institute, 2019; UNCTAD, 2019a, 2019b).

The analysis of the growth trend in e-commerce, espe-
cially since 2015, explains that online consumers continue 
to place a premium on both flexibility and scope of shopping 
online. With the convenience of buying and returning items 
locally, online retailers will increase their footprint (Har-
risson et al., 2017). Today, e-commerce is growing across 
countries with a compound annual growth rate (CAGR) of 
15% between 2014 and 2020; it is likely to grow at 25% 
between 2020 and 2025. Further analysis of e-commerce 
business reveals that internet penetration will be nearly 
60% of the population in 2020, and Smartphone penetra-
tion has reached almost 42%. Among the users, 31% are in 
the age group of 25–34 years old, followed by 24% among 
the 35–44 years bracket and 22% in 18–24 years. Such a 
vast infrastructure and networking have ensured over 70% of 
the global e-commerce activities in the Asia–Pacific region. 
While China alone accounts for US$740 billion, the USA 
accounts for over US$$560 billion (Kerick, 2019). A review 
of global shoppers making online purchases (Fig. 2) shows 
that consumers look beyond their borders-cross-border pur-
chases in all regions. While 90% of consumers visited an 
online retail site by July 2020, 74% purchased a product 
online, and 52% used a mobile device.

The e-commerce uprising in Asia and the Pacific presents 
vast economic potential. The region holds the largest share 
of the B2C e-commerce market (UNCTAD, 2017). The size 

of e-commerce relative to the gross domestic product was 
4.5% in the region by 2015. E-commerce enables small and 
medium-sized enterprises to reach global markets and com-
pete on an international scale. It has improved economic effi-
ciency and created many new jobs in developing economies 
and least developed countries, offering them a chance to nar-
row development gaps and increase inclusiveness—whether 
demographic, economic, geographic, cultural, or linguistic. 
It also helps narrow the rural–urban divide.

Nevertheless, Asia’s e-commerce market remains highly 
heterogeneous. In terms of e-commerce readiness—based 
on the UNCTAD e-commerce index 2017, the Republic of 
Korea ranks fifth globally (score 95.5) while Afghanistan, 
with 17 points, ranks 132 (UNCTAD, 2017). According to 
a joint study (2018) by the United Nations Economic and 
Social Commission for Asia and the Pacific (UNESCAP) 
and Asian Development Bank (ADB), Asia is the fastest-
growing region in the global e-commerce marketplace. 
The region accounted for the largest share of the world’s 
business-to-consumer e-commerce market (UNESCAP and 
ADB, 2019). World Retail Congress (2019) brought out 
the Global E-Commerce Market Ranking 2019 assessing 
the top 30 ranking e-commerce markets on various param-
eters-USA, UK, China, Japan and Germany were the first 
top countries. India figured at 15 with a CAGR of 19.8% 
between 2018 and 2022. The report suggests that compa-
nies need to enhance every aspect of online buying, focus-
ing on localised payment mode and duty-free return.5 The 

Fig. 2  Global e-commerce activities and overseas online purchase. Source: Data compiled from https:// datar eport al. com/ global- dig ital-over-
view#: ~ :text = There%20are%205.15%20billion%20unique,of%202.4%20percent%20per%20 year and , Accessed 12 October 2020

5 For a detailed report, see https:// www. world retai lcong ress. 
com/__ media/ Global_ ecomm erce_ Market_ Ranki ng_ 2019_ 001. pdf, 
Accessed 10 October 2020.

https://datareportal.com/global-dig
https://www.worldretailcongress.com/__media/Global_ecommerce_Market_Ranking_2019_001.pdf
https://www.worldretailcongress.com/__media/Global_ecommerce_Market_Ranking_2019_001.pdf
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observation of this trend implies online consumers’ safety 
and security.

Figure 3 explains that global cross-border e-commerce 
(B2C) shopping is growing significantly and is estimated 
to cross US$1 Trillion in 2020. Adobe Digital Economic 
Index Survey-20206 in March 2020 reported that a remark-
able fact to note is about steadily accelerated growth in 
global e-commerce because of COVID-19. While virus 
protection-related goods increased by 807%, toilet paper 
spiked by 231%. Online consumers worldwide prefer the 
eWallet payment system. The survey also revealed an excit-
ing constellation that COVID-19 is further pushing overall 
online inflation down.

According to UNCTD’s B2C E-Commerce Index 2019 
survey measuring an economy’s preparedness to support 
online shopping, India ranks 73rd with 57 index values, 

seven times better than the 80th rank index report 2018 
(UNCTAD, 2019a, 2019b). The E-commerce industry has 
emerged as a front-runner in the Indian economy with an 
internet penetration rate of about 50% now, nearly 37% of 
smartphone internet users, launching the 4G network, inter-
net content in the local language, and increasing consumer 
wealth. Massive infrastructure and policy support propelled 
the e-commerce industry to reach US$ 64 billion in 2020, 
up by 39% from 2017 and will touch US$ 200 by 2026 with 
a CAGR of 21%.7 Now, India envisions a five trillion dollar 
economy8 by 2024. It would be difficult with the present 
growth rate, but not impossible, pushing for robust e-govern-
ance and a digitally empowered society. The proliferation of 
smartphones, growing internet access and booming digital 

Fig. 3  Global cross-border 
e-commerce (B2C) market. 
*Estimated to cross US$ 1 Tril-
lion in 2020. Source: Authors’ 
compilation from https:// www. 
inves pcro. com/ blog/ cross- bor-
der- shopp ing/, Accessed on 15 
October 2020
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Fig. 4  E-Commerce growth 
in India during 2015–2020. 
Source: Data compiled from 
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6 Complete report available at https:// busin ess. adobe. com/ resou rces/ 
digit al- econo my- index. html, Accessed 10 October 2020.

7 https:// www. ibef. org/ news/ vision- of-a- new- india- US$-5- trill ion- 
econo my, Accessed 7 October 2020.
8 Government of India’s press release, see https:// pib. gov. in/ Press 
Reles eDeta ilm. aspx? PRID= 16039 82, Accessed 7 October 2020.
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586 N. Chawla, B. Kumar 

1 3

payments and policy reforms are accelerating the growth of 
the e-commerce sector vis-a-vis the economy.

Analysis of different studies on the growth of e-commerce 
in India shows that while retail spending has grown by a 
CAGR of 22.52% during 2015–2020, online buyers have 
climbed by a CAGR of 35.44% during the same period 
(Fig. 4). The government’s Digital India drive beginning 
1 July 2015-surge using mobile wallets like Paytm, Ola 
Money, Mobiwik, BHIM etc., and the declaration of demon-
etisation on 9 November 2016 appears to be the prime rea-
sons for such a vast growth in the country’s e-commerce 
industry. The Times of India (2020 October 12), a daily 
leading Indian newspaper, reported that India’s increase 
in digital payments was at a CAGR of 55.1% from March 
2016 to March 2020, jumping from US$ 73,90 million to 
470.40, reflecting the country’s positive policy environment 
and preparedness for the digital economy. The government’s 
policy objective is to promote a safe, secure, sound and effi-
cient payment system; hence, the Reserve Bank of India 
(RBI), the national financial and fiscal regulating authority, 
attempts to ensure security and increase customer trust in 
digital payments (RBI, 2020).

The massive growth of e-commerce in countries world-
wide, especially in India, has prompted an examination of 
the legal structure regulating online consumer protection.

Literature Review and Research Gap

Theoretical Framework

Generally speaking, customers, as treated inferior to their 
contracting partners, need protection (Daniel, 2005). There-
fore, due to low bargaining power, it is agreed that their 
interests need to be secured. The ‘inequality of negotiat-
ing power’ theory emphasises the consumer’s economically 
weaker status than suppliers (Haupt, 2003; Liyang, 2019; 
Porter, 1979). The ‘inequality in bargaining power’ princi-
ple emphasises the customer’s economically inferior posi-
tion to suppliers (Haupt, 2003). The ‘exploitation theory’ 
also supports a similar view to the ‘weaker party’ argument. 
According to this theory, for two reasons, consumers need 
protection: first, consumers have little choice but to buy and 
contract on the terms set by increasingly large and powerful 
businesses; second, companies can manipulate significant 
discrepancies in knowledge and complexity in their favour 
(Cockshott & Dieterich, 2011). However, a researcher such 
as Ruhl (2011) believed that this conventional theoretical 
claim about defining the customer as the weaker party is no 
longer valid in modern times. The logic was that the exploi-
tation theory did not take into account competition between 
firms. Through competition from other businesses, any 
negotiating power that companies have vis-a-vis clients is 

minimal. The study, therefore, considers that the ‘economic 
theory’ is the suitable theoretical rationale for consumer 
protection today.

The principle of ‘economic philosophy’ focuses primarily 
on promoting economic productivity and preserving wealth 
as a benefit (Siciliani et al., 2019). As such, the contract law 
had to change a great deal to deal with modern-age con-
sumer transactions where there is no delay between agree-
ment and outcomes (McCoubrey  & White, 1999). Thus, the 
‘economic theory’ justifies the flow of goods and services 
through electronic transactions since online markets’ versa-
tility and rewards are greater than those of face-to-face trans-
actions. The further argument suggests that a robust con-
sumer protection framework can provide an impetus for the 
growth of reliability and trust in electronic commerce. The 
‘incentive theory’ works based on that argument to describe 
consumer protection in electronic transactions (McCoubrey 
& White, 1999).

Online shopping needs greater trust than purchasing 
offline (Nielsen, 2018). From the viewpoint of ‘behavioural 
economics, trust (faith/confidence) has long been consid-
ered a trigger for buyer–seller transactions that can provide 
high standards of fulfilling trade relationships for customers 
(Pavlou, 2003). Pavlou (2003) supports the logical reason-
ing of Lee and Turban (2001) that the role of trust is of 
fundamental importance in adequately capturing e-com-
merce customer behaviour. The study by O’Hara (2005) 
also suggests a relationship between law and trust (belief/
faith), referred to as ‘safety net evaluation’, suggesting that 
law may play a role in building trust between two parties. 
However, with cross-border transactions, the constraint of 
establishing adequate online trust increases, especially if 
one of the parties to the transaction comes from another 
jurisdiction with a high incidence of counterfeits or a weak 
rule of law (Loannis et al., 2019). Thus, the law promotes 
the parties’ ability to enter into a contractual obligation to 
the extent that it works to reduce a contractual relationship’s 
insecurity. The present research uses the idea of trust (faith/
belief/confidence) as another theoretical context in line with 
‘behavioural economics’.

As a focal point in e-commerce, trust refers to a party’s 
ability to be vulnerable to another party’s actions; the trustor, 
with its involvement in networking, sees trust in the form of 
risk-taking activity (Mayer et al., 1995; Helge et al., 2020). 
Lack of confidence could result in weak contracts, expensive 
legal protections, sales loss and business failure. Therefore, 
trust plays a crucial role in serving customers transcend the 
perceived risk of doing business online and in helping them 
become susceptible, actual or imaginary, to those inherent 
e-business risks. While mutual benefit is usually the reason 
behind a dealing/transaction, trust is the insurance or chance 
that the customer can receive that profit (Cazier, 2007). The 
level of trust can be low or high. Low risk-taking behaviour 
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leads to lower trustor engagement, whereas high risk-taking 
participation leads to higher trustor engagement (Helge 
et al., 2020). The theory of trust propounded by (Mayer 
et al., 1995) suggests that trust formation depends on three 
components, viz. ability, benevolence, and integrity (ABI 
model). From the analysis of the previous studies (Mayer 
et al., 1995; Cazier, 2007; Helge et al., 2020), the following 
dimensions of the ABI model emerge:

Dimensions Description

Ability Competence and characteristics 
of vendors in influencing and 
approving a particular area or 
domain-level service to the 
consumer

Elements: technological skills 
and solutions to provide the 
core service, as well as privacy, 
security, data protection, and 
preparedness

Benevolence Concerns caring, and it’s the muse 
for client loyalty

Elements: attention, empathy, 
belief and acceptance

Integrity Compliance with laws and trans-
parent consistency and links to 
attitude and behaviour of sellers 
in running their business

Elements: equality, satisfaction, 
allegiance, fairness, and reli-
ability

Precisely, ability, benevolence and integrity have a direct 
influence on the trust of e-commerce customers.

Gaining the trust of consumers and developing a relation-
ship has become more challenging for e-businesses. The pri-
mary reasons are weak online security, lack of effectiveness 
of the electronic payment system, lack of effective market-
ing program, delay in delivery, low quality of goods and 
services, and ineffective return policy (Kamari  & Kamari, 
2012; Mangiaracina & Perego, 2009). These weaknesses 
adversely impact business operations profoundly later. 
Among the challenges that are the reasons for the distrust 
of customers and downsides of e-commerce is that the online 
payment mechanism is widely insecure. The lack of trust in 
electronic payment is the one that impacts negatively on the 
e-commerce industry, and this issue is still prevalent (Man-
giaracina  & Perego, 2009). The revelation of a recent study 

(Orendorff, 2019) and survey results9 on trust-building, par-
ticularly about the method of payment, preferred language 
and data protection, is fascinating. The mode of payment is 
another matter of trust-building. Today’s customers wish to 
shop in their local currency seamlessly. In an online shop-
pers’ survey of 30,000 respondents in 2019, about 92% of 
customers preferred to purchase in their local currency, 
and 33% abandoned a buy if pricing was listed in US$ only 
(Orendorff, 2019). Airbnb, an online accommodation book-
ing e-business that began operations in 2009, has expanded 
and spread its wings globally as of September 2020-over 220 
countries and 100 k + cities serving 7 + billion customers 
(guests) with local currency payment options.10

Common Sense Advisory Survey11-Nov. 2019-Feb. 2020 
with 8709 online shoppers (B2C) in 29 countries, reported 
that 75% of them preferred to purchase products if the infor-
mation was in their native language. About 60% confirmed 
that they rarely/never bought from an English-only website 
because they can’t read. Similarly, its survey of 956 business 
people (B2B) moved in a similar direction. Whether it is 
B2B or B2C customers, they wanted to go beyond Google 
translator-this is about language being a front-line issue 
making or breaking global sales. Leading Indian e-com-
merce companies like Amazon12 and Flipkart13 have started 
capturing the subsequent 100 million users by providing text 
and voice-based consumer support in vernacular languages. 
These observations suggest trust in information that the cus-
tomers can rely upon for a successful transaction.

Data protection is probably the most severe risk of e-com-
merce. The marketplaces witness so many violations that 
it often seems that everyone gets hacked, which makes it a 
real challenge to guarantee that your store is safe and secure. 
For e-commerce firms, preserving the data is a consider-
able expense; it points a finger to maintaining the safety and 
security of the e-commerce consumers’ data privacy in com-
pliance with General Data Protection Regulations (GDPR) 
across countries.14

9 See CUTS International survey at https:// cuts- citee. org/ pdf/ Discu 
ssion_ Paper_E- Comme rce_ in_ the_ Conte xt_ of_ Trade_ Consu mer_ 
Prote ction_ and_ Compe tition_ in_ India. pdf, CSA Research at https:// 
insig hts. csa- resea rch. com/ repor tacti on/ 30501 3126/ Marke ting, https:// 
insig hts. csa- resea rch. com/ repor tacti on/ 30501 3125/ Marke ting, and 
UNTAD study at https:// unctad. org/ page/ data- prote ction- and- priva cy- 
legis lation- world wide, Accessed 12 December 2020.

10 https:// innov ation tacti cs. com/ busin ess- model- canvas- airbnb/, 
Accessed 12 December 2020.
11 Detailed findings at https:// insig hts. csa- resea rch. com/ repor tacti on/ 
30501 3125/ Marke ting, Accessed 19 October 2020.
12 Amazon India began testing a Hindi for its mobile website, mark-
ing its first foray into vernacular languages in August 2018.
13 Flipkart started voice assist in multiple languages-Hindi and Eng-
lish to make shopping easier in June 2020.
14 See cross-border shopping statistics and trends at https:// www. 
inves pcro. com/ blog/ cross- border- shopp ing/, Accessed 15 October 
2020.

https://cuts-citee.org/pdf/Discussion_Paper_E-Commerce_in_the_Context_of_Trade_Consumer_Protection_and_Competition_in_India.pdf
https://cuts-citee.org/pdf/Discussion_Paper_E-Commerce_in_the_Context_of_Trade_Consumer_Protection_and_Competition_in_India.pdf
https://cuts-citee.org/pdf/Discussion_Paper_E-Commerce_in_the_Context_of_Trade_Consumer_Protection_and_Competition_in_India.pdf
https://insights.csa-research.com/reportaction/305013126/Marketing
https://insights.csa-research.com/reportaction/305013126/Marketing
https://insights.csa-research.com/reportaction/305013125/Marketing
https://insights.csa-research.com/reportaction/305013125/Marketing
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://innovationtactics.com/business-model-canvas-airbnb/
https://insights.csa-research.com/reportaction/305013125/Marketing
https://insights.csa-research.com/reportaction/305013125/Marketing
https://www.invespcro.com/blog/cross-border-shopping/
https://www.invespcro.com/blog/cross-border-shopping/
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PwC’s Global Consumer Insight Survey 2020 reports that 
while customers’ buying habits would become more vola-
tile post-COVID 19, consumers’ experience requires safety, 
accessibility, and digital engagement would be robust and 
diversified.15 The report reveals that the COVID-19 outbreak 
pushed the popularity of mobile shopping. Online grocery 
shopping (including phone use) has increased by nearly 
63% post-COVID than before social distancing execution 
and is likely to increase to 86% until its removal. Know-
ing the speed of market change will place companies in a 
position to handle the disruption-74% of the work is from 
home, at least for the time being. Again, the trend applies to 
consumers’ and businesses’ confidence/trust-building. The 
safety and security of customers or consumer protection are 
of paramount importance.

Given the rationale above, the doctrine of low bargain-
ing power, exploitation theory and the economic approach 
provides the theoretical justification for consumer protec-
tion. Economic theory also justifies electronic transactions 
and e-commerce operations as instruments for optimising 
income. The trust theory based on behavioural economic 
conception also builds up the relationship between the 
law and customer trust and thus increases confidence in 
the online market. These premises form the basis for this 
research.

Need and Instruments for Online Consumer 
Protection

The law of the land guides people and the living society. Pre-
vailing rules and regulations, when followed, provide peace of 
mind and security in all spheres, including business activities 
(Bolton et al., 2004). Previous research by Young & Wilkin-
son (1989) suggested that those who have more legally strict 
contracts face more legal problems in contrast to trust-related 
issues (Young & Wilkinson, 1989). Time has changed; peo-
ple going for online transactions go with the legal framework 
and feel safe and secured (Bolton et al., 2004). An online 
agreement is a valid contract. Most UNCTAD member coun-
tries, including India, have adopted various laws concerning 
e-governance/e-business/e-society, such as e-transaction laws, 
consumer protection laws, cyber-crime laws, and data privacy 
and protection laws. The trend indicates that the law is vital in 
establishing trust in online transactions.

A review of literature on e-commerce and consumer pro-
tection suggests that over the years, consumer protection in 
e-commerce has received significant attention, particularly 
from the regulatory authorities-government agencies, trade 

associations and other associated actors (Belwal et al., 2020; 
Cortés, 2010; Dhanya, 2015; Emma et al., 2017; Ibidapo-
Obe, 2011; ITU, 2018; Jaipuriar et al., 2020; Rothchild, 
1999; Saif, 2018). The OECD (2016), UNCTAD (2017), and 
World Economic Forum (2019) guidelines on e-commerce 
have facilitated countries to have regulations/laws to pro-
vide online customers with data privacy, safe transaction and 
build trust. Table 2 explains policy guidelines on consumer 
protection based on a summary of online consumer chal-
lenges and possible remedies at different purchases stages.

Research Issue and Objective

The research gap identification involves reviewing the litera-
ture on various aspects of e-commerce and consumer rights 
protection issues spanning two decades. An objective review 
of 36 highly rated (Scopus/Web Services/ABDC Ranking or 
the like) e-commerce related publications from over 100 arti-
cles published in the last 20 years (2000–2020) suggests that 
the vast majority of earlier studies in this field have been con-
ceptual/theoretical and generic. Regarding the legal frame-
work of e-commerce and consumers’ rights protection, six 
current papers exclusively in the Indian context were avail-
able for analysis and review. The observations are that while 
the focus on consumer privacy and rights protection concerns 
is too general, the legal framework’s scrutiny has limited its 
scope. A review of selected studies on trust and consumer 
rights protection in e-commerce, as shown in Table 3, reveals 
that application aspects, particularly legal issues, are lacking. 
Indian experience in e-commerce consumer rights protection 
through jurisprudence is nascent. Review studies show the 
research of a combination of management and law-related 
analysis in e-commerce and consumer rights protection is 
lacking. This scenario showed a gap in exploring a more 
comprehensive research opportunity in the Indian context.

While e-commerce and electronic transactions have 
evolved as a global trend, it is noteworthy that Indian cus-
tomers are still reluctant to place complete confidence and 
trust in commercial online transactions. Compared to con-
ventional offline customers, online customers face greater 
risk in cyberspace because they negotiate with unknown 
vendors and suppliers.16 The common issues17 related to 
e-commerce are data privacy and security, product qual-
ity, uncertain delivery, no/low scope of replacement, the 

16 For global trend-access, explore, and personalized insights, see 
details at https:// www. forre ster. com/ data/ forec astvi ew/ repor ts#, 
Accessed 15 October 2020.
17 For defined common issues, see Government’s e-gazette at http:// 
egaze tte. nic. in/ Write ReadD ata/ 2020/ 220661. pdf, Accessed 15 Octo-
ber 2020.

15 https:// www. pwc. com/ gx/ en/ consu mer- marke ts/ consu mer- insig hts- 
survey/ 2020/ pwc- consu mer- insig hts- survey- 2020. pdf, Accessed 15 
October 2020.

https://www.forrester.com/data/forecastview/reports#
http://egazette.nic.in/WriteReadData/2020/220661.pdf
http://egazette.nic.in/WriteReadData/2020/220661.pdf
https://www.pwc.com/gx/en/consumer-markets/consumer-insights-survey/2020/pwc-consumer-insights-survey-2020.pdf
https://www.pwc.com/gx/en/consumer-markets/consumer-insights-survey/2020/pwc-consumer-insights-survey-2020.pdf
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jurisdiction of filing complaints, and inconceivable terms 
and conditions (Lahiri, 2018). “Country of origin” of the 
product is a significant issue in e-commerce, particularly 
in cross-border transactions (Bhattacharya et al., 2020). 
The inadequacy of the Consumer Protection Act, 1986 and 
other associated laws has surged the insecurity and lack of 
trust among online customers. The significance of digital 
payments pursued by the Government of India’s essential 
demonetisation policy-2016 has pushed for online trans-
action security and consumer protection in e-commerce 
activities. Therefore, the Consumer Protection Act, 201918 

replaced the Consumer Protection Act 1986 and became 
effective with effect from 20 July 2020,19 while on 7 July 
2020, the Consumer Protection (E-commerce) Rules, 202020 
came into force to address the e-commerce challenges. Nev-
ertheless, it was evident that to attract additional investment 
and to engage with the global market, India, as an emerging 
country, had to gain the confidence of e-consumers.

Table 2  Online consumer protection instruments

Source: Authors’ compilation

Stage Challenge Remedies

Pre-purchase Information asymmetry: Consumers not knowing the identity 
and location of an online product supplier

Marketplace e-commerce entities have to display details about 
sellers offering goods

Unfair business practises: E-commerce can require aggressive 
marketing tactics, including inaccurate information provided 
or deceptive ads

E-commerce entities could not adopt any unfair trade practice 
while offering goods and have to ensure that the advertise-
ments for marketing of goods or services are consistent with 
the actual characteristics goods, access and usage conditions 
of goods

Unwanted electronic commercial communications (spam): 
can be sent via email, messaging services, social networks 
and text messages to potential customers, raising issues of 
privacy and trust

Act is silent on privacy & trust but Rules ensure customers’ 
protection from unsolicited correspondence can include an 
opt-in provision for permission to send messages

Purchase Electronic contracts:
Contract terms Marketplace e-commerce entities have to display information 

relating to return, refund, exchange, warranty and guarantee, 
delivery and shipment and modes of payment prominently to 
its users at the appropriate place on its platform

Confusion on seller location and status Marketplace e-commerce entities would provide a consumer 
information regarding the seller from which he bought 
product, principal geographic address of its headquarters and 
all branches and name and details of its website for effective 
dispute resolution

Cooling-off period: E-commerce entities could not impose cancellation charges on 
consumers unless similar charges are borne by them

Online payment security: E-commerce entities have to display information on avail-
able payment methods and the security of those payment 
methods prominently to its users at the appropriate place on 
its platform

Personal information protection: Disclosure by the electronic service providers any personal 
information of the consumer would be termed as unfair trade 
practice

Post-purchase Liability rules: Failing to comply with any direction of CCPA invites impris-
onment up to 6 months and fine up to two million rupees; and 
false or misleading advertisement invites imprisonment up to 
2 years and fine up to one million rupees

Dispute resolution: E-commerce entities establish an adequate grievance redress 
mechanism appoint a grievance officer, who would acknowl-
edge receipt of complaint within 48 h and to redress com-
plaint within 1 month from date of receipt of complaint

18 https:// consu meraff airs. nic. in/ sites/ defau lt/ files/ Act% 20into% 20for 
ce. pdf, Accessed 30 October 2020.

19 See Government’s e-gazette notification http:// egaze tte. nic. in/ 
Write ReadD ata/ 2019/ 210422. pdf, Accessed 30 October 2020.
20 Government of India’s press release see https:// pib. gov. in/ Press 
relea sesha re. aspx? PRID= 16561 61 and for detailed Rules see https:// 
consu meraff airs. nic. in/ theco nsume rprot ection/ consu mer- prote ction-e- 
comme rce- rules- 2020.

https://consumeraffairs.nic.in/sites/default/files/Act%20into%20force.pdf
https://consumeraffairs.nic.in/sites/default/files/Act%20into%20force.pdf
http://egazette.nic.in/WriteReadData/2019/210422.pdf
http://egazette.nic.in/WriteReadData/2019/210422.pdf
https://pib.gov.in/Pressreleaseshare.aspx?PRID=1656161
https://pib.gov.in/Pressreleaseshare.aspx?PRID=1656161
https://consumeraffairs.nic.in/theconsumerprotection/consumer-protection-e-commerce-rules-2020
https://consumeraffairs.nic.in/theconsumerprotection/consumer-protection-e-commerce-rules-2020
https://consumeraffairs.nic.in/theconsumerprotection/consumer-protection-e-commerce-rules-2020
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These two legislations primarily govern domestic e-com-
merce businesses. Therefore, the research focuses on these 
two legal infrastructure strands-new laws enacted during 
2019 and 2020 and discusses their implications for online 
consumer security to increase customers’ interest and trust in 
India’s electronic transactions. Like the ABI model, the study 
also examines the factors influencing e-commerce custom-
ers’ confidence in the present research context.

Methodology

The research initially depended on the rigorous review of 
the consumer protection guidelines released from time to 
time by various bodies, such as the OECD and UNCATD, 
accompanied by an analysis of the Indian consumer protec-
tion legal structure. The Indian Consumer Protection Act, 
2019 and the Consumer Protection (E-commerce) Rules, 
2020 were the review and analysis subjects. The study used 
e-commerce driver data collected from secondary sources-
published material; the survey reported e-commerce growth 
and trends and consumer protection and conducted an online 
survey of 432 online consumers during August and Septem-
ber 2020.

Analysing the arguments of Zikmund (2000), Bryman 
(2004), Saumure & Given (2008), Bill et al., (2010) and 
Bornstein et al. (2013) about the representative of con-
venience sampling and bias, we consider it is similar to 
that of the population, and there is no harm with due care. 
Regarding inherent bias in convenience sampling, data col-
lection from different sources with different respondents’ 
inclusion provides more data variability and considerably 
reduces prejudice (Sousa et al., 2004; Edgar and Manz, 
2017). Therefore, the respondents included in the research 
were students, professors, advocates, doctors, profession-
als, and homemakers, avoiding excluding family, relatives 
and friends to ensure bias-free. Their contact details sources 
were various channels, including public institution websites, 
social networking sites, and the authors’ email box. Assum-
ing that more respondents feel fun filling out online ques-
tionnaires and providing truthful answers (Chen & Barnes, 
2007; Saunders et al., 2007), the study used an online sur-
vey. Furthermore, because people in the digital age are more 
computer/smartphone savvy, they are more likely to follow 
a similar trend. Besides, such a technique was convenient 
during the COVID-19 pandemic condition because of its 
timeliness, inexpensive methods, ease of research, low cost 
(no support for this research), readily available, and fewer 
rules to follow. The respondents’ contact details sources 
were various channels, including public institution websites, 
social networking sites, and the authors’ email box.

The study used a structured questionnaire comprising 
seven questions with sub-questions except the 7th one being Ta

bl
e 

3 
 (c

on
tin

ue
d)

A
ut

ho
r &

 y
ea

r
Pu

rp
os

e 
of

 re
se

ar
ch

Im
po

rta
nt

 fe
at

ur
es

 st
ud

ie
d

W
an

g 
et

 a
l. 

(2
01

9)
C

re
at

es
 a

n 
et

hi
ca

l a
nd

 tr
us

tw
or

th
y 

so
ci

al
 c

om
m

er
ce

 c
om

m
un

ity
 fo

r b
ra

nd
 

va
lu

e 
co

-c
re

at
io

n
B

as
ed

 o
n 

tru
st-

co
m

m
itm

en
t t

he
or

y,
 d

ev
el

op
in

g 
m

od
el

 a
im

in
g 

to
 c

re
at

e 
et

hi
ca

l 
an

d 
tru

stw
or

th
y 

so
ci

al
 c

om
m

er
ce

 c
om

m
un

ity
 fo

r b
ra

nd
 v

al
ue

 c
o-

cr
ea

tio
n

Zh
i Y

an
g 

et
 a

l. 
(2

01
9)

Ex
pl

or
es

 ro
le

s o
f e

-r
et

ai
le

rs
’ e

th
ic

s t
o 

fit
 in

 p
er

sp
ec

tiv
es

 o
f d

ev
el

op
in

g 
co

un
-

tri
es

C
on

su
m

er
s’

 p
er

ce
pt

io
n 

re
ga

rd
in

g 
et

hi
cs

 o
f o

nl
in

e 
re

ta
ile

rs
 in

 V
ie

tn
am

Zu
ha

l (
20

19
)

Id
en

tifi
es

 o
nl

in
e 

fr
au

d 
an

d 
tru

st 
to

w
ar

ds
 te

ch
no

lo
gy

 in
flu

en
ci

ng
 in

te
nt

io
n 

to
 

us
e 

e-
co

m
m

er
ce

 a
m

on
gg

en
er

at
io

n 
Y

Tr
us

t a
nd

 o
nl

in
e 

fr
au

d 
re

la
tio

ns
hi

p 
w

ith
 c

on
su

m
er

 in
te

nt
io

n 
in

 e
-c

om
m

er
ce



593E-Commerce and Consumer Protection in India: The Emerging Trend  

1 3

open-ended, consuming about 8–10 min, designed based on 
the insights gained from responding to customer surveys 
of different e-commerce companies last year. Pretesting 
the questionnaire with 17 responses from the target group 
supported modifying the final questionnaire partially. The 
first four questions were background questions-gender, age, 
respondent’s attitude towards internet purchasing. Question 
number five with sub-questions, being the focused ques-
tion, provided the answer to some trust-building factors 
found in the literature review. Following previous research 
(McKnight et al., 2002; Corbit et al., 2003; Pavlou, 2003) 
tested the Likert-scale, this question’s solicited response 
relied on a five-point Likert-rating scale (1 = Not impor-
tant at all, 2 = Less important, 3 = Somewhat important, 
4 = Important, 5 = Very important). The query six asked 
was about the consumer protection issues in e-commerce/
online transaction-scam/fraud and grievance settlement. 
The final question seven was open-ended for any remark the 
respondent wanted to make. The questionnaire was reliable 
on a reasonable basis with greater internal consistency on 
overall internal reliability (Cronbach’s alpha = 0.829) at a 1% 
level of significance. The Zoho Survey technique was used 
to solicit required information. The response rate was 76% 
(327) of the total emails sent (432). The retained responses 
were 290, i.e. 88.69% of the replies received, completed in 
all respects and satisfying the research requirement. The 
research applied statistical instruments like percentage, 
weighted mean and multiple regression analysis using SPSS-
26 for analysis and interpretation.

Figure 5 highlights the research framework and process.

Analysis

Deficiency in Act, 1986 and Key Feature of the New 
Act Governing E‑Commerce Consumer Protection

The rapid development of e-commerce has led to new deliv-
ery systems for goods and services and has provided new 
opportunities for consumers. Simultaneously, this has also 
exposed the consumer vulnerable to new forms of unfair 
trade and unethical business. The old Act, 1986, has severe 
limitations regarding its applicability and adjudication pro-
cesses in consumer rights protection in e-commerce. The 
new Act, 2020 brings fundamental changes regarding its 
scope of application, penalty and governance; and envisages 
CCPA and vests regulating and controlling powers. Table 4 
explains the comparative picture between the old Act, 1986 
and the new Act, 2019.

The Act, 2019 applies to buying or selling goods or ser-
vices over the digital or electronic network, including digital 
products [s.2 (16)] and to a person who provides technolo-
gies enabling a product seller to engage in advertising/sell-
ing goods/services to a consumer. The Act also covers online 
market places or online auction sites [s.2 (17)].

Necessary definition/explanation connected to e-com-
merce provided by the Act are:

Consumer: Meaning

If a person buys any goods and hires or avails any service 
online through electronic means, the person would be a con-
sumer of the Act [Explanation b to s.2 (7)].

Fig. 5  Research framework and process
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Product Seller: Electronic Service Providers

The electronic service providers are the product sellers under 
the Act and have the same duties, responsibilities, and lia-
bilities as a product seller [s.2 (37)].

Unfair Trade Practice: Disclosing Personal Information

Unfair trade practice under the Act [s.2 (47) (ix)] refers to 
electronic service providers disclosing to another person any 
personal information given in confidence by the consumer.

Authorities: Central Consumer Protection Authority (CCPA)

The Act, 2019 provides, in addition to the existing three-tier 
grievance redress structure, the establishment of the Cen-
tral Consumer Protection Authority [CCPA] [s.10 & 18] to 
provide regulatory, investigative or adjudicatory services to 
protect consumers’ rights. The CCPA has the powers to reg-
ulate/inquire/investigate into consumer rights violations and/
unfair trade practice suo motu or on a complaint received 
from an aggrieved consumer or on a directive from the gov-
ernment. The specific actions it can take include:

• Execute inquiries into infringements of customer rights 
and initiate lawsuits.

• Order for the recall of dangerous/hazardous/unsafe prod-
ucts and services.

• Order the suspension of unethical commercial practises 
and false ads.

• Impose fines on suppliers or endorsers or publishers of 
false advertising.

The power of CCPA is categorical regarding dangerous/
hazardous/unsafe goods and false/misleading advertise-
ments. The CCPA has the authority to impose a fine rang-
ing from Rs 100 k to Rs 5 million and/imprisonment up to 
life term for the violators depending on the type of offences 
committed by them (Table 5).

Redress Mechanism

The provisions laid down in Sect. 28 through Sect. 73 deal 
with various aspects of the consumer dispute redress system. 
The new Act has changed the District Consumer Dispute 
Redressal Forum terminology to the District Consumer Dis-
pute Redressal Commission. The pecuniary jurisdiction of 
filling complaints in the three-tier consumer courts at the 
District, State and National level has increased (Table 5). For 

Table 5  Penal provisions

Source: Authors’ compilation

Causes
Dangerous/haz-
ardous/unsafe 
goods

Penal provisions
(U/s 20 of the Act)

Causes 
False/misleading
advertisements

Penal provisions
(U/s 21 of the Act)

Default/No injury Fine up to Rs. 100 k with imprisonment up 
to 6 months

Harmful to consumer or 
contravention of consumer 
rights

Directives to trader, manufacturer, endorser, 
advertiser, or publisher to discontinue such 
an advertisement, or modify it in a manner 
specified by the authority, within a given 
time

Depending on gravity of concern, fine up to Rs 
1 million with imprisonment up to 2 years on 
the manufacturer or endorser

With injury Fine up to Rs. 300 k with imprisonment up 
to 1 year

Subsequent offense Fine up to Rs 5 million with imprisonment up 
to 5 years on the manufacturer or endorser

Grievous injury Fine up to Rs. 500 k with imprisonment up 
to 1 year

Subsequent violations Ban up to 1 year and extendable up to 3 years 
for repeated violations

Death Fine up to Rs. 500 k with imprisonment up 
to 7 years extendable to life imprisonment

Supreme Court
[Appeal]

Na�onal Commission
Complaint above Rs 100 

million & Appeal

State Commission
Complaint between Rs 10-

100 million & Appeal

District Forum
Complaint between Rs 10-

100 million & Appeal

CCPA
[Regulatory & 
advisory role,  

Society & 
public at large]  

Consumer 
rights viola�on 
due to unfair 

trade prac�ces/ 
false/ Unethical

Adver�sing/  
order recall
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Fig. 6  Grievance redress mechanism
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better understanding, Fig. 6 shows a diagrammatic picture 
of the judicial system of dispute settlement.

Mediation

The Act, 2019 provides a dispute settlement mechanism 
through the mediation process in case of compromise at the 
acceptance point of the complaint or some future date on 
mutual consent (Sec 37). A mediation cell would operate 
in each city, state, national commission, and regional bench 
to expedite redress. Section 74 through 81 of the Act lays 
down the detailed procedure. Section 81(1) maintains that no 
appeal lies against the order passed by Mediation, implying 
that the redress process at the initial stage would be speedy, 
impacting both the consumers and service providers.

Consumer Protection (E‑Commerce) Rules, 2020

The Consumer Protection (E-Commerce) Rules, 2020, noti-
fied under the Consumer Protection Act, 2019 on 23 July 
2020, aims to prevent unfair trade practices and protect con-
sumers’ interests and rights in e-commerce.

Applicability (Rule 2)

The Rules apply to:

 i. Both products and services acquired or sold through 
automated or electronic networks;

 ii. All models of e-commerce retail;
 iii. All the e-commerce entities, whether they have inven-

tory or market place model. The inventory-based 
model includes an inventory of goods and services 
owned by an e-commerce entity and directly sold to 
consumers [Rule 3(1) f]. In the marketplace model, 
an e-commerce entity has an information infrastruc-
ture platform on a digital and electronic network that 
facilitates the consumer and the seller. [Rule 3(1)g];

 iv. All aspects of unfair trading practise in all models of 
e-commerce; and

 v. An e-commerce entity is offering goods or services to 
consumers in India but not established in India.

General Duties of E‑commerce Entities (Rule 4)

The duties of e-commerce entities are:

 i. An e-commerce entity must be a company incorpo-
rated under the Companies Act.

 ii. Entities must appoint a point of contact to ensure com-
pliance with the Act.

 iii. They have to establish an adequate grievance redress 
mechanism; they would appoint a grievance officer for 
this purpose and display his name, contact details, and 
designation of their platform. He would acknowledge 
the complaint’s receipt within 48 h and resolve the 
complaint within a month from receipt of the com-
plaint.

 iv. If they are offering imported goods, the importers’ 
names and details from whom the imported goods are 
purchased, and the sellers’ names are to be mentioned 
on the platform.

 v. They cannot impose cancellation charges on consum-
ers unless they bear similar costs.

 vi. They have to affect all payments towards accepted 
refund requests of the consumers within a reasonable 
period.

 vii. They cannot manipulate the goods’ prices to gain 
unreasonable profit by imposing unjustified costs and 
discriminating against the same class of consumers.

Liabilities of Marketplace E‑commerce Entities (Rule 5)

The liabilities of marketplace e-commerce entities include 
the following:

 i. The marketplace e-commerce entity would require 
sellers to ensure that information about goods on their 
platform is accurate and corresponds with the appear-
ance, nature, quality, purpose of goods.

 ii. They would display the following information promi-
nently to its users at the appropriate place on its plat-
form:

 • Details about the sellers offering goods-principal geo-
graphic address of its headquarters and all branches 
and name and details of its website for effective dispute 
resolution.

 • Separate ticket/docket/complaint number for each com-
plaint lodged through which the user can monitor the 
status of the complaint.

 • Information about return/refund/exchange, warranty 
and guarantee, delivery and shipment, payment modes 
and dispute/grievance redress mechanism.

 • Information on the methods of payment available, 
the protection of such forms of payment, any fees or 
charges payable by users.

 iii. They would make reasonable efforts to maintain a 
record of relevant information allowing for the iden-
tification of all sellers who have repeatedly offered 
goods that were previously removed under the Copy-
right Act/Trademarks Act/Information Technology 
Act.
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Sellers’ Duties on the Marketplace (Rule 6)

The duties of sellers on the market encompass:

 i. The seller would not adopt any unfair trade practice 
while offering goods.

 ii. He should not falsely represent himself as a consumer 
and post-product review or misrepresent any products’ 
essence or features.

 iii. He could not refuse to take back goods purchased or 
to refund consideration of goods or services that were 
defective/deficient/spurious.

 iv. He would have a prior written contract with the e-com-
merce entity to undertake sale.

 v. He would appoint a grievance officer for consumer 
grievance redressal.

 vi. He would ensure that the advertisements for the mar-
keting of goods or services are consistent with the 
actual characteristics, access and usage conditions of 
goods.

 vii. He will provide the e-commerce company with its 
legal name, the primary geographic address of its 
headquarters and all subsidiaries/branches, the name 
and details of the website, e-mail address, customer 
contact details such as faxes, landlines and mobile 
numbers, etc.

Duties and Liabilities of Inventory E‑commerce Entities 
(Rule 7)

As in the inventory-based model, inventory of goods and 
services is owned and sold directly to consumers by e-com-
merce entities, so inventory e-commerce entities have the 
same liabilities as marketplace e-commerce entities and the 
same duties as marketplace sellers.

The Act 2019 has several provisions for regulating e-com-
merce transactions with safety and trust. Since the Act is 
new, it would be premature to comment on its operational 
aspects and effectiveness. In a recent judgement in Con-
sumer Complaint No 883 of 2020 (M/s Pyaridevi Chabi-
raj Steels Pvt. Ltd vs National Insurance Company Ltd, the 
NCDRC21 has proved the Act’s operational effectiveness by 
deciding the maintainability of a claim’s jurisdiction based 
on the new Act’s provisions. However, it is inevitable that 
"beware buyer" will be replaced by "beware seller/manufac-
turer"; the consumer will be the real king. The Rules 2020 
strike a balance between the responsibilities of e-commerce 
business owners and on-the-platform vendors. Contraven-
tion, if any, of the new regulation/rules would invite the 

provisions of the Act 2019. The observation is that limited 
liability partnerships are missing from the e-commerce enti-
ties. However, with the Act and Rules’ operational expe-
rience, the judiciary or legislature will address this issue 
sooner or later.

Nevertheless, the Rules 2020 provide a robust legal 
framework to build consumers’ trust in e-commerce trans-
actions and protect their rights and interests, thereby proving 
the notion, "consumer is the king". The COVID-19 impact 
has pushed the government to adopt and encourage online 
compliant filling procedures through the National Consumer 
Helpline. Using various APPs is likely to expedite the adju-
dication process and benefit the aggrieved consumer and 
build trust in the governance system.

Discussion

Reading the Rules, 2020, with the Act, 2019, the observation 
is that by making smartphones the primary target of the new 
legislation, the Act, 2019 is hailed as an all-inclusive regula-
tory regime that would raise customer interest investment in 
e-commerce. To safeguard consumers’ rights in all modern-
day retail commerce models, the Act, 2019 attempts to turn 
the jurisprudence pervading consumer protectionism from a 
caveat emptor to a caveat seller. In addition, the Act formally 
incorporated e-commerce within its limits and entered the 
realm of B2C e-commerce. One crucial takeaway benefit 
for consumers is simplifying the complaint filing process, 
enabling consumers to file complaints online and redress 
grievances.

E-commerce has become a gift to all customers in the 
COVID-19 pandemic’s aftermath. The E-Commerce Rules, 
2020 follow the stringent consumer protection regime under 
the new Act, 2019. In the raging pandemic, the timing of 
the E-Commerce Rules, 2020 is beneficial considering the 
current limitations on customers’ freedom of travel and 
increased reliance on e-commerce. The grievances redress 
mechanism as provided in the Rules, 2020 is indubitably a 
calibrated step ensuring neutrality in the e-commerce market 
place, greater transparency, stringent penalties and a strik-
ing balance between the commitments of e-commerce firms 
and vendors in the marketplace. The mandatory provisions 
of appointing a consumer grievance redress officer and a 
nodal contact person or an alternative senior appointed offi-
cial (resident in India) with contact details, acknowledging 
consumer complaints within 48 h of receipt with a ticket 
number, and resolving complaints within 1 month of receipt 
are unquestionably beneficial to consumers. Although each 
e-commerce company has its refund policy, all refund claims 
must have a timely settlement. However, anxiety abounds as 
daily online fraud and unethical trading practices have made 
consumers fearful of exposing themselves to unscrupulous 

21 Full reported case details are available at https:// india nkano on. org/ 
doc/ 49459 460/, Accessed November 22, 2020.

https://indiankanoon.org/doc/49459460/
https://indiankanoon.org/doc/49459460/
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vendors and service providers. Moreover, the regulations’ 
effective enforcement would dissuade unethical retailers and 
service providers, thereby building consumer trust, which 
time will see.

Practical Contributions

The practical contributions of the paper emerge from survey 
findings. Concerning the primary survey, the male–female 
ratio is nearly 1:1, with an average age of 36 years in the 
age range of 20–65. As regards profession, 67% were work-
ing professionals, and 22% were students. While all of the 
respondents were computer/tablet/mobile-savvy, 96% had at 
least a five-time online shopping experience during the last 
7 months between January–July 2020. The desktop with 61% 
response is still the preferred device for online shopping. 
The pricing with cash on delivery, shipping convenience, 
and quality reviews determined online shopping factors. 
About 57% of them agreed that COVID-19 impacted their 
online purchase habits and pushed for online transactions 
even though they feared insecurity about online shopping. 
The primary concerns were low-quality products at a high 
price, a refund for defective products, and a delay in set-
tlement of wrong/excess payments. The top five leading 
e-commerce platforms reported were Amazon, Flipkart, 
Alibaba, Myntra, and IndiaMart. Netmeds was also a leading 
e-commerce business platform in the pharmaceutical sector. 
During the COVID-19 pandemic, JioMart was very popular 

for home-delivery food products, groceries and vegetables in 
the metro locality. The customer feedback system was found 
robust on Amazon.

The respondents’ trust in online shopping reveals that 
a secure and reliable system was essential for 93% of the 
respondents. For nearly the same proportion, information 
about how e-business firms work provided security solu-
tions was a priority factor. Choosing a payment option, 
76% of the respondents prioritised “cash on delivery-online 
transfer at the doorstep. Regarding the privacy of personal 
information shared by online shoppers, 52% said that they 
cared about this aspect. Factors like warranty and guarantee 
(67%) and customer service (69%) were important factors 
of trust-building with the e-entities. Information on the web-
sites (easy navigation/user friendly and reviews) was either 
important or very important, with 77% of the respondents’ 
confidence building to buy online. Information about the 
product features and its manufacturer/supplier was essential 
to 86% of the respondents for trust-building on the prod-
uct and the supplier (manufacture) and e-commerce entity. 
Along with the ABI model discussed above, the presump-
tion is that security, privacy, warranty/guarantee, customer 
service, and website information factors positively influence 
e-commerce customers’ trust.

Multiple regression analysis suggests that as the P = value 
of every independent variable is below 0.05% level of signif-
icance, the independent variables security, privacy, warranty, 
customer service, and website information are all significant. 

Table 6  Statistical analysis of online shopping trust factors (N = 290)

Factors/Sub-factors Monthly 2 times pm  > 2 times pm P value (5% level)

Security
Secure and reliable payment systems; Information about how security solutions 

work; Possibility to choose payment method (cash on delivery, debit/credit card)
4.95 4.91 4.90 0.002

Privacy
How the personal information that you fill in, when ordering, are handled; Policy 

for the handling of personal information, on a visible place on the company’s 
homepage

4.92 4.91 .83 0.011

Warranty/Guarantee
Standard terms in connection to order form (terms for returns, refunds etc.); Coordi-

nation on the order and purchase/tracking
4.92 4.91 4.83 0.027

Customer service/grievance redress
Possibility to be able to ask questions and get help directly, online/chatboot or 

mobile; Feedback/evaluation/experience rating
4.89 4.93 4.83 0.029

Website& Information
Design& functionality-how website looks, user friendly, easy navigation; Informa-

tion about company& product details; About reviews
3.56 3.68 3.59 0.039

Act and Rules
Understanding of the new Act, 2019 3.21 3.42 3.88 –
Understanding of the Rules, 2020 3.14 3.29 3.01
N (290/%) 149/51.38 97/33.45 44/15.17 P value = 0.032

R2 = 0.82
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Alternatively, the overall P value of 0.032 with R2 0.82 sup-
ports the presumption that security, privacy, warranty/guar-
antee, customer service, website information factors have a 
combined influence on e-commerce customers’ trust.

Given this backdrop, Table 6 summarises the micro find-
ings on respondents’ online shopping behaviour, their trust 
and safety aspects, and understanding of the provisions of 
the new Act, 2019 and Rules, 2020. The higher mean value 
for a sub-factor implies higher importance attached to the 
factor by the respondents. P value at a 5% level of signifi-
cance explains an individual element’s contribution to trust-
building behaviour for online buying.

Managerial Insights

The first observation from the data analysis is that, compara-
tively, the younger generation is prone to online shopping; 
it goes along with Xiaodong and Min (2020). Secondly, the 
respondents of all age groups have online buying experience 
even in a pandemic situation forced by COVID-19, compro-
mising their safety and security concerns. The third observa-
tion is that factors like “cash on the delivery option (COD)”, 
adequate information on the e-commerce entity corporate 
website, and effective grievance/complaint redress mecha-
nism are the three crucial factors that build consumers’ trust 
in e-commerce transactions. The reason probably is that this 
Act and Rules are new and significant dispute (s) could yet 
be reported seeking invoking the relevant provisions of the 
Act and Rules in an appropriate legal forum.

Further, the logical observation of the COD option being 
a perceived influential factor in trust-building emanates from 
the fact that protection and security are the essential ele-
ments that make customers hesitant toward utilizing other 
e-payment options. The studies by Mekovec and Hutinski 
(2012), Maqableh (2015) and Ponte et al.(2015); have simi-
lar views. However, post-demonetization (2016), India is 
growing with more digital payments. In this context, we 
value Harvard researchers Bandi et al. (2017) contention 
that customers who switch to digital payments maintain their 
purchasing recurrence but spend more and are less likely 
to restore their purchases. The firms in emerging markets 
may appreciate gains from customer interest, notwithstand-
ing operational increases from payment digitalization. The 
coherent perception about the impact of website informa-
tion on trust-building is in line with the findings of Brian 
et al. (2019) that the online information source creates a 
spill-over effect on satisfaction and trust toward the retailer. 
The implication of the need for an effective grievance 
redress mechanism is that trust-building would be a tricky 
proposition if the company cannot ensure dedicated and 
tailored customer service and support. Kamari and Kamari 
(2012) and Mangiaracina and Perego (2009) had compara-
tive perspectives likewise.

The final observation is that the level of trust required 
to engage in online shopping/transaction varies among the 
respondents depending on their trust perception level. The 
younger generation, less than 35 years old, is more risk-taking 
when it comes to pre-purchase online payment, but women 
over 45 years old are a little hesitant and prefer to do their 
online shopping with payment at the time of placing an order. 
This is ostensibly because the younger generation is more 
tuned to network connectivity via smartphone/tablet, and they 
perceive online transactions as less dangerous. The present 
research findings on the influence of security, privacy, war-
ranty/guarantee, customer service, and website information 
on e-commerce customers’ confidence-building support the 
earlier discussed ABI model proposition (Mayer et al., 1995; 
Cazier, 2007; Helge et al., 2020). The R2-value of 0.82 implies 
that there are other factors beyond what is studied. The other 
probable factor (s) that might have influenced trust is the new 
Act and Rules’ effectiveness in protecting online consumers’ 
interests. The new regulations need a couple of years (at least 
2 years) of operational experience for proper assessment. The 
Act 2019 appears robust to protect consumer rights and inter-
ests of e-commerce customers with specific regulations (i.e. 
Consumer Protection (E-Commerce) Rules, 2020) in force, 
helping the country’s economic growth.

The study variably supports Nehf (2007) view that consum-
ers make decisions about distributing their data in exchange 
for different benefits like, e.g., information on web sites and 
access to databases. Trust, credibility, privacy issues, secu-
rity concerns, the nature of the information on the website, 
and the e-commerce firm’s reputation directly influence con-
sumers’ internet trust (Kim et al., 2008). Trust is the focal 
point of online consumers’ decision-making; the observa-
tion endorses  Larose and Rifon (2007) creation of privacy 
alerts as part of consumer privacy self-regulation initiatives 
and the use of a social cognitive model to consider consumer 
privacy behaviours. Besides, data privacy and trust breaches 
adversely affect the firm’s market value (Tripathi & Mukho-
padhyay, 2020) also hold good in the present context. Figure 7 
demonstrates a diagrammatic model of trust of the consumer 
on e-commerce transactions leading to his decision-making.

Limitations

Every research has more or less some limitations; this one has 
too. The main impediment was the non-availability of adequate 
literature defining the impact assessment of the legal frame-
work of consumer protection measures in e-commerce. The 
probable reasoning is that the Acts/Laws governing e-com-
merce and online consumer rights protection under considera-
tion are new; ethical dispute resolution and judicial interven-
tions have only recently begun. Sample size limitation is also 
a hindering factor in the generalisation of the findings. The 
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observations and managerial insights are likely to change with 
a few more years of implementation experience of the Acts.

Conclusions, Implications and Future 
Research

Conclusions

Lack of trust in goods and their suppliers/manufacturers was 
one of the primary reasons for people not buying online. 
The widespread internet penetration and the growing use 
of computer/tablets/smartphones have pushed e-commerce 
growth across countries, including India. The rapid e-com-
merce development has brought about new distribution 
methods. It has provided new opportunities for consumers, 
forcing consumers vulnerable to new forms of unfair trade 
and unethical business. Further, the government’s measures 
to protect consumer rights, particularly online consumers, 
are inadequate. Hence, the government enacted the Con-
sumer Protection Act, 2019 and the Consumer Protection 
(E-commerce) Rules, 2020 and made them effective from 
July 2020. The new Act and Rules have less than 6 months 
of operational experience, implying premature comment on 
its effectiveness in providing safety and security to online 
consumers. However, online consumers’ positive responses 
suggest that people gain confidence in online shopping with 
safety and security. Because consumer rights protection is 
paramount in the growth of e-commerce, the new regula-
tions strengthen the grievance redress mechanism of online 
consumers, ensuring their trust-building ability, safety, and 
security. The "Consumer is the King with power" now. The 
new reform, i.e., enactment of the two laws, aids in doing 
business too. Some legal complications may arise with more 
operational experience in the future. Still, with judiciary 

intervention and directives, the online consumer’s safety 
and security will pave the growth of e-commerce in India.

Implications

Some stakeholders have apprehension about the new Act and 
Rules’ effectiveness because of the slow judiciary process, 
inadequate infrastructure support, and corrupt practices. The 
findings provide some practical implications for consumer 
activists, policymakers, and research communities to explore 
how to strengthen trust-building among online consumers. 
Regarding theoretical implications, the research improves 
the scientific community’s understanding of the existing 
body of knowledge about online trust and e-consumer pro-
tection. The article further contributes to the body of litera-
ture on e-commerce and consumer protection, understanding 
the crucial factors impacting customer trust and loyalty and 
provides an insightful perspective on e-consumer protec-
tion in the Indian context on the eve of the new legislation 
enacted in 2019–2020.

Future Research

Given the presumption that e-commerce and trust are areas 
of constant change, trust in e-commerce will change, and 
it will be more challenging to integrate e-commerce into 
people’s lives. The scope for further research to test the 
effectiveness of the Act, 2019, and Rule, 2020 in redress-
ing e-commerce consumers’ grievances and protecting their 
rights is wider only after a couple of years of operational 
experience. The government’s policy drive for accelerating 
online transactions also poses challenges considering the 
importance of trust-building and consumer rights protection 
in e-commerce. Future research would shed more light on 
these issues.
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Fig. 7  Model for consumers’ trust on e-commerce transactions
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