GPS Solutions (2019) 23:29
https://doi.org/10.1007/s10291-018-0812-0

ORIGINAL ARTICLE

@ CrossMark

Risking to underestimate the integrity risk
Safoora Zaminpardaz' - Peter J. G. Teunissen3 . Christiaan C. J. M. Tiberius>

Received: 16 January 2018 / Accepted: 7 December 2018 / Published online: 9 January 2019
© The Author(s) 2019

Abstract

As parameter estimation and statistical testing are often intimately linked in the processing of observational data, the
uncertainties involved in both estimation and testing need to be properly propagated into the final results produced. This
necessitates the use of conditional distributions when evaluating the quality of the resulting estimator. As the conditioning
should be on the identified hypothesis as well as on the corresponding testing outcome, omission of the latter will result in
an incorrect description of the estimator’s distribution. In this contribution, we analyse the impact this omission or approxi-
mation has on the considered distribution of the estimator and its integrity risk. For a relatively simple observational model
it is mathematically proven that the rigorous integrity risk exceeds the approximation for the contributions under the null
hypothesis, which typically has a much larger probability of occurrence than an alternative. Actual GNSS-based position-
ing examples confirm this finding. Overall we observe a tendency of the approximate integrity risk being smaller than the
rigorous one. The approximate approach may, therefore, provide a too optimistic description of the integrity risk and thereby
not sufficiently safeguard against possibly hazardous situations. We, therefore, strongly recommend the use of the rigorous
approach to evaluate the integrity risk, as underestimating the integrity risk in practice, and also the risk to do so, cannot be
acceptable particularly in critical and safety-of-life applications.

Keywords Detection, identification and adaptation (DIA) - DIA estimator - Integrity risk - Statistical testing - Conditional
distribution

Introduction take into account the intricacies of the combination when
evaluating the contributions of the decisions and estimators
involved. Procedures followed in practice are usually con-

ditional ones implying that the quality and the performance

The DIA method for the detection, identification and adap-
tation of model misspecifications combines estimation with

testing. Parameter estimation is conducted to determine esti-
mates for the parameters of interest, and statistical testing is
conducted to validate the results with the aim of removing
any unwanted biases that may be present. To rigorously cap-
ture the estimation—testing combination, the DIA estimator
has recently been introduced by Teunissen (2017) together
with a unifying probabilistic framework. This allows one to

P4 Peter J. G. Teunissen
p.j-g-teunissen @tudelft.nl

1 School of Science, RMIT University, GPO Box 2476V,
Melbourne, VIC 3001, Australia

2 GNSS Research Centre, Curtin University, GPO Box U1987,
Perth, WA 6845, Australia

Department of Geoscience and Remote Sensing (DIA), Delft
University of Technology, PO Box 5048, 2600 GA Delft,
The Netherlands

of the resulting estimator must be described based on its
subsequent conditional distribution. Hence, employing the
distribution of the estimator under an identified hypothesis
without regard to the conditioning process that led to the
decision of accepting this hypothesis may impact the quality
description of the resulting estimator in terms of precision,
unbiasedness, confidence region and integrity risk.

In this contribution, we turn our attention specifically
to the integrity risk, which—in short—is the probability
that, whatever hypothesis is true in reality, the estimator
of unknown parameters, directed by the testing outcome,
is outside an acceptable area or volume around its targeted
value. The estimator’s integrity risk is thus one minus its
confidence level. As integrity plays a crucial role in criti-
cal and safety-of-life applications, for instance in aviation,
when GNSS positioning is used to fly an approach to an
airport, stringent requirements on integrity obviously apply.
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We compare, using a number of GNSS positioning exam-
ples, the integrity risk using unconditional distributions with
the one obtained by rigorous evaluation of the correct con-
ditional ones. We demonstrate that with the approximate
approach of using unconditional distributions to evaluate
the integrity risk, for instance when accounting for the event
of removing from the solution an observation identified as
faulty, one may obtain too optimistic figures, and thereby
compromise the whole concept of integrity. The actual integ-
rity risk, evaluated using the correct conditional distribu-
tions, may, in fact, be significantly larger.

This contribution is organized as follows. We start with a
brief review of the detection, identification, and adaptation
procedure, including the DIA estimator and its statistical dis-
tribution. Next, the integrity risk is defined, rigorous as well
as approximate, with the latter following from neglecting the
conditioning on the testing outcome. We then demonstrate
in graphical form, using a simple observational model with
just a single unknown parameter, both the unconditional
and conditional distributions, so that the different contribu-
tions to the integrity risk, as well as the differences between
the two approaches, are understood. We also prove in this
section that, under the null hypothesis, the rigorous integ-
rity risk always exceeds the approximate one. The integrity
risk comparison is then continued, but now for a number
of actual satellite-based single-point positioning examples.
These findings show that one indeed runs a serious risk of
underestimating the actual integrity risk (or overestimating
the confidence level) when using the unconditional distribu-
tions instead of the conditional ones. We hereby note that our
findings, although demonstrated by means of an application
of the DIA procedure, are equally valid for any other method
of fault detection and exclusion, and, therefore, hold true
for a wide variety of different applications, such as geodetic
quality control (Kosters and van der Marel 1990; Amiri Sim-
kooei 2001; Perfetti 2006), navigational integrity (Teunissen
1990b; Gillissen and Elema 1996; Yang et al. 2014), struc-
tural health integrity (Verhoef and de Heus 1995; Yavasoglu
et al. 2017; Durdag et al. 2018), and integrity monitoring of
GNSS (Jonkman and de Jong 2000; Kuusniemi et al. 2004;
Hewitson and Wang 2006). Finally, a summary with conclu-
sions are presented.

Detection, identification and adaptation
(DIA)

A brief recap of the DIA-datasnooping procedure is pro-
vided, and the DIA estimator introduced in Teunissen (2017)
is presented. Then an inventory of all possible testing deci-
sions is compiled, and the distribution of the DIA estimator
is decomposed into contributions, conditioned on the testing
outcome and the hypothesis.
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Statistical hypotheses

We first formulate the null- and alternative hypotheses,
denoted by H, and H;, respectively. Throughout the paper, as
alternative hypotheses, we consider those describing outliers
in individual observations. Here we restrict ourselves to the
case of one outlier at a time. In that case there are as many
alternative hypotheses as there are observations. Therefore,
the observational model under {, and 7; is given as

Hy: E0) = Ax; D() =0, (1

H; : E(y)=Ax+c¢b; D) =0, )
with E(-) the expectation operator, D(-) the dispersion
operator, y € R™ the normally distributed random vector
of observables linked to the estimable unknown param-
eters through the design matrix A € R™" of rank(A) = n,
and Q,, € R™" the positive-definite variance matrix of y.
The redundancy of H is r = m — rank(A) = m — n. c; is the
canonical unit vector having one as its ith entry and zeros
elsewhere, and b, is the scalar bias. Note that [A ¢;] is a
known matrix of full rank. As the number of observations is
equal to m, there are also m alternative hypotheses H; defined
in2yi=1,...,m.

The best linear unbiased estimator (BLUE) of the
unknown parameters x is given by

Hy: % =ATy Hyy: % =A%y 3)
with At = (ATQ;ylA)‘lATQy‘V1 the BLUE-inverse of A,
Ar = (A] 0 ]A)'A] 0! the BLUE-inverse of A; = P-Aand

yy i
that projects onto the orthogonal complement of the range

space of ¢;.

L_ T)-1 - =1 T~ hai :
Pci =1, —c(c; 07 ¢c) ¢ ny being an orthogonal projector

DIA-datasnooping procedure

The DIA method has been widely employed in a variety of
applications, such as the quality control of geodetic networks
and the integrity monitoring of GNSS models, see, e.g.,
Teunissen (1990a) and Amiri Simkooei (2001). The DIA
steps are realized using the misclosure vector t € R” given as

t=B"y; 0,=B"Q,B )

where the m X r matrix B is a full-rank matrix, with
rank(B) = r, of which the range space is an orthogonal
complement of that of A, i.e., [AB] € R™" is invert-
ible and A”B = 0. Assuming that the measurement errors

. . . H[
are normally distributed, i.e., y~ N(Ax+ c;b;, ny) for
i=0,1,...,m and cyb, = 0, the misclosure vector is then
distributed as
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H.
t~N(u, =B"cib,Q,) for i=0,1,...,m (5)

As t is zero-mean under H; and also independent of X, it
provides all the available information useful for validation of
H,, (Teunissen 2017). Thus, an unambiguous testing proce-
dure can be established through assigning the outcomes of ¢
to the statistical hypotheses H; fori =0, 1, ..., m.

The DIA-datasnooping procedure is specified as follows.

Detection: Accept H,jif t € P with

Poz{IEIRV ||¢||2Q”<ka,,} (6)

in which|| - | |2Qn = ()'Q;'(-) and k,, is the a-percentage of
the central Chi-square distribution with r degrees of free-
dom. If H,, is accepted, then %,is provided as the estimate of
x. Otherwise, go to next step.

Identification: Compute Baarda’s test statistic for all alterna-
tive hypotheses as (Baarda 1967; Teunissen 2000)

T -1
¢, Qtt ¢
Wis T e—— (N
T -1
¢, o Ch,

in which ¢, = B¢, is the ith column of matrix BT since c; is
a canonical unit vector. Select H, if t € Py, with

i#0 { € R"/Py|lwil jeg%??f,n} |W]|} (®)

Adaptation: When H, is selected, then £; is provided as the
estimate of x.

The partitioning 7; in terms of the (original) misclosure
vector is introduced in Teunissen (2017), and an example
is shown in Fig. 3 in [Ibid]. Note that the above datasnoop-
ing partitioning would need modification in case of ‘iterated
datasnooping’ (Kok et al. 1984) for multiple outlier testing
which involves consecutive rounds of detection and identi-
fication until no further outlier is detected.

DIA estimator

Given the above three steps, estimation and testing are com-
bined in DIA-datasnooping. Teunissen (2017) presents a
unifying framework to rigorously capture the probabil-
istic properties of this combination, see also Teunissen
et al. (2017). As such, the DIA estimator x was introduced,
which captures the whole estimation—testing scheme and
it is given as

%= 2 5p,0 ©)

with pj(t) being the indicator function of region Pj, i.e.,
pj(t) =1forte PJ and pj(t) = 0 elsewhere. Therefore, the
DIA estimator x is a combination of )?j for j=0,1,....,m
and the misclosure vector ¢. The probability density function
(PDF) of x under H, reads (Teunissen 2017)

ro) =Y, [ f0.cmar
=

m (10
=y / [, (0 + Lit|H)f (| H,) de
i—0 7)/ X
where the second equality is a consequence of
X=Xy - Lyt an
with
o +eclO!
J ||ct/_||2Q" IAR it (12)
Testing decisions

As was shown above, the decisions of the testing proce-
dure are driven by the outcome of the misclosure vector
t. If H, is true, then the decision is correct if t € P;, and
wrong if r € P#i. We, therefore, discriminate between the
following events

CA = (t € Py|H,)) = correct acceptance
FA = (t & Py|H,)) = false alarm
MD; = (¢t € Py|H;) = missed detection
CD; = (¢t & Py|H;) = correct detection
WI, = (t € Uy, P;|H;) = wrong identification

13)

Cl; = (t € P;|H;) = correctidentification

With #= {CA,FA,MD,, CD,, WI,, CI, }, we denote the prob-
ability of * by P,. satisfying
Pop +Ppa =1,
Pyp, +Pep, = 1, (14)
Py, + Py, = Pep,

Computation of P, requires information about the mis-
closure PDF which is given in (5). Here, it is important
to note the difference between the CD- and CI-probabil-
ity, i.e.Pcp 2 Py . They would be the same if there were
only one single alternative hypothesis, say H,, since then
P, =R'/P,.

@ Springer
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Decomposition of f,(0|H;)

Given the events in (13) and using the total probability rule,
f:(8|H,;) can be decomposed as follows:

[OH) = Y fen (Ot € P H) P(1€PIH) (1)
J=0

where

fauer, (011 € P 1) = fiep (611 € P 1) (16)

Therefore, in case j = 0, due to X, being independent of ¢,
we have

faier, (01 € Py, H,) = f; (61H;) (17)

The proof of (16) and (17) is given as follows. The condi-
tional PDF f;;ep (0]t € P, Hi) is obtained through the fol-

lowing general expression

/ fxt(g TlH)
Pl e PlH) (18)

in which (Teunissen 2017)

leteTJ/ (0|t ep

m

fea(0.711) = Y £ (0, 71H)pi(o) (19)

=0
Substituting (19) into (18) gives

fia(0.7IH))

i 0 P, H,;) = Ep———— 2
fmepj( lteP; ) /ij(l‘Epj|Hi) ! =

Comparing the structure of (20) with that of (18), we
achieve (16). For j=0, we have
fioa(0,71H;) = f; (01H,)f,(|H;) of which the substitution
into (20) gives (17). Note that the conditional PDFs
fiuep, (01t € Py 7;) for j # O are non-normal, which is fur-
ther discussed in the following sections.

Integrity risk

Being an estimator of x, the DIA estimator X is likely to be
considered a good estimator if it is close to x with a suffi-
ciently large probability. Defining ‘closeness’ as ‘lying in
an x-centered region B,’, and ‘sufficiently large’ as ‘1 — ¢’
for a very small g, then X is an acceptable estimator of x if
P(x € B,) > 1 — € or equivalently

P(xe B) <e 1)

@ Springer

with B¢ = R"/B,. We refer to the above probability as integ-
rity risk, see also, e.g., Schuster et al. (2007) and Salés et al.
(2010). The integrity risk (21) is thus one minus the prob-
ability of x lying inside the confidence region 5,. In the
sequel, we denote this probability by IR.

Assuming that Z ( ) =1, with P(Hj) being the
probability of occurrence of H describing a bias in the sin-
gle jth measurement, cf. (2), thc integrity risk can be decom-
posed, using the total probability rule, as

m

IR = ) P(x € B|H,)P(H,) 22)
=0

Here it is important to realize that the above expression
depends on the bias value b; under M, fori =1, ...,m. One
may take a conservative route by computing each term in the
summation for a bias value b; which maximizes the product
P(x € B¢|M;)P(H;). The probabilities P(x € B¢|H,) in the
summation (22), using (15) and (16), can be expressed as

IR|H,; = P(x € B|H,) ZP % € Bl|t € P, H;)P(1 € P|H,)
=0
’ (23)
The conditional probabilities in the above equation are com-
puted based on the PDFs f; ,cp (61t € P, ;).

Would one neglect the correlation between £; and 7, and
use the unconditional PDFs f; (6|M,;) instead, an approxima-

tion of the rigorous integrity risk IR|H; is obtained as

m
= ) P(% € B|H,)P(t € P,|H)) (24)
J=0

IR’|H,

In (ﬁ|7—[i>, one conditions on both the hypothesis and the

testing outcome, while in (IR’|#;), one conditions only on
the hypothesis and not on the testing outcome.

The difference between the rigorous and approximate
integrity risks under H, reads
Y [P(% € Bilte P, H,)
j=0
—P(5; € BIM)[P(1e PIH;)  (25)

IR|H, — IR°|H,; =

Note, in the above summation, that j runs from 1 to m as
P(%, € BS|t € Py, H;) = P(%, € B|H;), cf. (17). For a
given region B,, the difference within square brackets
depends on the dlfference between f; ep, (0 lre P, H;) and
f;,(61H;). The conditional PDF f; .cp (9|t € P, H;) would
become equal to the PDF f%_(0|7-l,), if the correlation
between icj and t would be zero. With (11), however, there is
a non-zero correlation between £; and 7, driven by Q; ;.. O,
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and ;. In addition, the conditional PDF Lijer, (0]t € P H;),
using the total probability rule, can be written as

1

. 0|t € P H) = o———r
fx,.|te7’j( | J 2 P(t pj|Hi)

hypothesis. Suppose that in (1), there is only one unknown
parameter (n=1) and also the redundancy of the model is

m (26)
X (ﬁ?j(am,.) = Y fien, (01 € P H)P(1 € Ple,-)>

ki

which reveals that

P(te P|H;) > 1 :>f%|,€,,j(9|z €P.H,) —>]§C[(9|Hi)
27

If j =iand|b;| - oo then we have P(t (S Pi|H,-) - l.Asa

result, the difference (TR |74, - IR”|HI.> is mainly driven by

the term in the summation corresponding with j = i. This in
tandem with (27) gives

b, > o0 = IR|H, — IR°|H; - 0 (28)
saying that for a very large bias magnitude, the difference
between rigorous and approximate integrity risk vanishes.

Finally, we note that the issue of correlation-neglect
between %; and 7 also comes up if one would use the out-
comes of testing in an a posteriori evaluation. In that case
one would have to work with the PDF of ()"c|t S Pj) which
is different from that of )?j, despite the fact that both random
vectors, (5c|t € P/) and )ch, have the same sample outcome
(Teunissen 2017). For instance, if H; is the identified hypoth-
esis, confidence levels are typically evaluated in practice as
P(% € B,|H;), see e.g. (Wieser 2004; Devoti et al. 2011;
Dheenathayalan et al. 2016), while they should be evalu-
ated as P(%; € B,|t € P}, H;). The difference between their
hypothesis averaged versions will then provide differences
as those between (23) and (24).

Numerical analysis: single alternative
hypothesis

In this section, we evaluate both the “rigorous” and “approx-
imate” integrity risks defined by (23) and (24). To get a
better understanding of their characteristics, we consider a
simple observational model with only a single alternative

f)’c(elHi) Zcho (9|Hi)

Py

ft(T|Hi)dT+/]?CO(0+LaT|Hi)l(T|Hi)dT
P

one (r=1),i.e., x € R and t € R. The canonical form of
such a model, applying the Tienstra-transformation 7 to
the (assumed) normally distributed vector of observables y

(Teunissen 2017), reads
0
=) @

A* %o | x + by o?
Ty = — N‘N Xo,i , x
' lBT]y L] <[bz,. ] [00

which is specified fori € {0,a} as

My : b, =0,b, =0

X0.0 Ty
H,: b, =Lb, b, =b,

a~a’

(30)

for some b, € R/{0}, and also L, € R which establishes
the following link:

j\ca :)%0 _Lat (31)
With the mean of %, and ¢ given by (29) and (30), we have
E,|H,) = EG,IH,) = x.

The corresponding DIA-datasnooping procedure is
defined as

Detection: Accept H,if t € P with

o= [

Provide %, as the estimate of x.

Identification: Select H,, if t € Py with Py = R/P,,.

Adaptation: When H, is selected, X, is provided as the
estimate of x.

With the above three steps, the DIA estimator and its PDF
under H;,i € {0, a}, are given by

% = Zopo(t) + 2,1 = po(0) (33)
and

(34)

=f;, (017;) + /P [f;, (6 + L,zIH,) = f;, (017,)]f,(z|H,)dz

@ Springer
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In (34), the second equality follows from Pj = R /7.
Decomposition of f, (0|, ) and £, (0| H,)

As there is only one alternative hypothesis H_, the events in
(13) are reduced to four events CA, FA, MD and CD, and
the decomposition of fx(elHi) in (15) is then simplified to

f:(61Hy) = f;, (61Hy)Pcp +f; jra(O1FA)Pr,

(35)

f:(61H,) =f5co(0|Ha)PMD +/;,1cp(0|CD)Ppy

Note that the subscripts of MD and CD as in (13) are

dropped, as H,, is the only alternative. In Fig. 1, assuming

(for example) that 67 = 0.5m? ¢? = 2m? and L, = 0.5, we
X0

show how the PDFs fx(9|H0) (top) and f;(6|H,) (middle
and bottom) are formed according to (35). The solid and
dashed blue curves, respectively, depict
S, (9|HO) = fz1ca(@ICA) and f; pa(0|FA) in the top panel,
and f; (61H,) = fymp(0IMD) and f; |cp(6|CD) in the mid-
dle and bottom panels. The black curve shows f; (61H,),
which is also equal tof; (6|H,). The probability of false
alarm Pp, is usually user defined by setting the appropriate
size of PP, hence an input to the DIA procedure both under
null and alternative hypotheses. To assess the PDF of X, and
X under the alternative H,, one additionally needs to set the
size of the bias b, or alternatively, one may choose to set the
correct detection probability P, as we did here.

As was mentioned earlier, the conditional PDFs
Jz ira(@IFA) and f; |p(0|CD) are non-normal, which for the
case of one single alternative can be expressed as

1

fi, ipa(BIFA) = i xu(9|7‘[0) _fch|CA(9|CA)PcA] (36)
E
J,1c0(81CD) = % 2“<9|Ha) _ffc(,IMD(glMD)PMD] (37

Substituting (36) and (37) into (35), given Pgy, =1 — Py
and Py = 1 — Py, we have

Ppy — 1 =>fx(9|H0) _’ffc“<'9|H0)
Pey = 0= £ (01H,) —>fxo(9|7‘l0)
Pep = 1= £(01H,) = £, (01H,) .
Pep — 0= f(01H,) = £, (611,

In Fig. 1, in agreement with (38), as P, decreases, in the
graphs on top, the curve of f; (OlHo) in red gets close to that
of f;, (61H,) in blue. Also, when Py, increases from 0.40
to 0.99, in the graphs in the middle and at the bottom, the

@ Springer

Ppy = 1073 Pra = 107!
— fz(0Ho) — f2(6[Hy)
11— frca(0]CA) | —f3ca(6]CA)
-~ fapa (O]FA) == fipa(0FA)
W | —/f:(0Ho) —Ja(01H0)
%05 '
0
Ppa =107, Pep =04  Ppa=10"", Pcp = 0.4
— f:(0]H,) — f3(0H,)
1|l—snin(6]MD) — fznp(0|MD)
---f3cp(6|CD) -=-fzcp(0|CD)
L —fi (0 ") — [, (0]Ha)
“05 |
0
Ppya =107, Pep =099 Ppy =107", Pep = 0.99
— f(0[H,) — [3(0|H,)
1 — fano(0]MD) — fznin(0]MD)
---f3cp(6|CD) -~ f3cp(6/CD)
W | —fal0lH) — [, (0Ha)
; ﬁ |
0.5
0-5 0 5 -5 0 5
7 7

Fig. 1 Illustration of the DIA estimator PDF [top] under null hypoth-
esis H,, and [middle and bottom] under alternative hypothesis H,.
The contributing parameters are set to be O'% =0.5m?, O'tz =2m?,
and L, = 0.5. Panels, from left to right, correspond to Ppa = 1073 and
Pry = 107!, Panels in the middle and at the bottom correspond to,
resp., Pop = 0.4 and P, = 0.99

curve of f;'c<0|Ha) in red gets close to that of f; (0|Ha) in
black and to that of f;cp(0|CD) as well.

Non-normality of f; |, (6|FA)and f; |, (0|CD)

To appreciate the non-normality of the two PDFs
fi,ra(0IFA) and f; |p(0|CD), we show them for dif-

X,
ferent values of the contributing factors, namely Pg,,
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PMD(= 1- PCD), 03, 0; and L, in Fig. 2. To highlight the
non-normality of f;C“IFA(0|FA) and ]}“|CD(6|CD), we have
also plotted (for reference) their normal counterparts having
the same mean and variance in black. These normal PDFs,
respectively, correspond with the random variables

Xy ~ -N.<E(5Ca|FA)’ Ggau:A) (39)
Ry~ N(E(fcalCD), "imn)

Note that the above random variables are only introduced
here to illustrate the departure from normality of (%,|FA)
and (%,/CD).

The panels to the left side of Fig. 2 demonstrate the
behavior of f;‘ca|FA(0|FA) in blue, in comparison to f%(a) in
black. We note that the following situations 0%, o, L. L, )
and P, 1 make the PDF f; p2 (0]FA) get closer to a normal
one. This can be explained as follows. We first consider the
impact of o3, 0, and L, which drive the correlation between
X, and t as

1

( o2 ) "2 40)
=(1+-=
Lﬁ 0,2

If this correlation becomes zero, then the PDF f; |z4(6|FA)
becomes identical to the unconditional normal PDF
1, (9|HO). As (40) suggests, this would be realized if
L, — Oando, » Oaswellaso; — co.Now, we consider the
impact of Pr,, which can be explained through (36). Since
Pca = 1 = Pg,, increasing Pg, (thus decreasing P, ) leads
to smaller differences between f; o (0|FA) and f; (6|H,).
This can also be seen by comparing the dashed blue curves
with the solid black ones in the first row of Fig. 1.

Shown to the right of Fig. 2 are the graphs of f; ,cp(60|CD)
together with those of j}cd(H). The response of ffc,,|CD(9|CD)
to the changes in the parameters o , 6, and L, is similar to
that of fi.ulpA(OlFA). f)?“|CD(9|CD) in addition depends on
Pcp according to (37). Since Pepy = 1 — Py, increasing Py
(thus decreasing Pyp) leads to smaller differences between
f;,1cp(0ICD) and f; (6|H,). This can also be seen by com-
paring the dashed blue curves with the solid black ones in
the second and third rows of Fig. 1.

Ps

Rigorous vs approximate integrity risk

The rigorous and approximate integrity risks for the case
of working with a single alternative hypothesis H, are for-
mulated in, respectively, the first and the second rows of
Table 1. The difference between them reads

— fi, A (0|FA) — f3,1cp(0]CD)
0 0
“ldashed: L, =0.5 dashed: L, =1.5
L solid: L, 0.1 solid: Lo0.5
004 ‘ .
0.2} \
! Y K
Of—/ N~ %
0.8
0.6

3 D) D) 2
dashed: o3 = 0.5m" dashed: o3 = 0.5m*

w  |solid: 02 =4m?® solid: 02 = 4m>
a0 20 o U
Q0.
a N\ e \\
0.2b -t / AR
I.' \om=es i \ [ W\
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0—', \ / N "" -
0.8
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dashed: i = 5m” dashed: o7 = 2m*
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Fig.2 Illustration of the non-normal distribution of the components
of the DIA estimator (left) fj,ulFA(GlFA) in blue and the normal dis-
tribution fxm(9)’ cf. (39), for reference, in black; (right) J’X_[‘|CD(€|CD)
in blue and the normal distribution ffccd (0), cf. (39), for reference, in
black. Unless otherwise mentioned in each panel, the default set-
tings for the left panels are 6}% =0.5m% 6> =2m? L,=0.5 and
Ppy = 1073, and for the right npzmels are o-)% =0.5m?, o-t2 =2m?,
L,=15,Ps, = 1073 and Pop, = 0.6 ‘
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Table 1 Integrity risk based on the DIA estimator (IR) and its
approximation by ignoring the correlation between %, and ¢ (IR?) for
the case of a null- and a single alternative hypotheses. B¢ = R" /B,

IR = P(H,) x / [f, (01H)Pcp + f; jpa(BIFA)Pg, | d6
B
+P(H,) X / [z, (01H,)Pyip, + ;. cp(BICD)Pcp ] dO
A

IR? = P(H,) X / [f, (01H)Pcp +f; (01Hy)Ppy|d6
Be

+P(H,) X / [, O1H )Pyip, + f; (O1H,)Pcp | dO
2

IR — IR’ = P(H,) X (@HO - IR”lHO)

+P(H,) X (ﬁma ~IR°I3, ) (41

where

IR|H, — IR°|H, = P, / [f:, kA (BIFA) — f; (81H,)|d6

42)
and

IR|H, - IR’|H, = Pcp / [£..1c0ICD) - £; (01H,)]d6

(43)
The difference between IR and IR lies in the difference
between f; |FA(9|FA) and f; (9|H0) and the difference
between fxa|CD(0|CD) and f (0|H ) These differences, as
discussed previously, depend on p;. ;, P, and, in case of the
latter, on Pcpp. In case p; , = 0, then f; pa(OIFA) = f;. (HIHO)
and f; 1cp(0|CD) = f;. (61H,), thereby IR = IR”. As nominal
conditions are more likely than anomalies incurring meas-
urement biases, the probability of the occurrence of H, is
far larger than that of H,, see e.g. Wu et al. (2013). Thus, the
impact of (ﬁlHa —IR°|H,) is downweighted by the small
value of P(H, ). Therefore, in the following, we first discuss
the behavior of (IR|H,, — IR°|H,)) and then the behavior of
(IR — IR?).

Evaluation of (ﬁlHo - IR"|H0>

It can be shown that the difference (ﬁ| H, —IR°|H,)in (42)
is always positive. For a proof, see the Appendix. Assuming

oy = =0.5m? and a =2m?, Fig. 3 illustrates graphs of
(IR|H, — IR’|H,) (solid lines) and those of (IRlHO) (dashed
lines) as a function of AL, for P, = 107! (top) and
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Fig.3 Illustration of the behavior of integrity risks correspond-
mg with B [x AL,x+ AL] as a function of AL, assuming

= 0.5m? and O' =2m? for the case of a null- and a single alter-
natlve hypotheses. The solid lines show (IRlHQ_ IR°|H,) , cf. (42),
while the dashed lines show the corresponding (IR|H,,)

Ppp = 1073 (bottom), and L,=0.5,1.5 (in blue and red,
resp.). Comparing the solid lines with their corresponding
dashed lines, we note, depending on the values of L, and
Py, that after a certain alert limit, the values of (ﬁlHo) and
(ﬁl?—[0 — IR?|H,)) approach each other, implying that the
approximate integrity risk (IR°|H,) gets very small indeed.
We explain this behavior for the blue curves at the bottom
when AL =4 m. The probability mass of the PDFs
fi,ira(0IFA) and f; (HIHO), the dashed blue curve and the
black curve in the upper left panel in Fig. 1, are at the level
of 2x1072 and 6x 1075, respectively, outside
B, = [x —4,x + 4]. In addition, the probability mass of the
PDF f; (6H,) outside B, = [x — 4,x + 4] is at the level of
1078. These values, given Py, = 1073, will then result in a
difference at the level of 8 X 10~8 between (ﬁlHo) and
(ﬁl?’—l0 —IR°|H,). As a consequence of this case, the
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approximate integrity risk under the null hypothesis is too
optimistic by a factor of 300.

It can be seen that the graphs of (ﬁl?—[0 —IR°|H,) take
only positive values. We note that all curves as a function of
AL show almost the same signature. They first increase and
then decrease to zero. Since this behavior depends on AL,
it can be explained by looking at the integral part in (42),
which is the difference between P(|fca —x| > ALlFA) and
P(|&, — x| > AL|H,). We have

P(|x, — x| > AL|FA) — 1
AL - 0>
P(|x, — x| > AL|H,) = 1
44)
P(]x, — x| > AL|FA) - 0
AL - 0 >
P(|x, —x| > AL|H,;) = 0

As shown in the Appendix, P(|x, — x| < AL|H,) is
always greater than P(|%, — x| < AL|FA). Therefore,
it can be concluded that the PDF f;cd(9|H0) is more
peaked around x than f; s (|FA). Therefore, when AL
increases, P(|5ca —x| > ALIHO) decreases more rapidly
than P(|5ca —x| > AL|FA). This, together with (44) and
the fact that the probabilities P(lfca —x| > ALlHO) and
P(|%, — x| > AL|FA) are continuous functions of AL,
results in an increasing and then decreasing behavior for
(IR|H, — IR?|H,).

In Fig. 3, when L, increases, the curve of
(ﬁlH0 —IR°|H,) stretches over a larger range of values
of AL. This is due to the fact that increasing L, reduces the
peakedness of the PDFs f; (6|H,)and f; |rA(8]FA) around
x. The impact of changing L, on f; (0 | HOI) and f; pa(6|FA)
is demonstrated in (31) and Fig. 2 (top-left), respectively.
Therefore, both the probabilities P( |, — x| > AL|H0) and
P( |x, — x| > ALIFA) behave more smoothly as function of
AL, and so does their difference.

Decreasing a by a factor of 10?, we note that the val-
ues of (IR|H, —IR°|H,) in Fig. 3 also decrease by
almost a factor of 102. Reducing a by a factor of 10?
will reduce (ﬁl?—[0 —IR°|H,) by the same amount if
P(|%, — x| > AL|FA)remains invariant. However, as Fig. 2
(bottom-left) shows, reducing a by a factor of 10 increases
P(|%, — x| > AL|FA), which results in (IR|H, — IR’|H,)
decreasing by a factor slightly smaller than 102

Evaluation of (ﬁ - IR")

Here, we investigate the behavior of the integrity risks when
both the null- and alternative hypotheses are taken into
account. The difference (IR — IR?)in (41), due to the contri-
bution of #_,, depends on the bias value b,. Considering
o2 =0.5m?,062 = 2m’*and P(H,) = 0.9 (thus P(#,) = 0.1;

X0

AL =1Im
O TP RS :
—Pp = 1071, L,=05
—Pp = 1071, L,=1.5
E ===Pp = 1073, L,=05
T 005_ R T -"Plﬂ\ — 10—.5. L” :15
e [ ~—
RS SRS SES SN A B
AL =2m
(R T — IS RS SRR 5
EO 05_ .......................
|
=
0 ______ -z : : : ::*_*\_:;_-_‘__ S
0 2 4 6 8 10
b, [m]

Fig. 4 Illustration of the difference between rigorous and approximate
integrity risks (IR —IR°) in (41) as a function of bias value b, cor-
responding with B, = [x — AL,x + AL]. The contributing parameters
are set to be 0530 =0.5m?, 6> =2m? and P(HO) =0.9. The variation
of Pp, and L, is highlighted through changing the style and color of
the curve, respectively: Pr, = 107! in solid line and Pg, = 1073 in
dashed line, L, = 0.5in blue and L, = 1.5in red

the latter probability is usually much smaller in practice),
Fig. 4 shows the curves of (IR — IR®) as a function of b, for
two different values of AL in B, = [x — AL,x+ AL], L, and
Ppa. Decreasing L, although the correlation p;. , decreases,
the difference (IR — IR?) may increase or decrease depend-
ing on AL and Pg,. It can be seen that (IR — IR?) does not
change too much as a function of b,. This is due to the fact
that any change in b, will change (ﬁ|7—lu —IR°|H,), of
which the impact is downweighted by P(Hu) = 0.1. Note
that IR is larger than IR in most cases, revealing that using
the approximate integrity risk instead of the rigorous one
generally will be hazardous. The IR? does not provide a safe
bound to the actual IR.

Numerical analysis: multiple alternative
hypotheses
So far, for simplicity, we have been working with an obser-

vational model with one unknown parameter and one
redundancy. In this section, we work with a satellite-based
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single-point positioning (SPP) model based on the observa-
tions of m satellites with four unknown parameters (n = 4) and
r = m — 4 redundancy. As alternative hypotheses, we consider
those given in (2). In that case there are as many alternative
hypotheses as there are observations.

We first present the observational model, and then we
analyze, by means of three practical examples, the difference
between the rigorous and approximate integrity risk for the
contributions under the null hypothesis (H,,).

SPP observational model

Assuming there are m pseudorange observations, the obser-
vational model under H, fori =0, 1, ..., mis given as

X
M BG)=1G )| | +cb, Q,, =0, (45)

where the m X 3 matrix G = [— ulT, ey — u;] r contains the
receiver-satellite unit direction vectors u; as its rows, e,, is the
m-vector of ones, and again c,b, = 0. The unknown receiver
coordinate components and clock error are, respectively,
denoted by the 3-vector x and scalar dt. The dispersion of the
observables is characterized through the standard deviation
o, and the identity matrix /,,. At this stage, to simplify our
analysis, we do not consider a satellite-elevation-dependent
variance matrix. In the following, we only concentrate on
the H,-driven difference between IR and IR?, as the prob-
ability of the occurrence of H,; is by far larger than that of
the alternative hypotheses.

Evaluation of <ﬁ| Hy, —IR?| Ho>
Setting i = 0in (25), we have

IR|H, - IR°|H, = Y [PG; € Bilt € P, Hy)
j=1
—P(%; € BS|Hy)|P(1 € Pj|H,)  (46)

which shows, for a given satellite geometry (design matrix),
that the difference (IR|H, — IR’|H,) depends on Py, = a,
B, and ny. In _the following, for a few satellite geometries,
we illustrate (IR|H,, — IR°|H,)) as function of the contribut-
ing factors. Note, we will compute the integrity risk for the
horizontal components and the vertical component sepa-
rately. As such, the integrity risk for the vertical component
is computed for

B, = {6y € R||6, —x,| <AL} 47
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Fig.5 Skyplot of the satellites (top), the difference (ﬁ|7—l0 —1R|H,)
for vertical component (second row) and horizontal components
(third and fourth rows) in the model given in (45), as a function of
alert limit AL, for different values of ¢, (cf. 45) and P, = «
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and for the horizontal components for

BxH:{GHERZ‘”QH_XHHIZSAL} (48)

BXH = {G’H € R? |10y _xH”CiHOiHO < AL} (49)

where x;; € R?and x;, € R are, respectively, the horizontal
components and the Vertical~comp0nent of x. Region B, is
acircle with radius AL, and BB, is an ellipse driven by cofac-
tor matrix C)?HQJ?HO' Without loss of generality, our illustra-

tions will be depicted for x = 0, thus x;, = 0 and x;; = 0.

Example 1: Fig. 5

The skyplot in Fig. 5 (top) shows a geometry of six satellites.
The graphs of the difference (IR|H, — IR°|H,) as a function
of AL are shown for the vertical component [second row] and
the horizontal components (third and fourth rows) for different
values of ¢, (cf. 45) and P, = a. The third row corresponds
vi/ith B, cf. (48), while the fourth row corresponds with
B, cf. (49). It is important to note that (IR|H, — IR°|H,))
has always ‘positive’ values for all components, meaning
that employing the approximate integrity risk instead of the
rigorous one could be dangerous, depending on the appli-
cation at hand. To get a better appreciation of such danger,
the values of (ﬁﬂ-{o — IR°|H,)) together with (ﬁU—[O) are
tabulated in Table 2 for some values of AL. For example,
for the vertical component with the settings of Pr, = 1071,
6, =1m and AL=15 m, we have (IR|H,) = 0.0168 and

(ﬁlHO —IR?|H,) = 0.0148, implying that the approximate
integrity risk (EU{O) is too optimistic by a factor of 8.

We also note that all graphs as a function of AL show
almost the same signature. They first increase and then
decrease to zero at different slopes. Since this behavior
depends on the AL values, it can be explained by looking at
P()Ac*i € Bi It € P, Hy) — P(fc*j € ch* |H,) as a function of
AL with = {H, V}. We have

PG, € B  [t€P;, Hy) — 1
AL - 0= ! N
P(fc*j € B, |Hy — 1

P&, € B [t € P;,Hy) — 0
AL - o0 => ! '
P(fc*j € B |[Hy) = 0

(50)

We now, as an example, take the vertical component integ-
rity risk. Assuming that x, = 0 and o, = Im, Fig. 6 illus-
trates the PDFs f; (6y|H,) (dashed blue curves) and
oy ven, (6y|z € P, Hy) for a = 107" (solid blue curves) and
a = 1072 (solid red curves), for all six alternative hypotheses
Jj=1,...,6.Itcan be seen that the PDF f; (8y|H,)(dashed)
is more peaked around zero than f; |.ep (Bvlt € P, H,).
Therefore, when the AL increases, then P(fcvf € chleO)
decreases more rapidly than P(fc‘,j e Biv |t e PJ-, H,). This,
together with (50) and the fact that the probabilities
P(fcvj € B;V |H,) and P(fcvj € Bivlt € P;, H,) are continuous

functions of AL, results in increasing and then decreasing

Table 2 Values of the rigorous integrity risk (ﬁIHO) and its difference with its approximation (ﬁlHO — IR°|H,), taken from the graphs in Fig. 5

AL(m)  [R|H, IR|H,—IR’|H, AL@m)  IR|H, IR|H, — IR°|H,
Pp=10""6,=1m
B, 15 0.0168  0.0148 30 0.0015 0.0015
B, 10 0.0112  0.0107 18 0.0001 0.0001
5 0.0211 0.0180 10 0.0055 0.0054
P, =10""6,=2m
B, 15 0.0260  0.0179 30 0.0168  0.0148
B, 10 0.0213 0.0171 18 0.0137  0.0129
5 0.1011 0.0440 10 0.0215 0.0184
Pe=10"70,=1m
B, 15 0.0017  0.0015 30 0.0011 0.0011
B, 10 0.0015 0.0015 18 0.0001 0.0001
B, 5 0.0027  0.0024 10 0.0014  0.0014
Pe=10"06,=2m
B, 15 0.0041 0.0021 30 0.0017  0.0015
B, 10 0.0025 0.0021 18 0.0015 0.0014
3 5 0.0506  0.0055 10 0.0026  0.0023
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Fig.6 Illustration of the PDFs £, (6y1M,) (dashed blue curves) and
fivj‘tepj (9V|t EP, HO) for @ = 107! (blue curves) and a = 1072 (red
curves), for the model in (45), corresponding to the satellite geometry
in Fig. 5 and o, = 1m, for all six alternative hypotheses j=1,...,6.
The probability given on top of each panel is computed for & = 107!

behavior for P()Acv/_ € B;V |t e Pj, H,) — P(fCV/_ € B;leO) as
function of AL.

_In Fig. 5, when o, increases, the graph of
(IR|H,, — IR°|H,) stretches over a larger range of AL. This

is due to the fact that increasing o, reduces the peakedness

of the PDFs f; (6,|H,) and fi e, (6,17 € P, H,) around
zero. Therefore, both the probabilities P(fc*j € B |t € P;, Hy)
and P(fc*,_ € B |H,) behave more smoothly as function of

AL, and so does their difference.
Decreasing a = Pg, by a factor of 10, we note that
the graphs of (IR|H,, — IR’|H,) for both the vertical and
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horizontal components also decrease by almost a factor of
10. In (46), the dependence on the false alarm probability
a is introduced by P(r € P;|H,) and P(X; € B{|t € P;, H,).
With the definition of 7 in (6) and P, in (8), for some
scalar 0 < s < 1, we have

a—sxXa= Pl ePylH,) — sxP(t € P#OlHO). (51)

Therefore, if @ reduces, for instance, by a factor of 10, then
the probability P(t € Pyl HO) also decreases by a factor of
10. For the vertical component, as Fig. 6 shows, changing a
from 10! to 102 does not significantly affect the shape of
f)?v]_“epj (6ylr e P, H,) for j = 2,3,5,6. Therefore, the lead-

ing factors driving the difference between (IR|H, — IR°|H,)
for @ = 10~! and (IR|H, — IR°|H,) for a = 1072 are the
probabilities P(z € Py,|H,) which, according to (51), get
10 times smaller when reducing a from 10~ to 102, There-
fore, the reduction of (ﬁlHo —IR°|H,) due to reducing a
from 107! to 1072 is expected to be by almost one order of
magnitude.

From Fig. 6, we note that the difference between the two
PDFs f;, (6y|H,) and fxvjltepl_(evp € P,.H,) can be
arranged in an ascending order for j=6,3,5,2,1,4. To
understand the impact of conditioning on 7 € P; on ;, we
consider (11), which describes the link between %; and ¢
established through L, cf. (12). For the observational model
at hand, in which the redundancy is » = 2 and also x € R3,
L; is a 3x2 matrix which can be decomposed as
L =1[l.15,15]" with[;; € R2(i = 1,2,3). The conditional
PDF f;, e, (6y|z € P, Hy) is then given by

1
: Oylt € P, Hy) = ————
Jc"Yf"eﬂ( vl i Ho) P(1 € Pj|H,)

X / ﬁ(r|H0)ng(9V+lz3T|HO)df (52)

7)j
in which
wi(z)

T . _ __J T _
U TP T (w; =) (53)

withg, ., € R3 the covariance vector between %, and %y, ,
XXy, 0 Vo

w;(7) given by (7), and the average receiver-satellite unit

direction vector it = i Z;":l u;. The above equations reveal

that the impact of L; on the vertical component %, is gov-
b J

erned by various factors. Table 3 gives the values of

T
15,5,

eses j=1,...,6. As the value of P(t S Pj|H0) does not

(u, — ) / llc, 1, in (53) for 5, = Im for all hypoth-
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Table 3 Evaluation of (53) for

Example 1 (Fig. 5) assuming /

6, =1m

-
g%, (= )1 /1le, 1o,

0.47 0.73 0.80 0.89 1.58 9.79

change too much for different j (see Fig. 6), it can be stated
that the shapes of the regions P; are similar to each other.
Therefore, the leading factor driving the difference in the
shape of f;, e, (6y11 € P Ho)islal, (=)l / ey lg,
which is by far greatest for j = 4. This explains the discrep-
ancy between f; yep (Oylt€PLH,) and
fX"V.f#"EP/%“ (9V|t € Piss HO). The red and blue curves for
Jj =4 in Fig. 6 (middle right) really differ from those in the
other panels.

Example 2: Fig. 7

Figure 7 presents the same type of information as Fig. 5 but
for a different geometry of six satellites. For this example,
again we note the ‘positive’ values for (ﬁl?—[0 —IR°|H,) in
case of both the vertical and horizontal components. The
difference in integrity risk (rigorous minus approximate) in
general behaves similar to the earlier example.

Example 3: Fig. 8

In Fig. 8, we present the same type of information as in
Figs. 5 and 7, but now for a multi-constellation example
given in Blanch et al. (2012), Appendix J. This constellation
is made of five GPS (G) and five Galileo (E) satellites. In
this case, we have three position parameters and two receiver
clock parameters (one for GPS and one for Galileo). The
misclosure vector is of the dimension of five. Note that the
results in Fig. 8 use an elevation-dependent variance (C;,, in
the mentioned paper) for the observations. Also here, like
in the previous examples, we note the ‘positive’ values for
(IR|H, — IR?|H,y).

Summary and conclusion

The message of this contribution finds its origin in the
combination of parameter estimation and statistical test-
ing. These two activities are typically disconnected in prac-
tice when it comes to describing the quality of the eventual

estimator. That is, the distribution of the estimator under an
identified statistical hypothesis is used without regard to the
conditioning process that led to the decision to accept this
hypothesis as the working model. We analyzed what the
contribution of this simplification is to the actual integrity
risk.

Considering a null hypothesis and a single alternative, the
different distributions were first shown graphically for a sim-
ple observational model with a one-dimensional unknown
parameter and a one-dimensional misclosure for statistical
testing. It was demonstrated that, with normally distributed
observables and linear models, the distributions of the estima-
tors conditioned on false alarm and correct detection turn out
to be no longer normal. To compute the integrity risk rigor-
ously, one needs to condition on both the hypothesis and the
testing outcome. An approximate risk is obtained, however,
when one omits the connection between testing and estima-
tion and thus only conditions on the hypothesis and not on the
testing outcome.

For the simple observational model, it was mathemati-
cally proven that the rigorous integrity risk exceeds the
approximate one. This comparison of the rigorous and
approximate integrity risk was then continued by means of
a number of satellite-based single-point positioning exam-
ples, focusing again on the contributions under the null
hypothesis. Although a mathematical proof for the multi-
dimensional case does not yet exist, these examples sup-
port the previously obtained conclusion that the approxi-
mate integrity risk has a tendency of being smaller than its
rigorous counterpart. Thus, by including the uncertainty of
the decision process driven by statistical testing and using
conditional distributions instead of unconditional ones, the
actual integrity risk may end up being larger than the com-
puted approximate one. In other words, the approximate
approach may provide a too optimistic description of the
integrity risk and thereby not sufficiently safeguard against
possibly hazardous situations.

We, therefore, clearly advocate the use of the rigorous
approach to evaluate the integrity risk, as underestimating
the risk, or knowingly allowing this possibility to exist, can-
not be acceptable particularly in critical and safety-of-life
applications.
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Fig. 7 Skyplot of the satellites (top), the difference (ﬁ|7—l0 —1R°|H,)
for vertical component (second row) and horizontal components
(third and fourth rows) in the model given in (45), as a function of
alert limit AL, for different values of ¢, (cf. 45) and P, = «
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Fig.8 Skyplot of the satellites (top), the difference (ﬁ|7—l0 —1R|H,)
for vertical component (second row) and horizontal components
(third row) in the model given in Blanch et al. (2012), Appendix J, as
a function of alert limit AL, for different values of Py, = a
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Appendix

To prove that the difference (ﬁﬂ-[o —IR°|H,) in (42) is
always positive, consider the following expression:

I= / [f)”c“|FA(0|FA) —f;(“(9|7‘lo)]d9 (54)
BX

which, given P(t & Py|H,)) = a and

/ﬁ,eﬂm)f

fi, ira(0IFA) =

(55)
i (01H,) /ﬁ,eﬂm)
can be worked out as
I=1-1, (56)
with
L=/ (L-0f(em 0 + L z|H,)dod
1= [ (5= 1)h(eIHo) [ £, (0 +L,riHy)dods
pe B,
(57)

5=/fum@/&@+%ﬂ%mwf
B

A HO 2 .
As %y ~ N(x, o-)?o) and also B, = [x — AL, x + AL]is a con-
vex x-centered region, for some Alert Limit AL >0, we have

I7,] > |5, i/f;co(e+Larl|H0)d0§/f;c()(B+La72|HO)d0
B B

(58)

)0

which, given the definition of P, in (32), results in

I < /<——1f,r|H0
/ﬁﬂm

xo

)de

</f,(‘r|7‘[0)/f5(0<9+LaT )dedr
p() Bx
=1
(59)
in which the second equality follows from

P(1 € PylHy) = (L = 1) xP( € P5[H,), and the third
inequality follows from (48) given that || < 4/k, | for any

7 € Pyy. From (59), we have I < 0, and with B = R" /B, we
get for (42)

(@HO - IR”lHo) >0 (60)
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