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                    Abstract
In this paper, we present an integrated model-driven approach for the specification and the enforcement of secure object flows in process-driven service-oriented architectures (SOA). In this context, a secure object flow ensures the confidentiality and the integrity of important objects (such as business contracts or electronic patient records) that are passed between different participants in SOA-based business processes. We specify a formal and generic metamodel for secure object flows that can be used to extend arbitrary process modeling languages. To demonstrate our approach, we present a UML extension for secure object flows. Moreover, we describe how platform-independent models are mapped to platform-specific software artifacts via automated model transformations. In addition, we give a detailed description of how we integrated our approach with the Eclipse modeling tools.
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                    Notes
	For the sake of simplicity, Figs. 3 and 4 show only two incoming/outgoing flows for the respective control nodes. However, the corresponding discussion equally applies to an arbitrary number of incoming/outgoing edges, of course.



	For some of our OCL constraints, Appendix A provides two optional OCL statements expressing identical constraints, where each of these optional constraints complies with a different version of the OCL standard. OCL Constraints 4a and 6a comply with OCL version 2.2 [56], while OCL Constraints 4b and 6b use new language constructs from the OCL 2.3.1 standard [57]. The changes affect only the allSuccessors() and allPredecessors() definitions which are interchangeable.


	For example, an alternative visualization of SecureObjectFlows attributes would use comments/constraints attached to secure object nodes directly in an activity diagram.


	Note, however, that we only make these assumptions to simplify the following explanations, our approach is independent of these assumptions, of course.


	Note that such “choreography roles” do only model which participant provides and/or requests specific functions/interfaces. They do not model access control roles. For the definition of process-related access control models, the SecureObjectFlows extension is integrated with the extension presented in [85].


	All modeling and implementation artifacts are available from http://nm.wu.ac.at/modsec.


	This constraint conforms to the OCL standard version 2.2 [56].


	This constraint conforms to the OCL standard version 2.3.1 [57].


	This constraint conforms to the OCL standard version 2.2 [56].


	This constraint conforms to the OCL standard version 2.3.1 [57].


	Here, an OCL 2.3.1 compliant definition is omitted. For an OCL 2.3.1 compliant definition of allPredecessors() see OCL Constraint 6b in Appendix  A.


	Here, an OCL 2.3.1 compliant definition is omitted. For an OCL 2.3.1 compliant definition of allPredecessors() see OCL Constraint 6b in Appendix A.


	Here, an OCL 2.3.1 compliant definition is omitted. For an OCL 2.3.1 compliant definition of allSuccessors() see OCL Constraint 4b in Appendix A.
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Appendices
Appendix A: Constraints for the SecureObjectFlows package
This section provides the complete list of OCL-expressions for the UML extension specified in Sect. 4.

                  
                    OCL Constraint 1
                  

                   The confidentialityEnsured attribute of the SecureNode classifier is derived from the confidentialityAlgorithm attribute and evaluates to true if a confidentiality-related security property is supported.
[image: figure a8]





                  
                
                  
                    OCL Constraint 2
                  

                   The integrityEnsured attribute of the SecureNode classifier is derived from the integrityAlgorithm attribute. It evaluates to true if an integrity-related security property is supported.
[image: figure a9]





                  
                
                  
                    OCL Constraint 3
                  

                   A secure object node must ensure either or both the confidentiality and the integrity.
[image: figure a10]





                  
                
                  
                    OCL Constraint 4a
                  

                   The successor object node of a secure object flow must also be a secure object node.Footnote 7
                    
[image: figure a11]





                  
                
                  
                    OCL Constraint 4b
                  

                   The successor object node of a secure object flow must also be a secure object node.Footnote 8
                    
[image: figure a12]





                  
                
                  
                    OCL Constraint 5
                  

                   The successor secure object nodes must support the same security properties as the corresponding source secure object node.
[image: figure a13]





                  
                
                  
                    OCL Constraint 6a
                  

                   All secure object nodes having the same target secure object node must support identical security properties. Footnote 9
                    
[image: figure a14]





                  
                
                  
                    OCL Constraint 6b
                  

                   All secure object nodes having the same target secure object node must support identical security properties. Footnote 10
                    
[image: figure a15]





                  
                Appendix B: Constraints for the SecureObjectFlows:: Services package
This section provides the complete list of OCL constraints for the UML extension specified in Sect. 5.

                  
                    OCL Constraint 7
                  

                   A SecureInterface must own an Activity instance as its owned behavior.
[image: figure a16]





                  
                
                  
                    OCL Constraint 8
                  

                   In strict mode all cross-interface object flows must be secured.Footnote 11
                    
[image: figure a17]





                  
                
                  
                    OCL Constraint 9
                  

                   All Actions must be instances of CallOperationAction and each CallOperationAction’s operation enclosed by a given partition must correspond to an Operation owned by the Interface denoted by this partition.
[image: figure a18]





                  
                
                  
                    OCL Constraint 10
                  

                   Corresponding secure object nodes must reside in different partitions.Footnote 12
                    
[image: figure a19]





                  
                
                  
                    OCL Constraint 11
                  

                   All activity nodes must be assigned to and must be contained by exactly one and only one activity partition.
[image: figure a20]





                  
                
                  
                    OCL Constraint 12
                  

                   Only InputPins, OutputPins, and ActivityParameterNodes can be secured. All secured Input
                    Pins must have an incoming object flow; all secured OutputPins must have an outgoing object flow. Secured ActivityParameter
                    Nodes must either be connected to an incoming object flow, to an outgoing object flow, or to both; depending on the parameter direction.
[image: figure a21]





                  
                
                  
                    OCL Constraint 13
                  

                   All ActivityParameterNodes which are not initial or final nodes in a control and data flow but counterparts of intermediary InputPins and OutputPins must refer to a streaming Parameter.Footnote 13
                    
[image: figure a22]





                  
                
                  
                    OCL Constraint 14
                  

                   All source object nodes of a set of InputPins owned by a CallOperationAction must be assigned to the same activity partition.
[image: figure a23]





                  
                
                  
                    OCL Constraint 15
                  

                   If provided for a Participant, the ServiceActivityNode must contain a corresponding and compatible SecureSendPin for each secured InputPin in a choreography activity; provided that a) there is a choreography activity in the first place, and that b) the CallOperationAction owning the InputPin and the ServiceInteractionAction owning the SecureSendPin share the Operation (required from the same Interface).
[image: figure a24]





                  
                
                  
                    OCL Constraint 16
                  

                   If provided for a Participant, the ServiceActivityNode must contain a corresponding and compatible SecureReceivePin for each secured OutputPin in a choreography activity; provided that a) there is a choreography activity in the first place, and that b) the CallOperationAction owning the OutputPin and the ServiceReceiveAction owning the SecureReceivePin share the Operation (required from the same Interface).
[image: figure a25]
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