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Abstract

The globe is now fighting the COVID-19 epidemic, and a cost-effective method
to battle the outbreak is urgently required. In this era, the Internet of Things (IoT)
offers healthcare systems or checks and discovers patients in epidemics to prevent
the virus from spreading. In order to tackle the current COVID-19 pandemic, intelli-
gent health care based on IoT is becoming increasingly vital in better digital technol-
ogies. This technology allows gadgets to link hospitals and other predefined sites to
tackle this dilemma. The cognitive Internet of Medical Things (IoMT) is a potential
technology for quick analysis, dynamic monitoring and control, improved therapy
and management, and prevention of viral transmission. This technology can send a
message to the hospital immediately in an emergency. Due to the importance of this
subject, the influence of IoT-centered innovations in the management of COVID-19
is examined in this article. The three main areas, including early detection, viral pre-
vention, and patient care, are considered in this paper. The results showed that using
IoT, such as drones and robots, has been fruitful in reducing contact with patients
and identifying disease symptoms. Also, they showed that the IoT wearable gadgets
and the cloud platform to store the patient’s information have helped doctors track
the patient’s condition.
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1 Introduction

The current COVID-19 pandemic, which is caused by the coronavirus, causes
a severe acute respiratory syndrome, began in Wuhan and has since expanded
throughout China and the world, posing significant problems to China’s health-
care system (Lin and Wu 2020; Vahdat 2020; VAHDAT, Samanian, Shahidi, and
Atapour 2021). COVID-19 is now diagnosed mostly by viral nucleic acid test-
ing (Lv, Chen, Feng, Zhu, and Lv 2021; Vahdat 2022). The present precision of
nucleic acid testing is from 30 to 50%. Several suspicious or suspected instances
may go unnoticed, which is inconvenient for patient quarantine and therapy. The
“diagnosis and treatment scheme for COVID-19 pneumonia (Interim Version 5)”
was released by the People’s Republic of China’s National Health Commission,
which proposed clinical diagnostic criteria based on chest imaging. Nevertheless,
because doctors in multiple areas and hospitals have distinct levels of diagnosis
and treatment, some instances are still overlooked, particularly when the nucleic
acid test is negative. Furthermore, the interim version has discovered no cases
accused of carrying this condition. In some individuals, alterations in Computed
Tomography (CT) can predict the identification of nucleic acid tests, according
to an investigation done at Mount Sinai Hospital in New York (Bai et al. 2020;
Bernheim et al. 2020). Because COVID-19 has no particular therapy and attempts
to restrict its spread have failed, there is an immediate need for global surveil-
lance of people infected with COVID-19 (Abbasi et al. 2021; VAHDAT, Sha-
hidi, et al. 2021). The deployment of an incorporated digital sickness surveil-
lance system might be crucial to controlling the condition. The Internet of Things
(IoT) is getting worldwide attention and becoming more available for forecasting,
preventing, and tracking emerging infectious illnesses (Christaki 2015; Janiesch
et al. 2019; Wan et al. 2018).

Cities are confronting abrupt lockdown restrictions as COVID-19 grows at an
increasing rate, causing almost 10 billion people to self-quarantine at home. The
requirement for essential therapeutic supplies and materials has been enormous,
and the capability for quick but urgent replenishment is likely to be exhausted.
Individuals and potential sufferers should flee their homes to seek medical help,
placing strain on isolation and quarantine procedures and compromising disease
control efforts (Zhang et al. 2021a, b). Furthermore, the medical community has
advised people with moderate symptoms to stay at home because of a lack of iso-
lation wards and appropriate medical instruments. Obviously, a home-based diag-
nostic test would be an excellent tool in meeting this critical and ignored demand.
The Internet of Medical Things (IoMT) is an expanded version of IoT that focuses
on healthcare (Joyia et al. 2017; T. Yang, Gentile, Shen, and Cheng 2020).

IoT is a web of interlinked smart sensors, devices, and persons that allows raw
data to be gathered and delivered over the Internet to be examined for trends or
developments. Cloud-based remote health testing, wearable health-monitoring
devices, and Artificial Intelligence (Al) are all employed in modern IoT-enabled
Health Monitoring Systems (HMS) to supply real-time observation (Rahman
et al. 2020; Zhang et al. 2020). In China, the outbreak provided a great setting for
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field testing of new technological approaches and concepts, notably in IoMT and
digital health. Due to the pandemic, many innovative parties, including govern-
ments, technology design, the financial community, and regulatory authorities in
China and worldwide, have indicated an interest in [IoMT and digital health (Lin
and Wu 2020).

IoT-based healthcare systems collect relevant data, supply extra perspective via
symptoms and activities, enable remote monitoring, and empower individuals to
make better decisions about their health (Alam 2020). The fog computing layer,
healthcare sensor layer, and cloud computing layer are the three layers that make up
the usage of IoT in healthcare systems to combat pandemic scenarios like COVID-
19 (Cao, Zhang, Zhao, et al. 2021; Muhasin et al. 2017). The IoT-enabled healthcare
equipment includes smart hospitals, wearable gadgets for patients (COVID-19), and
doctors (Lv, Yu, Xie, and Alamri 2022). The internal characteristics of smart hospi-
tals, like temperature, may intelligently be monitored (Misra et al. 2020). Health data
may be gathered using portable smart devices and transmitted to a clinician employ-
ing wearable smart devices. Via a COVID-19 tracking app, physicians employ video
chats for remote consultations and diagnosis of patients (Munzert et al. 2021; Roy
et al. 2020). Network equipment like routers, gateways, switches, and access points
make up the fog computing layer (Abdulsalam and Hossain, 2020; Mukherjee et al.
2017). The healthcare data is sent directly from the healthcare sensor layer over the
5G/6G wireless communication network to the fog computing layer for Machine
Learning (ML) algorithms (Lv, Guo, and Lv 2022; Siriwardhana et al. 2020). Con-
ventional cloud servers with adequate processing capacity to deliver storage and
end-to-end services make up the cloud computing layer (Ferrag et al. 2021; Yang,
Huang, Zhang, and Weinman 2020). The researchers Alhussein et al. (2018) lever-
aged the convergence of IoT and cloud to monitor the patient’s health situation in a
Cognitive Healthcare IoT (CHIoT) system. Related information on patient health is
gathered from several sources, ranging from IoT sensors to online social networks.
The standard information system apparatuses and materials are insufficient to suit
the COVID-19 epidemic’s requirements. As illustrated in Fig. 1, the medical appli-
cations/services sensor system might go through the subsequent general phases.

The IoMT, which gathers, organizes, and analyzes medical data produced by
diverse IoT devices, has made significant development in tandem with the design
and application of IoT technology in the medical industry (Hanafizadeh, Hatami,
Analoui, and Albadvi 2021; Islam, Kwak, Kabir, Hossain, and Kwak 2015). IoMT
can increase illness therapy accessibility and effectiveness while also reducing
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Fig. 1 Sensor device for health tracking and action framework based on the IoT (Udgata and Suryade-
vara, 2021)
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mistakes, improving patient experience, and lowering costs (Baker et al. 2017). The
current global large-scale epidemic of COVID-19 has put significant strain and con-
straints on current medical detection systems and novel demands for medical detec-
tion data timeliness, precision, and dependability (Li et al. 2021). IoMT is planned
to be employed in this case to gather and evaluate the primary symptoms of COVID-
19 sufferers by supplying large-scale real-time detection data and identifying the ill-
ness outbreak’s source (Lin et al. 2020; Yang et al. 2020a, b).

Since the prevention and management of COVID-19 is one of the most impor-
tant issues in today’s society, the integration of cloud computing and the IoT for
the optimal management of COVID-19 was examined. Thus, this paper’s significant
contribution is:

¢ Investigating the state-of-the-art regarding the applications of cloud computing
and IoT in the prevention, management, and treatment of COVID-19;

e Examining the crucial challenges regarding the applications of cloud computing
and IoT in the COVID-19 era;

e Examining the available solutions to the provided challenges regarding cloud
computing and IoT applications in the COVID-19 era.

Finally, the organization of the article is presented as follows.

Section 2 analyses the related studies. Section 3 reviews and analyzes the selected
articles. Results and discussion are presented in Sect. 4. Finally, Sect. 5 and 6 pre-
sent challenges, future direction, and conclusion.

2 Related works

In this part, we’ll look at some cloud computing and IoT overviews for managing the
COVID-19 outbreak.

To determine the possibilities of this technology, Javaid and Khan (2021) looked
at academic publications on IoT in healthcare and the COVID-19 epidemic. With
the use of a workflow chart, they examined the important accomplishments of IoT.
Afterward, in 2021, they highlighted seven significant IoT technologies that appear
to be useful for healthcare throughout the COVID-19 epidemic. Ultimately, through-
out the COVID-19 outbreak, they found sixteen basic IoT applications for the medi-
cal area, each with a brief explanation. They discovered that this information-based
service offers novel healthcare prospects by moving toward the ideal manner for an
information system to adapt to world-class outcomes while also enhancing hospital
treatment systems.

The goal of Chakraborty and Abougreen (2021) was to deliver an overview of
the role of ML and the IoT in combating the pandemic. They discovered that ML
was an effective and strong Al technique that could reliably recognize and diagnose
COVID-19 from X-ray and CT (Computed Tomography) images. It might be a use-
ful diagnostic tool in the radiology department. Besides, ML might be utilized for
COVID-19 segmentation and prediction. Additionally, ML could help in medication
discovery and minimize clinical errors.
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Kumar et al. (2020) performed a thorough literature analysis of the prevalence of
previous epidemics and COVID-19. Numerous problems were discovered through-
out the literature review that limited the operation of health care personnel and
posed a risk to their safety. Their goal was to undertake a comprehensive analysis
of the literature to discover the medical sectors’ problems in dealing with the pan-
demic and to provide viable solutions based on cutting-edge technology like AI and
IoT. They helped by detecting problems and categorized them as physical, resource-
based, operational, technical, organizational, and external healthcare difficulties.

Manavi, Nekkanti, Choudhary, and Jayapandian (2020) looked at and assessed
a variety of IoT-enabled screening, contact tracing, and surveillance technologies
and apps. Throughout COVID-19, the goal was to provide a comprehensive under-
standing of the current and planned innovations of IoT-based alternatives in order to
improve the situation. They investigated ongoing IoT initiatives and potential situa-
tions for tackling numerous COVID-19 difficulties like pre-screening, tracing quar-
antined/infected persons, etc. They also looked into the study prospects that emerged
due to the utilization of IoT to address the COVID-19 problem. They also noted a
number of obstacles and concerns that must be tackled while adopting IoT through-
out the COVID-19 outbreak.

Although these articles have examined the influence of the IoT on helping the
COVID-19 epidemic, none of them have taken our approach. It can be said that the
approach has tried to classify and analyze a large part of the existing literature in
three important sections in a new grouping. Finally, Table 1 provides a comparison
of existing review articles. As can be seen, the existing articles have some shortcom-
ings, including the fact that some lack classification, future work, or open topics.
The goal of this post is to go through each of these points.

3 How the cloud and loT prevent COVID-19 outbreaks

The healthcare industry has been a rapid adopter of IoT. The whole healthcare indus-
try faced significant obstacles, particularly during the COVID-19 epidemic. Numer-
ous IoT application possibilities have been suggested in this regard. It involves limit-
ing disease transmission, remote patient surveillance, and intelligent diagnosis. In
this article, to provide solutions in the literature by examining the effect of cloud
computing and IoT on the COVID-19 epidemic were tried. Therefore, the primary
goal is to answer the following questions:

Table 1 The related survey in the field of cloud computing and IoT for the management of the COVID-
19

Author Year Technique Classification =~ Openissue  Future works
Javaid and Khan 2021 IoT No Yes No
Chakraborty and Abougreen 2021 ML and IoT  No No Yes
Kumar et al. 2020 Al and IoT Yes Yes No
Manavi et al. 2020  IoT No No Yes
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e What are the state-of-the-art technologies related to the applications of cloud
computing and the IoT for the prevention, management, and treatment of Covid-
19?

e What are the crucial challenges related to cloud computing and IoT applications
in the COVID-19 era?

e What are the solutions for the provided challenges concerning cloud computing
and IoT applications in the COVID-19 era?

For this purpose, the articles entitled were found “Cloud Computing” AND
“Internet of Things” OR “IoT”” AND “COVID-19” OR “coronavirus” using Google
Scholar, Dimension, and Scopus Database. There was a total of 28 articles with
these titles until 11 May 2022. The titles and abstracts of the articles were reviewed.
There was one duplicate article, and there was 1 article that did not have access to
the full text. One article was also non-English, so the remaining 25 articles were
analyzed. Selected articles are shown in Table 2. The results of the systematic
review showed that the number of existing articles has increased since 2021, and
Springer publications has had the largest number of printed articles. Hindawi, IEEE
and Wiley publications have also been active in the field of research related to the
IoT in the cloud platform for the management of the COVID-19virus. In 2021, there
is an increase in the publication process of their articles. And other publications
have also presented methods to prevent and control this disease with the help of the
IoT to prevent contact with the patient from 2022.

After reviewing the full text of 25 articles, the some were presented as reports
and some journals were invalid were found. Therefore, 15 articles were deleted.
Since the number of articles obtained from this survey was less, we searched for
articles that had the title either cloud computing and COVID-19 or the title included
COVID-19. However, the text used both cloud computing and the Internet. As a
result, 18 articles were analyzed. Articles are classified into 3 groups (see Fig. 2).
In the following, 18 articles are reviewed on the role of IoT and cloud in preventing
disease transmission, patient care, and early diagnosis. Figure 2 shows this fact.

Finally, the countries that have done the most research on cloud computing and
the IoT are shown in Table 2 and Fig. 3. As illustrated, India is at the top of the list
with 89 articles. Then the United States with 27 articles and Saudi Arabia with 21
articles are ranked 2nd and 3rd.

3.1 The role of loT and cloud computing in reducing transmission of the disease

COVID-19’s rapid global spread has increased the amount of data collected
from multiple sources. Cloud computing solutions are frequently used by work-
ers who work from home to assist them in completing their tasks swiftly. Home
hospitalization is one of the finest feasible methods for reducing the spread of the
virus and maintaining the health of people who require hospitalization (Alashhab
et al. 2021). In the COVID-19 outbreak catastrophe, the cloud computing and
IoT ecosystem is an unsung hero (Azam et al. 2019). Cloud computing and the
IoT are two essential technologies that have meaningfully aided the growth of the
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Fig.2 Aspects of IoT assistance during the COVID-19 epidemic
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Fig.3 Mapping of nations where the most articles

healthcare industry (Qasem, Abdullah, Atan, and Jusoh 2018). These advance-
ments allow patients to recover and get treatment in the privacy of their own
homes, surrounded by their loved ones. Patients’ health and the surroundings in
the hospitalization room are tracked to allow doctors to track the procedure and
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provide suggestions to patients and managers. 2020 (Hassen et al. 2020). Below
are some relevant papers to consider.

In Angurala et al. (2020), DBCMS (Drone Based COVID-19 Medical Service)
is a recommended system for the protection of medical staff who are susceptible to
COVID-19 infection. The recommended approach could significantly enhance COVID-
19 patients’ treatment outcomes. They developed a drone service strategy to lower the
risk of infection among physicians and other medical personnel, hence avoiding disease
transmission. They similarly anticipated that the first step would be segregating individ-
uals at home rather than admitting them to hospitals, a condition known as a lockdown
or curfew. The transmission of illness may be efficiently managed throughout various
nations worldwide.

Chaudhari, Mene, Bora, and Somavanshi (2020) discussed the influence of COVID-
19 and the significance of HIoT apps in combating the technology epidemic. Accord-
ing to their results, IoT applications in healthcare can assist keep real-time data on the
cloud. Various statistical analyses may be performed on this data to anticipate COV-
ID-19’s future situations. You may also create a happier workplace with the correct use
of IoT apps.

Besides, to identify absconding, Singh et al. (2020a, b) created an IoT-based wear-
able quarantine band. They designed it with the expense, global supply chain interrup-
tion, and COVID-19 quarantine length in mind, as recommended by the WHO. The
wearable prototype and the accompanying mobile app provide real-time reporting and
tracking of absconding quarantine victims. IoT-Q-Band is a cost-effective approach for
preventing the spread of COVID-19 in low-income areas.

Alrashidi (2020) suggested an intelligent technique relying on two optimizers (Ant
Colony Optimization (ACO) and Particle Swarm Optimization (PSO)) to find the
ideal relocation of a group of individuals connected with IoT devices to regulate their
positions and motions inside an interior area. An amphitheater containing pupils was
employed as a real-world test, and the algorithms steered pupils to appropriate safe
postures. ACO and PSO are two evolutionary techniques developed to tackle the chal-
lenge. Afterward, utilizing several assessment criteria to examine the behavior of the
suggested system, he conducted a comparative analysis among these algorithms and
the Genetic Algorism (GA).

Leila, Othman, and Sakli (2020) suggested an [oRT system addressing the COVID-
19 epidemic. It captures values of quantifiable medical parameters at any time. It sends
them to the cloud, where they are preserved and analyzed by a doctor as part of the hos-
pital’s healthcare service. In hospitals, the robot acts as a link across the physical parts
of the hospital and information cloud, which records patient-specific values and makes
them available on-demand through an Internet connection.

Eventually, the results of this section are summarized in Table 3. The aim, tech-
niques, and results of each article are summarized in the table.

3.2 Role of IoT and cloud computing in the detection of disease

Because there is no preventative therapy for COVID-19 illness, early detection
is critical in allowing the patient to be effectively isolated. It lowers the chance

@ Springer
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of infection in healthy people (Nasser et al. 2021). These advancements allow
patients to recover and get treatment in the privacy of their own homes, sur-
rounded by their loved ones. Nevertheless, in a smart city context, it creates
issues like limited processing capability and poor storage capacity (Lv, Chen, and
Lv 2022). Cloud computing, in the meantime, supplies storage and quick pro-
cessing. To cope with very complex intelligent health care, IoT-cloud integration
is essential (Yuehong et al. 2016). Patient observation and real-time communi-
cation were always at the heart of intelligent healthcare systems. Nevertheless,
the necessity for a cognitive system that uses IoT-cloud technologies to provide
patient-centered, low-cost, high-quality smart health care is growing (Sun et al.
2022). Below are some relevant papers to consider.

Oyeniyi et al. (2020) looked into and emphasized the potential of IoT while
also providing a road plan for combating the COVID-19 epidemic. They con-
cluded that patients, physicians, medical workers, and health management sys-
tems would benefit from adopting IoT to identify infectious illness symptoms and
treat affected individuals of COVID-19 on a global scale. It will also help to sim-
plify and shorten the time necessary for effective epidemic monitoring.

Barnawi, Chhikara, Tekchandani, Kumar, and Alzahrani (2021) developed an
IoTUAV-based approach to capture raw data utilizing onboard heat sensors to
limit the influence of COVID-19. Depending on the temperature observed, the
thermal picture acquired from the thermal camera was utilized to identify the pro-
spective persons in the image that may have COVID-19. An effective hybrid solu-
tion for a face recognition system was presented to recognize humans in infrared
photos collected in real-time situations with high body temperature. Besides, they
devised a face Mutual Authentication and Secret Key (MASK) recognition tech-
nique that identifies if a person is wearing a MASK. The performance of the strat-
egies was assessed utilizing a variety of ML and Deep Learning (DL) classifiers.
They leveraged edge computing infrastructure for data processing to minimize
reaction time for real-time analytics and forecasting. Employing multiple perfor-
mance assessment parameters, the suggested technique has an average accuracy
of 99.5%, suggesting its practical application in real-time settings.

Elagan et al. (2021) presented a unique technique for identifying COVID-19
illness from a distance. Its goal was to assist clinicians in detecting COVID-19
remotely, reducing direct patient interaction. The suggested system had three
smart sensors: a thermal monitoring sensor, a pulse sensor, and a blood sensor.
The system’s major element is described in depth. The Heart Rate (HR) was cal-
culated using a pulse sensor. A pulse sensor uses a mathematical model to rep-
resent the transmitted light oximeter and the reflected light oximeter. They also
enhanced time-series signal recognition by disregarding motion impacts and
focusing on the Area of Interest (ROI) positions. Depending on blood electrical
characteristics and frequencies, they utilized the COMSOL model to calculate the
volume of Red Blood Cells (RBC)s, White Blood Cells (WBC)s, and Platelets.
They modified a mathematical model that characterized the earlobe’s resistance
at various frequencies. After calculating the HR, RBCs, WBCs, and Platelets,
the suggested method was utilized to determine if the subject had COVID-19
symptoms.
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Saha et al. (2021) demonstrated a system for measuring oxygen levels, calculating
severity, and making a probabilistic judgment on whether or not to be a COVID-19
patient. In addition, the approach could keep patient information private and employ
probabilistic categorization to assess severity. The delay of blockchain formation,
overall response, detection, throughput, and severity accuracy, were used to evalu-
ate the outcomes. The hummingbird method and photon hash were used as inter-
modular operations to make the solution less statistically difficult. The investigation
discovered an effective and important answer for the current global health threat in
the IoT architecture.

Also, Shalabi (2020) introduced a layout and simulation of COVID-19 Symptoms
Monitoring Mechanism (CSMM) depending on IoT and sensor networks to track
people through their quarantine, particularly the elderly suffering from chronic ill-
nesses or immune deficiency, making them more susceptible to serious illness. The
technique was based on remote patient health data tracking. A doctor or a medical
practitioner might carry out the procedure of monitoring. The system can quickly
identify an urgent or unusual patient, such as a high temperature or difficulty breath-
ing. Thus, the system may send an urgent Short Message Service (SMS) to the doc-
tor or medical practitioner detailing the time and patient status, alerting them to save
the patient’s life as soon as possible.

Mingdong Zhang et al. (2021a, b, ) studied the possibility of using CT images
of the lungs as diagnostic signals in order to develop an efficient and valid alterna-
tive to NAT (Nucleic Acid Testing). COVID-19-infected lungs developed lesions,
ground-glass opacity, and bronchiectasis that were not present in healthy lungs.
They suggested an enhanced Residual Learning Diagnosis Detection (RLDD)
approach for the COVID-19 methodology, which was aimed to differentiate posi-
tive COVID-19 cases from heterogeneous lung pictures using a publicly available
dataset. Aside from its excellent diagnostic accuracy, the residual-based COVID-19
detection network rapidly identified lung characteristics from tiny COVID-19 sam-
ples, eliminating the need for pre-training on other medical datasets. They had an
accuracy of 91.33 percent, precision of 91.30 percent, and recall of 90 percent in the
test set. The evaluation time for the batch of 150 samples was only 4.7 s. To increase
the detection efficiency of COVID-19, RLDD can be implemented into the API and
medical device.

Finally, Rani, Selvakumar, Kumar, Tai, and Chelvi (2021) demonstrated a novel
COVID-19 diagnostic model based on IoMT that used several ML-based categori-
zation models on chest X-rays. The suggested concept gathers patient samples uti-
lizing IoT devices and sends the data to a cloud server, where the real diagnosis
is performed. When the diagnosis is finished, the report is sent to the appropriate
healthcare facility for further processing. The procedures used in diagnosis are tex-
ture feature extraction and classification. They used a chest X-ray dataset to validate
the suggested model’s performance. According to practical data, the AdaBoost with
random forest model beats other approaches with the highest precision of 90.13 per-
cent, a kappa value of 89.59 percent, an F-score of 90.28 percent, and an MCC of
87.44 percent.

Table 4 summarizes the contents of this section. The aim, techniques, and results
of each article are summarized in the table.
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3.3 Role of loT and cloud computing in patients care

The rising number of individuals in hospitals is causing widespread worry, owing
to population aging, chronic illnesses, and, most recently, the COVID-19 epidemic.
The IoT appears as a promising approach to address this issue since it offers the
necessary scalability, allowing for persistent and reliable HM on a worldwide scale.
Moreover, recent advancements in low power usage, biosensors, and miniaturization
have transformed the procedure of tracking and detecting health issues, providing
comfort, customization, and usefulness to patients via unobtrusive healthcare equip-
ment (de Morais Barroca Filho, Aquino, Malaquias, Girdo, and Melo 2021).

Castiglione, Umer, Sadiq, Obaidat, and Vijayakumar (2021) offered a road map
by emphasizing IoT solutions to assist its management. They also recommended
identifying and tracking COVID-19 patients in real time. Data collection of illness
symptoms (utilizing IoT-based devices), health center or quarantine center (data
gathered utilizing IoT devices), data warehouse (assessment utilizing ML mod-
els), and medical experts (providing treatment) were all part of the recommended
structure. They tested five ML models to forecast the severity degree of COVID-19
patients based on IoT-based real-time data. Random Forest outperformed all other
models based on the findings.

Masud et al. (2020) devised a simple and practically secure mutual authentication
and secret key generation technique that relied on Physical Unclonable Functions
(PUF) to allow network devices to validate the validity (user) and sensor node of the
doctor before generating a session key. PUF also prevented manipulation, cloning,
and side-channel assaults on sensor nodes installed in an unsupervised and hostile
setting. Authentication, secrecy, anonymity, and integrity are all security qualities
that the recommended protocol possesses, making it ideal for protecting IoMT net-
works. According to professional AVISPA security analyses and unofficial security
assessments, it is immune to attacks like replay, impersonation, and man-in-the-mid-
dle. The suggested protocol is more suited for IoT-enabled medical networks since it
uses fewer resources and is resistant to physical threats.

To address the security threat in IoMT, Gupta (2020) designed a simple recipro-
cal authentication and secret key generation technique that used PUF to allow net-
work equipment to validate the legality of the doctor (user) and sensor node before
generating a session key. PUF also prevented manipulation, cloning, and side-chan-
nel assaults on sensor nodes installed in an unsupervised and hostile setting. The
suggested methodology demonstrated all of the essential security qualities for pro-
tecting IoMT networks, such as authentication, confidentiality, anonymity, integrity,
and untraceability. The formal (AVISPA) and informal security analyses showed
that it was resistant to attacks such as replay, impersonation, and a man in the mid-
dle, among others.

Naji, Goga, Karkar, Marin, and Ali (2021) reported a study to determine the most
critical needs for a remote tracking system for COVID-19 patients. As the epidemic
spreads, such systems are becoming increasingly important. The needs and value
of the suggested approach, which includes a smart wristband that helps indicate
patient vital signs, were evaluated. 376 people conducted the online quantitative sur-
vey. Based on the survey, most healthcare experts (97.9%) said that the automated
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wearable gadget is beneficial, affects normal healthcare chores (quarantine enforce-
ment, early diagnosis, and patient status monitoring), and streamlines their routine
healthcare operations outcomes. Furthermore, according to their professional opin-
ion, the major vital signs should be temperature (66 percent of participants) and
oxygenation level (95 percent of participants).

Mukati et al. (2021) analyzed IoT’s main achievements utilizing a process dia-
gram. Afterward, throughout the COVID-19 epidemic, seven essential IoT tech-
nologies that appear to be beneficial in healthcare were selected and demonstrated.
Ultimately, they highlighted possible basic IoT applications for the medical industry
in the COVID-19 epidemic, along with a brief description. Physicians may easily
detect variations in COVID-19’s essential characteristics using this technology.

In Ismael and Maolood (2021), a medical infrastructure with a middleware and
database framework that serves persons with COVID-19 mostly relies on three
participants. The administrators are the first users and are divided into two groups:
doctors and patients. Suppose the patient does not possess a smartphone screen or
Internet access. In that case, the doctor has an app that asks questions to identify
the patient being seen and collects the patient’s health identification. He also asks
the patient to email him an OTP (Time Programmable). If QR (Quick Response
code), on the other hand, asks if his laptop is smart and connected to the Internet,
the patient will be able to use the system once the doctor has inspected them. The
person will evaluate himself using his equipment, and the system will inform him
of his doctor’s findings. When the doctor delivers new readings, he can prescribe
medication. The patient can maintain it and raise the dose if it is acceptable. Doctors
will operate on the prescribing console, transmitting the prescription to the cloud for
verification and generating an encrypted QR code sent to the medicine receiver. The
patient gets access to medication information through the recipient’s app. Examining
QR-protected cloud data is a once-in-a-lifetime opportunity. Until the QR’s expira-
tion date, the medication issuing outlet can only decode and provide the prescription
as recommended. The initiative conforms to the General Data Protection Regulation
(GDPR) and is aimed to promote and give access to care facilities for doctors and
patients.

Table 5 summarizes some of the available details to summarize the articles in this
section. The aim, techniques, and results of each article are summarized in the table.

3.4 Techniques used in the loT to prevent all COVID-19 broadcasts from being
broadcast

Thus, the most relevant IoT strategies and applications for preventing COVID-19
transmission and making treatment simpler were highlight in this part. In three sec-
tions, at IoT-related technologies were looked: “Detection of Disease,” “Reducing
Transmission,” and “Patients Care.” The significance of IoT-enabled/linked inno-
vations in combatting COVID-19 in each step were assessed, including drones,
wearables, IoT buttons, robots, and smartphone applications. To combat the coro-
navirus outbreak, IoT offers a large unified and wireless network for healthcare
(Li et al. 2020). IoT wearable devices may track the sufferer’s present position and
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health-related metrics like blood oxygen saturation, pulse, and body temperature.
The technologies have the potential to provide significant benefits, such as remote
monitoring of the symptoms. The data acquired utilizing the created IoT wearable
gadget will aid us in completely comprehending the COVID-19 virus’s propagation
(Lavric et al. 2022). IoT technology can potentially be tremendously helpful in com-
bating this epidemic; however, it is vital to address data privacy (Yang et al. 2021).
More individuals can engage in their therapy utilizing IoT devices with peace of
mind if IoT technology is implemented effectively and securely. If this technology
is applied correctly, researchers, physicians, the government, and academicians may
create a better environment to combat this condition. Hence, officials and medical
personnel will be better prepared to respond to pandemics. Thus, the burden of vari-
ous diseases, such as hospitalizations, infections, and death rates, can be lowered
dramatically. Furthermore, future research should focus on data storage and man-
agement (Wang et al. 2022). Further research will look at the procedure of building
cost-effective adoption apps (Nasajpour et al. 2020a).

The following sections will discuss numerous IoT implementations throughout
the coronavirus timeframe. The use of IoT to support COVID-19 requires a fully
interconnected network throughout the hospital. Patients and caregivers will be able
to respond more swiftly and efficiently due to this integrated network. The use of
automated therapy processes is efficient and aids in properly handling situations.
Telehealth consultations make healthcare more accessible to those in need. Authen-
tic applications may also be loaded on cellphones to make the identification process
more smoothly and efficiently. Because devices, places, channels, and other com-
ponents are well-informed and linked, real-time information exchange and precise
case handling are possible. The right diagnosis will be tried using smart linked
therapy equipment as soon as the situation is discovered. Hence, the total screening
procedure becomes more excellent. Using various statistical methods based on the
data report provided can also assist in anticipating the future scenario. It would also
help government officials, physicians, academics, and others plan a more productive
working environment (Singh et al. 2020a, b).

4 Results and discussion

It is feasible to ensure the correct surveillance of patients and suspected cases in
the COVID-19 epidemic by using cloud and IoT technology. It may also be utilized
in COVID-19 treatment, diagnosis, pandemic management, and health care for
afflicted persons. The key IoT implications for the COVID-19 outbreak are depicted
in Fig. 4 (Elansary, Darwish, and Hassanien 2021).

IoT is one of these smartly used widespread technologies that play crucial roles
in combating the COVID-19 pandemic. This technique showed great encouragement
in the early detection of global pandemic infections (Mondal, Ghosh, Ghosh, Gupta,
and Basu 2021). COVID-19 is a substantial standard and serious problem globally
because of its high infectivity and transmission of severe acute respiratory syndrome
COVID-19 and its elevated hospitalization rate (Mahase 2020; Sohrabi et al. 2020).
For online exams, computer-based evaluation tools can be employed. It guarantees
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that the system continues to work and that the stakeholders’ health (trainers/lectur-
ers, pupils, and administrative personnel) is not jeopardized. Pupil evaluation may
be performed securely with these technologies because physical interaction is mini-
mized. To protect the safety of employees, staff performance evaluations, promotion
interviews, and surveys can be conducted utilizing an internet platform in the work-
place. It is critical for controlling the COVID-19 pandemic’s development (Moham-
med and Isa 2021).

IoT plays a number of roles in healthcare in addressing the COVID-19 sufferer’s
issues. The effective application of IoT in health care has resulted in huge develop-
ment (Bai et al. 2020). IoT devices aid in the correct therapy of infected patients.
These technologies provide the foundation for creating a smart hospital that can
react autonomously in an emergency. It aids in determining the most effective ther-
apy for the diseased patient. Surveillance and supervision are done correctly and aid
in providing intellectual assistance to improve the quality of COVID-19 patients’
therapy. IoT may also be used to give relevant data in order to get consistent out-
comes. It gives fast information about the patient in an emergency and aids in detect-
ing errors made throughout the care of COVID-19 patients (Haleem et al. 2020).

Al schemes such as cognitive computing, deep learning, convolutional neural net-
works, and machine learning can aid in identification, large-scale inspection, sur-
veillance, lowering caregiver workload, and detecting possible interactions with new
antiviral medications, to name a few (Adly, Adly, and Adly 2020; Long et al. 2017;
McCall 2020; Yeung et al. 2018).

The transmission of COVID-19 can be slowed by social isolation. It implies that
healthcare providers must limit their contact with patients in order to avoid contract-
ing the illness (Khan et al. 2021).

This technique allows for effective hospital administration throughout the epi-
demic. It serves an important role in medication surveillance by giving verified data.
This info can also aid in appropriately delivering the suitable equipment/device to
the right patient. This technology can help hospitals reduce wastage if they have
the correct information system. The help of correctly documented data reduces the
danger of hospital accidents and maintains track of all difficulties. This technique
may be useful in preventing the theft of expensive medical devices. IoT produces
relevant, superior, and trustworthy data with a better technological solution. It ena-
bles investigators to do human testing with the least amount of danger (Javaid and
Khan 2021).

Scarcity of health tools, checking lab capacity, restricted clinical necessities,
insufficient specific and defensive equipment kits, inadequate training, lack of safety
throughout sample gathering, and other concerns are serious barriers that require
instant focus from policymakers to prevent infection among health care workers.
Blockchain, Al, IoT, robots, Drone, and auto-sanitization are examples of technolo-
gies that can reduce the direct engagement of healthcare workers at various stages,
lowering the risk of healthcare worker contamination (Celesti et al. 2020; Kumar
et al. 2020).

In the continuation of this section, the main features of the analyzed articles are
presented in comparison to Table 6. As shown in the table, researchers in this field
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Fig.4 The IoT main applications for the COVID-19 pandemic

have tried to provide techniques and tools to monitor people in the fastest time and
with the greatest accuracy and remotely perform prevention and treatment measures.

5 Challenges

Notwithstanding its value in combating the outbreak, the IoT presents numerous
challenges regarding COVID-19 management. The following are a handful of them:

Because IoT devices have limitations like low computing speed and power,
standard encryption methods like 3DES, AES, and DES seem unsuitable for IoT
devices. Security algorithms must be energy efficient and have minimal comput-
ing complexity to provide data protection and privacy. It inspires investigators to
create [oT security solutions that are both simple and effective (Cao et al. 2021a,
b, c; Malliga, Kogilavani, and Nandhini 2021).

According to WHO data, the most at-risk age group is over 65. People with
diabetes and heart disease are also at significant risk in this epidemic condition
caused by COVID-19. These individuals are finding it challenging to manage
IoT devices at their age. They require the assistance of humans for an accurate
reading. It will be the most difficult task for IoT (Chaudhari et al. 2020).

A large amount of data is required to build effective machine learning systems.
Using ML for COVID-19 research is currently fraught with challenges (Wu et al.

@ Springer



M. Darbandi et al.

2020; Zheng et al. 2022). The absence of standard data is one of the most signifi-
cant obstacles to utilizing DL to diagnose COVID-19 (Chakraborty and Abougreen
2021; Xiong et al. 2022). Another problematic issue is the dataset’s sample imbal-
ance. COVID-19 samples had fewer X-ray and CT scans than pneumonia and nor-
mal case samples. The most common way of coping with an unbalanced dataset
is data augmentation. To construct new lesions from COVID-19 data, this method
employs techniques such as flipping, magnification, rotation, random noise addi-
tion, and others. Another benefit of this approach is that data augmentation can help
with overfitting issues (Chakraborty and Abougreen 2021; Chowdhury et al. 2020;
Luz, Silva, Silva, and Moreira 2020)

e With the emergence of the COVID-19 epidemic, the usage of IoT-based devices is
expanding. COVID-19 is a virus that spreads through the body. Numerous sensors
are used in [oT-based wearables, each of which transmits its data via the appropriate
APIs. Lately, cellular networks have provided the capacity for data flow from IoT
devices to cloud storage via APIs (Wu et al. 2017). Nevertheless, with the exponen-
tial growth in the use of IoT-based wearables, cellular networks’ capacity is insuf-
ficient to transport real-time data. Erroneous data is sometimes delivered to cloud
storage due to a deficiency of latency and bandwidth, which significantly impacts
the operational performance of IoI' wearable’s for COVID-19 protection (Castigli-
one et al. 2021).

¢ Indoor surveillance and forecasting have been more critical in the aftermath of the
COVID-19 epidemic. Evaluating indoor air quality in a ubiquitous manner, which
necessitates the placement of numerous IoT nodes at a distance from each other, is
one of the work’s difficulties. Grab samples or data recorded in certain windows
would not offer a full indoor ambient evaluation of a workplace; hence, long-term
surveillance of air purity is a requirement of the indoor workplace. Due to sen-
sor lifetime and calibration difficulties, long-term data collecting offers hurdles
(Mumtaz et al. 2021).

e The challenge with integration at the device level arises from the apps’ architecture
since some devices support all programming languages while others only support
a few. COVID-19 uses IdT technologies and biosensors in healthcare systems to
continually track critical data. As a result, continuous sensor utilization might affect
skin rashes and waste more power (Elansary et al. 2021).

e A physical inspection is required to diagnose a significant percentage of health
issues. Furthermore, photographs and videos transmitted by IoT-powered telemedi-
cine may be of poor quality and require physical remediation (Mukati et al. 2021).

e In the current epidemic crisis, the key point of concern while utilizing IoT in
COVID-19 is concerned with the data’s privacy and security, which is distinctive
and critical in terms of patient health. The second point is the care that must be
taken when combining the data network among the engaged devices and procedures
(Singh et al. 2020a, b).
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6 Future direction

We must change and enhance our tactics at various stages to learn more about
the virus and its activities. For instance, it would be exciting to use Al power to
reduce communication between healthcare providers and patients at all stages by
merging Al with IoT technology. Another example is the application of touchless
technology in concert with other inputs (such as gesture and speech) to slow the
spread of illness and end the epidemic more quickly (Agarwal et al. 2020; Nasa-
jpour et al. 2020b).

UAVs (Unmanned Aerial Vehicles) may be extremely dependable and cost-
effective when tracking individuals in real-time. Drones equipped with hot infra-
red cameras can produce high-definition photos that may be used to investigate
regions safely. Drones can be employed to identify people with a high tempera-
ture, monitor people with gadgets, and track those who come in touch with them.
To emphasize the health and welfare of healthcare workers, a variety of robots
may be utilized to limit their exposure to physical labor and allow them to con-
centrate on all patients (Manavi et al. 2020).

Developing a ‘Smart Ambulance’ might be a new study topic for the motor
industry. The ambulance should be equipped with IoT, GPS, Al-enabled voice
recognition systems, biosensors, and auto sanitization devices that can link to the
hospital’s server (Cao et al. 2021a, b, ¢). Ambulance smart services lower the
danger of infection among health care workers and decrease the requirement for
medical personnel (Kumar et al., 2020).

Although the cognitive IoMT can aid in the management of this worldwide
epidemic to a larger level, several obstacles and loopholes must be solved. Indi-
vidual data security and privacy are major concerns that might become a future
study issue (Liu, Zhao, Li, Cao, and Lv 2022; Yang et al. 2020a, b). Additional
issues in a highly linked heterogeneous multimodal data network include connec-
tivity methods and resistance to malevolent assaults. This research will focus on
the design and production of low-power devices, dependable communication, and
energy efficiency in the future. Wearable sensors based on intelligent textiles for
the IoMT can be investigated further (Swayamsiddha and Mohanty 2020).

The WHO gathers specialists from all across the globe, including government
officials, to support the cycle of research and innovation, formulate global strate-
gies to manage the COVID-19 outbreak, and give additional help to people who
have been affected. In the future, mobile testing of COVID-19 may be conceiv-
able. Mobile phones are already being used to test for malaria, human immu-
nodeficiency virus, and tuberculosis. Antibodies created against viruses would
be identified and checked using people. Although it may seem far-fetched, the
cell phone can be utilized to diagnose medical ailments (Alam 2020; Feng et al.
2021). The IoT, which is based on big data, pervasive global digital connection,
and real-time data analysis techniques like Al, can also be effective in an epi-
demic response (Azizy, Fayaz, and Agirbasli 2020).
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7 Conclusion

Great attempts have been undertaken to limit the influence of the COVID-19 epi-
demic since it began. Around the world, the hunt for viable therapies, vaccina-
tions, and societal management methods has escalated. Al and other developing
technologies have surely played a significant impact, providing academics with
fresh insights and techniques. As a result, scientific production has exploded in
terms of fresh data, techniques, and conclusions, making it difficult to keep up
with COVID-19’s devastating effect on humanity. It has wiped off humanity’s liv-
ing. It has altered how we engage with one another in society. It impacted almost
every area, including business, education, etc. Numerous apps and approaches
have been created to help mitigate the consequences of the epidemic. By 2020,
a wide range of IoT tools and technologies will be available to help address the
current public-health situation. The health metrics tracked by IoT devices are
uploaded to the cloud, where any doctor may analyze the patient’s history. IoT
points to Internet-connected devices having built-in sensors that may record, pro-
cess, and/or send data to the cloud for many purposes, such as system diagnos-
tics, control, remote surveillance, and trend analysis. The effective application
of IoT can aid in the correct resolution of numerous clinical issues like speed,
cost, and complexity. Additionally, by maintaining a comprehensive database for
simulating and forecasting disease activity for enhanced decision-making, prepa-
ration, and online consultation, emergency remedies may be implemented at a
cheap cost, minimizing the stress of medical equipment shortages. The IoT and
other associated technologies like Al, robots, drones, big data, and e-learning
have been identified as platforms that can help break the viral transmission cycle.
Al has been used to aid in the battle against this illness. ML is used to combat
COVID-19 in new ways, including detection and diagnosis, prediction, segmenta-
tion, and medication development.

ML is a promising branch of AI that has demonstrated its effectiveness in
extracting information in various sectors, including medicine. This literature-
based research might assist experts in devising solutions to linked difficulties and
combating the COVID-19 epidemic. As a result, the current study-based inves-
tigation aims to address the benefits of emerging cloud and IoT technologies by
providing perspectives on how to control the COVID-19 epidemic. Finally, this
research suffers from a limitation. The main rule of this study is that only English
articles have been studied here, and non-English articles have been excluded from
the study. Future studies can study all articles in all languages.
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