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Abstract

Current enterprises’ needs for skilled cyber-security (CS) professionals have prompted the development of diverse CS training
programs and offerings. It has been noted that even though enterprise staff is now more aware of security threats, the number
of successful attacks against companies has all but decreased over the years. Several criticisms were raised against current CS
training offerings, which often made them inadequate, or unable to change participants’ behavior and security attitude. One
of the main factors CS training programs are often not very effective is the lack of engagement or motivation of participants.
This is often the result of training not being tailored to the needs or preferences of participants. In our previous work, we
tackled this issue by developing a personalized learning theory-based model for developing CS training frameworks. In this
work, we utilize the model to develop two CS training exercises: two game-based scenarios using the CS training video
game Cyber CIEGE and one table-top team exercise. The exercises are later tested by involving a group of 12 students from
the Norwegian Institute of Science and Technology (NTNU) Information Security master’s degree program. According to
the results of the experiment and the feedback from the students, students felt more engaged during the exercises due to
having been participants in their development process. This has in turn motivated them to continue using the training tools
independently in their spare time. Further research is recommended to establish whether the training development model is
adequate for different target groups, as well as better performing than other models when developing full-fledged training
programs.

Keywords Cyber-security - Personalized learning theory - Video game - Table-top

1 Introduction

The threat of cyber-attacks against service providing compa-
nies has steadily increased over the years. According to recent
reports, it was found that over the last 10 years the number of
successful malware attacks has steadily increased year-over-
year [1], with damage caused by ransomware estimated to
be exceeding $7.5 billion in 2019 alone [2]. Moreover, it is
reported that cyber attacks costs totalled $6.5 trillion in 2021,
with experts predicting this cost to exceed $10.5 trillion annu-
ally by 2025 [3]. One of the primary targets of these attacks
are often private and public companies and enterprises. Due
to the key roles some of these enterprises and businesses
play in today’s society, especially if they are involved in a
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nation’s critical infrastructure, the damages caused by suc-
cessful attacks can greatly impact national and international
economies and functions.

An example of such an event are the 2017 cyber attacks on
Ukraine, which targeted local organizations, including banks,
ministries, newspapers and electricity firms [4]. The Petya
malware, a type of ransomware malware, was utilized by
the attackers. By using the exploit, the attackers were able to
switch off the radiation monitoring system at Ukraine’s Cher-
nobyl Nuclear Power Plant, in addition to affecting several
Ukrainian ministries, banks, metro systems and state-owned
enterprises.

One of the key factors to the success of many of these
attacks has been identified as the lack of personnel CS aware-
ness or of an adequate CS response team inside of a company.
According to a recent IBM study, 95% of CS breaches are
the result or can be traced to human error [5]. To prevent this
issue, a great deal of effort has been put into advancing CS
education and teaching (intended as theoretical and abstract
activities to impart CS knowledge [6]) as well as CS training
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(intended as practical, hands-on activities to develop abilities
[6D.

In the industry, a majority of companies address the need
for action to be taken to prevent cyber incidents in their CS
strategy [7]. These strategies are a compilation of the most
effective optimal course of actions available to ensure the
success of a cyber operation [8].

According to most modern CS strategies, one of the fun-
damental measures to incorporate for CS are ensuring that
a company’s personnel has a sufficient awareness of CS
threats and is well-trained to respond to these. In fact, many
companies implemented internal CS awareness and training
programs to educate and train staff against common attack
vectors and prepare them in case of emergency scenarios.
Over the years, CS training has evolved to adjust to newer,
more complex attacks, but also to accommodate user needs
and preferences, in both content and training format. More-
over, research has also been conducted to establish uniform,
methodological design structures and models for developing
various types of CS training and CS exercises [9-11].

Nevertheless, research has shown that many of these forms
of training still fail to engage participants and motivate them
toward learning [12]. Lack of user engagement has been indi-
cated in the literature as one of the main detractors to the
effectiveness of CS training programs [12]. Motives for lack
of engagement or motivation in CS training cited in the litera-
ture include use of tedious training delivery methods [12, 13],
such as classroom training, as well as lack of initial consulta-
tion with target training participants during the development
of training for the decision on topics, material and train-
ing delivery options. The effects of motivation on training
have long been studied, with several studies and meta-studies
analyzing the correlation between increased motivation pre
and during training, to training outcome [14, 15]. Recent
studies have further demonstrated how motivation is a key
aspect in installing a successful cyber culture [16]. These
factors motivated researchers to focus on delivering training
that is more engaging, by adopting more captivating training
delivery methods, such as game-based and simulation-based
training [17-19].

Engagement is not the only factor affecting the outcome
of a training session. Factors, such as cognition & meta-
cognition [20], adaptability, and learning styles [21] have
all been well-documented in research as of great impact to
the effectiveness and results of training exercises.

To account for these factors in CS education, researchers
have started incorporating knowledge regarding learning the-
ory and instructional design into CS curricula [22, 23].
Learning taxonomies for digital learning environments, such
as Bloom’s digital taxonomy [24] and Webb’s taxonomy have
also been used in the literature to enhance CS education
[25]. Additionally, in recent years, significant progress has
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also been made in the area of Personalized Learning The-
ory (PLT), which refers to providing training that is tailored
to a specific individual, based on their learning objectives,
learner’s profile and overall preferences in learning [26].

Research efforts on using the aforementioned theoreti-
cal concepts regarding learning theory are on the other hand
either lacking or at very initial stages when it comes to CS
training exercises. As a matter of fact, according to our pre-
vious study in Chowdhury and Gkioulos [27], none of the
current CS training offerings extensively incorporates these
concepts to the training activities offered, focusing instead
on the technical knowledge and abilities set as acquisition
goals of the exercises.

In this work, we propose two CS exercises developed by
using a CS training development framework founded in PLT
concepts. This work is a continuation of our previous work in
Chowdhury, Katsikas, and Gkioulos [28], where we proposed
amodel for developing CS training frameworks and validated
the model through the use of the Delphi process. To provide
practical validation of the model, we tested the developed
exercises by involving a group of Master’s students from the
Norwegian University of Science and Technology (NTNU)
Information Security faculty.

Specifically, the exercise is evaluated by conducting an
experiment with 12 students from the Norwegian Institute
of Science and Technology (NTNU) Information Security
master’s degree program. By involving participants in the
development of the exercises and by collecting continuous
feedback regarding their experience with the novel approach,
the exercise will provide an initial appraisal of the use of PLT
in CS training exercises.

The remainder of the work is organized as it follows. In
Sect. 2, we introduce the main objectives of this work, as
well as outline the overall scope of the article. In Sect. 3,
we discuss background work we previously conducted on
CS training framework modelling, as well as findings from
the literature when it comes to recommendations and best
practices in developing CS exercises. In Sect. 4, we analyze
articles found in the literature discussing design suggestions
and methods for CS exercises, as well as pedagogical and
educational considerations when developing such exercises.
In Sect. 5 we discuss the methodology used to develop the
proposed exercises. In Sect. 6 we present the results of the
test cases developed and finally in Sect. 7 we discuss the
main conclusions and future plans and direction for further
research.

2 Scope & objectives

The main goal of the experiment described in this work is to
evaluate the applicability and effectiveness of cyber-security
training exercises developed using the framework proposed
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in Chowdhury, Katsikas, and Gkioulos [28]. Specifically, the
combination of the revised ADDIE model proposed in the
previous work, in combination with PLT concepts will be
implemented and evaluated, with particular focus on evalu-
ating their effects on participants’ engagement and feedback.
Additionally, the results of this evaluation will be compared
to the feedback provided by participants to provide a qualita-
tive, comparative analysis of the exercise developed using the
framework to other, more traditional exercises experienced
by the participants. This evaluation is limited to the assess-
ment of the aforementioned components and properties of the
framework. Evaluation of applicability of the framework to
industrial personnel, and development of software-assisted
forms of training are outside the scope of this work.

3 Background

To understand the methodology that is later used to develop
the proposed CS exercises, in this section we introduce
the model we previously proposed in Chowdhury, Katsikas,
and Gkioulos [28] for developing CS training frameworks,
together with additional considerations that influence the
design of the proposed exercises. The overall methodology
uses a revised version of the ADDIE (Analysis, Design,
Development, Implementation, Evaluation) model, which
had been integrated with key concepts of PLT and sugges-
tions from expert stakeholders in the industry and academia,
following a Delphi method evaluation.

While the overall design shown in Chowdhury, Katsikas,
and Gkioulos [28] was developed for multimodular CS train-
ing, this design was adapted in this work for the development
of individual CS exercises. More in detail, the following
activities have been established as necessary during each
phase of the ADDIE model:

e Analysis Phase: Establish training needs and goals. It is
recommended to involve the selected target audience in
the process, by both analyzing their preferences in train-
ing delivery, but also on whether the goals of training align
with their current goals. Establish desired outcome estab-
lishment, pre-requirement definition, selection of possible
learning environment and overall duration of training. Take
in consideration any possible resource constraints. Revi-
sion should occur based on progressive feedback given
by both training designers and participants on each estab-
lished decision, until a majority agreement is reached on
all attributes.

e Design Phase: Define overall structure of how the exer-
cises will be conducted. Design phase must be both
systematic and specific [29]. During the design phase, ini-
tial consideration for the following components should
be made, which will later have to be completed during

the development phase: decide type of training deliv-
ery method, making sure that take into consideration the
individual-specific factors. Learning material should be
developed based on the learning style of participants and
their preferences.

e Development Phase: Develop an action plan, training
resources and a pilot test, training scenarios and other
hands-on activities that will be integrated in the training
program, which will utilize the tools and learning environ-
ment selected in the previous phases. Consult with all of
the involved stakeholders as well as the pilot test should
be used.

e Implementation Phase: Engage participants in training;
monitor the overall progress by collecting formative feed-
back.

e Evaluation Phase: Evaluation should be conducted for-
matively during design, development and implementation,
with summative assessment to be conducted at the conclu-
sion of the first implementation cycle and at any successive
iteration.

Figure 1 summarizes the tasks to conduct during the
revised ADDIE model

Additionally to overall methodology for design, develop-
ment and implementation of training, several key attributes
were highlighted as desirable when developing CS training
exercises or CS training material. These attributes are listed
below:

Suitability

Real-life experience

Scalability & adaptability

Accessibility

Frequency of training and periodical updates
Cost efficiency

Consideration for the human factor

When it comes to training delivery methods, simulation-
based and game-based solutions were suggested to be most
effective in the literature [27, 30]. One of the main reasons
these two methods were seen more advantageous than more
traditional, classroom-based training were because they were
found to be more engaging and consequentially more moti-
vating [31, 32]. Tedious or non-engaging training solutions
often fail to change employees’ security behaviour and atti-
tudes [33].

Finally, when it comes to training assessment, two meth-
ods in particular were noted to be more effective based on the
findings of a panel of CS experts [28], these methods being
feedback collection and comparison between pre and post-
training performance. The combination of the two methods
provides a complementary evaluation, as the former is a qual-
itative approach based on training participant input, while the
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Conduct formative evaluation
during training development
and summative evaluation at
the end of training cycle. {=,
.

Organize training to be
taken by selected
participants. Monitor
training sessions and€
collect feedback during
overall progress.

Implemen-
tation

Development

Establish training needs,
goals, outcome, pre-
requirements, possible
learning environments and
duration of training. Involve
target participants in
analysis

Design training content,
overall training structure,
ensuring that is specific
and systematic. Consider
individual-specific factors
when designing these
elements

Develop action plan, training
resources (training scenarios,
training material) and pilot test.
«+d Validate developed resources

through consultation with
stakeholders ad testing.
Recommended: Utilize LMS to
facilitate process.

Fig. 1 Revised ADDIE model, presented in Chowdhury, Katsikas, and Gkioulos [28]

latter is a quantitative approach that analyzes specific perfor-
mance indicators (PI). Benefits of collecting feedback as an
evaluation tool are many, including constant training program
improvement based on learners’ input, increase participants’
motivation and performance [34].

The following five elements should always be included
during post-training feedback collection, according to Andri-
otis [35]:

o Effectiveness of training: Effectiveness is a critical ele-
ment to measure the performance of a training program as
it establishes learners’ perception of whether the course
helped them attain their learning objectives and how rele-
vant it was for them.

e Comprehension: Comprehension refers to the effective-
ness of the course delivery and as such is focused about
the way the course content was delivered. This element
also includes the conciseness and clarity of content.

e Attractiveness: Attractiveness of a training program refers
mostly to how the material and tools used during training
looked and felt to the learners. It is especially relevant for
software-based training, such as game-based, simulation-
based or online training.

e Engagement: One of the most critical aspects in the suc-
cess of a training program depends on user engagement.
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As overall training engagement is a multifaceted issue,
evaluation of individual training components should be
collected from participants to highlight any weak points.

e Suggestions: Suggestions for improvement from train-
ing participants should also be collected. Andriotis [35]
notices that suggestions are often skipped during feed-
back surveys and for this reason recommends asking
participants to include a minimum required number of sug-
gestions.

As mentioned in Sect. 1, engagement has a signifi-
cant effect on training outcome and training effectiveness.
According to recent studies on training engagement the-
ory, participants’ engagement needs to be captured during
three different phases: goal establishment, goal prioritiza-
tion (meaning the prioritization of the goals of training over
other goals) and goal persistence (meaning using a persistent
approach until the goal is attained) [36].

When it comes to PIs and Key Performance Indicators
(KPIs) for CS training, Samuel [37] suggests that these
should measure one of the following attributes: Accuracy,
Timeliness, Completeness and Authorization. Specific defi-
nition of each PI should depend on the type of exercise being
developed, and should occur during initial development of
the exercise itself.
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As mentioned in Sect. 1, the framework developed is
heavily based on concepts of PLT. This allows for both the
optimization of the initial training modules, as well as tailor-
ing based on participants’ feedback. This allows for both the
optimization of the initial training modules, as well as.

Additionally, elements of popular educational taxonomies
such as Bloom’s and Webb’s taxonomies have been consid-
ered during development [25]. In particular, recent proposals
of CS training based on such taxonomies have been con-
sulted to allow for a progressive and constructive learning
experience.

4 Related work

Over the last years, both models to design CS training frame-
works and exercises as well as considerations for pedagogical
and psychological aspects in CS education have been pro-
posed in the literature. To the best of the author’s knowledge,
none of these proposals combine the latter considerations to
the former models, to develop a CS exercise centered around
individual-specific needs.

That being said, various guides and proposals for design-
ing CS exercises have been proposed that outline key steps
and design considerations when developing these types of
offerings.

A number of these proposals have been consulted for the
completion of this work and are described in this section.

Patriciu and Furtuna [11] proposed a guide on how to
design a CS exercise, by outlining 7 key steps and several
guidelines to follow. The steps outlined by the authors include
defining the objectives, choosing an approach, designing net-
work topology, creating a scenario, establishing a set of rules,
choosing appropriate metrics and learning lessons, as shown
in Fig. 2.

The guide proposed by the authors provides a useful ini-
tial roadmap for designing CS exercises, although its utility
is limited by the lack of detail on action plans that need to
occur at each step. More detail and exemplary information
for the model is given in the authors’ later work in Fur-
tun”a, Patriciu, and Bica [38], but lack of consideration for
individual-specific factors still limits the perceivable effec-
tiveness of the proposal.

Another step-based framework to aid in the development
of CS skills is proposed by Brilingaite, Bukauskas, and
Juozapavi“cius [39]. The framework is specific for hybrid
CS defense exercises (CDX), which indicate exercises that
involve both expert and non-expert teams of participants. The
framework consists of a sequence of steps including stages
of formative assessment, team construction, determination
of objectives for different types of teams, and the exercise
flow. During assessment of the case study developed using

1. Objectives

!

2. Approach

—

3. Topology

—

4. Scenario

=

5. Rules

(=

6. Metrics

!

7. Lessons learned

Fig. 2 Design Steps for a Cyber Security Exercise, proposed by Patriciu
and Furtuna [11]

the framework, the authors utilized a combination of mon-
itoring, interviews and feedback collection to evaluate the
effectiveness of the framework.

Karjalainen, Kokkonen, and Puuska [40] examine peda-
gogical issues related to CS exercises, from exercise design to
training results and evaluation. For each of the three phases of
exercise development (planning, implementation, feedback),
the authors suggest the following improvements:

e Planning Phase: Use semi-structured interviews for data
collection from participants to improve the quality of com-
munication, thus improving the results obtained during the
activities conducted in the planning phase;

e Implementation Phase: Maintain situation awareness on
the exercise at all times. Theories relative to decision-
making models in stressful situations should be used.
Incident reporting and log analysis are also suggested as
techniques to improve focusing;
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e Feedback Phase: From the perspective of individuals’
learning, the feedback phase is most important phase of
the exercise. All actors of exercises need to participate in
the feedback phase, and detail regarding both experience
and execution need to be collected;

Overall, the authors suggest CS exercises to be goal-
oriented during all phases of development, while suggesting
to use the levels of learning and behavior in Kirkpatrick tax-
onomy [41] in the context of CSE for future research.

Another work focused on analyzing and incorporating,
psychological and pedagogical approaches in CS education
is conducted by Taylor-Jackson et al. [42]. According to the
authors, 6 critical requirements for workplace learning that
combines psychology and CS factors can be highlighted:

e Use immersive learning environment and material (videos,
dramatization, etc.);

o Integrate psychologically backed game-design with intel-
lectual challenges, and positive reinforcement techniques
improves learner’s engagement, to promote behavior
change and knowledge retention;

e Allow learners to select preferred learning location and
instrumentation, as well as pace of learning;

e Provide a combination of training activities to avoid
tediousness and fatigue;

e Ensure that users are able to produce their own positive
action plan against threats;

e Utilize a Learning Management Software (LMS) to allow
participants to monitor their progress and performance.

Karjalainen, Kokkonen, and Puuska [40] discuss pedagog-
ical issues relating to CS exercises, both in regard of design
and development of the exercise, as well as its evaluation. The
authors use previously gathered data from past exercises to
assess how pedagogical aspects can influence the outcome
of training and how these aspects can be integrated to the
life-cycle of an exercise. In particular, it is noted that CS
exercises should avoid over-stressing on technical phenom-
ena and instead consider what the primary goals set for the
exercise are. The authors suggest that more research should
be conducted to understand how to conciliate individual focus
in training development with organization constraints.

Frank, Leitner, and Pahi [43] proposed a CS testbed design
life cycle and a methodology for their development, after
conducting an extensive literature analysis of other testbeds.
According to the authors, the design life cycle of a testbed
should be composed of the following phases:

e Define, configure environment;
e Deploy environment;
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Define challenges;
Deploy challenges;
Conduct challenges;
Maintain environment;
Maintain challenges;

The final testbed design proposed by the authors is later
validated in a case study. It must be noted that the authors
do not take into consideration pedagogical aspects and
individual-specific factors that should need to be considered
in the development of educational testbeds. Also, the testbed
design is only validated theoretically. Practical validation is
recommended to ensure transferability of the concepts in real
scenarios.

The use of game-based CS training has seen vast applica-
tion and documentation in a variety of sectors.

In a study by Chukwudi, Udoka, and Charles [44], the
authors reviews the application of game theory in CS. Six
different varieties of games are noted: (1) perfect information
games, (2) Bayesian games, (3) static/strategic games, (4)
dynamic/extensive games, (5) stochastic games and (6) the
game-type.

The authors additionally note the frequent use in the mil-
itary of game-based information warfare.

Video games as a source of training, and CS training have
in fact originated in the military sector, as noted in Herr and
Allen [45]. With first applications dating back to 1962, the
main purpose of these early tools was to provide a simulated
and engaging environment to train future generations of per-
sonnel. This approach has been continued and adapted in
later years for CS training as well. A recent example of video
games for CS training in the military sector is the work pro-
posed by Abadia Correa, Ortiz Paez, and Pen™a Castiblicanco
[46]. The authors It is divided into several interfaces: first, the
game presentation, in which the system requests a username
and a password; second, an interface in which information
security is explained, which helps the user build knowledge
from the learning virtual object. The third interface is a game
in a, who wants to be a millionaire format, which will eval-
uate what was learned by using random questions that will
display a grade when answered. The final interface shows the
user’s score. In the short-term, the degree of knowledge in
cybersecurity of Emavi’s staff will be evaluated to know if
it is possible to perform a medium term pilot plan to apply
such an strategy to CACOM 7, taking into account the results
displayed in the first stage of interaction. The application was
uploaded to the institution’s virtual platform, which helped
60% of the staff use it and know both their advances in cyber-
security knowledge and tips to minimize risks in information
security when using technology.
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5 Methodology

As mentioned in Sect. 3, the methodology adopted to develop
the proposed CS exercises is an adaptation of the methodol-
ogy we previously developed in Chowdhury, Katsikas, and
Gkioulos [28]. As previously stated, the overall model fol-
lows the revised ADDIE model shown in Fig. 1.

In the following sections we describe in more detail the
actions conducted for each phase of the Delphi.

5.1 Analysis phase

The first step that had to be completed during the analysis
phase was to select the target audience for the exercise. Due
to greater availability and easiness in coordination, the selec-
tion came to involving 12 master’s students at the Norwegian
University of Science and Technology (NTNU) enrolled in
the Information Security degree program. Further develop-
ment of the exercise is influenced by the selection of this
as the target audiences, as the knowledge and needs of the
students may differ from the ones of trained professionals
and general audience. Specifically, the master’s students are
familiar with most of the basic concepts and areas of CS,
unlike most general audience, with advanced knowledge in
specific subjects. They may lack in the practical experience
and preparedness of security professionals, which encour-
ages the use of active, hands-on training that simulates real
emergency scenarios. To motivate voluntary participation,
participants were offered 3 gift cards to be given to randomly
selected participants to the exercises. A total of 12 students
agreed to participate to the first exercise. Of these 12 students,
8 participated to the second exercise. The decrease in number
of students for the second exercise was due unavailability or
impossibility for physical presence, which was required for
the second exercise.

Participants were then sent out two initial surveys, one
focused on allowing them to self-express their level of knowl-
edge and confidence in different CS areas, while the other one
had the goal of collecting preferences on different design and
development attributes of the training. Table 1, Figs. 3 and 4
summarize both questions and answers to the two surveys.

In Fig. 3, the y-axis represents the self-assessment grad-
ing given by the students, which starts at 1 (indicating no
knowledge of the subject) up to 10 (indicating full expertise
on the subject, comparable to that of a senior expert), while
the x-axis represents the number of respondents. Based on
the responses from the surveys shown in Fig. 3, it can be
seen that most participants expressed having a limited grasp
of many basic CS areas and have also not participated to pre-
vious CS exercises, aside from two participant. One of the
reasons of this, as explained by the students, was that they felt
their technical knowledge on the subject was not matched by

Table 1 Summary of the results from the first part of survey 1

Question Answers

Survey 1

Have you ever conducted any form YES (50%)-NO (50%)

of CS risk assessment

Have you ever participated to a CS YES (16.7%)-NO (83.3%)

exercise?

Game-based exercise (2
students)-Risk assessment
exercise (1 student)

If Yes, what type of exercise have
you participated to?

practical education and training, which made them feel not
having the adequate skillset.

When it comes to preferences on the objectives and
design of the exercise, participants expressed primarily want-
ing to increase their team skills and ability to respond to
attacks. Additionally, when it comes to preferred type of
exercise, red team vs blue team exercise were slightly pre-
ferred over scenario-based exercise, while both game-based
and simulation-based exercises were equally favoured by
students. These factors were kept in consideration during
the later phases of design and development of the adapted
ADDIE model used to build up the exercises.

5.2 Design phase

During the design phase, we utilized the results of the two
surveys to establish the main components that will compose
the exercises. Due to many participants stating they felt inex-
perienced and were not confident about their knowledge level
in several key CS areas, an initial game-based exercise was
suggested. Cyber-CIEGE [47], one of the more well-known
video games for CS training, was suggested to the partic-
ipants. The motivation behind the choice of Cyber-CIEGE
came from its ease of use and understanding and effectiveness
in training both students and industrial personnel in basic CS
concepts [48]. Additionally, Cyber-CIEGE provides logs of
the exercises after each successful or failed attempt, which
can be used both as a form of assessment and to establish
areas of concern.

Participants to the exercise were given the possibility of
familiarizing themselves with the video game, by completing
initial test scenarios offered in Cyber-CIEGE. After complet-
ing these, another survey was sent to establish whether they
agreed on conducting further exercises using the platform.

Cyber-CIEGE offers a selection of different scenarios
from the following 5 campaigns: encryption campaign,
identity management campaign, mandatory access control
campaign, network traffic analysis campaign. After consult-
ing with the students and agreeing on using Cyber-CIEGE
as the platform of choice, they were asked to express their
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Fig. 3 Students’ self-assessment of knowledge in cyber-incident response, social engineering and risk assessment, graded between 1 and 10

Main Objectives

INCREASE CS KNOWLEDGE ON SPECIFIC
TOPICS
INCREASE GENERAL CS KNOWLEDGE
INCREASE TEAM SKILLS AND ABILITY TO
RESPOND TO ATTACKS
0 1 2 3 4 5 6 7

Type of Exercise

RED\BLUE TEAM
SCENARIO-BASED CSERT

0 1 2 3 4 5 6 7. 8

MALWARES
GENERAL ONLINE SECURITY
PHISHING

0 1 2 3 4 5 6 7 8 9 1

8

SIMULATION -BASED
GAME-BASED (VIDEO-GAME, TABLE-TOP)
0 1 2 3 4 5 6

Specific Topics of Interest

0

Training Delivery Methods

Fig. 4 Preferences of students when it comes to exercise objectives, topics, type of exercise and training delivery methods

preferences between the campaigns, to reach an agreement
on two different training scenarios.

Aside from the aforementioned exercises, an additional
table-top exercise was set-up, based on the preferences
expressed by the participants during the analysis and design
phase. This latest exercise was designed to utilize some of
the concepts learnt from the two selected scenarios of Cyber-
CIEGE as well as concepts where some participants showed
limited knowledge. The selection of a table-top game as a
delivery method for the second exercise came due to differ-
ent reasons:

e Ease of Implementation: table-top exercises are easier to
implement than most other group exercises, due to not
requiring particular tools and because of their straightfor-
ward instructions.
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e Increased engagement: it has been demonstrated that by
offering an interacting and enjoyable table-top exercise,
participants engagement and motivation are increased
[49].

e Skill Acquisition: additional to improving participants’
knowledge on selected CS topics, table-top exercises aid
in acquiring both technical and non-technical skills [49].

There are also certain limitations to table-top exercises,
such as limited remote accessibility (unless they were run
in online live sessions) and time constraints depending on
participants’ availability and duration of the exercise. These
were resolved in our case as all students were present at the
same campus and a time-slot to conduct the exercise was
agreed by all participants.
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5.3 Development phase

Development for the scenarios run through Cyber-CIEGE
was simplified thanks to the platform already including
all instrumentation necessary to run the exercise and con-
duct assessment through log analysis. Two scenarios were
selected to be completed for the exercise, based on partic-
ipants’ preferences: the Link Encryptors scenario from the
encryption campaign and the Network Traffic Analysis sce-
nario from the network traffic analysis campaign.

Development of the table-top exercise on the other hand
required extensive work and further consultation with the
participants. Additionally, evaluation and feedback from the
Cyber-CIEGE exercises were also partly utilized to the
develop the table-top exercise. In particular, later assess-
ment showed that the second scenario focused on network
traffic analysis proved to be more challenging to students.
To remedy this and to create an appropriate learning path
toward overcoming this gap as recommended in personalized
learning theory models [26], we ensured that the following
table-top exercise focused on network analysis and security.

Initial consultation was conducted to establish preferences
in regard of format for the exercise and general outline. Once
agreement was reached on using a traditional, discussion-
based table-top format and a red-team vs blue-team scenario,
further development on the exercise was conducted before
it being run. The MITRE playbook [50] was followed for
initial definition of design and development requirements for
the exercise. According to the playbook, the following tasks
must be conducted for a successful table-top exercise:

e Define objectives and learning outcomes: objectives and
learning outcomes should be defined during initial plan-
ning meetings/activities [50]. Further development shall
be conducted in-between further planning activities;

e Clearly define cyber exercise scenario: while participants
may be let free to explore different approaches for solv-
ing different cyber exercise scenarios, the overall scenario
structure and description should be clearly defined, to
avoid confusion during implementation;

e Ensure smooth running of exercise: the instructor should
ensure that the cyber exercise is run smoothly, by con-
trolling the flow of the exercise, ensuring participants are
active, communicative and engaged;

e Observe and keep logs during execution: the instructor
should observe how each participant behaves and responds
during the exercise, and keep logs of all the activities con-
ducted during the exercise;

e Evaluate exercise after completion: conduct assessment
and collect feedback from participants to understand
whether the exercise was successful and if there were any
issues.

Additionally to design the cyber-exercise scenario, we
utilized the recommendations presented in Ottis [51] for cre-
ating red-team vs blue-team scenarios. Initial description of
the overall scenario was sent to all participants, which were
then allowed to select which teams they would prefer being
participants of. Once participants were made familiar with
the scenario and overall instructions for the cyber exercise,
this was implemented in a live session.

5.4 Implementation phase

Implementation of the two exercises run with Cyber-CIEGE
occurred with limited input from the instructor, as the major-
ity of instructions were already provided by Cyber-CIEGE.
Participants were sent out initial instructions regarding the
installation and use of the software application, as well as
recommended to run initial test scenarios meant to familiar-
ize themselves with the platform. Once these were completed
and evaluated, the results were utilized to further define the
following table-top exercise.

When it comes to the cyber table-top exercise, this was
implemented in a more interactive manner, to allow open
discussion between teams, as well as consultation of online
sources. This was done to ensure that participants were not
discouraged in case they lacked the background knowledge
to respond to the opponent team’s actions. Additionally, this
allowed for the exercise to further build participants’ tech-
nical knowledge, while also improving their team-skills and
responsiveness.

The facilitator introduced to the participants the roles and
objectives of both teams and of each individual participant.
Members of the blue team were allowed to choose between
a variety of roles, both of technical and non-technical nature,
at different levels of a fictional security device and software
manufacturing company. The red team instead represented
an international cyber-crime group with the goal of obtaining
confidential data from the servers of the company and/or from
its key managers.

The game started by allowing the teams to conduct ini-
tial internal consultation to determine the key requirements
shown in Table 2.

Members of the red team were encouraged to come up
with techniques that could take advantage of network secu-
rity vulnerabilities over other exploits. This was done in order
to ensure that participants focused on the knowledge gaps
revealed from the previous Cyber-CIEGE exercise. Likewise,
the blue-team were encouraged to think of and research both
vulnerabilities and security measures to install against net-
work security threats and attacks.

Once the initial consultation phase was concluded, the
exercise was commenced. This was conducted in a turn-based
setting, with the red-team starting, following the scheme
shown in Fig. 5.
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Table 2 Initial requirements to be determined by both teams

Blue team requirements Red team requirements

Determine three different
techniques to achieve your

Establish roles for each participant;

goals;
Determine security measures that Use the MITRE ATT&CK
company should have in place; Matri or the Lockheed
Martin Cyber Kill Chain to

determine all tactics and
steps of your attack;

Determine possible vulnerabilities; Determine possible
countermeasures to your
attacks and ways to

circumvent them;

Generic cyber-incident response
plan;

Three runs of the exercise were completed, where a round
consisted of acomplete sequence of the turns shown in Fig. 5,
which meant that each run lasted from a minimum of six
turns to a maximum of 10 turns, in case further responsive
actions were suggested by either team. During each turn, the
team active for the turn had to respond to the actions from
the opposing team conducted in the previous turn, by either
explaining what procedures they had already put in place or
by thinking of responsive actions in a 10 minutes window of
time.

Each runs of the table-top game was declared concluded
once either team could not come up with an appropriate
response measure, or if either team successfully reached their
objectives. Once all three runs of the exercise were com-
pleted, the overall experience and the results were discussed
with the participants.

¢ Present injection cards to blue

Present
team

* Answer/respond to questions
or requests from blue team,
based on your scenario

® Observe the blue-team action
for later review

Injections

Questions
Requests

Response

5.5 Evaluation phase

Evaluation of the two exercises conducted with Cyber-
CIEGE was based off log analysis and feedback assessment,
via questionnaire. These combinations of forms of assess-
ment provide a vital qualitative and quantitative evaluation of
the overall effectiveness of the exercise, as well as an under-
standing of whether participants felt engaged and motivated
during the exercise [27]. Duration to successful completion,
number of attempts and percentage of successful completion
are the three main metrics collected in the logs of Cyber-
CIEGE.

To evaluate the table-top cyber exercise, a qualitative
approach based on open discussion with the participants was
combined with feedback collection.

Aside from the aforementioned forms of summative eval-
uation, formative evaluation in the way of feedback surveys
was conducted during each phase of the ADDIE, as suggested
in Chowdhury, Katsikas, and Gkioulos [28]. While the for-
mative evaluation was utilized to aid in the development of
the exercises, the summative evaluation provided the overall
assessment of the effectiveness of the exercises.

Additionally, a follow-up feedback collection was later
conducted via unstructured group interviews, to compare the
results and overall experience with the table-top exercise con-
ducted to another, large-scale red-team vs blue-team exercise
conducted externally by the same group of participants, as
well as compare the learning experience with the exercises
to classroom and video education and training.

* Discuss and present the
countermeasures/actions to the red
team, after receiving injections cards

Present

* Request log analysis from the red
team ad further information on
attack continuation

Answer/Respond

* Write down the actions given by the
commander on the action recording
sheet

Fig.5 Turn-based actions to be conducted by each team, with the Red team actions shown in the left and blue team actions shown in the right

@ Springer



A personalized learning theory-based cyber-security training exercise

1541

Table 3 Actions conducted for each of the ADDIE model phase

Phase List of actions Action’s result
Analysis Target audience selection; 12 Information Security Master Student’s;
Goal & Objectives establishment; Cyber attack Incident Response, team skills
Pre-requisite definition; development;
Initial design abstraction; Low complexity threshold;
Preferences for game-based methods;
Design Exercise structure definition; Game-based structure (both video-game and table-top
Training environment selection; game);
Content selection; Cyber-CIEGE scenarios + table-top;
Assessment criteria development (KPI definition); Encryption, Network Traffic Analysis;
KPI exercise 1: completion rate, average time to
completion, number of attempts. KPI exercise 2: turn
duration, team objective success;
Development Develop action plan; Two-exercise action plan developed in collaboration of
Develop pre-requirement test; participants;
Develop/Integrate exercise resources; Survey-based pre-requirement assessment;
Develop test case; Preemptive testing of Cyber-CIEGE scenarios;
Development of table-top exercise based on literature
recommendations and input from participants;
Implementation Run per-requirement test; Cyber-CIEGE pilot scenarios run over one week;
Run exercise; Cyber-CIEGE base scenarios run over one additional
week. Table-top exercise run in one live day session;
Evaluation Continuous feedback collection during exercise development;  Survey-based feedback collection during all phases of

Monitoring of participants during exercise;

Summative feedback collection at the end of the exercise;

Post-training evaluation;

ADDIE,;

Log collection in Cyber-CIEGE for monitoring.
In-person monitoring for table-top exercise;
Survey, questionnaires, and open discussion at the
conclusion of the exercise;

Table 4 Results from the log analysis for the Cyber-CIEGE scenarios

Metric Results

Percentage of participants who completed successfully 83%
1st scenario

Percentage of participants who completed successfully 66%
2nd scenario

Average time to completion for 1st scenario 9 min
43s
Average time to completion for 2nd scenario 32 min
7s
Number of attempts to successful completion 1st 3,5
scenario
Number of attempts to successful completion 2nd 5,6
scenario
6 Results

The results of the feedback collection and the action taken
during each phase of the ADDIE described in Sect. 5 are
summarized in Table 3.

The results from the log analysis conducted for the Cyber-
CIEGE exercises can be seen in Table 4, while Table 5
summarizes the results from the feedback collection surveys

for both the Cyber-CIEGE exercise and the table-top exer-
cise.

The second survey for the assessment of the table-top
exercise was simplified based on the feedback from the par-
ticipants in regards of the format of the previous assessment
survey. Specifically, most questions were changed to multiple
answer questions, as open-ended questions were described as
tedious.

Overall, both exercises were received positively by par-
ticipants.

When it comes to the two scenarios run through Cyber-
CIEGE, as it can be seen from Table 4, the second scenario
focused on network traffic analysis was found to be overall
more complex, difficult and longer to complete than the first
one. Participants indicated that some lack of prior knowl-
edge of the topic influenced their overall ability to complete
successfully the exercise, which also explained the increased
number of trials needed on average to complete. It must be
noted that the scenario itself was also longer to complete due
to the increased workload and number of actions needed to
be performed.

When it comes to the table-top exercise, each run of the
exercise lasted between 45 minutes and 1 hour each, with a
10 minute break between each. An initial hour was also spent
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Table 5 Answer to summative feedback survey after Cyber-CIEGE exercises

Question Answers
Survey 1

Did you find the exercise to be useful to the initial goals you had? 91% YES
Did you enjoy the format of the exercise? If not, what other type of format would 100% YES

have preferred?

Did you enjoy the topics selected from the exercise or would you have preferred other

topics (from the ones available in Cyber-CIEGE)?

Did you feel more involved/engaged in the exercises, due to having been able to

express preferences in its design?

Did you find tedious answering to the surveys? If so, do you have suggestions for

other feedback and evaluation collecting strategies?

Did you try out other training scenarios in Cyber-CIEGE, aside from the ones

required?

Do you believe the exercises may have helped you understand concepts of Encryption

83% YES—-17% PARTLY

83% YES

91% NO

66% YES-17% INTERESTED-17% NO

33% YES—41% PARTLY-26& NO

and Network Traffic Analysis that you previously did not understand/possess?

Do you believe Cyber-CIEGE could be improved? If so, how?

Is there anything you would like to suggest or highlight as feedback of the exercise

development phase?
Survey 2

Did you find the exercise to be useful to the initial goals you had?

Did you enjoy the format of the exercise? If not, what other type of format would

have preferred?

Did you enjoy the topics selected from the exercise or would you have preferred other

topics?

Did you feel more involved/engaged in the exercises, due to having been able to

express preferences in its design?

Do you believe the exercises may have helped you understand concepts that you

previously did not understand/possess?

Is there anything you would like to suggest or highlight as feedback of the exercise

development phase?

Improvement of the GUI; additional scenarios;

Simpler evaluation survey (Use more multiple choice
questions)

75% YES-25% PARTLY
100% YES

75% YES-25% PARTLY
75% YES-25% PARTLY
50% YES-50% PARTLY

No recommendations

to give further detail on the exercise execution and setting up
the teams. It was noted that participants expressed feeling
fatigued after the first two runs and showed less focus and
responsiveness during the last run. Fatigue is an important
consideration in training, as studies have shown that fatiguing
training may have an adverse effect on trainees and worsen
their CS knowledge and skills [52]. It is thus recommended to
consider duration of the exercises as a significant parameter
during the design and development of training, and to possi-
bly spit long exercises in multiple sessions. That being said,
participants expressed that the open discussion and active
research they had to conduct during the exercise aided them in
knowledge acquisition, improving their responsiveness abil-
ities and team-work skills.

Additionally, further evaluation of the table-top exercise
was conducted through another round of feedback collection
after the students participated and completed an external,
large-scale red-team versus blue-team exercise run as part of
a CS education activity offered by their faculty, as well as by

@ Springer

comparing the experience and knowledge acquired during
the two exercises with their academic coursework learning
methods. According to the later feedback provided, partici-
pants expressed overwhelmingly preferring the first table-top
exercise conducted using the model described in Sect. 3 to
the large-scale exercise. Reasons for their preference were
being more actively involved during both the development
of the exercise and its implementation. More in detail, hav-
ing a smaller group of participants and additional liberty
in the actions to be conducted during each turn increased
both their engagement and the amount of new information
and knowledge collected. When comparing the knowledge
acquisition and experience during the exercise to the one
in classroom and online exercises, the students highlighted
advantages and disadvantages of the exercise over traditional
educational methods. These are reported in Table 6.

As indicated in Table 6, the exercise was indicated by
the students to be more engaging than traditional assessment
methods.
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Table 6 Advantages and disadvantages of the personalized table-top
exercise over traditional exercise methods, for knowledge acquisition
and assessment

Advantages Disadvantages

Increased engagement More challenging and complex

set-up

Increased knowledge retention Higher knowledge

pre-requirements

Another interesting finding reported by the students was
that the knowledge acquired during the table-top exercise
was easier to remember and recall than the one from quizzes
and other online assessment methods. Participants indicated
that feedback collection during exercise development and the
scenario-based approach of the table-top exercise had both
contributed to increase their engagement during the running
of the exercise, as well as provide an exercise more tailored
to their preferences, as suggested by research on training
engagement [36]. Participants also indicated that the exercise
required a higher level of knowledge prior to its running
than other types of exercises conducted, while also being
significantly more challenging to set-up and conduct than
individual-based online assessment exercises. As such, they
could be considered as a supplementary tool for academic
education, to be integrated to the traditional learning formats.
Overall, participants indicated that they found the exercises
useful to their initial goals. They also indicated having mostly
enjoyed both the topics of exercises the their formats. As
expected, most participants reported feeling more engaged
in the exercises due to having participated to their design and
development.

Interestingly, this had also motivated them to continue
training with Cyber-CIEGE, by conducting further scenar-
ios independently in their spare time. This suggests that
by allowing participants to be more involved in the selec-
tion of preferred methods of training delivery and in the
overall development of training, this may motivate them to
continue their training formation autonomously. As many
participants indicated not having felt as they acquired major
new knowledge during the Cyber-CIEGE exercise, the table-
top exercise was designed to focus on both knowledge gaps
and the initial topics of interest, indicated in the first feedback
collection survey.

Overall, the students expressed preferring the interactive
format of exercises provided by Cyber-CIEGE and the table-
top exercise over more traditional methods of training. More
interestingly, they also agreed that the table-top exercise
was more engaging than the exercises conducted in Cyber-
CIEGE, due to the collaborative aspect of the tasks and the
discussion-based approach.

7 Conclusion & future research

There are multiple factors that can determine the success
of CS training offerings. Previous studies had shown that
participants’ motivation and engagement in training are of
vital importance to increase the effectiveness of training [12,
53, 54]. As such, offering training and training exercises that
is found engaging by participants is critical. One strategy that
had been suggested in the literature in other areas of study to
increase engagement is personalization, as part of PLT.

In this work, we developed two different formats of CS
training exercises, involving a group of 12 master students
from the information security faculty at NTNU. The exercises
were developed by using the PLT-based CS training frame-
work development model presented in Chowdhury, Katsikas,
and Gkioulos [28]. According to the model, by involving par-
ticipants in the selection of training delivery methods, topics
of training and other components of the training, it would be
possible to increase overall engagement and consequently
overall effectiveness of the exercises.

By collecting continuous formative feedback from par-
ticipants, two different types of exercises were selected and
developed: (1) two scenarios in Cyber-CIEGE, a game-based
CS training software and (2) a physical table-top red-team vs
blue-team exercise. Final assessment and feedback from the
participants confirmed that they felt more engaged during
both exercises due to having been involved in their develop-
ment. Participation to the goal definition and design of the
exercise was indicated as the main contributing factor to the
increased engagement, which is in accordance to the frame-
work and to key concepts of training engagement theory [36].
In particular, participants reporting having continued train-
ing independently with Cyber-CIEGE, as the video-game
was reported to be an engaging and useful tool for learning
basic CS concepts. Additionally, by evaluating the limita-
tions in knowledge of network traffic analysis shown after
the conclusion of the Cyber-CIEGE exercises, it was pos-
sible to develop a learning path-oriented table-top exercise.
This decision was also reported positively by participants,
which described feeling as having acquired both knowledge
in the topic during the exercise, as well as practical skills and
abilities when it comes to incident response and team-work.

It was noted that during the table-top exercise, partici-
pants felt fatigued after the first two runs. Consequently, they
showed less responsiveness and engagement. For this reason,
itis recommended to take into consideration duration of exer-
cises during the development of training programs. Overall,
the PLT-based training development model was shown to
have a beneficial impact on the engagement and motivation
of participants, as well as comparing favorably to other, more
traditional assessment methods, according to the feedback
given by the students. This suggests that involvement of par-
ticipants during training development has significant benefits
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on participants’ engagement, and that utilizing more interac-
tive training delivery methods as supplementary tools to CS
education and training may be more beneficial, in terms of
engagement, than traditional assessment methods, such as
quizzes and reports.

While this initial effort had the objective of receiving a for-
mal validation of the framework developed in Chowdhury,
Katsikas, and Gkioulos [28], additional work need to be con-
ducted, both to further validate the framework and extend it
to consider for additional key concepts of training.

Additional experimentation using the framework has been
conducted and described in Chowdhury, Gkioulos, and
Nystad [55]. These experiments have been conducted in
collaboration with CI personnel and utilize an updated ver-
sion of the framework, refined based on the results obtained
in this work. Specifically, two additional experiments have
been conducted, one with CS personnel from an energy com-
pany and one with technical personnel from nuclear power
plants. Particular focus has been put in designing exercises
that accounted for organization and trainee requirements, as
well as considerations for time and resource constraints. The
results obtained in the follow-up exercises provide further
confirmation of the usability and effectiveness of the pro-
posed framework. Moreover, the framework is demonstrated
to be flexible and adaptable to the needs of heterogeneous
groups of participants, ranging from students to cybersecu-
rity professionals.

That said, the model should also be tested within larger tar-
get groups and for the development of more extensive training
programs, to understand whether it is appropriate in those
settings and provides overall better results than traditional
training programs. Further work should be also conducted
to develop tailored variants of the training framework, to be
proposed to technical staff in various critical infrastructure
industry sectors. Additionally, aside from evaluating training
results based on engagement, further evaluation should be
conducted to establish whether the training exercises devel-
oped using PLT-based frameworks have also more benefits
in skills and knowledge acquisition than traditional methods.

Currently, more substantial training programs are cur-
rently being developed targeting international SOC (Secu-
rity Operation Centre) and CERT (Computer Emergency
Response Team) teams working in the nuclear sector and
in the energy sector.
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