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Abstract
Technologies for integrating enterprise web applications have improved rapidly over the years. The OAuth framework pro-
vides authentication and authorization using the users’ profile and credentials in an existing identity provider. This makes 
it possible for attackers to exploit any vulnerability arising from exchange of data with the provider. Vulnerability in OAuth 
authorization flow allows an attacker to alter the normal flow sequence of the OAuth protocol. In this paper, a machine 
learning-based approach was applied in the detection of potential vulnerability in the OAuth authentication and authorization 
flow by analyzing the relationship between changes in the OAuth parameters and the final output. This research models the 
OAuth protocol as a supervised learning problem where seven classification models were developed, tuned and evaluated. 
Exploratory Data Analytics (EDA) techniques were applied in the extraction and analysis of specific OAuth features so that 
each output class could be evaluated to determine the effect of the identified OAuth features. The models developed in this 
research were trained, tuned and tested. A performance accuracy above 90% was attained for detection of vulnerabilities in 
the OAuth authentication and authorization flow. Comparison with known vulnerability resulted in a 54% match.

Keywords Machine learning · Authentication and authorization · OAUTH 2.0 · OpenID Connect · Vulnerability detection · 
Classification · Exploratory data analysis

Abbreviations
AG  Authorization Grant
AS  Authorization Server
AT  Authentication Token
AUROC  Area Under the ROC
CNN  Convolution Neural Network
EDA  Exploratory Data Analysis
FA  Factor Analysis
FSM  Finite State Machine
GBC  Gradient Boosting Classifier
HTTP  HyperTest Transfer Protocol
IdP  Identity Provider
MiM  Man in the Middle
OAUTH  Open Authorization
OIDC  Open ID Connect
OWIN  Open Web Interface

PCA  Principal Components Analysis
RNN  Revolutional Neural Network
RO  Resource Owner
RP  Relying Party
SSO  Single Sign On
SVM  Support Vector Machine
URL  Universal Resource Locator

1 Introduction

The OAuth protocol provides a framework for a client appli-
cation to grant access to its resources (data and services) 
for other web applications based on the user’s consent [1].

Recent authentication and authorization(AA) approaches 
include passwords, graphical passwords, third-party federa-
tion, 3D passwords and biometrics [2]. Each method has its 
own benefits and drawbacks. The OAuth method of authen-
tication which is relatively new provides a framework for 
granting third parties access to the user’s secure resources 
without having to disclose their credentials to the third party 
services [3].
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OAuth has already been widely adopted by large indus-
tries and is gradually becoming a standard for authoriza-
tion not only in the Web but also in mobile applications. 
OAuth strives to resolve the drawbacks of proprietary 
authorization protocols by creating a universal and inter-
operable authorization mechanism between applications 
and services. OAuth can also be applied in protecting user 
information in Single Sign On(SSO) approach [4]. SSO 
allows a user to login into a new application using a profile 
data you already have stored in another service. OAuth 
services are provided by major brands such as Facebook, 
Google, Yahoo and Microsoft. The benefit of this approach 
is that users have a centralized location for their creden-
tials and do not need to create user profiles across different 
applications and services.

OpenID Connect builds an identity layer on top of the 
OAuth 2.0 protocol [5]. This added functionality makes it 
possible for the Relying Party (RP) or third-party services 
to verify the end user’s identity by relying on an authentica-
tion process performed by an OpenID provider (OP). This 
service is oftentimes provided by the same identity provider 
and therefore the two services neatly integrate and comple-
ment each other: OpenID provides authentication, while 
the OAuth protocol is responsible for authorization. OAuth 
(combined with OpenID) is one of the most widely used 
authentication and authorization protocol on the Internet [2].

However, the growth and development of OAuth and 
OpenID have also brought new security challenges. This is 
because attackers now have additional platform for phishing 
and other forms of attacks on vulnerable systems. Addition-
ally, achieving robust and practical security in OAuth is a 
non-trivial process since the system’s operation relies on 
proprietary specification and implementation guidance [4]. 
This allows the implementation details to be figured out by 
developers without a standardized best practice.

Therefore, this research provides an approach for mod-
eling the OAuth protocol, mining-related data, extracting the 
OAuth features, building a machine learning-based model 
for vulnerability detection and using an exploratory data 
analytics approach to examine the OAuth features. Identify-
ing vulnerabilities would help mitigate OAuth-related attack 
such as Cross-Site Scripting (XSS) [6].

The rest of this research is arranged as follows: Chap-
ter 2 examines the architectural framework of the OAuth 
protocol and the derived OIDC protocol. The threat model 
for the OAuth protocol is also presented. In chapter 3, exist-
ing research efforts in this area are presented. Chapter 4 
presents details of the methodology, tools and techniques 
employed in this research. Test results and discussion are 
presented in chapter 5. Finally, in chapter 6, this research 
is summarized, and achievements are outlined. Challenges 
encountered and possibilities of further research in this area 
are also presented.

2  Oauth 2.0 and oidc architecture

The OAuth protocol specification allows for the users 
to authenticate via an existing Identity Provider thereby 
eliminating the need to maintain user account for differ-
ent web applications. In this way, users can use the same 
credentials across different applications without having to 
provide their login credentials multiple times. This process 
allows for the Relying Parties(RP) to receive an access 
token which is presented along with each request [5]. In 
the context of the OAuth framework, the access token is 
automatically attached to each request originating from 
the client application along with other request parame-
ters. This request is processed by the server if it has valid 
request parameters.

The OAuth framework documentation, RFC 6749 [7]3 
defines the standards for the framework but leaves imple-
mentation details to Identity Providers(IdP). This makes 
organizations to adopt non-standard development pro-
cesses resulting in a non-optimal performance and pos-
sible vulnerabilities.

2.1  The OAuth protocol

In this section, architecture of the OAuth protocol and a 
walkthrough of the authentication and the authorization 
flow are presented.

As shown in Fig. 1, the flow is initiated when a cli-
ent application requests the login using an Authorization 
Server. The user enters his credentials and is provided 
with a consent screen. Then, the user confirms to allow 
login using the specific authorization server and access is 
granted. After that, an authorization token can be obtained 
which can be used to access secure resources or to perform 
other actions.

The OAuth is made up of six basic components through 
which the data flows and value of the parameter continue 
to be modified until the last state is reached. These com-
ponents are outlined in Table 1 along with their functions.

Figure  2 outlines the various steps of the OAuth 
protocol:

User → RP: A user visits a web application (1) which 
is the Relying Party (RP). RP → User: The RP asks for 
user authentication (2). This could be done in the form 
of a page displaying various authentication options. 
User → IdP: Then, the user selects to be authenticated by 
an external IdP and provides the credentials to the IdP 
(3). IdP → User: The IdP sends the authorization grant 
back to the user (4). User → RP: Then, the user is redi-
rected back to the specified redirection end point defined 
by the callback_url (5). RP → IdP: The user then uses the 
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authorization grant received in step 4 to request for access 
token (6). This request is made by also providing the scope 
and the original redirect_uri. IdP → RP: The IdP checks 
whether the data provided are correct and if so, sends back 
the access token to the RP (7). RP → RS: With the access 
token, the RP requests for the restricted resources (8). 
RS → RP: If the access token is verified as correct by the 
resource server, then access is granted.

From Fig. 2, the identity provider(right) contains existing 
user credentials. However, it’s also possible for a malicious 
IdP to impersonate the real IdP alter the flow sequence of 
operation or gain unauthorized access to data transferred 
between the end points. When this happens, the system 

should be able to detect this alteration in a timely manner 
based on the metadata attached to the requests.

The system specified in Fig. 2 could be described as vul-
nerable if an external system is able to inject one or more 
sequences of operations that could affect the final output. 
This is covered in Chapter 4 under the vulnerability model.

3  Related works

A number of research works have been carried out on the 
general area of detecting and mitigating vulnerabilities in the 
software. Use of machine learning techniques and related 
approaches has also been applied for vulnerability discov-
ery in web applications. For clarity and comprehensiveness, 
each related research is examined in a separate subsection.

3.1  Automatic vulnerability classification

This is a two-step process: First, identify the possible vulner-
abilities, then perform classification using neural network 
or other approach like Naïve Bayes [8]. The author recom-
mended feature extraction from the application overall work-
flow and then using these features as inputs to an (Neural 
Network and have the vulnerability classifications as output. 
This is quite impressive but focuses only on classification.

3.2  Buffer overflow vulnerability prediction

In this research, the authors presents an argument for the use 
of static analysis and machine learning to identify vulner-
able statements in the application code [9]. The steps are 
highlighted in Fig. 3. So basically, the assumption is that 
the binary of the source program is provided as a whitebox.

The buffer overflow prediction works well for non-pro-
prietary systems but also includes the added complexity to 
build a code-agnostic dissembler.
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Fig. 1  The OAuth Architecture

Table 1  The OAuth components

Components of OAuth Description

Resource Owner(RO) This is normally a user or a web server which owns the resources the client wants to access
Client This is the third party service or application that needs to be authorized by using the OAuth protocol
Authorization Server (AS) The service that authenticates the resource owner and performs the authorization check. This may be the same as RS
Authorization Grant (AG) This is a piece of code received by the Client after authentication. It is used to access restricted resources on behalf 

of the RO
Redirect URL This is the URL that the user is redirected to after a successful authentication with the authorization server
Access Token (AT) This is a piece of data issued by the AS that lets the client request access from the RS
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3.3  Use of DFA and machine learning

The first step of the use of Data Flow Analysis(DFA) 
and machine learning is feature extraction [10]. This was 
achieved using a series of analysis including reaching defini-
tions analysis (RDA), taint analysis and reaching constants 
analysis (RCA). This method was successfully applied in the 
detection of SQL injection (SQLi) and Cross-Site Scripting 
(XSS) vulnerabilities in PHP applications.

3.4  Optimized attack vector repertory

This is a method proposed in 2015 and follows a process of 
generating an attack vector repertory automatically, opti-
mizing the vector and then uses an optimization model. A 
machine learning classification algorithm was proposed to 

build an optimization model. The optimization model is 
trained with the historical testing data and the model obtains 
knowledge about the attack vector features from the training 
data. Then, based on the knowledge, the optimization model 
optimizes the attack vector repertory and selects those used 
to detect XSS(Cross-Site Scripting) vulnerabilities in web 
applications [11]. This method however is specific in the 
detection of XSS vulnerabilities and not generic to a wider 
range of other possible attacks.

3.5  Vulnerability detection in source code

The authors applied neural network modeling using open 
source C and C +  + dataset to detect potential vulnerabilities 
in the source codes [12]. The authors recommended a com-
bination of natural feature representation of lexed function 
source code with a powerful ensemble classifier, the random 
forest (RF). Feature extraction approach, similar to those 
used for sentence sentiment classification with convolutional 
neural network (CNN) and recurrent neural network (RNN), 
was leveraged for function-level source-code vulnerability 
detection. This is based on an assumption of the functional 
structure of the source code.

3.6  Use of data mining in FP prediction

This research explores the use of hybrid methods including 
static code analysis and taint analysis [13]. A trade-off is 
reached between human coding knowledge about vulner-
abilities for taint analysis and automatically obtaining the 
knowledge using machine learning techniques. The method 
was tested using a tool for performing automatic code cor-
rection for PHP codes. The focus of this research as outlined 
by the authors is “enforcing information-flow security at lan-
guage level.” Taint analysis, data mining and code correction 
were applied.

3.7  Backdoored network identification

This research attempts to provide a proof that outsourced 
model training could be a source of potential vulnerabil-
ity. An adversary can create a maliciously trained network, 
BadNet, that has a state-of-the-art performance on the user’s 
training and validation samples but behaves badly on spe-
cific attacker-chosen inputs [14]. More of motivation for fur-
ther research was provided than actual methods of solution.

3.8  Static analysis tool (DEKANT)

The authors of this work developed an intelligent web analy-
sis tool that intelligently learns to detect vulnerability in web 
applications. Then Hidden Markov Model(HMM) was used 
to characterize vulnerabilities based on a set of source code 

Fig. 2  Steps of the OAuth protocol
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slices with their code elements annotated as tainted or not 
taking into consideration the code that validates, sanitizes or 
modifies the inputs [15]. The focus of this research was on 
the detection of surface vulnerabilities which relates specifi-
cally to user input pattern.

3.9  Static analysis and data mining

This is a research that really motivated the current work. 
Various machine learning approaches were applied together 
with static analysis and taint analysis for detecting vulnera-
bility. Specifically, various classification models were devel-
oped and evaluated [16]. The automatic code correction was 
recommended for correction of code bugs and errors. It is 
also to be noted that this research was applied mainly to 
codes written in unsafe languages like PHP while the current 
research is code-language-agnostic.

3.10  Text as a method of prediction

In this case, the focus is the analysis of text files. Similar to 
the DEKANT mentioned earlier, this approach has its main 
artifacts, the source codes of the application under analysis 
[17]. The lexical and syntactic analysis of the resulting fea-
ture vector where every word, called a monogram, was fur-
ther preprocessed and engineered using data analytics algo-
rithms. The drawback is that consideration was not given to 
live application workflows like the OAuth protocol being 
considered in this research.

3.11  Vulnerability detection in mobile

This is similar to other previous works but applied to mobile 
applications. Here, the authors proposed applying malware 
detection algorithm, the N-gram analysis [18]. The fea-
tures of the application components were extracted and a 
machine learning tool was used to create a model for mal-
ware classification.

4  Methodology

In this chapter, the methodology used in this research is 
comprehensively presented and discussed. An argument is 
also presented on the basis for a machine learning-based 
approach, as well as evaluation metrics.

4.1  The approach

The approach has three phases:(1) dataset generation (2) 
feature extraction (3) model development. A model-based 
approach is adopted similar to [19] where a web application 
workflow is represented as a Finite State Machine(FSM) 

derived from a property graph. The goals of such a model 
are to address the six challenges identified as follows.

• C1—determine state transitions
• C2—determine the system features and outputs
• C3—relationship between the features and state transi-

tions
• C4—transition in non-trivial workflows
• C5—security-relevant state changes
• C6—comprehensive reusable representation of applica-

tion functionality

In this research, the OAuth protocol is modeled as a sys-
tem where the parameters change between the initial and the 
final phase of the cycle. In this way, the system parameters 
representing the OAuth feature set were extracted after series 
of test runs.

The system provides a method of modeling the relation-
ship between the parameters(features) that combine to pro-
duce an output. Therefore, if applied to the analysis of the 
OAuth protocol workflow, then the combination of features 
that produces a particular output is established. Hence, any 
alteration to this combination would represent a potential 
vulnerability injected from an external source.

The first task for this research is to extract the features 
of the OAuth workflow and then extract the features that 
have the most effect on the variability of the output. This 
was done using exploratory data analysis technique includ-
ing Principal Components Analysis(PCA) and/or Factor 
Analysis(FA) [20].

This approach to vulnerability detection is a novel way 
that aims to analyze how the parameters of OAuth-enabled 
system affect the final output of the system based on the 
result of the analysis of requests originating (or appearing 
to originate) from the client application. The parameters that 
make up the feature set are metadata included in the header 
and body of the HTTP request/response cycle. At the end of 
the cycle, a final output is produced classified as success, 
failure or undefined.

Since the output of the OAuth workflow is expected to be 
successful with valid combination of parameters, the pro-
posed machine learning approach is based on the assump-
tion that each failure or undefined output class of the OAuth 
workflow could represent a potential vulnerability.

The approach to vulnerability detection is based on the 
following heuristics:

H1: The final output of the OAuth authorization flow 
depends on the feature set associated with the request/
response cycle.
H2: Any HTTP request contains certain properties that 
can be analyzed before the request is processed by the 
server and the server can decide to either process the 
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request or discard the request based on the result of the 
analysis.
H3: The OAuth protocol provides both optional and 
required parameters
H4: The optional parameters defined by the OAuth pro-
tocol standard can be adjusted to optimize the output of 
the implementation.

Additional HTTP parameters can be included by the 
particular client application. This includes referrer header, 
origin header and cookie property value which could either 
be lax or strict.

4.2  Modeling

The main goal of modeling is to analyze the OAuth work-
flow of Fig. 4 and create a representation that allows a close 
examination of the workflow and the changes that occur and 
thereby address challenges C1, C2, C3 and C6.

To address the challenge C1, we first model the system 
using an FSM which maps to a property graph as shown 
in Fig. 5. The property graph is a directed graph where the 
nodes and edges can have a key-values set of properties. 
The example of Fig. 4 (representing the first four steps of 
the OAuth workflow) shows four nodes:  n1,  n2,  n3 and  n4. 
Each node has one key-value pair property. For instance, 
k1 = v1 for n1, k2 = v2 for n2, k3 = v3for  n3 and k4 = v4 for  n4. 
The nodes have labels indicated as L’ and L’’. Similarly, the 
edges are labeled e1, e2, e3 and e4.

Once the overall workflow of the OAuth protocol is rep-
resented in this way, then an FSM is derived. To minimize 
the complexity of presentation, the complete property graph 
and FSM for the OAuth workflow are not provided here.

The key-value property graph of Fig. 5 corresponds to the 
FSM (finite state machine) in Fig. 6. This illustrates the first 
four steps of the OAuth workflows. The model being devel-
oped would be able to detect an invalid request or response 
which would result in the termination of the workflow with 
a failure (either an error or an undefined state). In this case, 
the path e1-e2-e3-e4 results in a failed output and effectively 
terminates the flow.

Challenge C2 is addressed by determining which state 
transitions are security relevant while C3 consists of 

n1:L’ n2:L’ n3:L’’

key1: val1 key3: val3

e4

e1:R’

e2:R’

key2: val2

e3:R’’ n4:L’

key4: val4

Fig. 4  Labeled Property Graph

Browser

html/scripts

RP Idp

Provider

Class 1 (Ok)

(1)

(2)Valid 
parameters

(3) GET/authEP

Browser

html/scripts

RP Idp

Provider

Class 2 (Error)

(2)Invalid
parameters

(3) GET/authEP

Browser

html/scripts

RP Idp

Provider

Class 3 (Vulnerability)

(4)Invalid
combination

(5) GET/authEP

(1)

(1)

A

(2)

(3)

Fig. 5  Basic FSM flow for Classes 1, 2, 3

Fig. 6  Instance of OAuth Vulnerability Model



229Machine learning approach to vulnerability detection in OAuth 2.0 authentication and…

1 3

determining the relationships between identified request 
parameters and the state transitions. Challenge  C5 and  C6 
are handled by further EDA which in this research was the 
application of Factor Analysis with results presented in the 
next chapter. Figure 5 shows a basic FSM for the first four 
steps which ensures the model is able to detect a potential 
vulnerability. In the first part which represents a successful 
output (Class 1), the flow terminates with a 200 Ok sta-
tus response. In the second part, the flow terminates with a 
deterministic error code (a specified in the OAuth framework 
documentation [21]) which indicates that an invalid input 
was provided by the user. However, the last part represents a 
potential vulnerability because the request from the browser 
to the IdP contains unknown parameters which was injected 
by an attacker (A). In this case, a HTTP response code is 
returned which is not predetermined.

If the complete OAuth protocol application workflow can 
be represented as an FSM, then the challenges identified 
could then be reduced to examining the state changes that 
result in what output. The next subsection provides a threat 
model for the OAuth workflow with a subset of Fig. 6.

4.3  The threat/vulnerability model

It could be understood that an invalid output (Class 2 or 3) 
of Table 3 is a result of either a combination of some invalid 
parameters (resulting in error) or a deliberate disruption of 
the flow by an external threat (resulting in undefined output). 
In this research, we focus on the latter.  Figure 6 indicates 
an instance of a typically occurring threat. Here, a possible 
attacker inserts between two authentic OAuth component: 
the RP and the IdP. This could be an example for the Man-
in-the-Middle (MiM) attack but in this case, it’s an imper-
sonation of the real IdP. However, based on the combination 
of the values exchanged, and the metadata of the attacker’s 
origin, the IdP could detect an invalid flow, sends a Class 3 
output and terminates the workflow.

4.4  Dataset generation

As of the time of this research, no suitable OAuth-specific 
dataset was found in existing repositories and therefore fuzz-
ing techniques were applied for generating the initial test 
suite. Fuzzing has been applied in various researches as a 
vulnerability discovery technique [22],23,24. The first step 
involved obtaining a list of OAuth Identity providers which 
are currently active between 2015 and 2020 and have a high 
number of clients available in Github under the omniauth 
project [25]. The list was further narrowed down based on 
the providers that have been listed in the OwinAuthProvid-
ers project.

OAuth configuration files for the selected provid-
ers were obtained from the Open Web Interface for.Net 

(OWIN)-based application. Modules are provided for back-
channel interfacing with the IdP using classes available in 
the OWIN library.

To generate the dataset, the Microsoft’s Project Katana 
was implemented on a local test environment by creating 
a client for each of the IdPs provided in the configuration. 
Katana provides a flexible set of components for develop-
ing OWIN OAuth-enabled application [26]. This was a very 
challenging task since the implementation of the OAuth 
workflow for each of the providers could not be automated 
due to security-related concerns. Therefore, each procedure 
as specified for each provider was followed to create the 140 
unique RP-IdP pairs. For each of the test cases, the output 
falls under one of three categories: success, failure and unde-
fined. These three outputs have been mapped to terms Class 
1, Class 2 and Class 3, so the problems can be handled using 
supervised learning methods.

4.5  Extracting the OAuth/OIDC feature set

A manual approach was used since each of the OAuth work-
flow needs to be examined and individual features are tabu-
lated. Additional parameters were identified by examining 
the http request headers from http requests made between 

Table 2  Identified OAuth protocol feature set

x Description x Description

x1 response_type x18 refresh_token
x2 client_id (RP) x18 Cache-Control
x3 redirect_uri (callback url) x19 Accept header
x4 Request scope x20 Accept-Language
x5 State/Profile x21 Connection
x6 Protocol version x22 Host header
x7 Code-Request-state x23 Content-Type
x8 grant_type x24 Cookie
x9 Token-Request-code x25 Content-Length
x10 Token-Request-redirect_uri x26 Origin header
x11 Token-Request-client_id x27 Referer header
x12 Username(Idp Registration) x28 User-Agent
x13 Password (Idp Registration) x29 Accept-Encoding
x14 access_token x30 Request Method
x15 token_type x31 Referrer Policy
x16 expires_in x32 X-Requested-With

Table 3  Summary of original dataset

Original Dataset Outputs

Total Success(s)
Class 1

Failed(e)
Class 2

Failed (u)
Class 3

213, 840 145, 411 51, 322 17,107
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the RP and the IdP. For each of the test cases, the outputs 
are groups under one of the three categories:

• Success: In this category, the protocol flow is completed 
successfully with a http success code.

• Failure: This class of output indicates a failure which 
returns a http status code indicating an error traceable to 
one of the input parameters.

• Undefined: The flow terminates with a status code not 
traceable to any of the inputs.

The 32 parameters that affect the output of the OAuth 
protocol AA flow are presented in Table 2.

We now represent the data in Table 2 in terms of the 
feature set X where each feature is identified by the corre-
sponding subscript (1–32)

The output of each text case is represented as class, and 
in our test cases, each one resulted in one of the three classes 
given by

Let the original number of variables (features) be p 
where:

4.6  p = 32

The number or variables (components) would subsequently 
be reduced to M where M <  < p using Exploratory Data 
Analysis (EDA) techniques.

Table 3 shows the summary of the dataset used for the 
study indicating the proportion of each class of output. The 
probability values have been included to indicate that the 
data are being estimated based on the entire distribution.

4.7  OAuth workflow automation

The objective of the workflow automation is to execute sev-
eral test cases of the OAuth workflow and log the changes 
in the OAuth parameters in a file. This file would later be 
used in building the classification model. The workflow is 
based on stochastic model checking property graph as speci-
fied in [27] based on Fig. 4. In this case, observable actions 
are distinguished from unobservable(internal) action. The 
observable appears on the external interface of the modeled 
component. Therefore, the values could be altered to exam-
ine the effect on the output. Unobservable, in this context are 
implicit to the OAuth component and, therefore, cannot be 
changed by this research process. This includes the internal 
logic of the IdP. To automate the model checking, the Sele-
nium automation tool and a custom code are used to log the 

(1)X =
{

x1, x2,… , x32
}

(2)Y = {success, error, undefined}

changes in parameter values. These are captured from the 
request/response metadata available in the header of each 
request/response. Table 3 shows the summary of the classes 
of outputs obtained.

Detailed classification model is provided in Fig. 7. The 
model as shown is implemented between the client and the 
server side. The model intercepts request originating from 
the client to the server end points. The request parameters 
are evaluated by the model based on a knowledgebase of 
previously authenticated requests. Based on the evaluation, 
a vulnerability score is assigned which is compared with a 
predetermined threshold with range representing the classes 
(C1, C2 and C3). The request is executed if it is within 
the non-vulnerable threshold, else it is discarded, and the 
authentication flow is re-initialized.

4.8  A classification problem

From the model, feature set and dataset available, it could 
be seen that this is a typical classification problem. Accord-
ing to the OAuth 2.0 documentation [3], the outputs could 
be either a failure with error message or success. However, 
from the automation results obtained, it is observed that 
a set of outputs (8%) does not provide any of the specific 
errors defined in the documentation. It could therefore be 
concluded that this ‘undefined’ output which is based on an 
invalid combination of inputs represents a possible vulnera-
bility and hence could be handled by creating a model based 
on large dataset derived from the results of the workflow 

Fig. 7  Classification model architecture
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automation. Therefore, the dataset was split into three parts: 
the training set, test set and the tuning set. The training set 
was used to train the model based on seven different clas-
sification models. The tuning set was used to determine the 
most efficient hyperparameters [10]. These are the param-
eters of the model training algorithm that is set prior to 
the learning process. To optimize these parameters, a grid 
search was applied. This implementation was done using 
the Python scikit-learn library which contains a number 
of probabilistic classifiers and tools for feature extraction, 
model selection, normalization and validation [28].

4.9  Existing vulnerability dataset

A search was made on several publicly available repositories 
for OAuth-related vulnerability dataset including National 
Vulnerability Database (NVD) [29], Open Source Vulner-
ability Database(OSVDB) [30] and WhiteSource Vulner-
ability Database [31] but unfortunately existing vulnerability 
dataset specific to the OAuth protocol and covers the 32 
request/response features identified in this research could 
not be found. However, a related dataset, the PHP Security 
Vulnerability(PSV) dataset was obtained as gathered and 
analyzed by Walden et al. [32]. Of the 233 vulnerabilities, 
the OAuth-related vulnerabilities include 19 Code Injec-
tion, 12 Cross-Site Request Forgery (CSRS), 86 Cross-Site 
Scripting (XSS) and 73 classified as Authorization Issues. 
The dataset was obtained from three PHP-based web appli-
cations: Drupal, Moodle and PHPMyAdmin. Of the 233 
vulnerabilities, 190 are OAuth related and are specified as 
actual lines of codes in the application source files. This 
research was able to determine that only 123 actaully related 
to the Oauth protocol. The goal is to attempt to pass the 
AA flow through these codes and match the output with the 
Class 3 outputs obtained through the model developed. A 
match of 54% was obtained as presented in Table 9.

4.10  Metrics for classifier evaluation

To really evaluate the performance of the classifiers used, 10 
different metrics were used which are calculated based on 
four parameters. These parameters are indicated in Table 2 
with each of the parameters in each quadrant of a confusion 
matrix (CM). The CM is a cross-reference table where the 
rows are predicted results (by the classifier) while the col-
umns are observed instance.

In this research, the terms false positive (FP) and true 
positive (not FP) have been used to describe the situa-
tion where the classifier indicated a situation where the 
analyzer is incorrect (not an actual vulnerability) or cor-
rect (actual vulnerability). In this section, the terms, false 
positive(fp) and true positive(tp), refer to the same terms: 
the output of the FP classifier. The same is true of true 

negative(tn) and false negative. As adopted by [16] for 
clarity, the upper-case FP and lower-case fp, tp, fn and tn 
are used consistently (Table 4).

True positive rate(tpr): This is also called recall and is 
a measure of the number of true positives compared to the 
sum of true positive and false negatives and is given by:

False positive rate(fpr): This is a measure of how the 
classifier deviates from the correct classification and is 
given by:

Accuracy(acc): This is a measure of the total number of 
observations correctly classified. It is given by:

Kappa Statistic (kappa): This is a measure of how the 
predicted classes agree with the observed class. It is divided 
into six categories: worst, bad, reasonable, good, very good 
and excellent. It is given by:

where

and

and

It is also important to mention that some of the metrics 
listed above are statistical such as the fpr, tpr and kappa 
while others are probabilistic such as the acc and pr.

tpp =
tp

(tp + fn)

fpr =
fp

(fp + tn)

acc =
(tp + tn)

(tp + tn + fp + fn)

kappa =
(po − pe)

(1 − pe)

po = acc

pe =

(

P ∗ P� + N ∗ N�
)

(P + N)2

P = (tp + fn),P
�

= (tp + fp)

N = (fp + tn),N
�

= (fn + tn)

Table 4  Generic confusion matrix

Predicted Observed
Yes(FP) No(not FP)

Yes (FP) True Positive(tp) False positive(tp)
No (not FP) False negative(fn) True negative(tn)
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F1 Score: This is a weighted average of the classes. It 
is given by:

Since there are a wide range of classification algo-
rithms, it is necessary to evaluate these various classifiers 
based on the above metrics together with the uniqueness 
of the dataset. As it can be seen in Table 5, the dataset 
is made of 17,107 of undefined outputs (Class 3) out of 
a total of 213,840. This means that the class of interest 
represents only 8% of the data. So seven classifiers models 
which have been applied in similar studies [33], 34, 35 
were developed and evaluated including: Random Forest, 
Naïve Bayes, Decision Tree, K-Nearest Neighbors, Logis-
tic Regression and Support Vector Machine (SVM). The 
metric of interest is accuracy(acc) specifically for clas-
sification of the Class 3 outputs which are presented in 
Chapter 5.

5  Results and discussion

In this section, the dataset used for the evaluation is first 
briefly described. The first part of this chapter presents the 
performance of different probabilistic and statistical clas-
sifiers used for this research with focus on the Gradient 
Boosting Classifier (GBC). This is because, this classifier 
produced the best performance metric (accuracy of 83%) 
compared to others for detecting vulnerable classes.

5.1  Generating the dataset

The method and techniques for generating the dataset were 
already presented in the previous chapter, so the sum-
mary of the dataset used for this research is given here in 
Table 5. The total number observation (each of which cor-
responds to a single OAuth workflow) is 213,840. This is 
split into 70% training set, 20% test set and 10% tuning set.

F1 = 2 ∗
Prec ∗ Recal

Prec + Recall

5.2  Detecting succesful workflows (Class 1)

The goal is to perform classification based on individual 
classes so that the performance metrics for each for the 
classifier on each class could be obtained. So, for the Class 
1, the classifier prediction performance was obtained the 
same with Class 2 and 3. In this way, we could use either 
classification- or regression-based models.

The first classifier considered in the Gradient Boost-
ing classifier (GBC) is shown in Fig. 8. After training, 
the classifier with the training set (149,688 instances), the 
performance on the test set (21,384 instances) is presented 
based on the metrics: acc = 0.8297(83%) and Area Under 
the ROC Curve(AUROC) = 0.710 which provides a sum-
mary of the fpr and tpr metrics.

Performance of this GB classifier is indicated in Table 6 
which gives the confusion matrix, as well as additional 
metrics provided by the classification summary of Table 6

From the classification performance for the GBC, a 
precision of 0.96 gives a very high ration of correctly 
predicted positive instances to the total predicted positive 
instances. This gives a better performance than [16] with 
a precision of 92.5%, an F1 score (weighted average of 
precision and recall) of 0.92, which is also a very good 
performance output. Detailed results can be observed in 
Table 7.

Table 5  Dataset summary

Input dataset Outputs

Success(s)
Class 1

Failed(e)
Class 2

Failed (u)
Class 3

Training set 149,688 101,788 35,925 11,975
Tuning set 42,768 29,082 10,264 3,421
Test set 21,384 14,541 5,132 1,711
Total 213,840

Fig. 8  ROC Performance for GBC

Table 6  Confusion Matrix Output of GBC (scikit-learn) 

Observed

Predicted Yes (FP) No (not FP)
Yes (FP) 18,874 2394
No (not FP) 881 20,619
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5.3  Detecting failed workflows (Class 2)

Figure 9 shows the performance of the GB classifier for 
Class 2. An improvement in the performance over the Class 
1 outputs was observed with an AUROC of 0.787 and an 
accuracy score of 0.767(76%). It is also necessary to note 
that slightly, but different values were obtained after per-
forming training and tuning but the values of the acc remain 
between 74 and 78%.

5.4  Detecting failed undefined workflows(Class 3)

Figure 10 shows the performance of the GB classifier for 
the Class 3, undefined outputs which represents potential 
vulnerabilities (Table 8).

From Fig. 10, it is very clear that the Gradient Boosting 
classifier performs best in prediction potentially vulnerable 
outputs (Class 3). It is to be noted that Fig. 10 indicates an 
AUROC of 0.994 which are the highest values obtained after 
a series of training and tuning.

5.5  Performance of different classifiers

This subsection provides the results of the performance of 
different classification algorithms in classifying an OAuth-
based workflow. Models were also built based on the follow-
ing seven classifiers: Random Forest, Naïve Bayes, Decision 
Tree, K-Nearest Neighbors, Logistic Regression and Support 
Vector Machine (SVM). Additional models were considered 
during the experimentation with the seven selected for this 
research given the best results.

The SVM classifier provides the highest accuracy score 
in detecting the successful (Class 1) and failed (Class 2) 

Table 7  Classification Report Output(scikit-learn) 

Precision Recall F1-score Support

0 0.962 0.894 0.921 21,268
1 0.91 0.962 0.93 21,500
Accuracy 0.921 42,768
Macro avg 0.934 0.921 0.921 42,768
Weighted avg 0.934 0.921 0.921 42,768

Fig. 9  GBC Performance on Failed Outputs

Fig. 10  GBC Performance for Undefined Outputs

Table 8  Classifier Performance Summary

Prec(%) Recall (%) F1 (%) AUC 

GBC 80.34 74.70 71.71 0.994
RFC 78.15 67.69 81.37 0.787
NBC 69.44 69.95 67.44 0.817
DTC 73.54 71.78 73.31 0.919
KNN 75.13 68.95 70.02 0.615
LRC 78.59 79.49 80.15 0.856
SVC 71.40 68.87 68.04 0.269

Fig. 11  ROC Curve for all seven classifiers
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outputs but scored lower than the GBC on predicting unde-
fined (Class 3) outputs.

The combined output of the seven classifiers evaluated 
is given in Fig. 11. It can be seen that the GBC provides 
the most accurate prediction (AUC  = 0.994) while the SVM 
Classifier performed worst (AUC  = 0.269).

5.6  Comparison with proven vulnerabilities

The combination of parameters resulting in the class 2 and 
class 3 outputs was pattern-matched against the HTTP 
parameters obtained from the PSV dataset. The result is 
given in Table 9. For each of the 11 Code Injection vul-
nerabilities, 15 AA parameters were logged. Of the nine 
parameters, 13 values provided match with parameter set 
that resulted in the potentially vulnerable outputs of the clas-
sification model, which is 73% match. Similar results were 
obtained for CQRF, XSS and Auth with the overall average 
percentage match 33%, 56% and 53%, respectively, giving 
an averge of 54%. Therefore, 54% of potential vulnerability 
detected by the classification models in this research were 
actual vulnerability based on existing vulnerability dataset.

5.7  Principal component analysis output

Of the 32 variables making up the feature set of the OAuth 
protocol workflow, it’s generally obvious that just a few of 
them form the marker variables which have the most effect 
on the output. Exploratory Data Analysis (EDA) was used 
to determine this by applying Principal Component Analysis 
(PCA) and Factor Analysis (FA).

The functions prcomp() and pca() which are available 
in the pcaMethods() library of R were used to carry out the 
analysis of the original dataset to determine the principal 
components and calculate the proportion of variance PVE 

for each of the components for all the 32 features. The PVE 
gives the explanatory value of the value of variables used 
in a study [36] and, therefore, the higher the percentage of 
variance of a proposed model, the more valid the model 
seems to be [37].

The result of the Principal Components Analysis carried 
out on the original data set is shown in Table 10.

Summing the proportion of variance for the first five 
PCs gives us a value of 0.627 which means that PC-1 to 
PC-5 can be used to explain more than 50% of the varia-
tion in the dataset. Adding one more component gives us a 
PVE of 68.59%. At PC-6, there is a cumulative proportion 
equivalent to 68.59%. Therefore, six key features were safely 
extracted which significantly affected the output. These fea-
tures from the original feature set were further examined to 
determine sensitivity to the model output.

While it’s possible to add more components, the meth-
ods of this research could still be established with six 
components.

The screen plot shown in Fig. 12 indicates that after about 
the 6th and the 7th component, the curve begins to flatten, 
and additional component does not contribute to the overall 
variance.

5.8  Determining the marker variables

Table 10 shows the output of the factor analysis indicat-
ing the correlation between all the 32 variables and the 
factors. The number listed in the six columns is the item 

Table 9  Comparison with existing vulnerabilities

Known Vulner-
ability Class

Cases Oauth 
Features

Identical % Similarity

Code Injection 11 15 8 73%
CSRF 9 13 3 33%
XSS 54 11 30 56%
Auth. Issues 49 16 26 53%
Average Matching Metric (%) 54%

Table 10  Summary of First Six 
Principal Components

PC-1 PC-2 PC-3 PC-4 PC-5 PC-6

S.DEV 1.989 1.605 1.451 1.172 1.131 1.032
PVE 0.219 0.143 0.117 0.076 0.071 0.059
CVE 0.219 0.363 0.480 0.5559 0.627 0.686

Fig. 12  Screen Plot for the OAuth Dataset
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loadings. For each variable, a coefficient shows the correla-
tion between the variable and the factor.

Based on the PCA, a six-factor solution was chosen for 
ease of presentation and is presented in Table 11. These data 
are obtained after the solution has been optimized by elimi-
nating variables that have crossloadings (high correlation 
with more than one factor) and variables with low loading 
(> 0.3). Of the 32 variables, 12 were deleted leaving 18 for 
analysis.

The table was reorganized to ease readability such that 
items from the same factor have been grouped together and 
ordered in the descending order of their loadings.

The names of the six factors were chosen based on the 
marker variables which are variables with the highest load-
ings in the factor. These features provide the best indica-
tion of the chosen factor. In Table 10, the marker variables 
include redirect_uri, scope, Protocol version, grant type, 
User-Agent and origin with loadings of 0.936, 0.751, 0.895, 
0.865, 0.758 and 0.682, respectively. These variables are 
shown in Table 11.

Following each of the marker variables are the next 
set of variables that provided further indication of the 
chosen factor. For example, in case of the scope speci-
fication in column 5, the next two features are the state 
with a loading of 0.720 and the Code-Request-State 
with a loading of 0.574. This research however focuses 
on examining the effect of the six identified marker 
variables.

6  Summary and conclusion

This research adopts a model-based approach similar to 
(Pellegrino, Johns, Koch, & Backes, 2017). But in our 
approach, the OAuth protocol implementation is mod-
eled as a system where the parameters change between 
the initial and the final phase of the cycle. In this way, the 
system parameters representing the OAuth feature set were 
extracted after series of test runs.

Table 11  Six-Factor summary for variable/factors correlation

Variables Factors

Var Description Redirect data Origin/Refer-
rer Details

Scope Speci-
fication

Authentica-
tion Type

Protocol 
Details

Browser Data

X1 Redirect_uri 0.936 0.252 0.018 0.381 0.008 0.019
X2 Token-

Request-
Redirect_uri

0.649 0.280 0.010 0.366 0.052 0.054

X3 Token-
Request-
code

0.598 0.255 -0.114 0.242 0.092 0.073

X4 Scope 0.213 0.178 0.751 0.199 0.287 0.195
X5 State 0.288 0.423 0.720 0.075 0.191 0.281
X6 Code-

Request-
state

0.240 0.345 0.574 0.152 0.305 0.186

X7 Protocol ver-
sion

0.025 − 0.360 0.302 0.046 0.895 0.269

X8 Referer Policy 0.220 0.412 0.154 -0.129 0.673 0.026
X9 Grant_type 0.223 0.436 0.430 0.865 0.015 0.196
X10 Access_token 0.458 0.389 0.280 0.824 0.458 0.148
X11 Token_type 0.220 0.300 0.356 0.705 0.271 0.012
X12 Response_

type
0.380 0.023 0.117 0.681 0.208 0.434

X13 Refresh_
token

0.292 0.095 0.299 0.626 0.392 0.183

X14 User-Agent 0.109 0.337 0.005 0.253 0.199 0.758
X15 Cookie 0.415 0.132 0.165 0.298 0.250 0.533
X16 Origin 0.099 0.682 0.297 0.083 0.384 0.346
X17 Referrer 0.066 0.648 0.298 0.061 0.101 0.234
X18 Request 

Method
0.091 0.725 0.327 0.288 0.399 0.262
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6.1  Summary of achievements

This research has created a learning-based model for classifi-
cation OAuth-based workflows for web application to detect 
potential vulnerabilities. Also, a framework has been cre-
ated and tested for extraction of the feature set of a request/
response cycle of the OAuth implementation. A bit of.

data mining techniques has also been applied to generate 
necessary training dataset (213,840 instances) required for 
the supervised learning technique applied in this research. 
These models clearly lead to improved security for web 
application with the single-sign-on feature enables.

6.2  Challenges encountered

While there has been success in reaching the aims and objec-
tive of this work, there were also a few challenges as out-
lined below:

Lack of open-source OAuth datasets: As of the time of 
this research, there’s no open-source dataset available spe-
cific to the OAuth protocol and its implementations. There-
fore, this research would refine the data collection method 
and possible build a repository of dataset specific to the 
OAuth protocol. This could be a possible area of further 
research.

It is also quite tasking to build workflows based on differ-
ent Identity Providers (IdPs) as 140 of them were identified 
in this research.

Lack on homogeneity on IdPs: The 140 IdP analyzed dur-
ing this research do not implement a homogenous process 
on a granular level on registration of third-party application 
(RP) and its authorization.

6.3  Possibility of future works

A possible area of further research is the application more 
advanced machine learning approaches to the detection of 
vulnerability in OAuth-enabled web application and in the 
actual removal of detected vulnerabilities detected. This 
could also be extended to mobile application and IoT-ena-
bled applications as well. An ongoing research on removal 
of vulnerabilities continues as an extension of this one.

Another interesting area currently being studied is the 
development of formal model for verification and valida-
tion of the OAuth protocol and its implementations. This 
is because, although formal models have been applied to 
enterprise application, attention has not been given to the 
specific processing logic for the OAuth 2.0. Finally, it is 
recognized that some vulnerability results from user actions 
rather than the application workflow. Therefore, it’s possible 
to have a machine learning methodology to possibly track 
user actions and provide real-time recommendations to user 
on the possible security implication of actions taken.
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