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Abstract

When the simulation of a system, or the verification of its model, needs to be resumed in an online context, we face the
problem that a particular starting state needs to be reached or constructed, from which the process is then continued. For
timed automata, especially the construction of a desired clock state, represented as a difference bound matrix (DBM), can
be problematic, as only a limited set of DBM operations is available, which often does not include the ability to set DBM
entries individually to the desired value. In online applications, we furthermore face strict timing requirements imposed on
the generation process. In this paper, we present an approach to construct a target clock state in a model via sequences of
DBM operations (as supported by the model checker Uppaal), for which we can guarantee bounded lengths, solving the
present problem of ever-growing sequences over time. The approach forges new intermediate states and transitions based
on an overapproximation of the target state, followed by a constraining phase, until the target state is reached. We prove
that the construction sequence lengths are independent of the original trace lengths and are determined by the number of
system clocks only, allowing for state construction in bounded time. Furthermore, we implement the (re-)construction routines
and an extended Uppaal model simulator which provides the original operation sequences. Applying the approach to a test
model suite as well as randomly generated DBM operation sequences, we empirically validate the theoretical result and the
implementation.

Keywords Clock state construction - Difference bound matrix (DBM) - Timed automata - DBM overapproximation - Minimal
constraint system (MCS)

1 Introduction

State (re-)construction, i.e., setting a system to a desired
state, is a common task. Ranging from physical systems
to programs and executable models, a system may need to
be in some specific state to execute particular routines and
test or verify a certain system behavior. The general task of
constructing a state is as follows: Starting from a particular
known (and usually static) state sini¢, find a sequence of state
transformations S = (¢ry, ..., tr,) (imposed by, e.g., actions
in a physical system or transitions in an automaton), such that
the sequence leads to a known target state Sgarget, i.€., find an §
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with S($init) = Stareet- In the easiest case, the system is static,
a valid “reference” transformation sequence St to the target
state is known from observing a previous system execution,
and the construction process is unconstrained in time. Then,
we can simply replay the given sequence Sef to reach the tar-
get state. However, systems are usually more complex and
impose constraints that render the trivial approach inappli-
cable in many cases:

C1 The system may change dynamically over time (e.g., as
some actions become inapplicable in a changed environ-
ment); a previously valid sequence that correctly reached
the target state may become invalid or lead to a wrong
state due to changed actions.

C2 The reference transformation sequence may be unknown
(e.g., as the system actions are unobservable, or as we
want to construct a state not reached by a previous execu-
tion); such a sequence needs to be manually constructed.
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C3 The feasible time frame may be constrained (e.g., if
the construction is embedded in an online setting for
ongoing monitoring and thus frequently repeated); the
restoring sequence needs to be limited both in terms of
its length and the complexity of its transformations.

As the trivial approach requires access to the observed refer-
ence sequence, which grows linearly with system progress,
and further assumes an unchanged system to apply the for-
merly valid sequence to, a conflict with all three constraints
becomes clear, and alternative construction approaches are
needed.

A prominent example of executable models that are fre-
quently initialized to updated states—and the motivation of
our work—is the field of online model checking. Model
checking in general proves that specific system properties
hold and provides guarantees on the correct behavior of a
system, and for checking timed systems in particular, the
modeling formalism of timed automata (TA) is commonly
used, which represents time as (zones of) real-valued clocks.
For online model checking, a technique that incrementally
verifies or falsifies properties of a model under simulation
for limited time scopes, a starting model state that reflects
the state of the real system is required, so that one can con-
tinue model checking from that state on. In this article, we
approach the state construction problem for TAs regarding
the initially described system constraints, i.e., for potentially
dynamic models in an online setting.

Adding online constraints to the overall construction task,
one can distinguish two scenarios based on the availability
of a reference sequence:

S1 If the reference sequence Sif is given, we need to find
a transformation red = (red,, ..., red,) that reduces
Sref to a bounded sequence S, but still reaches the target
state when applied to the initial state, i.e., find a red with
S © red(Sier). |S| < bound and S(simit) = Sret (sinit) =
Starget -

S2 If S is not given, we need to determine a bounded
state transformation sequence S that leads to the target
state, based on the characteristics of the initial and tar-
get state and the supported actions A, i.e., find an § =
S (Sinit, Starget A) with |§| < bound and S (sinit) = Starget -

Regardless of the concrete construction approach, one is usu-
ally tied to a limited set of operations and actions supported
by a system to lead from its initial state to the target state.
However, depending on the concrete field of application, the
requirements and restrictions for intermediate states and tran-
sitions between the initial and target state differ: In case of
physical systems, we can only use given actions applied in the
scope of the system semantics, e.g., move an entity in defined
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directions. Consequently, the visited states have to lie in the
original system state space, and the executed transitions need
to correspond to the supported actions. For executable models
such as those used in model checking, these strict require-
ments may be relaxed. Compared to a physical system, we
may not be bound to existing states and transitions to reach
the target state; in fact, the strict requirement is only imposed
on a model if its system description cannot be altered, or if
a physical system is already executed alongside the model
during construction of the starting state. Otherwise, we can
adapt the model by introducing new states and transitions
which allow reaching the target state faster, or—in case of
adaptive models—enable state construction in the first place.
Instead of requiring original actions exclusively, we are only
bound to a set of atomic, model-checker specific operations
then.

A general problem is that a model checker may not allow
us to set the concrete clock state of a TA directly by assign-
ment. Our work uses the model checker U ppaal, a modeling
and verification tool developed in a collaboration of the
Uppsala and Aalborg universities. Here, the set of possible
operations is limited to the reset of individual model clocks,
constraining of clock differences, and time delays. Further-
more, all its simulations start at a well-defined clock state,
where all clocks are initially set to 0. On the one hand, the
assignment restriction guarantees that any clock state which
the model takes is indeed valid and reachable in terms of the
underlying semantics. On the other hand, the restriction raises
the need for another strategy to set the system to a desired
clock state. For an online model checking interface, which
relies on a repeated manual manipulation of the clock state
in bounded time to iteratively restore the most current state
for the next verification run, such a strategy is mandatory.

We already discovered in the beginning that the triv-
ial approach neither meets time constraints due to growing
sequence lengths over time, nor can it be used if the model
changes and the prior observed transformation sequence thus
becomes inapplicable. For the case of a changeable model,
Rinast [31] introduced a graph-based approach that keeps
track of visited states and traversed transitions and forges
new transitions as shortcut between existing states on the
fly. Thus, the states belong to the original state space, while
the intermediate transitions are potentially composed of seg-
ments of existing transitions. Even though the approach
improves on the trivial result, the dependency on original
states and transition segments still leads to ever-growing state
construction sequences if no suitable shortcuts are found.

To tackle the sequence growth problem, we propose a new
approach that utilizes both forged intermediate states and
transitions to reach a desired starting state via DBM operation
sequences of guaranteed bounded length. This article makes
the following contributions:
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1. We propose and prove a clock state construction approach
for timed automata based on DBM overapproximation
and constraining (which we call OC approach), which
guarantees bounded lengths of DBM operation sequences
S that depend quadratically on the number of system
clocks T only (i.e.,0 < |S| < 14+2«|T|+|T|*(|T|+1)),
and covers both the scenarios of known (S1) and unknown
(S2) reference sequences.

2. We provide an implementation of all OC approach vari-
ants as well as the trivial and graph-based Rinast approach
for comparison, alongside an extended simulator for
Uppaal timed automata which exposes the applied DBM
operation sequences required by our approach on the fly.

3. We perform a comparison of the new approach with
existing alternatives, i.e., the trivial and graph-based
approaches.

The proposed overapproximation and constraint strategy
derives a DBM operation sequence that first generates a
superzone of the target state, and then constrains it until that
state is reached.

An example of amodel representing a simple process illus-
trates the state construction problem. The example model
as shown in Fig.1) has three locations (On, Off, and
Execute) and two clocks (t_active and t_exec). The
model, which is initially in On, can either perform an exe-
cution if the system state is not critical, with a duration
d € [2, 5] given by the guard t_exec >= 2 and the invari-
ant t_exec <= 5, or else restart the system via Off.
Consider a path starting in On, which traverses the Execute
location ten times, turns Of £ once, and then visits Execute
another ten times. An execution of this path, assuming all
clocks are initially set to 0, leads to the following difference
bound matrix (cf. Sect. 3.3 for the definition of DBM):

t (O) Tactive Texec
t(0) 0 —-20 -2
tactive (5() 0 45 )

5 —18 0

(1.1

texec

Different reasons may require us to restore the concrete
model state, assuming the system was already running for
some time: We may want to verify that the system remains
uncritical for another amount of time steps; then, we do not
want to perform verification from the original initial model
state on, as what lies in the past was verified already, but
from the most current model state. Or we may want to set
the upper bound for an execution step to a lower value (e.g.,
4) according to real observations. As the system was previ-
ously running with time value 5, and the (verified) current
state might not lie in the reachable state space for the adapted
system anymore, we need to reach that state in another way.

Off On Icritical
critical @ t exec=0
t exec <=5

Execute

init_system(),
t active =0

update_data()
t exec >=2

Fig.1 Example process with two clocks (t_active and t_exec)

Setting the location and variable state is straight-forward;
we can directly select Init locations which are active on model
initialization, and set variables via direct assignments. The
challenge though, as stated before, lies in the recovery of the
clock state. If we had access to a trivial operation SetValue
that sets a specific entry of a D BM with system clocks T to
any particular value and is directly callable in a model, we
could simply set all clock state values on a single transition
via at most (|7 | + 1)2 applications of SetValue, and would
be done. Unfortunately, such an operation is not supported by
common 7 A model checkers due to their underlying seman-
tics, and furthermore, the operations supported by a checker
cannot be called directly and individually, as they are called
in groups bound to the state and transition semantics of a 7' A.
Thus, we have to compose or derive a supported sequence
of DBM operations (and based on that, a corresponding
sequence of automaton locations and edges)—which leads
to this exact clock state DBM and does not require replaying
the full execution path.

The article is structured as follows: We describe the related
work in Sect. 2, followed by prerequisite knowledge of timed
automata and DBMs in Sect. 3. Afterward, we introduce our
approach in Sect. 4, where we refer back to the initial exam-
ple, and describe the overapproximation and constraining
phases of our approach in Sect. 5 and Sect. 6. Then, we trans-
fer the approach to concrete Uppaal models in Sect.7 and
cover the tool implementation in Sect.8, followed by the
conducted experiments in Sect. 9. Finally, we provide a con-
clusion in Sect. 10.

2 Related work

In general terms, our work aims at the optimization of sys-
tem state constructions, allowing model checkers like Uppaal
to restore a given state more efficiently while relying on
semantically supported operations only. Our work shares the
motivation with fault tolerance and trace replay techniques
commonly used to restore (past) system states, and draws
technically on DBM operation sequences, their transforma-
tions, and DBM-based constraint solving.

In broad terms, our work contributes to research in state
(re-)construction. Typically, research on this field can be
found in debugging, testing, optimization, and in particular in
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fault tolerance since the 1960s. In fault tolerance, one promi-
nent technique is checkpoint-recovery, during which a system
on failure is reinitialized to a complete snapshot and option-
ally updated along several incremental checkpoints. Over the
past decades, it was used for state recovery both in software
(e.g., for databases [28] and shared memory multiprocessor
systems [38]) and cyber-physical hardware applications [22].
Compared to our approach, while often targeting entirely
different domains unrelated to model checking (even though
variants of checkpoint recovery are also used in model check-
ing, e.g., for non-explicit storage of states in colored Petri nets
[14]), such a technique is used to reduce the memory and
runtime overhead to reach a certain state. For instance, using
context-aware [25] and online [40] variants of checkpoint
derivation, or optimized techniques such as two-state check-
pointing in hard real-time systems [33], one tries to reduce
the number and extent of checkpoints during recovery. For
all these techniques, the initial state is the snapshot of the full
state, which the system can be directly assigned to, while the
target state is the one before the failure occurred, reachable
via a sequence of incremental checkpoints and additional
instructions after the final checkpoint. In our approach, the
initial state is the starting state specified by the concrete
model checker, and the target state is the most recently sim-
ulated state which we want to recover.

Other techniques, such as full-system-restart applied in
cyber-physical systems [18] or software rejuvenation [17],
rely on a restart of the affected system. The initial state then
becomes the system state directly after the restart, and the
goal remains getting back to the latest error-free state within
limited time. The differences to our work are the applica-
tion domain (these techniques are usually applied to concrete
programs and actuator systems rather than abstract system
models), the requirements (e.g., full restarts are only feasi-
ble in applications with non-exponential state spaces to keep
the recovery time bounded), and the absence of clock state
abstractions (i.e., clock zones) as used in timed automata.

A major challenge to make the aforementioned techniques
feasible in practice is to find suitable reduction strategies for
the involved instructions, so that not all original actions need
to be replayed on recovery. Therefore, aside from fault tol-
erance, different forms of state reconstruction are used in
software optimization, debugging, and testing. The aspect
of instruction sequence reduction can be found, among oth-
ers, in the field of source code analysis and optimization [9].
A common aspect of such an optimization is the identifica-
tion of shorter instruction sequences to a specific state by
omitting redundant instructions, or those leading to unread
intermediate states. Likewise, in testing applications, traces
of instructions observed during simulation are optimized for
the purpose of reduced replay times or memory space usage,
e.g., during virtual memory simulations [21].
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For the problem of clock state (re-)construction in partic-
ular, only few works can be found. Closely related, in the
domain of timed automata, Rinast approaches the recovery
problem under the term state space reconstruction [31]. In his
work, he constructs “shortcut” transitions to states observed
during simulation, i.e., transitions from which DBM oper-
ations are removed that were overwritten by subsequent
operations and thus were rendered redundant. As main use
case of his work, applied in multiple medical case studies
[30], he used the approach to reconstruct a target state via
such shortcut transitions, visiting only a reduced (and prefer-
ably bounded) number of intermediate states. The approach
requires that resets of all clocks in all model cycles exist to
guarantee bounded (re-)construction lengths. Our approach
omits this requirement and allows the construction of a
specific state via a finite amount of transitions linearly pro-
portional to the number of system clocks (cf. Sect. 7).

Several model checking techniques either rely on, or may
benefit from, clock state (re-)construction techniques: Incre-
mental model checking [27] verifies multiple iterations of
a system design, and aims for reusing portions of previous
checking results. Restoring a state, which is visited in one
system, in another candidate system directly before reaching
a differing component (compared to the former system), may
reduce the time required to check incrementally designed
system candidates. As the candidates are individual systems,
a trivial transfer of one system state to another system is
not generally possible, and thus, the state needs to be recon-
structed. Bounded model checking [10] reduces the general
model checking approach to limited scopes of k steps, and
was applied to timed systems [4], including timed automata
[37], in the past. Building on this boundedness, online model
checking [39] verifies a system iteratively for limited future
time scopes and derives temporarily valid guarantees. With
optimized state (re-)construction techniques, we can faster
restore the most recently verified state that fits new obser-
vations, from which another verification iteration is then
started; otherwise, the recovery of such a state would require
growing amounts of time.

Technically, we draw on DBM operation sequences,
sequence transformations, and constraint solving. The con-
cept of difference bound matrices (DBMs), the data structure
which is used, e.g., for timed automata to represent the
clock state, was covered in detail by Bengtsson et al. [8].
Our approach works on such a representation of clocks to
restore the overall clock state. For that, it applies algebraic
transformations to DBM operation sequences to reach DBM
overapproximations and eliminate redundant constraints.
Different DBM overapproximation techniques were already
used in the literature, e.g., for the convex hull calculation
of state unions [32] or zone extrapolation [6] in Uppaal, or
for compact graph construction of real-time preemptive Petri
net systems [1]. Compared to these techniques, tightness is
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not required by our approach, as the constraint phase reaches
a target D BM independent of the concrete overapproxima-
tion; however, more efficient constraint sequences may result
from tightness requirements.

Our D B Miyet-based overapproximation approach relies
on constraint solving, and, more precisely, the selective
discarding of constraints. In model checking, various data
structures such as difference bound matrices (DBMs) [8],
clock difference diagrams (CDDs) [24], or the more recent
constraint matrix diagrams (CMDs) [13] are used to span
the clock state by a set of constraints. Constraint solving can
then, among others, be applied to such structures to manipu-
late the state space symbolically [29] and obtain valid clock
value assignments, or to temporal logic formulae [15] to ver-
ify system properties. Furthermore, constraints need to be
relaxed in certain cases to deal with inconsistencies of con-
straint systems, e.g., for constraint networks [16] or during
model repair [3], often with the goal of minimal relaxations or
consideration of constraint priorities or uncertainties in real
world systems [12]. In our case, the relaxed constraints do
not necessarily need to be minimal, but the constraints cannot
be relaxed independent of each other, as they are bound to
certain DBM operations (e.g., the future delay) semantically.

The constraint phase of our approach derives suitable sets
of constraints that reduce the former overapproximated zone
to the zone of the target DBM. An efficient approach is the
use of minimal constraint systems (MCS), a technique intro-
duced by Larsen et al. [23] for timed automata that is based on
the transitive reduction in directed graphs [2] and commonly
used as a compact representation of DBM data. Our approach
builds upon the idea of MCS and extends it to regard con-
straints that are already fulfilled by the overapproximating
DBM, which eliminates redundancy and results in shorter
operation sequences.

In regard to tool dependencies and support, our work uses
models for the model checking tool Uppaal [7]. Its imple-
mentation and formalisms impose specific requirements for
our work, i.e., an operation-based construction of DBMs and
a defined clock space initialization (all clocks set to O ini-
tially), respectively. The applicability of our approach is not
limited to that particular model checker, though.

3 Automata and DBM prerequisites

In this section, we provide preliminary details on the def-
initions of the syntax and semantics of timed automata
(Sect.3.1), the model state (Sect.3.2), DBMs and their
operations (Sect.3.3), the graph representation of DBMs
(Sect.3.4), sequences of DBM operations (Sect.3.5), and
a method for flow dependency analysis on DBM data
(Sect.3.6).

3.1 Timed automata

Our work uses timed automata as underlying modeling for-
malism. We define the syntax of timed automata as follows:

Definition 1 (TA-Syntax) A timed automaton (TA) is a tuple
(L,1ly,C, E,g,r,I), where L is a finite set of locations, [
is the initial location, C is a finite set of (real-valued) clocks,
E C L x L is a set of edges between locations, g : £ —
®(C) is a mapping from edges to guards, r : E — R(C)
is a mapping from edges to partial resets, and / : L —
@ (C) is amapping from locations to invariants. The set $ (C)
contains all possible conjunctions over constraints 7, <> ¢
andt, —tp, <> ¢, witht,,1, € C,c € N, and <>€ {<, <,
=,>,>}. R(C) = [C—Np] denotes the set of all partial
functions p : C—Np, where each p represents a right-unique
mapping from a subset of clocks to reset values (i.e., any
natural number including 0, where the latter is the usual reset
value).

Both edge guards and location invariants express con-
straints on the valuations of clocks C, which control when
an edge can eventually be triggered, and for how long a
location may remain active, respectively. Extending the TA
formalism, an extended timed automaton (ETA) is a tuple
(L,lo,C,V,E,g,r,1,a,Ly,Lc,Chp;, Chp,), where V
is a set of variable, a : E — A(V) is a mapping from edges
to variable assignments, Ly and L¢ are urgent and commit-
ted locations, and Chp; and Chp, are binary and broadcast
channels. We define A(V) = [V—B + Z] as the set of all
partial assignment functions « : V—B 4+ Z, where each «
represents a right-unique mapping from a subset of variables
to boolean or integer values.

Commonly, the semantics of T As is defined via real-
valued delays on transitions in a labeled transition sys-
tem, which results in an uncountable state space. Using a
zone-based abstraction (via convex polyhedra of clock con-
straints), one can reduce the state space to a finite set. We
use the latter for our work and thus define the symbolic TA
semantics similar to the definition of Behrmann et al. [5] and
adapted for Ny-resets, zero-initialized zones, and included
variable states as follows:

Definition 2 (TA-Symbolic Semantics) Let Zg = N\, cc x =
0 be the initial zone, and Vx € V : u,o(x) = 0 be
the initial variable valuation. The symbolic semantics of a
timed automaton (L, Iy, C,V, E, g,r, I, a) is defined as a
transition system (S, so, =), called the simulation graph,
where S = L x ®(C) x U, is the set of symbolic states,
so = (lo, Zo A 1(lp), uy,0) is the initial state, == {(s, s') €

) . .. . .
SxS|3et:s 5S> s’} is the transition relation, with:

— (. Zuy) D (1, (Z AT A L), 1)
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- (1, Z,uy) = U re(g(@) AN Z ATD) AT, [a(e)]uy)
ife=(,l'))€E,

where Z' = {u+d|u e Znd € R0} (the future operation),
andr.(Z) = {[r(e)lu|u € Z} (the reset operation).u : C —
R is a clock valuation function (note that the definitions
consider guards and invariants as sets of clock valuations by
abuse of notation), u + d maps each clock x € C to the value
u(x) +d,d € R>g, and [r(e)]u denotes the clock valuation
which maps a subset C, of clocks C to natural numbers as
defined by r(e), and agrees with u over C\C,. Likewise,
uy .V — B+ Z is a variable valuation function (where U,
is the set of all variable valuations), and [a(e)]u, denotes the
variable valuation which maps a subset V,, of variables V to
boolean or integer numbers as defined by a(e), and agrees
with u, over V\V,.

For a definition of the semantics of networks of timed
automata and channel synchronization, see [7].

3.2 Model state

An execution trace of a model is a sequence of transitions.
During such an execution, each transition leads to a concrete
model state. A state of an ETA consists of three components:
(a) The location state covering the currently active location of
each sub-automaton, (b) the variable state spanning all global
and local integer, bool, etc. valuations that are used by
components of the ETA, and (c) the clock state including all
clock differences (e.g., for our work, represented as a DBM).
The construction of a location and variable state is easily
done: The targeted location can be set as initial location (/in;),
and will be active on model initialization. The variables are
set directly to their targeted values by assignment. The clock
state, in contrast, needs to be constructed via a sequence of
invariants, guards, resets, and other operations defined in the
following sub-section and is the focus of this paper.

3.3 DBM and operations

Clocks can take values from a given interval, which is defined
by the previous invariants, guards, and resets along a path
through the model. In case of TAs, the concrete value inter-
vals of these clocks are represented as DBMs [8], which have
the following structure:

O
t©Q ,0 co1 -+ con
t co 0 - cin G.1)
In Cno Cnl cee 0

@ Springer

In a DBM, the matrix entry in the row of clock #; and column
of clock ¢; represents the upper bound of their clock value
difference, i.e., t; — t; < c¢;j, and the diagonal entries are
naturally O (as ; — t; = 0). Note that a reference clock 7(0)
is added, which has a constant value of 0, to turn any single
clock constraint into a two-clock constraint t; — 1(0) < ¢
or 1(0) — t; < c¢. We denote the set of clocks of a DBM
as To(DBM) if the reference clock is included, and as
T (D B M) otherwise. Altogether, such a DBM represents the
complete clock state.

The symbolic definition of 7 A semantics provides three
types of operations that are applied to clock zones over tran-
sitions in the simulation graph: The 1 operation delays the
clock arbitrarily to include all futures, the logical A opera-
tion adds constraints to the clock zone, and the r, operation
resets selected clocks to natural numbers. In the context
of DBM:s in the scope of our work, we call these opera-
tions Delay Future, Constraint, and Reset, respectively.
A fourth operation is Close, which determines the tightest
constraints representing the original zone, i.e., the transitive
closure of constraints. While not required by the base seman-
tics, that operation is commonly applied by model checkers
after adding constraints to the zone, enabling a more effi-
cient application of subsequent operations. The full set of
operations applied during transitions through a model [5] is
thus

OP = {DelayFuture, Reset(t,, v),

Constraint(t,, tp, v), Close(t,, tp)}, 3.2)

which we will abbreviate as DF, R, C, and CI, respectively,
where appropriate. On the level of DBM transformations,
the operations are formally defined as follows for a DBM
with n clocks (Vi, j € NN [0, n]):

DFEMDBM)i, j1=1% ifi#£0Aj=0
DBM]Ji, j1  otherwise
(3.3)
R(t4, v)(DBM)[i, j] =
DBM[i,0]—v ifi#anj=a
DBMIO0, j1+v ifi=aAj#a (3.4)
DBM]i, j] otherwise
Cta, th, V)(DBM)Ii, j] =
min(DBM|i, jl,v) ifi=anj=5b 3.5)
DBM][i, j] otherwise
Cl(ty, tp)(DBM)[i, j] = min(DBM]i, j],
DBMIi,al + DBM|a, bl + DBMIb, j]) (3.6)
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® t(0) ta t, O
t(0) 0 co1 . Coa - cop . Con
® t(0) ty ta tn t1 |co O Cla C1p . Cln
t(O) 0 €o1 Coo — U Con : : : : :
® t0) t .t t 10 0 10— v Cin ta | ca0  cCa 0 min(cqp, v) Can
t(0) 0 co1 . Con . : g : : : : : . :
ty oo 0 Cin ta |coot+v coituv .. 0 Con + 0 ty | oo 1 . Cpba - 0 . Cn
tn \o0 ¢ .. 0 tn Cno Cn1 Cno — ¥ 0 tn \Cno  Cn1 Cna Cnb 0
L J
T
DelayFuture TReset(ta ,0) Constraint(tq, ty, ’U)T I
|
|
¥
t(0) t1 t((]) t1 tn
t(0) 0 con 0 min(co1, Coa + Cab + Cb1) min(Con, Coa + Cab + Con)
ty [eco O min(cio; C1a + Cab + Co0) 0 min(Cin, Cia + Cab + Con)
tn \Cno  Cnm1 min(Cno, Cna + Cab + C0)  MAN(Cn1, Cna + Cab + Cp1) 0

Fig.2 An overview of all DBM operations op € O P

A graphical overview of the operations in O P (Eq.3.2) is
shown in Fig. 2. All clocks are infinitely delayed into the
future whenever a new (neither urgent nor committed) set of
locations is reached, before the new invariant constraints of
the target locations can be applied. The DelayFuture opera-
tion removes the upper bound of all DBM clocks by setting
their DBM entries in the first column to oo (see Fig. 2(1)).

The Reset(t,, v) operation resets a single clock 7, to the
value v. The operation adapts all DBM entries in the row and
column of 7, (see Fig. 2(2)), i.e., the difference between that
clock and all other clocks, according to the reset value.

The Constraint(t,, t,, v) operation constrains the DBM
zone by updating a single DBM entry DBM([t,, t5] to the
minimum of its value and v (see Fig. 2(3)). As Constraint
is the only operation in O P which does not preserve the
closedness of the input DBM zone, a following Close(t,, tp)
call is required.

The Close(t,, ty) operation transforms the DBM to its
closed form (see Fig. 2(4)) in case that only one sin-
gle constraint operation Constraint(t,, tp, v) was applied
beforehand (cf. [11]). A general form, Close(), exists, which
recalculates all shortest paths between pairs of clocks from
scratch. For a more compact presentation of the construc-
tion sequences, we will use a single Close operation after
sequences of constraints instead of selective Close(t,, tp)
operations after each constraint.

3.4 DBMs and graphs

A DBM can be represented as weighted complete digraph
[8] as shown in Fig.3. In such a graph, each edge (7, t;)
represents the clock difference ¢; — #;, and the edge weight
represents the value of DBM|j, i]. Self-edges, which repre-
sent the diagonal DBM entries with 0 weight, are usually
omitted. The weight of a path is the sum of weights of
edges included in the path. Three facts become important

t(0) 0 o1 Co2  Co3

tg | coo c2a1 0 co

Fig.3 Transformation between D BM and graph

in the graph-based version of our DBM overapproximation
approach:

Fact1 (Emptyness and weights) A D BM represents a non-
empty zone iff its graph G has no negative-weight cycles [8].

Fact2 (Minimum edge costs) Givena D BM, each edge e =
(t;, tj) inits graph G has minimum edge costs [23], i.e., given
aweight function w, w(e) < w(p) holdsfor each longer path
p = (i, 1), ..., (1, 1)) from t; to t;, iff that DBM is in
closed form (i.e., represents the transitive closure for a set of
constraints).

Fact3 (Cycles with co-weight edges) The total path cost of
a cycle with at least one oco-weight edge is 0.

Finally, we point out the following path types:
A simple cycle in a digraph is a cycle where no vertex

except for the start vertex is repeated (as the cycle starts
and ends in the same vertex).
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A Hamiltonian path is a path that visits each vertex of
a graph exactly once.

A Hamiltonian cycle is a simple cycle over all vertices
of a graph.

A cycle chord of a cycle in a digraph is an edge between
two (non-immediately) consecutive vertices of the cycle,
i.e., a “short-cut” between two cycle vertices, such as
(1, 13) for the cycle (11, ), (f2, 13), (13, 11).

A path prefix of a path p is a subpath starting with the
same vertex as p.

A prefix cycle of a cycle c is a subcycle over a path prefix
of ¢ followed by an edge to the start vertex of c.

An all-positive-prefix path p in a weighted digraph is
path in which all path prefixes (including p itself) have
positive weights.

3.5 DBM operation sequences

We denote the sets of all possible R, C, and C! operations as
follows:

R(DBM) = {R(t4,v) | ta € T(DBM), v € Ny}
C(DBM) = {Clta, tp, V) | ta, ty € To(DBM), v € Z}
CL(DBM) = {Cl(ta, th) | ta, tp € To(DBM)}
OP(DBM) = R(DBM) UC(DBM)UCL(DBM)
U{DF}

Multiple operations form a sequence, which we denote as
S = (op1,0p2,...,0py), with op; € OP(DBM), and for
which we define its application to a DBM based on function
composition as:

apply(S, DBM) = (opp,o0opn—10...00p1)(DBM). (3.7)

We define the merging of two operation sequences S; =
(op1, ..., 0pm) and S2 = (0pm+1, - -, 0ppn) as

S1® 82 = (op1,...,0Pm, OPpm+1,-..,0Dy). (3.8)
Furthermore, we define the set of all merged sequences
over the cartesian product of two sequence sets S, =

{Sa 15+ s Sanyand Sp = {Sp1, ..., Spm} as

S8, = U S| @ Sa, (3.9)

(51,82)€8uxSp

and, based on ® (written as ®; indicating the i-th occurrence
of the operator), define for a single sequence set S

QRS=5215®:...®18. (3.10)
k
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Finally, we denote the subsequence relation between a
sequence S = (xi,...,x;) and a subsequence §' =
(Xi)ke[l,n], i1 <12 < ...as S’|S.

For a single operation op, we define

op* ={0, (op), (op,op), ...}
op™ = {(op), (op, op), ...}

op' = {(op)},
op? = {0} Uop'

for sets of sequences where op is applied once (op'), zero
or more times (op*), zero or one time (op?), or one or more
times (op™), and for a set O P of operations, we define

OP' ={(op1).....(0pn)}. opi € OP

o0 o0
0P*=U®0P1, 0P+=U®0P1
i=0 i i=1 i

OP? = {0, (op1), ..., (opn)} = {O}U OP!

to denote the sets of sequences S with length [S| = 1 (OPh,

|S| > 0(0OP*),|S|>1(0OP"),or|S| €[0,1](OP?).
Finally, we define the following particular types of

sequences which become relevant in our approach:

— A reset-all sequence for a DBM is a sequence S €
R(DBM)* in which each clock t € T(DBM) is reset
exactly once.

— A reset-df-all sequence for a DBM is a sequence S €
(R(DBM)'® DF")* inwhich eachclockt € T(DBM)
is reset exactly once, and each reset is followed by a D F'.

— A reset-(df)-all sequence for a DBM is a sequence S €
(72(DBM)1 ® D F?)* in whicheachclockt € T(DBM)
is reset exactly once, and each reset may be followed
by a DF; note that the sets of reset-all and reset-df-
all sequences are subsets of the set of all reset(-df)-all
sequences.

In our O(DBM) approach (cf. Sect.5.2), a major focus
lies on the order of resets in operation sequences. In
general, the two DBM entries DBM]i, j] (representing
ti —tj < DBM]Ii, jl) and DBM]j,i] (representing
tj —ti < DBM][j,i], ie, t; —t; = —DBM]Ij,i]),
span the interval of possible difference values #; — t; €
[-DBM]j,i], DBM]Ji, j]]. For such an interval, the fol-
lowing fact holds:

Fact4 (Order of clock difference intervals) Given a D BM
reached via an operation sequence S € OP(DBM)*, for
each pair of clocks t;, t; € T(DBM), witht; —t; € [L, u],
lower bound | = —DBM]j,il, and upper bound u =
DBM]i, jl, we can distinguish between four cases:

[>0Au>0,

ifft; reset beforet; (3.11)

[ <0Au =<0, ifft;reset aftert; (3.12)
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I=0Au=0,
[ <0Au>0,

(3.13)
(3.14)

iffti, tj reset “simultaneously”

iff order “not explicitly known”,

where “reset before” and “reset after” imply that a potential
delay happened between both resets, while “simultaneously”
means without intermediate delay.

Note that the fourth case can only occur if we reset to values
other than 0, as only then, a reset may set a clock to a value
greater than another clock which was actually reset before,
so that the reset order is “not explicitly known” from the
interval bounds alone.

For D B M reached via reset-df-all sequences (as shown
in Fig. 4), we note that each entry D BM[i, j] becomes either
v; — v; or oo based on the reset order, and the following fact
holds:

Fact5 (DBM value after reset-df-all sequence) Given a
DBM with n clocks (Vi,j € NN [0,n]), a reset-df-all
sequence S sets each entry DBM]i, j] to v; — v; for which
1; is reset after tj, and to oo otherwise:

iftreset aftert;

S(DBM)Ii, j] = {v’ Y (3.15)
0

otherwise

Proof Fact 5 can be proven with the sets wr(DF) and
wr(R(t,, v)) (see Eqs.3.16 and3.17 in Sect.3.6). An entry
DBMIi, jl, i,j # 0 is overwritten twice by a reset-
df-all sequence; once by R(#,v;), for which the entry
DBM]i, j] lies in the row of #; and is overwritten with the
value DBM]IO, j] + v;, and once by R(¢;, v;), for which
DBM]i, j] lies in the column of t; and is overwritten
with the value DBM[i, 0] — v;. We also notice that the
DF operations set the values DBM[i,0],i # 0, to oo
between the resets. It follows that if # is reset after #;,
DBM][i, j] becomes DBMIO, j] + v; by R(t;, v;), with
DBM]IO0, j] = —v; due to the previous reset R(tj, v;),
resulting in DBM([i, j] = v; — v;. Conversely, if #; is reset
beforet;, DBM]i, jlbecomes DBM][i, 0]—v; by R(¢;, v;),
with DBM([i, 0] = oo due to the previous D F, resulting in
DBM][i, j] = oo. O

For the relation between reset orders in a reset-df-all
sequence and paths in a graph G of a DBM, we note the
following facts:

Fact 6 (Hamiltonian cycles and reset order) Fora D BM and
its graph G, a one-to-one relation exists between Hamil-

tonian cycles py in G and total reset orders of clocks
T(DBM).

Fact7 (oco-edges after reset-df-all sequence) Given a DBM
and its graph G, a reset-df-all sequence sets all edges
(ti,tj) € E(G) to oo for which the clocks t; and t; are not
in reset order.

Fact 8 (Hamiltonian path over non-oo edges) Givena DBM
and its graph G resulting from a reset-df-all sequence, only
the Hamiltonian path py over all vertices t; € V(G) in reset
order and all its sub-paths via cycle chords traverse no edges
with oo costs.

Proof Fact 6 holds as in a complete digraph with exactly one
edge per ordered vertex pair, only one unique cycle exists
that traverses all vertices in a particular order. O

Proof Fact 7 directly follows from Fact 5. O

Proof Fact 8 holds as all other paths contain at least one edge
in reverse reset order, for which Fact 7 holds. O

3.6 Flow dependency of DBM operations

To prove that particular operations in a sequence can be omit-
ted without changing the resulting D B M, we need to analyze
at which points individual D B M entries are read or written.
For that, we define the function rd : OP(DBM) - N —
N — 28%N which returns the read set of an operation op
for a particular entry DBM]i, j], i.e., the set of index pairs
(a, b) of all entries DBM]a, b] read by op for the calcu-
lation of DBM{i, j]. Furthermore, we define the function
wr : OP(DBM) — 2N which returns the write set of
the operation op, i.e., the set of index pairs (a, b) of all entries
D BM|a, b] written to by op. For the supported set of opera-
tions OP = {DF, R(t,, v), C(ty, tp, v), Cl(ts, tp)}, rd and
wr are defined as follows:

rd(DF,i, j) =10

wr(DF) ={(i,0)|i e NN[1,n]} (3.16)
{(i, 0)} ifi £anj=a
rd(R(ty,v),i,j) =1{, j)} ifi=anj#a
] otherwise
wr(R(tz,v)) ={({,a) |i e NN[0,n],i # a}
U{a, ) 1jeNN[0,n],j #a} (3.17)
FA(Cltg 1y ). 0,y = |\ HE=ang=b
] otherwise
wr(C(ty, tp, v)) = {(a, b)} (3.18)
rd(Cl(ty, 1p),1, j) =
{G, ), G,a),(a,b), (b, )} ifi#]j
] otherwise
wr(Cl(ta, 1)) ={G, j) |i,j e NN[0,n],i #j} (3.19)

Based on the rd and wr functions, we define the flow
dependency function fd : OP(DBM) — 2NN 5 pNxN/
which determines how the dependencies from previous oper-
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Fig.4 A sequence of all clock resets with intermediate future delays

ations are forwarded by an operation op:

fd(op, I) := (I\wr(op)) U I,,, (3.20)
with I, = {(i, j) | (i, j) € wr(op), rd(op,i, j) N1 # B}
fd(S, 1) :=(fd(opy) o...o fd(op1))(I) (3.21)

In other words, to determine how the dependency on a set
I of marked index pairs is maintained by an operation op,
the function fd removes all index pairs from / whose DBM
values are overwritten by op (i.e., I \w(op)), and (re-)adds all
those index pairs (i.e., the set I,,) whose new DBM values
calculated by op depend on marked entries of the original
1. That way, we get a new set of marked index pairs based
on the original marked indices and the dependencies from
these indices forwarded by op. To determine if an operation
op1 can be omitted from a sequence S, we initialize / with
the write set of op1, and recursively apply fd to I for each
following operation until the resulting index set becomes .

To prove flow independency on infinite sets of opera-
tion sequences composed from a finite set of operations as
required in Sect.5.1.2, we use the following properties:

Yope OP: 1) C I, = fd(op, 1) C fd(op, )
(3.22)

VS € OP(DBM)* : 1, €I, = fd(S,I1) C fd(S, 1),
(3.23)

from which follows that if a set of marked indices becomes
() after applying some sequence S, a subset of that index set

will certainly become @ as well after applying S. Thus, it is
sufficient to check the superset only.

4 DBM-based clock state construction

The main task of this work is to determine a sequence of
operations that allows reaching an originally observed model
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clock state. In this section, we describe the general idea of
our approach (Sect.4.1), allowing state construction in lim-
ited time, and revisit the example from the introduction to
compare concrete state construction approaches (4.2).

4.1 Approach description

In Sect. 1, we introduced the general state construction task,
i.e., finding a sequence S that transform a starting state sipj
into a target state Siarget, as well as the boundedness require-
ment | S| < bound for some strict bound imposed by online
settings. Our approach splits that state construction task into
two phases, the O-phase and the C-phase, where the former
constructs an overapproximation of the target state, and the
latter constraints that overapproximation until it equals the
target state:

— O-Phase: Given a starting state sijpi; and a target state
Starget, determine a bounded sequence Supprox that trans-
forms sin;¢ into an overapproximation of starget, i.€., find
an Sapprox with Sapprox (Sinit) 2 Starget -

— C-Phase: Given a target state siyrger and an overapprox-
imating state Sapprox = Starget, determine a bounded

sequence Sconsyr that transforms sapprox iNtO Starget, 1.€.,
find an Sconse With Sconstr (Sapprox) = Starget-

The main advantage of this constructive approach is, as
we will show later, that it is possible to generate operation
sequences with bounded lengths for both phases, which do
not grow throughout a simulation, but keep a constant length
depending only on the number of clocks involved.

Combining both phases leads to a formulation of the over-
all state construction task for our approach:

— Bounded state construction via OC-approach: Given
a starting state sinic and a target state starget, determine a
bounded sequence S = Sypprox @ Sconstr that transforms
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Sinit INtO Starger, Where Sapprox leads to an overapproxima-
tion of Starger Which is then constrained by Sconstr tO Starget»

ie, find an § = Sapprox D Sconser With |S| < bound,

def
Sapprox(sinit) = Sapprox = Starget Sconstr(sapprox) =

Starget and thus, S(sinit) = Starget-

We mentioned in Sect.3 that setting the variable and loca-
tion state is trivially solved for Uppaal TAs, and thus, our
approach is focused on the construction of the clock state.
Thus, in our concrete case of state construction for clock
states in TAs, each state s represents a D BM clock state, and
the sequences S are composed from a limited set of opera-
tions O P supported by the TA formalism, i.e., we apply
s = DBM and require S € OP(DBM)*.

4.2 Introductory example

Recall the example model of a simple process in Fig. 1, as
well as the sample trace and reached DBM (i.e., the tar-
get clock state) described in Sect. 1. In this sub-section, we
show the differences between possible clock-state construc-
tion approaches, i.e., the trivial approach, the graph-based
approach [30], and our OC approach.

For the example, applying the trivial approach leads to
unbound sequences along all model paths on the long run.
The construction sequence is equal to the executed model
path and thus grows linearly with the amount of transitions
taken. The graph-based approach by Rinast keeps track of all
model states that were reached, and finds shortcuts between
these states, which can be taken as replacement for longer
paths leading to the exact same state during construction.
The approach limits the size of the construction path as long
as at some point, re-reaching a previous state is guaranteed
along all paths, which requires a recurrent reset of all clocks
along such a path. In the example, the resulting states of all
paths that periodically also take the transitions over Of £,
which leads to a reset of the clock t_actiwve, can be con-
structed by a path shorter than the original. Otherwise, if
only transitions over Execute are taken consecutively, the
clock t_active increases, and thus, no model states are
repeated.

Using our approach, we can either refer to the example
trace and reduce it to a bounded-length sequence, or construct
one independent from the actual execution path, considering
only the target state. In both cases, the size depends only on
the number of clocks involved, instead of the actual, growing
execution path length; this boundedness is the major theoret-
ical contribution of our work.

Using the three approaches, we get the construction
sequences shown in Fig.5. Applying the trivial approach
(Fig. 5a), we get a sequence of 43 locations, which have to be
traversed before we reach the targeted state. This sequence

will keep growing over time, without an upper bound in
length. Using the approach by Rinast, the first sequence of 10
Execute steps can be discarded, as the clock state after the
Of £ section is identical to the one at the initial model state.
This identified shortcut is used to perform the construction
only via the second round of Execute steps. Neverthe-
less, the Of £ location is not necessarily reached frequently,
and therefore, paths exist for which this approach does not
return a length-bounded construction sequence. Finally, the
approach introduced in this work leads to a construction
sequence which requires 10 DBM operations, which are
transformed into a sequence of 5 locations. In general, we
can guarantee that our approach always requires at most
14+2%|T|+|T|*(|T|+1) = 1+2%242%3 = 11 operations
for the clock state construction of this model, based on the
number of |T| = 2 clocks.

5 Overapproximation phase (O-phase)

In the first phase, the O-phase, we determine a sequence
Sapprox> Which, when applied to DBMjy¢, results in an approx-
imation DBMpprox € DB M approx, where DBM approx is the
set of all overapproximations of DBM; 4, ge;:

def

DBMapprox = Sapprox(DBMinit) 2 DBMtarget (5.D

This overapproximation is required, so that we can constrain
D B Mpprox selectively in a second step to finally obtain
D B Miarger- Generally, a DBM, overapproximates another
D B M), if the first forms a superzone of the other. A DBM
forms such a superzone if the following condition holds:

DBM, 2 DBM,
=
YO<i<|T|:YO<j<|T|:
DBM,li, j1 = DBMy[i, j]

(5.2)

Similarly, D BM, is called a subzone of D B M}, (denoted as
DBM, € DBMy) iff DBM,li, j1 < DBM,li, j] for all
DBM entries.

In the simplest case, D B My is already an overapprox-
imation of DBMaget (DBMinic € DBMapprox), and the
O-phase returns an empty transformation sequence S = ().
In that case, we can directly continue with the C-phase pro-
cedure. Otherwise, if DB Mipj; does not overapproximate
D B Myrget, there exist entries in D B Miy;c which, following
from Eq. (5.2), are smaller than the corresponding entries
of D B Miarget. To obtain an overapproximation, those entries
need to be overwritten by values which are equal or greater
than the ones in D B Miyrget. As mentioned before in Sect. 1,
a SetV alue operation which would set the DBM entry in the
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Init Recl Rec2 Rec3 Rec4

. Otexec <=5m@pt exec >=2
t exec =0 = t exec =0

t exec>=2

Rec6 Rec7 Rec8 Rec9 Rec10

t exec =0 Recl4 Recl5 Rec16 Recl7 Rec18 Rec19 Rec20 Rec21
texec<=5ant exec >=2ant exec <=5 t exec >=2 t exec <=5 t exec >=2 t exec <=5 t exec >=2 t exec <=5 t exec >=2
Rec1l t exec=0 t_active =0,
Recl2 Recl3 t exec <=5 t exec=0
Rec23 Rec24 Rec25 Rec26 Rec27 Rec28 Rec29 Rec30 Rec31 Rec32

t exec <=5 t exec >=2

t exec >=2

t exec >=2

t exec=0

t exec >=2

critical = true, )O

t exec=0 t exec = t_exec =
Rec33 Rec34 Rec35 step = 10
(a) Trivial approach
Init Recl Rec2 Rec3 Rec4
@ @) texec<=5&&texec>=2_ ap t exec<=58&&t exec>=2 @ t exec <=58&&t exec >=2
A4 texec=0 A= t exec=0 N4 texec=0
t exec <=5 &&t exec >=2

Rec7 Rec8

O texec=0

Rec5

O texec=0

t exec <=5 &&t exec >=2

Recll

Rec10 t exec=0
t exec <=5&&t exec >=2_a t exec <=5 &&t exec >=2 O
t_ exec =0 N4 &

Rec9

Rec6 t exec=0
t exec <=5&&t exec >=2_ @ texec<=5&&t exec>=2 o texec<=5&&t exec>=2
t exec=0 ?
End

critical = true,
step = 10

(b) Rinast approach

t_exec >= 2 && t_active >= 20 &&

Init Recl

Rec2 t exec <=5 && t_exec - t_active <= -18 && Rec3
@ t active <= 50 && t_active - t exec <= 45

@ R
tactive=0 " texec=0

/M End
Y rtical = true; O
step = 10

(¢) OC approach

Fig.5 Construction sequences of the three approaches

row of #; and column of #; to ¢ (with ¢ > D B Miarget|i, j1) is
not defined in O P, nor is it supported by model checkers
such as Uppaal. Therefore, we have to determine a suit-
able sequence of supported non-constraining operations (i.e.,
Reset and DF) that leads to DB Mgpprox. In the next two
sub-sections, we introduce two approaches to find such a
sequence Sypprox: If a reference sequence that leads from
D B Mipit 10 D B Miarget is given, we show how to reduce the
sequence to obtain Sypprox- If such a sequence is not known
beforehand, we derive an overapproximating sequence from
D B Myyrget only.

5.1 O(SEQ): overapproximation based on given
sequence S

If an original sequence from D B Miyit to D B Miyrget is already
given, e.g., because D B Miarger Was reached via an observable
simulation, the sequence construction task is the follow-
ing: For an operation sequence Syt that transforms D B Mipj
into D B Myyrget, construct a bounded sequence Sapprox Which
overapproximates D B Mget-

@ Springer

def
DBMapprox = Sapprox(DBMinit) 2 DBMtargetv

with Sapprox|Sref (5.3)

In particular, considering the set of all possible over-
approximation sequences Sapprox, We obtain an Sypprox €
Sapprox by repeated elimination of selected operations from
Sref. As result, we get a sequence which has, independent
of the original sequence size, a bounded length. In fact, we
show that it is always possible to reach an overapproximation
by at most |T'| Reset and |T| + 1 DF operations, where T
is the set of clocks of the particular model.

We split the argumentation for the individual sequence
reductions into two steps, recalling the operations O P
described in Sect.3.3: First, we show that we can elimi-
nate all Constraint and Close operations from Sief, Where
each elimination results in a shorter sequence that leads from
D B My, to an overapproximation of D B Miyrge;. Second, we
show that we can furthermore eliminate Reset and D F oper-
ations that are redundant or already overwritten, which leads
to a length-bounded Sypprox-
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5.1.1 Constraint and close elimination

In this step, we consecutively remove Constraint and Close
operations from Spr. For the proof that all such operations
can be removed while obtaining an overapproximation of
D B Miyrget, we have to prove the following three lemmas (cf.
Fig.6):

Lemma 5.1 (Subzone via Constraint and Close) For a given
DBM, applying a C or Cl operation to the DBM leads to a
subzone of that DBM :

C(DBM) € DBM
CI(DBM) € DBM

Lemma 5.2 (Chaining of Constraint and Close Elimina-
tions) Given a DBM and a sequence S = (C(DBM) U
CL(DBM))*, the subsequence S, (i.e., Sy|S), obtained
by repeated elimination of operations from S results in
S, (DBM) 2 S(DBM).

Lemma 5.3 (Preserved superzone relation) The superzone
relation is preserved by the operations Delay Future and
Reset(t,, v), i.e., forop € {(DF}UR(DBM)):

DBM, O DBM), = op(DBM,) 2 op(DBM)})

Proof Lemma 5.1 is easily shown based on the definition
of a superzone (Eq.5.2) and the min operation applied by
C and Cl (Fig.2). For both operations, entries DBM]|a, b]
are only changed by min operations, which take the orig-
inal entry value c,; as argument (e.g., min(cqp, v) for the
Constraint operation). Therefore, each affected entry can
only be decreased or remains equal, resulting in a subzone
of the original DBM. O

Proof For Lemma 5.2, we need to show that a zone that is
obtained via areduced sequence with multiple C and C! oper-
ations eliminated, is a superzone of the DBM obtained via the
original sequence, i.e., show monotonicity of the “greater-
than” relation for C and CI operations. This is the case if
a superzone D B Mg, obtained for a superzone DB Mg of
a DBM is also a superzone of DBM, i.e., for any DBM,,
DBMy,, DBM_,, the transitivity property holds:

DBM, > DBM, AN DBM;, © DBM,

= DBM, 2 DBM, 5.4
Itis straightforward to show that this implication holds, based
on the definition of a superzone in Eq. (5.2): From DBM, 2
D BM,, follows for all DBM entries that DBM,[i, j] >
DBMyli, j]. Correspondingly, DBM, > DBM, implies
that DBMyli, j1 = DBM_,[i, j] for all DBM entries. As
a result, DBM,[i, j1 > DBMyli,jl > DBM.[i, jl,

and thus, via the transitivity property of “greater-than,”
DBM,li, j1 = DBM_.[i, j]. In conclusion, following the
reverse implication of Eq. (5.2), we get DBM, © DBM..O

Proof For Lemma 5.3, we need to show monotonicity of D F
and R, that is, the “greater-than” relation between the entries
of two DBMs does not change when applied to both of them.
This property ensures that when we obtain a superzone by
C and CI! elimination, following operations keep the super-
zone property intact. Again, that property is easily shown:
DF sets all the entries of the first column to oo, so that for
two DBMs (DBM,, DBM}), with DBM, 2 DBM),, the
corresponding entries either remain unchanged or are both
set to co when DF(DBM,) and DF (D BMy}) are applied.
The Reset(t,, v) operation sets all row values DBM]|a, j|
to DBM]IO, j] 4+ v, and all column values DBM]i, a] to
DBM]i, 0] — v. So again, if DBM, 2 D B M), those corre-
sponding entries are set to values for which the “greater-than”
relation holds (DBM][O0, j]or DBM]i, 0]), shifted by a con-
stant value v. Therefore, for both DF and Reset(t,, v), the
superzone relation is preserved. O

Following from the three lemmas, we can derive two
sequence transformation rules that preserve the subzone rela-
tion:

apply(§1 & (C) @& S2, DBM) C apply (S & S2, DBM),
(5.5)

with C € C(DBM), S1, S2 € OP(DBM)*

apply(S1 @ (Cl) ® S», DBM) C apply(S1 & S», DBM),
(5.6)

with Cl € CL(DBM), Sy, S, € OP(DBM)*

We can thus conclude for the resulting DBMs of both
sequences:

Proposition 5.1 (Overapproximation by elimination of C/CL)
For any sequence S € OP(DBM)* and its subsequence
Ssub|S obtained by elimination of all C and CI operations,
Ssub(DBM) 2 S(DBM) holds.

At this point, the reduced operation sequence Sqyp has the
following form:

Seub € (DF* @ R(t;, v))! ® DF* @ R(tj,v))' ® ...
®R(tn, v,)' ® DF*)

Example 5.1 (Example of C and Cl elimination) Given a zero-
initialized D B Miyit, 1.€., all entries are initially 0, and the
following reference sequence:

Sref :(DF’ C(th I(O)v 5)9 Cla R(t15 0)5 R(t27 0)7 DF7
C(I(O)» t27 _3)a Cls R(tlv O)v R(t31 0))7
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ORIG Z1 G1/0h Z2 Ca/Cla Z3

CONSTR: Z1 ELL:

CLOSE: 7, —

(a) Subzone Operation

Fig.6 Clock zone relations for constraint elimination

which leads to the target DBM

t0) n t 3

t(0) 0 0 -3 0

DBMta.rget — 1 0 0 -3 0
) 00 00 0 00

3 0 0O -3 0

After elimination of C and CI operations, which are
C(t1,1(0),5), C(t(0),t, —3), and their corresponding
Close operations, the approximating sequence becomes:

Sapprox = (DF, R(11,0), R(2,0), DF,
R(11,0), R(13,0)),

which leads to the overapproximating DBM

DB Mapprox = Sapprox (DB Mipit) =

t0) 1 n B

t(0) 0 0O 0 0
f 0 0O 0 O
t oo oo 0 oo
13 0 0O 0 O

5.1.2 Reset and delay-future elimination

Now that we derived areduced operation sequence by remov-
ing all Constraint and Close operations, which results in
a superzone of D BMget, we show that we can further
reduce the sequence Sypprox by removing specific Reset
and DelayFuture operations while retaining the relation
DBMpprox 2 D BMyger. For that, we use the reduction
rules formulated in the following two lemmas:

Lemma 5.4 (DF sequence reduction) A sequence of DF
operations S = DF ™ can be reduced to a single DF opera-
tion without affecting the outcome of applying S toa DBM:
apply(DF*, DBM) = apply(DF, DBM) (5.7

Lemma 5.5 (Reset elimination in reset-df sequences) Given
a DBM and an operation sequence (R(t, Vq.1)) ®SRD,sub®
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(b) Subzone operation chaining

C

ci/cli .,

;)Z2 g SEQ—A: ZA71 E/—R; ZA72
C > = >
A SEQ-B: Zp, 2R Zp,

(¢) Superzone preservation

(R(tq, vq,2)) with Sgp sub € (R(IDBM)\(qy U{DF})*, ie.,
a sequence that starts and ends with a reset of the same
clock t, (to arbitrary values), and between both resets, only
contains DF operations and resets of clocks t;, with i # a,
we can omit the first reset of t, without affecting the outcome
of applying S toa DBM :

apply((R(tq, va,1)) ® SrD,sub ® (R(t4, va2)), DBM)
= apply(SRD,sub @ (R(tq,v42)), DBM),

with t, € T(DBM) (5.8)

Proof Lemma 5.4 is easily proven; as a D F operation only
assigns the first-column entries DBM[i,0],i # 0 to oo,
subsequent D F operations keep the D BM unchanged. O

Proof We prove Lemma 5.5 based on the flow dependency
function in Eq. (3.20). Givena DBM withn = |T(DBM)|,
we first initialize Ij:

Io € w(R (g, va,1))
={(a,0),...,(a,n), 0,a),...,n,a)}

Then, we either apply a first DF (resulting in [y ) or
R(t;, v;), i # a (resulting in 17 7):

L1 = fd(DF, Ip) = (Io\w(DF))UJ
={(a,1),...,(a,n),0,a),...,(n,a)} C I
5o = fd(R(;, vi), o) = (Io)\w(R(1i, v;))) U Lop
= (Ip\{(,0),...,,n),0,i),...,(n i)}
U{@, a), (a, )}

As I11 € Ip and 112 = Ip hold, we can make use of Eq.
(3.23) and consider Iy the “worst-case” dependency after
any sequence Sgp sup € (R(DBM)\(qy U {DF})*. In other
words, using /o means that in the most dependent case result-
ing from any sequence Sgp sub, still only the entries in the
row and column of 7, depend on values written by R(#,, vq,1).
Finally, we apply R(#,, vs,2) and get:

I = fd(R(tq, va2), lo) = (Io\w(R(ta, va,2))) U lop
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= (Io\{(a,0),...,(a,n),0,a),...,(n,a)})) U@
=0

From I, = ), we can conclude that no DBM entry
is affected by the operation R(?,, v,,1) anymore after we
applied R(#,, v4.2), and thus, R(t,, v4,1) can be omitted from
the sequence. O

We can now apply rule (5.8) repeatedly, followed by
rule (5.7) where applicable, which leads to the following
lemma:

Lemma 5.6 (Reset-df sequence reduction) Any sequence S €
(R(DBM) U {DF})*, can be reduced to a sequence Syoq €
(DF?Q®(R))®DF?®...Q(Ry)Q®DF?), R € R(DBM),
with YR (ty, vg), R(tp, Vp) € Sreqa : ta # tp by eliminating
each but the last reset of every clock which is reset in S, and
removing all but one D F operation in each subsequence of
DF operations.

Example 5.2 (Example of R and DF elimination) Based
on the intermediate overapproximation sequence Sapprox
obtained in Example 5.1, eliminating the overwritten opera-
tions, i.e., the operation R(t1, 0), results in the final overap-
proximation sequence

Sapprox = (DF’ R(t29 0)9 DF’ R(t19 0)7 R(t?)v O))?

which leads to the overapproximation of D B Miarget:

t0) 1 n B

t(0) 0 o 0 o0

DB Mapprox — I3 0 0 0 0
153 o oo 0 o©

) 0 o 0 O

5.1.3 Operation sequence reduction: summary

In summary, for the O(SEQ) approach based on a given
sequence S, we proved that all Constraint and Close oper-
ations can be removed from a sequence of operations, if we
aim for a DB Mapprox Which overapproximates D B Marget
(cf. Sect.5.1.1). Furthermore, we can reduce the resulting
sequence by eliminating subsequent occurrences of DF
operations and resets of clocks which are reset again later
in the sequence (cf. Sect.5.1.2). Therefore, we have proved
the following for the overapproximation of DBM states:

Proposition 5.2 (Overapproximation sequences) Given a
DBM, any sequence S € OP(DBM)*, i.e., any arbitrary
sequence of DF, R, C, and CI operations, can be reduced
to a sequence Suppr € (DF?7® (R) ® DF?7® ... ®
(Rn)QDF?), R; € RIDBM), withVR(t,, vg), R(tp, vp) €

Sappr * ta # 1, e, a sequence of DF and R opera-
tions in which each clock is reset at most once, and DF
operations occur at most once between resets, such that
Sappr(DBM) 2 S(DBM) holds.

Overall, we can conclude that for each sequence of operations
in O P forany D BM, there exists a reduced sequence with at
most |T(DBM)| Reset and |T(DBM)| + 1 Delay Future
operations.

5.2 O(DBM): overapproximation sequence based on
DBMtarget

In this section, we approach the second scenario S2 from
Sect. 1, i.e., the case that Syr is not given and an over-
approximation sequence Spprox (for which the relation
Sapprox (DB Minit) 2 D B Miyrget holds) must be derived from
characteristics of D B Minit, D B Miarget, and the operation set
O P alone.

The following two lemmas provide the base for our
approach:

Lemma 5.7 (Approximation sequence existence) Given a
zero-initialized D B My, for each D B Myyrget = S(D B Mipit)
reached by a sequence S = OP(DBMinit)*, there exists a
sequence Sypprox = (DF, R, DF, Ry, ..., Ry, DF), R; €
R(D B Minit), with Sapprox(DBMinit) 2 DBMta.rget-

Lemma 5.8 (reset-(df)-all to reset-df-all) If a reset-(df)-
all sequence overapproximates a DBM, the reset-df-all
sequences obtained by enforcing a D F after each reset over-
approximates the DBM as well.

Proof Lemma 5.7 holds as zero-initialization implies a pre-
fix sequence Sg = (R(#1,0),..., R(#,,0)), with n =
|T(DBM)|, which turns each sequence S into Sey; =
Sg @ S. It follows that each clock is reset at least once, and
due to Proposition 5.2, we can reduce Sey; t0 Sapprox, With
Sapprox(DBMinit) 2 DBMtarget- ]

Proof Lemma5.8 holds as D F operations only set particular
entries to 0o (cf. Eq. (3.3)) and thus always lead to superzones
of the original DBM. O

The challenge is to determine a reset-(df)-all sequence
without access to an Sier to reduce. The potentially suitable
reset-(df)-all sequences differ in three characteristics: The
order of resets (C1), the reset values (C2), and the occur-
rence of DF operations between the resets (C3); the set of
such sequences is infinite. Due to Lemma 5.8, we can remove
C3 by limiting the search space to reset-df-all sequences.
The search space becomes finite for classes of automata that
restrict C2, including the formalism of TAs as defined in [5],
which supports resets to 0 (i.e., O-resets) only; the Uppaal
tool allows arbitrary positive reset values (i.e., Np-resets)
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during simulation, but limits support to O-resets during veri-
fication. In the remainder of this section, we approach D BM
overapproximation for both the case of O-resets (Sect.5.2.1)
and Ny-resets (Sect.5.2.2).

5.2.1 O(DBM) approach for 0-resets

The approach for O-resets is straightforward, as we can
directly infer reset orders from the two-clock constraints
DBM]i, jl,i # j # 0 (cf. Fact 4). From Fact 4, we know
that DBM][i, j] is strictly positive iff #; is reset before ¢;.
Thus, a possible algorithmic approach to determine a valid
reset order is to sum the amount of positive values for each
column j, and order the clocks #; accordingly in ascending
order of the sums. This approach builds on the fact that the
higher the amount of positive values in a column j, the more
clocks were reset before #;, so that the clock with the lowest
column sum was reset first, while the clock with the highest
sum was reset last. If clocks are reset simultaneously (i.e.,
without intermediate delay), the same number of clocks must
be reset before them, and thus, their sums of positive column
values are equal; the order of these clocks can be chosen
arbitrarily.

The order is formally expressed as follows: Given a
DBM with n = |T(DBM)]|, the set PSUM = {(c1, 1),
oo (enaty)),tj € T(DBM),c; = {i |i € NN [1,n],
DBMIi, j] > 0} and any valid order <¢c: PSUM x
PSUM, with (¢;,t;) <c (Cj,lj) — ¢ = cj, we
can derive a corresponding reset order Ordg : T(DBM) x
T(DBM), with

Ordp(t;, fj) <— (¢, 1), (Cj, tj) e PSUM

(ci ;) <c (cj, t}), (5.9)
The resulting orderings Ordg only differ in the order of their
“simultaneously” reset clocks. Each reset-df-all sequence
that follows such order is guaranteed to lead to an overap-
proximation of D B Miage;.

5.2.2 O(DBM) approach for Ny-resets

While the reset order is the only variable for the case of 0-
resets, neither the reset order nor the reset values are known
for the case of Np-resets. In the following, we provide a
method to derive overapproximating reset-df-all sequences
with No-resets, and split the argumentation into two parts:

P1 We show how reset values are obtained if the reset order
is given.

P2 We show how reset orders are obtained for which valid
reset valuations exist.

@ Springer

Determine reset values (P1) The process for the determina-
tion of reset values is shown in Fig.7. Given a reset-df-all
sequence S with unknown reset values (Fig.7-(1)), we
derive a constraint system on reset values from the rela-
tion between the entries of the overapproximating and target
D BM (Fig.7-(2)). Following from Fact 5, the constraints are
either v; — v = DBMtarget[ia jloroo > DBMtarget[is J1
(Fig.7-(3a—c)). As the constraints D B Miarge[i, j1 < 00 triv-
ially hold, they can be omitted from the constraint system.
Furthermore, Ny-resets impose constraints v; > 0 for each
i e NN[1,|T(DBM)|] (Fig.7-(4)). The adapted constraint
system, which solely consists of constraints on some par-
ticular (pairs of) reset values now, can be extended to a
constraint system over all reset value pairs by adding the
trivially satisfied v; — v; < oo for the remaining value pairs,
and introducing an artificial reset value v(0) = 0 (Fig.7-
(5)) similar to #(0) for clock differences. We can represent
this new constraint system as DBM, which we denote as
DBM, (Fig.7-(6)), as it expresses constraints on reset val-
ues v, unlike the usual DBM that expresses constraints on
clock values. For the system DB M,,, the following lemma
holds:

Lemma 5.9 (Reset values from DBM,) Given a reset-df-
all sequence S with unknown reset values, each valid reset
valuation of DBM,, provides reset values such that S leads
to an overapproximation of D B Miarge,.

Proof Lemma5.9 holds as DBM, is composed of all reset
value constraints that need to be satisfied to overapproximate
D B Myyrget. O

Finally, the DBM, can be transformed to a graph G,
(Fig.7-(7), cf. Sect.3.4).

Valid reset valuations only exist if DB M, is non-empty,
and thus, if G has only non-negative weight cycles (cf. Fact
1). Only a subset of cycles needs to be checked; in fact, we
can reduce the check as follows:

Lemma 5.10 (Non-emptyness of DBM, by pg) Given a
DBMarget and a reset-df-all sequence S leading to DBM ypprox,
the DBM,, derived from DBMapprox 2 DBMarget is non-empty
iff the unique Hamiltonian cycle py over non-oo edges, i.e.,
the cycle over all vertices in inverse reset order, is an all-
positive-prefix path in its graph G,,.

Proof Fact 8 transfers to G, if we consider the Hamiltonian
path py over all vertices v; € V(G,) in inverse reset order
instead (evident from Fig.7-(7)), and due to Fact 3, we can
then ignore all paths that are neither py nor its sub-paths via
cycle chords. The remaining cycles traverse only edges with
—D BMiagetli, j] and 0 weights; recall that the O weights
were artificially introduced by v; > 0 for edges e = (v;, vp).
Given a closed D B Miyrget With minimum edge costs (cf. Fact
2), we can infer that a maximum edge costs property holds
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@ Sapprox = (R(tl»vl)aDFv R(t27v2)7DF7- e :R(tn7vn)~DF))

DB]wappro.'c leads to
@ +(0) t t ot
z‘(O) 0 —v1 —Ug —Un
t 00 0 00 . o0
to o0 Vg — U1 0 2 DBMy(arger)
t.n, OO Un - U1 Un - v2 0
|\
derive constraint system from DBMp,,ron 2 DBM;
CSU licit
t o
(@ —v, > DBM,[0,1] (a)) p‘;(oe;(zlgl (@ v, — v(0) < —DBM,[0, 1))
o rearrange o
vy — vy > DBM,[2,1] (b) o< vy — vy < —DBM;[2,1]
o infer
> / g vy — v <
00 > DBM,[1,2] (c) trivially vy —v1 < 00
L . ) ...
add v(0) —wv; <0
@ v; > 0,09 > O.,...)—’—>
. J
DBM, results in
©® v(0) V1 Vo . Up
v(0) 0 0 0 0
vy —DBM[0,1] 0 —DBM[2,1] —DBM,[n,1]
Vg —DBM[0,2] o0 0 .. —DBM[n,2]
vn \—DBM,[0,n] oo 0 . 0
G, transforms to
(7 )
© —~DBM,[2,1]
|
-]
&
;
—DBM,[0,n]
\ : i J

Fig.7 Derive DBM, from relation DB Mpprox 2 D B Miarget

for all paths that only traverse edges with —D B Miarget|i, j]
weights, and in consequence, we can ignore shorter paths
derived via cycle chords from paths with known positive
costs. Based on the maximum edge costs property, we can
ignore all sub-cycles of py (via cycle chords) that do not tra-
verse the artificial 0 weights, i.e., we only have to check py
and its prefix cycles. As the final edge of such prefix cycles
has 0 weight and thus does not affect the accumulated path
cost, it suffices to check the prefix paths of py instead, and
thus, the final set of paths to check are py and all its pre-
fix paths, i.e., we check if pgy is an all-positive-prefix path.
Thus, Lemma 5.10 holds. O

@ 5 =(R(ts,01), B(ts,v2),..., R(tn, v)) )

DBMappros leads to
@ £(0) t t B} tn
) /0 (0w v e w(0)
t1 |v1 —v(0) 0 v — Vg v — Up
ty |va—v(0) vy —vy 0 vy — Uy
tn W —v(0) v,—v1 v, —v2 0
derive constraint system with
DBM, r v; —v; > DBMli, j] and v; > 0
® v(0) vy Vg Up,
v(0) 0 0 0 0
v [~DBM,0,1] 0 —DBM,[2,1] —DBM;[n,1]
v |=DBM,0,2] —DBM,[1,2] 0 —DBM;[n,2]
v, \-DBM,0,n] —DBM[l,n] —DBM,,2,n] 0

@ Sarmmm = (R(tla'b‘l)v DF, R(tz, UQ)’ DF,
.oy R(tn,v,), DF)

Transform S to Suppror With delays‘
to replace some constraints with oo

DBM,,
® v(0) vy vy . Uy,
v(0) 0 0 0 0
v [=DBM[0,1] 0 -DBM,21] —DBM,[n,1]
vy | —DBM0,2] oo 0 —DBM[n,?]
v, \NDBM[0,n] oo 00 0

A\

Fig.8 Derive DBM, g from relation DBM;pprox 2 DB Mgt for a
reduction to DBM,

Determine reset order (P2) In the general case, however,
the reset-df-all sequence is unknown, so we first need to
find a suitable reset order that leads to a non-empty DBM,
before we can derive suitable reset values from that D BM,,
as described in P1. We denote the sets of all potential
D BM,, and their graphs G, as DBM,, and G,, respectively.
Recall that DBMpprox 2 DBMyge yields constraints
Vi — Vj > DBMigeli, j] only for a subset of value
pairs (v;, v;) depending on the reset order, and if we chose
another reset order, we would obtain constraints on a dif-
ferent subset of value pairs. The concept to determine a
suitable reset order is shown in Fig. 8. We first assume the
reset-all sequence (Fig. 8-(1)), whose resulting clock zone of
D B Mypprox (Fig. 8-(2)) represents a single point, and which
thus results in the most restrictive D BM,, g (Fig.8-(3)) with
constraints DB Miageecli, j1 < v; — v; on all pairs (v;, v;).
For this most restrictive constraint set (whose solution set is
usually empty unless D B M,ger Was constructed by exactly
such reset-all sequence), we determine which constraints
have to be removed to transform DBM, g into a valid and
non-empty DBM, (Fig.8-(5)), which corresponds to turn-
ing the reset-all sequence into a reset-df-all sequence with a
suitable reset order (Fig.8-(4)). The task is now to derive a
reset order from the data in D B M, g, which we approach on
the level of the corresponding graphs G, g and G,. In terms
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of Hamiltonian paths (cf. Lemma5.10), the relation between
Gy, g and G, is expressed as follows:

Lemma5.11 (Relation between G, g and G,) If py is an
all-positive-prefix Hamiltonian path over edges with non-o0o
weights in G, g, then there exists a graph G, € Gy, such that
pu is anall-positive-prefix Hamiltonian path over edges with
non-oo weights in G .

Proof Lemma5.11 holds as we can obtain such a G, by set-
ting all edges e = (v;, vj),e & py,v; # voin Gy R to 00,
which is equivalent to removing all constraints not implied
by the reset order that corresponds to the order of vertices in
PH- O

We can use such a path py in G, g to derive a valid graph
G, and thus a suitable reset order:

Proposition 5.3 (Reset order from pg) Given a DB Miarget

reached by an (unknown) sequence S € OP (D B Miyit)* from

a zero-initialized D B My, ifacycle pg = ((vo, va), (Vg, Up),
coe 5 (U, vp), (U, v0)) is an all-positive-prefix Hamilto-

nian cycle in the graph Gy R, the corresponding reset

order Ord = {(t,tx),..., (tp,ty)} leads to a zone

DBM,, and thus, to reset-df-all sequences Spprox =

(DF, R(t;,x;), DF, R(tx, xx), DF, ..., R(ty,x,), DF)

that result in valid overapproximations of D BMget for

some reset values x;.

Proof Proposition5.3 directly follows from Lemma5.11. O

A concrete reset valuation for the reset-df-all sequence can
then be picked arbitrarily from the zone D B M, as described
in P1 (cf. Lemma5.9).

Algorithm Based on Lemma5.9, Proposition5.3, and the
steps shown in Fig.8, we propose the algorithm shown
in Fig.9 for the overapproximation task. In 1.1 — 4, we
derive the graph G, g via DBM, g, which we calculate as
DBM, g = —DBM{,, and apply the artificial constraints
v; > 0 for non-negative reset values. As optimization, we
already derive a partial clock reset order Ordp at this point,
based on the fact that constraints v; — v; < —oo (which
result from oo values in DB Miyget) are never satisfiable
and thus certainly need to be removed (i.e., replaced by
v; —vj < 00) by choosing the reset order in the reset-df-
all sequence accordingly (11.5 — 6). Based on that ordering,
we apply the sub-algorithm All PosPrefix Path (Fig.10),
which determines an all-positive-prefix path in G, g and its
corresponding total clock reset order Ordr (1.8, cf. Proposi-
tion 5.3). Afterward, we obtain the graph G, for our particular
reset order by setting all weights of edges in G, g that cor-
respond to clock pairs in reset order to oo (11.9 — 12), and
transform G, back to a (non-empty) D B M, (1.13), for which
we restore the closed form (1.14). Finally, we derive an arbi-
trary valuation of reset values from DBM, (11.15-16, cf.
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Algorithm: ApproxSeqFromTargetDBM

Input : Closed and non-empty DBM;arges
Output: Overapproximating operation sequence
Sapproz = (R(ta,va), DF, ..., R(tn,v,), DF)

DBM, r — DB]\IEWM // Transposed with negated values
Gy,r — DBM, R // Derive graph from DBM, p
foreach e = (v;,v9) € E(G,,r) do // Add constraints v; > 0
L w(e) =0
foreach e = (v;,v;) € E(Gy,r), w(e) = —oco do // Opt:
edges
L Ordp — Ordp U {(t;,t;)}
Ordp « Ord}, // Get transitive closure of Ordering
Ordy «— AllPosPrefizPath(Gy, g, vo, Ordp,0,{})
Gy — Gor // Copy G, R as base for G,
foreach e = (v;,v;) € E(G,) do // Get G, from reset order

if (t;,t;) € Ordy then
L w(e) = oo

[

Remove —oo

o

@

// Reset ; before t;

© ® =

1
1
1

o = O

13 DBM, — G,

14 DBM, «— Close(DBM,)
15 foreach t; € T do

16 | Vals —v; € [=-DBM,(0,i), DBM,(i,0)]

17 Sapprow — GenSeq(Vals, Ordr) = (R(tq,va), DF, ..., R(t,,v,), DF)
18 return Suppron

// Derive DBM, from G,
// Restore closed form
// Derive reset values

@

o

®

Fig.9 Derive an approximation sequence via DBM

Algorithm: Al11PosPrefixPath
Input

: Graph G, source vertex v, € V(G), partial order Ordp,
weight sum s, visited vertices V,, C V(G)
Output: Path p
1 if V,, = V(G) then
2 L Ordp +— Ordlt

// trans. closure now yields total order

return Ordr
4 foreach e = (v,,v;) € E(G),v; ¢ V,, do  // Check v for pos. sum
5 Vo &= Vo Ur;
6 if (t;,tq) € Ordp A (Vtp &€ {ta,ti} : {(ti, tp), (to, ta)} € Ordp) then
7 Ordp «— AllPosPrefizPath(G,, v, Ordp, s + w(e), Vy 5)
8 return Ordp
9 if s+ w(e) >= 0 then
10 L Ordp,, — Ordp U{(t;,ta)}

Ordp,, — AllPosPrefizPath(Gy,v;,Ordp,, s +w(e), Vi)
if Ordp, # None then return Ordp,,

13 return None

Fig. 10 Derive reset order from all-positive-prefix path

Lemma5.9), and based on both the reset order and reset
values, derive and return the overapproximation sequence
Sapprox (11.17 —18).

Example 5.3 (Overapproximation via O(DBM)) Given

D B Miarge introduced in Example 5.1. We determine D B M, g
= —DBM£rget and its corresponding DBM graph G, r,
and search for an all-positive-prefix path in G, g, which is
pa = (vo,v3), (v3,v1), (v1, v2), (V2, Vo)), from which we

can derive the overapproximation sequence

Sapprox,O(DBM) = (DF,R(12,0), DF, R(11, 0),
DF,R(t3,0), DF),
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leading to the overapproximation of D B Miarge:

t0) 1 Hh B

1(0) 0 0O 0 O

DBMapprox,O(DBM) = n o0 0 0 o0
t oo oo 0 o©

13 00 0O 0 O

5.3 Time and size complexity

To conclude the discussion of the O-phase, we analyze the
resulting length and generation time of Supprox. Given a
D BM with clocks T, for the sequence length, we have shown
that any given sequence Sier of operations op € OP(DBM)
can be reduced to a reset-df sequence Sypprox (Proposi-
tion5.2), where each clock is reset at most once (i.e., |T|
resets at most), and as multiple consecutive D F operations
can be reduced to one single DF, Sypprox has |T| + 1 DF
operations at most. Therefore, the number of required oper-
ations during the O-phase, considering a minimum bound of
0 operations for the case DB Minit == D B Mypprox, i8:
0< |Sappr0x| S 1+2x%|T| (5.10)
Regarding the generation time, we notice that the reduc-
tion in a given Syt depends on its length and the number
of clocks. Algorithmically, we start with the last element
of Sref, and check for each element, if it is a Reset not
encountered yet, or a DF’; if neither is true, we remove
the element. As each element is compared against the set
of already encountered resets, the upper bound of steps
required is therefore | S| (]T| — 1). For the second approach,
the derivation of Sypprox from D B Miarget, the transforma-
tion steps to DB M, and then to G, have a complexity of
O(|T|?). Then, for the determination of an all positive pre-
fix path, in the worst case, no —oo weights are given, and
thus, no a priori information of a partial ordering exists. In
that case, a possibly full search through the graph is required
by AllPosPrefix Path (Fig. 10). There again, in the worst
case, only the last searched path yields positive weight sums
on all its prefixes, and all other paths turn negative on the last
edge, which leads to a complexity of O((|T| — 1)!). In the
general case though, a path can turn negative earlier, and is
discarded then (together with all paths of which that path is a
prefix); also, an all positive prefix path can potentially be dis-
covered earlier. Furthermore, the graph size depends only on
the number of clocks, which is usually small (between 3 and
10 clocks per model in our experiment model suite). Among
all remaining steps, the Close operation on DBM,, has the
highest complexity O(|T|3). In conclusion, the complexity
of the O(SE Q) approach grows linearly with the sequence
length, and is therefore suitable for shorter sequences, e.g.,

for the processing of incoming sequence sections in an on-
the-fly application, while the O (D B M) approach guarantees
upper construction time bounds for DBMs resulting from
sequences of arbitrary length.

6 Constraint phase (C-phase)

Atthis point, we have derived an overapproximating sequence
Sapprox> Which, when applied to DBMjpj, results in
D B Mpprox, overapproximating D B Miger. In the second
phase, the C-phase, we now determine a sequence Sconstr,
which transforms D B Mpprox to the final D B Migey:
Sconstr (DBMapprox) = DBMlarget (6.1)
All entries of DB M pprox fulfill the superzone property of
Eq. (5.2) compared to DB Mgt at this point. Therefore,
the main task is now to decrease each entry of D B Mypprox SO
that it becomes equal to those of D B Miarger. While O P does
not contain an operation to increase individual DBM entries
for the O-phase, it provides such an operation for decreasing
individual entries: Constraint(t,, tp, v). Therefore, the goal
of the C-phase is to obtain a sequence of constraint opera-
tions:

Sconstr = C(ta1, 1, D B Miarget [al,b1]) o

6.2)
C(ta2, th2, D B Miarget [a2,b2])o...

We describe three approaches to derive such a constraining
sequence Sconstr With different trade-offs between genera-
tion time and sequence length: A trivial approach using the
full constraint system (FCS) in Sect. 6.1, a reduced approach
using a minimal constraint system (MCS) (introduced by
Larsen et al. [23]) in Sect. 6.2 as well as a minimal approach
using a newly introduced relative constraint system (RCS)
in Sect.6.3. Among these approaches, the former already
solves the problem of constraining D B Mapprox t0 D B Miarget
in general, and the latter two optimize the resulting sequence
lengths.

6.1 C(FCS): full constraint system approach

The first approach uses the FCS, i.e., a system of all
constraints contained in a DBM, so we perform an indi-
vidual constraint operation C(t;,1;, DBMurgeli, j1) on
D B M ypprox for each entry of D B M,ger. This is the simplest
form, and in fact, for its construction we only turn every entry
of DB Miyget into a Constraint operation:

Sconstr = C(2(0), 1(0), DBMtarget [0,0]) o...0
C(t(0), tn, D B Miarget [0,n]) o...0
C(tn, tn, DBMtarget [n, n])

(6.3)
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While the simplicity of generation is a clear advantage of this
approach, the downsides are manifold, even if we remove
the constraints on diagonal DB M entries, representing the
differences t; — t; for clocks t; € T(DBM), which are
constantly 0 and thus do not need an explicit constraint
operation. Certain constraints are already implied by others,
and thus, setting a constraint may—via a Close operation—
already set multiple DBM entries to their targeted values;
applying their Constraint operations from Sgonsir 1S then
redundant. Furthermore, several entries may already equal
those of DB My after the O-phase, so that a constraint
for these entries is not required either. Still, this approach
allows us to determine a worst case upper bound of required
Constraint operations during the C-phase as (| 7|+ 1)2, ie.,
every entry of D B Marger, which has 7'+ 1 clocks (the model
clocks plus the reference clock #(0)).

Example 6.1 (Full constraint system) Given the reference
sequence Spef and target DBM DB Miager introduced in
Example 5.1. Applying the C(FCS) approach to D B Marget
results in the constraining sequence

Sconstr,C(FCS) =
(C((0), 11, 0), C((0), 12, =3), C((0), 13, 0),
C(11,1(0),0), C(t1, 2, =3), C(11, 13, 0),
C(13,1(0),0), C(13, 11, 0), C(13, 12, —3))

6.2 C(MCS): minimal constraint system approach

The second sequence generation strategy uses the data of
an MCS, i.e., a minimal system of constraints that implies
all remaining constraints. The idea is to perform a con-
straint operation on D B Mpprox for each entry of the MCS
of D B Miargei. An algorithm for the reduction in an FCS to
an MCS was introduced by Larsen et al. [23].

The algorithm performs the following steps: For a graph G
representing a given DBM, it determines vertex equivalence
classes E; regarding zero-equivalence, which means that a
cycle with a weight of O (zero-cycle) containing those ver-
tices exists. In each equivalence class E;, it determines a cycle
over all its vertices (in index ordering), where each weight
between two vertices is the shortest path weight between
them. The edges of those cycles are added to the MCS. Fur-
thermore, between equivalence classes E; and E;, it takes the
vertex with smallest index from each of the two classes, and
includes two edges between them with shortest path weight.

Asonly asingle cycle instead of the complete graph is con-
sidered inside each equivalence class, and only two edges are
needed between each pair of equivalence classes, it is obvi-
ous that the total number of constraints in an MCS can be
much smaller compared to the FCS. On average, the MCS
contains a number of constraints reduced by 70-86% [23].
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The trade-off lies in the time complexity, as the complex-
ity of determining the equivalence classes is O (n?), getting
the edges between equivalence classes is O (n), and finding
the cycles within E; is O (n), leading to an overall complex-
ity of 0 (n?) (or O(n?), if the DBM is not in closed form).
Additionally, when applied in our approach, the MCS may
still include constraints whose corresponding DBM entries
already had the targeted values.

Example 6.2 (Minimal constraint system) Given the refer-
ence sequence Sref and target DBM D B Miage; introduced in
Example 5.1. Applying the C(MCS) approach to D B Myrget
results in the constraining sequence

Sconstr,camesy = (C(t(0), 2, =3), C(¢(0), 11, 0),
C(n,13,0), C(13,1(0),0), CI)

6.3 C(RCS): relative constraint system approach

To minimize the required amount of constraints, we introduce
the RCS, a system which contains only those constraints that
are not already correctly set (i.e., entries D B Mapprox[i, j1 #
D B Muygetli, j1) orimplied by other constraints in the DBM.
This approach can be based on the concepts of either FCS or
MCS. In the following, we will refer to edges of constraints
that are already correctly set as fixed edges, and all remaining
ones as non-fixed edges.

Using the FCS, the procedure is straight-forward: While
transforming each entry of DBMge into a Constraint
operation, we check if the corresponding D B Mapprox entry
has the same value as the D B Miyge entry. In that case, the
Constraint operation is not added to the final sequence of
constraints.

Deriving an RCS with the properties of an MCS requires
additional steps. The overall idea is to obtain a minimal set
of constraints not already included in D B Mpprox, Which,
together with the constraints included in D B Mpprox, implies
all remaining constraints of D B Marge;. Recall that for the
construction of an MCS [23], we determine a) two oppos-
ing edges between each pair of equivalence classes E; and
E; and b) a cycle over all vertices within each equivalence
class E;. In steps where vertices are selected, the original
MCS construction algorithm uses the index order of vertices
to eliminate non-determinism, which could occur as usually
multiple minimal sets of constraints exist for a given con-
straint system. Our RCS approach introduces an additional
step which picks fixed edges first, and only then—if still mul-
tiple ambiguous choices exist—relies on the vertex order for
the remaining edges like the original MCS algorithm. That
way, we refine the selection of vertices in favor of constraints
that are already correctly set, and thus, reduce the amount of
constraints required additionally.
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Algorithm: Construct (M)RCS
Input : Graph G, fixed edges Ef
Output: Minimal relative constraint system S
F—{} // Selected fixed edges (= not required in RCS)
S —{} // Remaining non-fixed edges (= the RCS)
& — GetZeroEqClasses(Q) // as in ref. algorithm
P — AllUniquePairs(E)
foreach (Eq;, Eq;) € P do // edges between eq.
if 3e = (tq.ty) € Ef : 1o € Eqi Aty € Eq; then
Egmin — {€ = (ta,ts) € Ey | to = GetMinSrcIndex(Ey)}
e «—{e=(ta,ty) € Es min | ty = GetMinTgtIndex(Es min)}
F— Fu{e}
else
| S < SU{(minE;, minE;)}
if Je = (ty,tq) € Ey i tq € Eq; ANty € Eq; then
Egmin — {e = (ty,ta) € Ey | t, = GetMinSrcIndex(Ey)}
e — {e=(tp,ta) € Esmin | ta = Get MinT gtIndex(Es in)}
F — FU{e}

else

L S — SU{(minE;,minE;)}

classes

© w N e G W N R

e
= o

[
aoR W N

—
IS

classes
salesman

18 foreach Egq; € £ do // cycles within eq.
19 C « CycleWithMostFiredEdges(Eq;) // = trav.
20 S —SU(C\ Ey)

21 F—FU(CNEy)

22 return S

Fig. 11 Construct minimal relative constraint system

Figure 11 shows the adapted procedure, where 1.11, 1.17
and 11.19 — 20 (with E; = , i.e., no fixed edges) match
the original MCS algorithm, and 1.7 — 9, 11.13 — 15 and
11.19 — 21 (with E ¢ # () implement our adaptions for the
case that fixed edges are involved. For the determination of
edge pairs in a), we will first search for edges of already cor-
rectly set DBM entries (1.7 — 9), and only revert to edges of
index ordered vertices (1.11)—as in the original algorithm—
if none can be found. For the equivalence classes E; and E;
(with t, € E;, 1, € Ej, and minE; the vertex with smallest
index among vertices in E;), we proceed as follows: Among
fixed edges (7,4, t»), we choose the one with the smallest index
a (1.7), and if multiple such edges exist, the one with small-
est index b (1.8) among them. If no such fixed edge exists,
we choose the edge (minkE;, minE;) (L.11) as defined in
the reference algorithm. Similarly, we determine the second,
opposing edge (, t,) (11.13 —15), but with swapped indices,
i.e., first the smallest b (1.13) and then the smallest a (1.14),
and (minE;, minE;) (1.17) otherwise.

For (b), in each equivalence class E;, we want to determine
a cycle over all its vertices, which additionally contains the
maximal possible number of fixed edges. This problem is NP-
complete and can be transformed to the traveling salesman
problem by assigning weight 0 to fixed edges and weight 1
to non-fixed edges. Then, the task is to find the lowest-cost
Hamiltonian cycle in that graph, i.e., one that contains as
few non-fixed edges that impose additional constraints, and
as many fixed edges as possible. Fortunately, the problem
complexity grows non-polynomially only in the number of
clocks in the DBM, which is rather low in the general case
(e.g., between 3 and 10 clocks in our experiment suite, cf.

Sect.9). Therefore, it is viable to determine a solution by both
brute force and heuristic methods.

Proof The correctness argument for Fig. 11 is as follows: In
the original M C S algorithm, the choice of both the concrete
edge pairs between equivalence classes and the edges on a
Hamiltonian cycle within each equivalence class could be
arbitrary, and each solution would be a correct minimal con-
straint system (cf. [23] for justification). While the MCS
algorithm uses the index order of vertices to choose one of
these correct solutions deterministically, our approach just
adds another objective (i.e., favoring of fixed edges) to that
choice in 1.7 — 8§, 11.13 — 14, and 1. 19. That way, the resulting
constraint system is still necessarily correct, and as we pick
fixed edges first whenever possible, the resulting RC' S is also
minimal with respect to D B Mpprox- O

Example 6.3 (Relative constraint system) Given the refer-
ence sequence Sref and target DBM D B Miyget introduced
in Example 5.1, and the resulting overapproximation DBM
D B M pprox of Example 5.2. Applying the C(MCS) approach
t0 DB Mg starting from D B Mpprox results in the con-
straining sequence

Scunslr,RCS = (C([(O), B, _3), Cl)

6.4 Time and size complexity

Again, we analyze the resulting length and generation time of
Sconstr and further consider the application times of sequences
based on FCS, MCS, and RCS. Givena D BM with clocks T,
in the worst case (FCS), one C operation is required for every
entry of DB Mpprox, Which has |T'| + 1 columns and |T'| + 1
rows. Considering 0 operations as the lower bound for the
case DB Mpprox == D B Miarget, this leads to the following
estimate of required operations:

0 < |Seonste] < (IT| + 1)? (6.4)

The actual maximal number of required operations lies below
that bound, as the main diagonal entries are always 0, leading
to |Sconstr] < |T| * (|T| 4+ 1). As certain DBM entries may
already be implied by other entries (MCS), or are already
set correctly in D B Mypprox (RCS), we can further reduce the
bound by ~ 80% or ~ 90%, respectively (see Sect.9).

Combining the sequence length bounds of the O-phase
and C-phase, we obtain the total size of our sequence S—the
major theoretical result of this work:

Theorem 1 (CSC sequence complexity bound) Any valid and
closed DBM can be reached by a clock state construction
sequence S of
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0=<(SI= |Sapprox| + [ Seconstr|)
STH2%|T[+ (T *(T|+1)

operations.

Regarding generation times, deriving the FCS has a time
complexity of O(|T |2), as we directly transform each DBM
entry into a Constraint operation. For the MCS, the com-
plexity is O(|T|?), which follows from the complexity of
deriving the shortest-path reduction G (cf. [23]). Finally,
the RCS approach has a complexity of O (|T'|?) for the edges
between equivalence classes, and O ((|T| — 1)!) to obtain a
Hamiltonian cycle with most fixed edges within an equiv-
alence class. However, as for the factorial-time step of the
O-phase, the actual costs depend only on the number of
clocks, which is comparatively small in the common case.

Finally, we consider the complexity of applying the
derived constraint sequence for the C-phase. On the one hand,
the FCS approach has the greatest sequence length, but does
not require a final Close operation, as all constraints are
explicitly contained in the sequence and do not need to be
inferred. On the other hand, the MCS and RCS approaches
result in shorter sequences, but require a closing step with
O(|T|?) complexity which infers the left out constraints. In
the end, the most suitable approach in practice depends on
the concrete aim, i.e., whether we require a comparatively
short sequence, a shorter execution time, or faster generation
times; this question cannot be answered universally though.

7 State construction for Uppaal extended
timed automata

At this point, we are given the targeted system state, which—
as a reminder—contains the information of the variable
values, active locations, and clock state that we want to set,
and a clock state construction sequence derived in Sect.5
and Sect. 6. In this section, we explain how this information
extends a concrete (network of) Uppaal automata to restore
the desired starting state from which the model simulation
will then continue. Note that this section focuses on the (more
complex) case of state construction in ETAs (see Sect. 3.1 for
the definition of ETAs); however, for a simple TA without
synchronization, urgency, and variables, one would proceed
similarly, but add the construction sequences directly into
the given TA, and implement urgency via explicit invariants
t, < 0 on a helper clock 7, that was reset before. For state
construction in ETAs, we transform the clock state construc-
tion sequence and variable data into an additional automaton
whose execution restores the clock and variable state before
the original system is re-entered at the targeted starting loca-
tions. An example of the adapted form of the introduction
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model (Fig. 1) is shown in Fig. 12, and we will explain the
changes in the following.

To integrate the derived DBM operation sequence leading
t0 D B Miarge into an Uppaal automaton system, we need to
translate the operations into a sequence of artificially added
locations and edges, each labeled with invariants, or guards
and resets, respectively. Transferring the symbolic semantics
(cf. Definition 2), i.e., the execution of transitions and validity
checks of active locations, to corresponding DBM opera-
tions, we obtain the following types of operation sequences:

Initialization: Sinit = (R(t1,0), ..., R(t,,0))
Initially, all clocks are reset to 0.

Location: Sioc € DF? Q@ C(DBM)* ® CI!
Inalocation/, a DF is applied if no urgent or committed
next transition is enabled, and all invariants C; (repre-
sented as constraint operations) are applied to the DBM.
Afterward, a CI operation is performed to restore DBM
closedness.

Edge: Seaqge € C(DBM)* ® CI' @ R(DBM)* ®
C(DBM)* On an edge e, from [, to I, the atomic guard
constraints in g(e,p) (again represented as C operations)
are applied to the clock state DBM, followed by a C!
operation to turn the DBM into closed form again. Then,
all clock resets in r(eyp) (represented as R operations)
are applied to the DBM, and finally, the invariants 7 (I)
of the target location are checked.

Recall that our construction sequence S consists of a sub-
sequence of (alternating) R and D F operations (O-phase),
followed by a sequence of C operations (C-phase), which,
when based on the M CS or RCS approach, require a final
Cl operation to adapt the remaining DBM entries:
S e (R(DBM)'  DF)*  C(DBM)* ® Cl! (7.1)
The individual elements of this sequence need to be mapped
to components of the NTA, i.e., locations and edges, based on
the operation sequences applied during simulation identified
above. For the subsequence Sypprox € (R(DBM Y®@DF n*,
we can use edges with corresponding resets but without
guards to new (non-urgent and non-committed) locations
without invariants, which results in the sequences Seqge €
R(DBM)* and Sjoc = (DF). That way, we can express each
subsequence R(DBM)* ® DF! by an edge-location pair; a
sequence of those pairs will cover the complete O-phase. In
Fig.7a, these are the locations Init, Recl, and Rec2, and
their corresponding edges. To enforce all constraints of the
C-phase, i.e., the subsequence Sconser € (C(DBM)* ® cih,
we can use an edge without resets to an unconstrained loca-
tion, which results in Sedpe € (C(DBM)*® C1"). Note forall
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Fig. 12 Introduction model Rec2 Recl Init
adapted for initial state t exec=0 » _tactive=0 @ SYNC_Pre_Init
construction N

t_exec >= 2 && o

t_active >= 20 && DBM_init_end?

t_exec <=5 &&

t_exec - t_active <=-18 && Off n lcritical Execute

t_active <= 50 && critical t exec=0

t_active - t_exec <= 45

O DBM init_end! O
critical = true, init_system(), update_data()
Rec3 step = 10 End t active=0 t exec >=2

(a) State construction template

these sequences that in Uppaal, a partial Close(t,, t) oper-
ation is applied after each Constraint(t,, tp, v) instead of a
single Close over all clocks after a sequence of Constraint
operations.

The construction of the variable state, which is introduced
by the ETA formalism, can be performed via a single tran-
sition. We can set the individual variable values, in contrast
with the DBM state, directly via variable assignments (cf.
Definition2). In Fig.7a, we added these assignments to a
new edge from Rec3 to End for a separation of concerns;
however, a separate edge is not needed for these assignments,
as we could add them to the last edge of the clock state con-
struction sequence (i.e., the edge with the constraining guards
of the C-phase).

Furthermore, we need to reach the original active locations
in the adapted model after the variable and DBM state con-
struction. Normally, we would simply define those locations
as initial in Uppaal, so that they become active on model
initialization. To traverse our artificially added construction
sequence though, the first location of that sequence needs
to be defined as initial, and the final edge of the construc-
tion section should lead to the targeted initial location of the
original model section. Once the construction sequence is
fully traversed (and only then), the original model sections
of all automata are re-entered (which is achieved in ETAs by
broadcast synchronization via DBM_init_end).

8 Implementation

We provide a Python implementation of the introduced OC
approach, as well as the required interface and interpreter
code needed to apply the approaches to Uppaal models. The
project implementation is open source [34] [35] under MIT
license, and mainly consists of:

— An Uppaal model and Uppaal C code parser (via EBNF
grammars building up on the BNF grammar provided
with Uppaal),

(b) Adapted model template

— An Uppaal model simulator, which allows tracking the
simulated operation sequences (= Sier) [34],

— The DBM data structure and operations,

— The state constructor implementations for the trivial
approach, Rinast approach (port from Java [20]), and the
variants of our OC approach,

— The experiments performed in this paper, including a ran-
dom sequence generator as alternative input data source.

Compared to the concepts introduced in Sect.5 and 6, the
concrete implementation differs in the following aspects:

— The O(DBM) implementation uses DBM, directly
instead of its graph representation G; the result is iden-
tical.

— The C(RCS) implementation checks only up to a fixed
amount of cycle permutations; while this limitation may
not preserve minimality of the resulting sequences, the
boundedness is not affected, and it allows a time-efficient
application to models with higher amounts of clocks as
well.

— Where suitable for sequence-based algorithms (i.e.,
trivial, Rinast, O(SEQ)), on-the-fly versions are imple-
mented, which process only the newly tracked operations
instead of the complete Sgr on each call.

After installation, executing run in the experiments CLI
will run all clock state construction experiments and store
the corresponding analysis data. The experiments are avail-
able online [36], and the experiment setup and results are
explained in Sect. 9.

8.1 Random operation sequence generation

The experiments in Sect.9 use operation sequences that are
either obtained from simulation of TA models, or gener-
ated (semi-)randomly based on the subsequences for location
states and transitions described in Sect.7. In general, the
sequence generator generates operation sequences via a sim-
ulating approach, which keeps track of the current DBM
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to which each generated operation is applied; based on that
current DBM, the next invariant, guard, or reset values
are selected from intervals that keep the D BM non-empty,
and thus, keep the sequences feasible. The generation pro-
cess starts with specifying if non-zero resets should be
allowed, and if the sequence should start with an initial-
ization sequence (i.e., a sequence of resets of all clocks to
0). Then, the generator randomly chooses whether a DF
is added, followed by a sequence of single-clock invariants
on a random subset of clocks with (valid) values (i.e., con-
straints C(¢;,1(0), v;), with t; € Tgyy € T(DBM),v; €
la,bl,a = —DBM]I0,i],b = DBM]Ii,0]) that are ran-
dom within bounds, and a CI operation; this part reflects
the sequence imposed by the initially active locations. After-
ward, until the targeted sequence length is reached, we
repeatedly add an operation sequence reflecting a transition,
followed by another sequence for the newly active location
state. Each transition sequence is composed of a sequence
of single-clock guards on a random subset of clocks with
random (valid) values (i.e., constraints C (¢ (0), t;, —v;), with
ti € Tewo S T(DBM), v; € [a,b]l,a =—-DBM|[0,i],b =
DBM]i, 0]), followed by a CI and a sequence of resets
of a random subset of clocks to values that are either ran-
dom (within bounds) if non-zero resets are allowed, or 0
otherwise. The generation of sequences of the newly active
location state is identical to the process described for the ini-
tial location state. Note that we restrict infinite intervals (i.e.,
constraint intervals [a, 00) or the reset value interval [0, 00))
to finite ones during value choice (i.e., [a, a+c1]and [0, c>],
respectively, for some constants c1, ¢y € Np).

9 Empirical evaluation

Using the described implementation, we evaluate the pre-
sented approaches for the O-phase and C-phase. All experi-
ments were executed on an Ubuntu 18.04 LTS system with
AMD Ryzen 7 2700X eight-core CPU and 16GB RAM.
Overall, we perform three types of experiments, by which
we compare:

1. The overall state construction sequence lengths of the
trivial, Rinast, and our OC approach, which con-
firms that in contrast with the former two, our approach
generates bounded sequences over time in all tested cases.

2. The constraint sequence lengths of the C-phase approaches
C(FCS), C(MCS), and C(RCS), showing that the
C(MCS) and C(RCS) approaches reduce the sequence
lengths compared to the C(F CS) approach.

3. The construction times of the O-phase and C-phase
approaches.

We apply these experiments to two types of data:

@ Springer

Model name Locations | Edges | Instances | Clocks
2doors 16 22 4 4
bridge 20 21 5 5
fischer 24 30 6 6
fischer-symmetry 40 50 10 10
train-gate 33 41 7 6
train-gate-orig 31 42 6 4
csmacd2 10 22 3 3
tdma 100 217 6 6
Fig. 13 Uppaal model details
% "2doors" - Trivial 4 "2doors" - OC o "2doors" - Rinast
3504 * ‘“bridge" - Trivial +  "bridge" - OC > "bridge" - Rinast
% "csmacd2" - Trivial 4 "csmacd2"-OC o ‘"csmacd2" - Rinast
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£
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9100 4 P R " xx %
sod e oo
AAAEEALE rd
04 8888°8660060806000008000000830000080000008080000080600
(I) lIO 2‘0 3‘0 4‘0 5‘0

simulated steps

Fig. 14 Sequence lengths after n steps for the trivial (cross), Rinast
(circle) and OC (triangle) approach

1. A test suite composed of 6 Uppaal demo models and 2
case study models, from which we derive DBM operation
sequences during ongoing execution.

2. 1000 randomly generated operation sequences (per exper-
iment), reflecting the general sequence structure of exe-
cution traces in a TA (see Sect. 7 and Sect. 8.1), as a stress
test for validation of the model experiment insights.

The main parameters of the experiments are the model size,
the number of clocks, and the observed sequence length.

Our experiment model suite consists of 8 models in
total, among which the 6 models 2doors, bridge,
fischer, fischer-symmetry, train-gate, and
train- gate-orig are the complete set of cyclic,
deadlock-free models of the demo model suite of standard
Uppaal (i.e., without extensions such as Uppaal SMC), and
csmacd? [19] and tdma [26] were developed in case stud-
ies. Figure 13 gives an overview of their characteristics.
The suite contains models with different amounts of loca-
tions (10-100), edges (21-217), and clocks (3—10). For each
model, we execute 1000 simulation runs over 100 transi-
tions, and calculate the minimum, average, and maximum of
sequence lengths and construction times over all runs at each
individual simulation step.

Applying the approaches to the test suite gives the results
shown in Figs. 14 and 15, as well as the data table as shown in
Fig. 20 provided in appendix 1, which shows the construction
sequence lengths after 1, 10, 50, and 100 executed transi-
tions during model simulation for all Uppaal models. For 3
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"bridge" "train-gate-orig"
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o ‘“fischer-symmetry" o "tdma"
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Fig. 15 Average construction times at each step

selected models of the test suite (2doors, bridge, and
csmacd?), the graphs in Fig. 14 show the state construction
sequence lengths of the trivial, Rinast, and OC approach for a
simulation up to 50 steps, together with the calculated bounds
of the OC approach. Finally, Fig. 15 shows the total construc-
tion sequence generation and application time required for
all 8 Uppaal models on each step during simulation.
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o
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c
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[
n
X
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Q
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©
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3
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o 5
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orig. sequence length
(a) O-phase

Applying the approaches to random DBM operation
sequences based on a range of different numbers of clocks
and sequence lengths gives the results shown in Figs. 16, 17,
18, and 19. For a fixed number of 5 clocks, Figs. 16 and 18
show the ranges of reduced lengths and construction times,
respectively, for different O-phase and C-phase approaches
applied to different lengths of random input sequences (50—
500 operations). Figures 17 and 19 show the lengths of state
construction sequences derived by the OC approach variants
and construction times, respectively, from fixed-length ran-
dom sequences (100 operations) based on different numbers
of clocks (1-10 clocks).

9.1 Evaluation

The model-based experiments show that, as expected for
all models, the sequences of the trivial approach are not
bounded, and grow linearly over time (cf. Figure 20). The
approach by Rinast produces bounded sequences for all mod-
els except for bridge, which has a global clock that is
never reset, and thus, never re-visits any reached state dur-
ing simulation. Our approach generates bounded sequences
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(b) C-phase

Fig. 16 State construction sequence lengths for fixed clock count and variable input sequence length (the intervals represent the minimum, average,

and maximum values over 1000 runs)
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Fig.17 State construction sequence lengths for fixed input sequence length and variable clock count (the intervals represent the minimum, average,

and maximum values over 1000 runs)
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Fig. 18 State construction times for fixed clock count and variable input sequence length
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Fig. 19 State construction times for fixed input sequence length and variable clock count

in all cases, with lengths that are generally shorter than the
other two approaches in the long run (e.g., 26 operations for
O(DBM) + C(FCS) for bridge, compared to 212 opera-
tions of trivial).

Figure 14 underlines these results. It shows that at an
(early) point during simulation (for the three models between
8 and 28 steps), the sequence lengths of the trivial approach
outgrow the lengths of our OC approach. For csmacd2, we
observe that the Rinast approach performs best, as Reset
operations overwrite the clock values on almost every edge
in the model. Furthermore, we see that the actual sequence
lengths of our approach lie well below the theoretically
calculated bounds (dashed lines) for the most part. These
properties also hold for the remaining models.

As last experiment applied to the test suite, Fig. 15 shows
that the construction times lie in a real-time feasible range;
during the experiments, below 50 milliseconds were required
for most constructions. Only for very few outliers, especially
in the first steps of fischer-symmetry (outside of the
plotted range), the construction time exceeds 1 second, with
averages still below 1 second. In the regular case, it is possible
to restore a model state 2—-20 times within a second.

@ Springer

The experiments on generated DBM operation sequences
validate the results of the test suite in a systematic manner,
and yield the following results: The construction sequence
lengths lie in constant ranges for growing input sequence
lengths (Fig. 16). With increasing numbers of clocks (Fig. 17),
the construction sequence lengths grow linearly for the O-
phase and quadratically for the C-phase, both as expected
from Theorem 1. Furthermore, we see that the MCS and
RCS sequence lengths always lie below the FCS sequence
length, and the C(RCS) approach leads to sequences that are
~ 25% shorter compared to the C(MCS) approach. In terms
of construction times for growing input sequences (Fig. 18),
the random sequence experiments confirm that for both O-
phase and C-phase the required times stay constant, except
for O(SEQ); the latter is expected as O(SEQ) gets the com-
plete sequence as a whole in this experiment, in contrast with
the step-wise data increments of the model experiments, so
that in the worst case, the full input sequence needs to be
searched. From Fig. 19, we see that increasing the number
of clocks results in constant times for O(DBM) and non-
polynomial times for O(SEQ) (cf. Sect. 5.3) in the O-phase,
and in the C-phase, the times grow quadratically for C(FCS),
cubically for C(IMCS), and non-polynomial for C(RCS) (cf.
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Sect. 6.4). C(RCS), however, switches to cubic growth simi-
lar to C(MCS) once the number of clocks leads to permutation
counts that exceed the predefined limit (cf. Sect. 8).

Overall, we can conclude that the new approach allows
generating length-bounded sequences throughout the com-
plete model simulation, and does so within real-time capable
time frames.

10 Conclusion and future work

In this article, we introduced and implemented multiple
approaches to derive bounded-length operation sequences
to restore given DBM states in timed automata. We found
out that the complexity of the individual approach variants
either only depends on the (fixed) amount of clocks in a
system (i.e., for O(DBM), C(FCS), C(MCS), and C(RCS))
or allows the formulation of alternative versions (i.e., for
O(SEQ)) which process operations on the fly, making them
suitable for use in online model checking contexts. The exper-
iments revealed that early during simulation (between 8 and
28 steps for the test model suite), the sequence lengths of the
OC approaches become (and remain) shorter than the lengths
of the trivial approach and—except for one model—of the
Rinast approach as well.

In future versions, the sequence lengths could be further
shortened by an extension of our approach that handles short
sections in which not all clocks have been reset already, or
by a hybrid approach that selects the minimum sequence of
the trivial and our OC approach. Furthermore, more efficient
algorithms may be used for the graph-based search prob-
lems of O(DBM) and C(RCS), so that the approach becomes
applicable for systems with high amounts of clocks. The
insights on overapproximating and constraining sequences
may be used for model checking routines, e.g., for time effi-
cient falsification of safety properties, and deserve further
investigation.
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Fig.20 Sequence lengths after (min/avg/max) seq. length after n steps
n steps (minimum, average, and Model Approach 1 10 50 100
maximum lengths) Trivial (2,2,2) (34,37,40) | (228,233,238) | (473,478,483)
Rinast (2.2.2) (24,27,20) | (44,83,154) | (20,78,118)
O(DBM)+C(FCS) | (22,22,22) | (28,28,28) | (28,28,28) (28,28,28)
sdoors | ODBM)+C(MCS) | (15,15,15) | (15,20,23) | (19,21,23) (16,19,23)
ODBM)+C(RCS) | (11,11,11) | (11,17,19) | (16,18,20) (13,16,21)
O(SEQ)+C(FCS) | (16,16,16) | (26,26,27) | (26,26,27) (25,26,27)
O(SEQ)+C(MCS) (9,9,9) (13,19,22) | (17,19,22) (13,17,22)
O(SEQ)+C(RCS) (3,3,3) (10,14,17) | (13,16,20) (8,13,19)
Trivial (2.2.2) (20,21,22) | (97,104,110) | (198,206,212)
Rinast (2,2,2) (14,15,16) | (67,69,71) | (136,138,141)
O(DBM)+C(FCS) | (32,32,32) | (26,27.28) | (25,26,26) (25,26,26)
srigge | Q(DBM+COMCS) | (18,18,18) | (20.21,93) | (23,24,25) (23,23,25)
O(DBM)+C(RCS) | (13,13,13) | (17,18.21) | (22,23,25) (21,22,25)
O(SEQ)+C(FCS) | (24,24,24) | (23,2323) | (24,24,24) (24,24,24)
O(SEQ)+C(MCS) | (10,10,10) | (15,17,20) | (21,22,24) (21,22,24)
O(SEQ)+C(RCS) (3,3,3) (11,12,17) | (19,20,24) (18,20,24)
Trivial (5,5,5) (43,51,65) | (208,239,262) | (421,465,524)
Rinast (5,5,5) (15,34,47) | (111,133,170) | (211,254,289)
O(DBM)+C(FCS) | (44,44,44) | (37,41,48) | (35,39,44) (35,38,40)
ficcnop | ODBM)+C(MCS) | (22,22,22) | (27,39,48) | (35,39,44) (35,38,40)
O(DBM)+C(RCS) | (15,15,15) | (21,28,34) | (30,34,35) (30,34,37)
O(SEQ)+C(FCS) | (35,35.35) | (32,39.47) | (35,39,44) (35,38,40)
O(SEQ)+C(MCS) | (13,13,13) | (22,37.47) | (35,39,44) (35,38,40)
O(SEQ)+C(RCS) (5,5,5) (15,25,33) | (30,34,34) (30,33,34)
Trivial (5.5,5) (45,48,52) | (200,246,271) | (432,507,564)
Rinast (5,5,5) (16,26,34) | (97,139,168) | (216,292,339)
O(DBM)+C(FCS) | (112,112,112) | (91,95,99) | (80,87,97) | (82,90,103)
fischer- | O(DBM)+C(MCS) | (34,34,34) | (41,47,54) | (75.86,97) | (82,90,103)
symmetry | O(DBM)+C(RCS) | (31,31,31) | (35,40,43) | (67.74,77) (68,75,78)
O(SEQ)+C(FCS) | (95,95,95) | (82,84,86) | (79,86,97) | (82,90,103)
O(SEQ)+C(MCS) | (17.17.17) | (28,36,45) | (72.85,97) | (82,90,103)
O(SEQ)+C(RCS) | (14,14,14) | (22,28.31) | (63,73,76) (68,75,76)
Trivial (5,5,5) (44,46,47) | (213,214,216) | (423,424,426)
Rinast (5,5,5) (22,26,29) | (133,136,138) | (273,276,278)
O(DBM)+C(FCS) | (44,44,44) | (44,47,54) |  (54,54,54) (54,54,54)
train- | O(DBM)+C(MCS) | (22,2222) | (33,43,48) | (45,50,54) (45,50,54)
gate O(DBM)+C(RCS) | (15,15,15) | (28,31,34) | (40,47,53) (38,47,52)
O(SEQ)+C(FCS) (35,35,35) (40,44,53) (53,54,54) (53,54,54)
O(SEQ)+C(MCS) | (13,13,13) | (29,41.47) | (44,50,54) (44,50,54)
O(SEQ)+C(RCS) (5,5,5) (22,28,32) | (38,46,53) (36,46,52)
Trivial 1,11) (28,31,37) | (115,118,127) | (206,216,227)
Rinast (1,1,1) (14,16,18) | (59,63.69) | (62,117,129)
, O(DBM)+C(FCS) | (24,24,24) | (22,25.28) | (28,28,28) (28,28,28)
g;gy_l‘ O(DBM)+C(MCS) | (14,14,14) | (17,22,24) | (23,24,28) (23,24,28)
orig O(DBM)+C(RCS) | (10,10,10) | (14,16,17) | (20,22,25) (18,22,28)
O(SEQ)+C(FCS) | (17.17,17) | (18,24.27) | (27,27,28) (27,27,28)
O(SEQ)+C(MCS) (7,7.7) (13,21,23) | (22,24,28) (22,24,28)
O(SEQ)+C(RCS) (2,2,2) (8,14,16) | (18,20,25) (16,21,28)
Trivial (6,6,6) (61,79,39) | (430,449,459) | (394,011,022)
Rinast (6,6,6) (3,14,29) (3,9,15) (3,7,14)
O(DBM)+C(FCS) | (15,15,15) | (15,18,18) | (18,18,18) (18,18,18)
comacan | OBM)+C(MCS) | (13,13,13) | (12,14,15) | (12,14,15) (12,13,15)
O(DBM)+C(RCS) (9,9,9) (9,11,13) (9,10,11) (9,10,11)
O(SEQ)+C(FCS) | (13,13,13) | (14,17.17) | (17,17.17) (17,17,17)
O(SEQ)+C(MCS) | (11,11,11) | (11,13,14) | (11,13,14) (11,12,14)
O(SEQ)+C(RCS) (6,6.6) (8,9,11) (8,9,9) (8,8,9)
Trivial (A717,17) | (95,95,95) | (427,431,435 | (836,847,857)
Rinast (7,7.8) (18,22,32) | (57,65,89) | (155,195,249)
O(DBM)+C(FCS) | (54,54,54) | (54,54,54) | (54,54,54) (54,54,54)
came | ODBM)+C(MCS) | (24,2424) | (2020,20) | (20,23,36) (20,24,37)
O(DBM)+C(RCS) | (17.17,17) | (20,20,20) | (19,21,30) (20,22,34)
O(SEQ)+C(FCS) (45,45,45) (51,51,51) (50,52,53) (53,54,54)
O(SEQ)+C(MCS) | (15.1515) | (17,17.17) | (16,21,35) (20,24,37)
O(SEQ)+C(RCS) (7,7,7) (17,17,17) | (16,20,29) (20,23,35)
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