Requirements Engineering (2022) 27:545-567
https://doi.org/10.1007/500766-022-00391-7

ORIGINAL ARTICLE q

Check for
updates

Guidelines adopted by agile teams in privacy requirements elicitation
after the Brazilian general data protection law (LGPD) implementation

Edna Dias Canedo'® - Angelica Toffano Seidel Calazans?® - lan Nery Bandeira’
Pedro Henrique Teixeira Costa' © - Eloisa Toffano Seidel Masson?

Received: 21 January 2022 / Accepted: 7 October 2022 / Published online: 4 November 2022
© The Author(s), under exclusive licence to Springer-Verlag London Ltd., part of Springer Nature 2022

Abstract

The Brazilian General Data Protection Law (LGPD) implementation has impacted activities carried out by the software
development teams. Due to it, developers had to become aware of the existing techniques and tools to carry out privacy
requirements elicitation. Extending our previous work, we have investigated the actions taken by organizations regarding the
LGPD, specifically in software development, considering the perception of agile development teams after two years of the
LGPD implementation. In addition, we also investigated the perception of an agile team regarding the practices, techniques,
and tools previously cited by practitioners as potential solutions for use in this context, along with techniques already in use in
the current context. We have conducted a systematic literature review (SLR) and selected 36 primary studies. Furthermore, we
have conducted a survey with 53 IT practitioners and semi-structured interviews with ten practitioners. The LGPD principles
are known by most agile teams and are being implemented by the organizations, although the existing tools to support privacy
requirements elicitation are still underused by agile teams. Moreover, agile teams consider that software requirements and
software construction are the most impacted areas of knowledge by the LGPD, and most of them use user stories in privacy
requirements elicitation. Our findings reveal that agile teams and Brazilian organizations are more concerned with user data
privacy issues after the LGPD became effective. However, agile teams still face challenges in privacy requirements elicitation.
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1 Introduction

Data privacy has become a major concern in software
development, mainly due to the requirements of data pro-
tection laws, such as the General Data Protection Regulation
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2016/679 (GDPR) [1] and the Brazilian General Data Pro-
tection Law (LGPD) [2]. Data privacy violations can be
prevented if privacy requirements are set correctly dur-
ing the early stages of the software development process
[3]. According to Thomas and Blaine [4], privacy can be
regarded as a non-functional requirement because it focuses
on obtaining and processing large amounts of users’ personal
data.

Several research studies have identified that software
developers lack knowledge of software privacy and do not
have the technical knowledge necessary to develop systems
that work with sensitive data [5]. In addition, software devel-
opers do not know the principles of data privacy, and when
building software, they make ad hoc decisions and do not
worry about the best practices developed by the academy to
facilitate requirements elicitation and ensure data privacy
of users. This behavior probably occurs due to the lack of
knowledge of the existing techniques and methodologies [6].

All phases of a system development life cycle need to
incorporate privacy components to achieve comprehensive
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privacy protection [7]. Designers and software developers
often treat privacy as a secondary concern or a problem for
future exploration [7], which leads to the construction of
systems that fail to provide adequate information privacy
[8]. Therefore, privacy issues are a necessary concern in all
phases of Requirements Engineering, i.e., the specification
of functional and non-functional requirements [9—11].

In requirements elicitation, agile teams work with stake-
holders to understand the application domain, operational
constraints, functional and non-functional requirements [12].
Agile methodologies recognize that requirements constantly
change, evolve over time, and are discovered throughout the
software development process [13]. Agile software develop-
ment has several benefits, such as improved user satisfaction,
changing requirements definition during any phase of the
development process, frequent software delivery, and close
stakeholder interaction [14]. According to Wagner et al.
[15], non-functional requirements elicitation in agile soft-
ware development is still neglected during its definition and
documentation. Li et al. [16] reinforced this statement, men-
tioning that some startups change their processes quickly to
meet market needs, which may lead them to neglect non-
functional requirements during this process.

In our previous work [17], we carried out a system-
atic literature review (SLR) to identify the techniques,
methodologies, and tools used in the literature to per-
form privacy requirements elicitation in the context of
Agile Software Development (ASD). We also conducted
an online survey to investigate the perception of agile
teams regarding the impact that the Brazilian General
Data Protection Law (LGPD) had had on their activities
during software development. Furthermore, we inves-
tigated whether agile teams correctly interpret privacy
principles and implement these concepts and principles
during software development, along with what actions
could have been taken to reduce the impact of needing
to implement systems according to data privacy laws by
agile development teams.

Other previous works have investigated the evolution of
Brazilian organizations and practitioners in this context.
Serasa Experian [18] conducted a survey in March 2020
and obtained 513 respondents. The results showed that 71%
of Brazilian organizations and practitioners have a medium
and high level of knowledge regarding the LGPD principles.
In 2019, this percentage was 66%. The National Association
of Data Privacy Professionals (ANPPD) [19] identified that
99% of organizations are motivated to adopt or are already
implementing LGPD regulations into their organizational
environment. The ANPPD identified that 86% of practition-
ers in organizations have knowledge regarding the princi-
ples of the LGPD, and approximately 48% of organizations
have trained or are training their practitioners regarding the
LGPD.
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Canedo et al. [20] conducted a survey with ICT practi-
tioners from software development organizations to get an
overview of how these professionals were implementing data
privacy concepts during software design. The authors also
performed a systematic literature review to identify related
works with software privacy and privacy requirements and
what methodologies and techniques were used to specify
them. The findings revealed that the practitioners lacked
knowledge about software privacy, privacy requirements,
and LGPD. Moreover, the survey participants stated that
they could not work with data privacy laws and guidelines.

In this paper, we expand our previous work [17] towards
investigating the actions adopted by organizations and spe-
cifically the actions in software development, considering
the perception of agile development teams two years after
the implementation of LGPD in Brazil. Thus, we investi-
gate the current level of knowledge of agile teams regard-
ing the LGPD and its principles, what privacy solutions the
teams are adopting, and the techniques and tools used by
agile development teams after the LGPD came into effect.
In addition, we will identify what modifications have been
made by organizations in their software development process
during this period to become LGPD compliant, as well as
what other alternatives are being used and implemented by
organizations due to the LGPD principles.

The main contribution of our work is to understand the
perception of agile teams regarding the actions and changes
adopted by the organizations after the LGPD became effec-
tive, as well as to identify which organizational procedures
were adopted concerning user data privacy and the changes
made in how the teams work to ensure LGPD compliance.

Our findings reveal that agile teams and organizations
are more concerned about user data privacy issues. Moreo-
ver, agile teams are more familiar with the principles of the
LGPD and currently work with and implement all the prin-
ciples of the law during the software development process.

2 Background and related works
2.1 Brazilian general data protection law (LGPD)

In August 2020, Law No. 13,709 - Brazilian General Data
Protection Law (LGPD) [2], which foresees personal data
protection, came into force. The LGPD was published in
August 2018, but did not go into effect until August 2020.
This Law applies to organizations in Brazil and organiza-
tions that are not physically located in Brazil but offer goods
and services or process personal data in Brazil, and its pri-
mary purpose is the processing of individuals’ personal data,
i.e., information related to an identified natural person, such
as name, age, marital status, and documents, performed
by controllers and processors [2]. Regarding data privacy,
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several models were proposed with principles similar to
LGPD [21, 22], among them ISO/IEC 29100 — Information
technology — Security techniques — Privacy framework
[23] and the General Data Protection Regulation — GDPR
[1, 24]. GDPR started effect in the European Union (EU)
on May 25, 2018, through the Regulation EU 2016/679 [1].

According to the Data Guidance by OneTrust [25], LGPD
and GPDR have many similarities with a few disagreements
regarding individuals’ personal data processing. LGPD
provides ten principles while GDPR provides seven [26].
It must be highlighted that ISO/IEC 29100 [23] has twelve
principles, and most of them are similar to GDPR [1, 24] and
LGPD principles [2], and the other principles are referred to
as “individual rights” or “legal bases”. For example, Consent
and Choice is a principle in ISO/IEC 29100 [23]; however,
it is considered a legal basis/individual right in LGPD and
GDPR.

Ayala-Rivera and Pasquale [24], and Otto and Anton [27]
mention that regulations are usually vaguely formulated and
may contain ambiguities, cross-references, and domain-spe-
cific definitions, making it difficult for IT professionals to
extract and operationalize privacy requirements. Regardless
of the model adopted by the country or organization, several
authors identify the need to study the views of information
and communication technology (ICT) practitioners on pri-
vacy and the organization’s position on privacy, among other
aspects [5, 28].

Following the implementation of the LGPD in 2020, sev-
eral proposals and studies have been carried out within the
scope of the LGPD, including the work of Martins et al.
[29], which proposed an automatic manner to apply formal
concept analysis (FCA) to elicit key insights to support soft-
ware development or re-design in compliance with LGPD.
FCA is a conceptual modeling technique that can capture
how objects (concepts) can be hierarchically clustered based
on the attributes they have in common. Bax et al. [30] con-
ducted preliminary research that examines enabling ele-
ments for the semantic integration of a consent mechanism
under the General Data Protection Law with legacy systems.
The authors intend to create an ontology and a systemic
approach to support this integration.

Araujo et al. [31] proposed a process to assist organiza-
tions in implementing LGPD, named the LGPD4BP (LGPD
for Business Process) Method, along with a catalog of mod-
eling patterns using the Business Process Modeling Notation
(BPMN). LGPD4BP was applied in a case study, whereas
the setting was the enrollment process of a Laboratory
School of the Federal University of Pernambuco. Accord-
ing to the authors, LGPD4BP can be used as a reference for
modeling LGPD compliant business processes. Canedo et al.
[17] also proposed a process to support the implementa-
tion of LGPD using the BPMN. The proposed process was
applied in a Brazilian Federal Public Administration (FPA)

Agency, and the results showed that the process could be
applied in any FPA agency and in the industry.

Ribeiro et al. [32] proposed a model to select best prac-
tices for implementing personal data security criteria at
the University of Brasilia (UnB). The authors utilized the
Multiple Criteria Decision Analysis (MCDA) process with
the Preference Ranking Organization Method for Enriched
Evaluation (PROMETHEE) II method to select the best to
worst alternatives, according to the criteria selected in the
MCDA process using the method Analytic Hierarchy Pro-
cess (AHP). According to the authors, using the MCDA and
PROMETHEE 1I helped prioritize and identify the key ini-
tiative the University needed to take to implement personal
data security in its various LGPD-compliant systems.

In an inspection context, Mendes et al. [33] proposed um
inspection checklist to evaluate software systems regarding
their adherence to the LGPD. The final evaluation checklist
contains 52 attributes distributed in evaluation categories,
such as transparency, legal rights, security, contentment, and
responsibility. The authors applied the checklist to evaluate
a government web application. The initial results indicated
that the current version of the checklist allowed the identi-
fication of problems regarding the adherence of software
systems to the LGPD.

Within the context of maturity models, Muncinelli et al.
[34] analyzed the major areas of contribution to the pro-
cess capability assessment for the digital transformation of
cybersecurity in the context of personal data, according to
the principles of the LGPD. The authors cataloged the main
components for a capability model, their functionalities, and
the underlying flows within the LGPD context.

Sakamoto et al. [35] investigated professionals’ awareness
in Brazilian organizations regarding the LGPD. The authors
found that 99% of organizations were motivated to adopt or
were already implementing the LGPD principles in their
organizational environment, and 86% of survey participants
said they were familiar with the LGPD principles.

Aiming to gather the perception of agile software devel-
opment team members from different organizations regard-
ing the impact that LGPD will have on the activities of the
software development process, Canedo et al. [17] investi-
gated said context and identified, among other findings, that
agile teams know the concepts related to data privacy leg-
islation. However, they do not use the techniques proposed
in the literature to perform privacy requirements elicitation
and stakeholders’ lack of knowledge regarding data pri-
vacy. It is worth noting the work done by Alhazmi et al.
[36], despite not focusing on the LGPD, explored, through
an experimental survey, the problems that programmers
encounter when implementing the privacy that concerns all
GDPR principles. Among the authors’ findings, they identi-
fied that participants lacked resources and online materials
for reference and guidance when implementing data privacy,
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and the implementation of GDPR, when developing privacy-
preserving software systems, is affected by organizations or
the customer.

2.2 Privacy versus Agile methodologies

Privacy is a dynamic concept, contingent upon changing
social norms and technology [5]. Smith et al. [37] identified
four constructs related to the concept of privacy, namely:
1) Control — the selective control of access to the self; 2)
State — state of limited access to a person; 3) Right — general
privacy as aright; and 4) Commodity — privacy is subject to
the economic principles of cost—benefit analysis and trade-
off. According to Kalloniatis et al. [38], privacy is the ability
and the right of an individual to control of access their own
information.

Privacy violations can be prevented if privacy require-
ments are properly identified/elicited during the initial stages
of software development at the requirements specification
stage. Thus, privacy becomes increasingly important in the
way users rely on software to perform their daily activities
[38]. Several authors have recognized the increased interest
in privacy and requirements in recent years [39, 40]. Privacy
Engineering, according to Gurses and Alamo [39], encom-
passes the following aspects: privacy engineering methods,
privacy engineering techniques, and privacy engineering
tools.

Regarding the concepts of privacy, requirements elici-
tation, and agile methodologies, a considerable amount of
work covering the aspect of privacy engineering methods
and requirements [41-43] can be found in the literature.
However, a small amount of work focused on privacy tech-
niques — which relate to procedures, prescribed language or
notation, for performing privacy engineering tasks or activi-
ties — and requirements, especially when these techniques
are related to agile methodologies and specifically to user
story and use case.

User stories and use cases are popular techniques in
requirements engineering. A use case describes the interac-
tion between a user and the system from the user’s perspec-
tive to achieve a particular goal [44]. Agile methodologies
use user stories to capture software requirements [45]. They
are comprised of short sentences written in natural language
expressing units of functionality for the to-be system [44].
User stories can be written in different layers of detail and
can cover a wide range of features, called Epics, which
are usually broken down into several smaller user stories
before being implemented. In some instances, user stories
are further detailed by adding satisfaction conditions, i.e.,
a high-level description of the requirement. User stories
are the predominant technique to capture requirements in
agile software development [46]. User stories can also be
employed as a requirement documentation technique due to
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their simplicity, comprehensibility, and popularity in agile
development [46]. They are easy to learn and can also be
applied by stakeholders without any notation or modeling
skills. Furthermore, user stories stimulate collaboration and
facilitate requirements elicitation, specification, planning,
estimation, and prioritization [47].

Using user story and use case techniques, Bartolini et al.
[48], in order to be compliant with GDPR principles, sug-
gest the creation of Access Control Policies (ACPs) aligned
with the principles of GDPR and the user stories. The work
presented by Rygge et al. [49] suggests the use of Threat
Poker to help identify security and/or privacy risks during
agile software development.

3 Method

In our previous work [17], we have conducted a systematic
literature review (SLR), according to the guidelines pro-
posed by Kitchenham et al. [50] to identify the methodolo-
gies and techniques used for privacy requirements elicita-
tion during the agile software development process. We have
identified several methodologies and techniques used in the
literature and the industry.

In this work, we have conducted an online survey with
several agile software development teams practitioners. In
addition, we have conducted ten semi-structured interviews
with practitioners of agile teams to understand what their
organizations have modified in the software development
process to address privacy requirements after the LGPD
came into effect, in order to prevent fines and sanctions by
law enforcement agencies on organizations that do not com-
ply with LGPD as of August 2021.

We have used triangulation to perform data analysis. The
data triangulation aims to cover the breadth in the descrip-
tion, explanation and understanding of the study under
analysis [51]. Data triangulation uses different data sources,
including different times for data collection, different loca-
tions for data collection, and different people who may be
involved in the study. The starting point is to explicitly and
systematically involve people and study groups, local and
temporal configurations in the study [52]. We performed
data analysis through triangulation using 3 sources: (1) sys-
tematic literature review, (2) survey and (3) semi-structured
interviews. Figure 1 presents the details of data triangulation
adopted in this research.

We conducted the semi-structured interviews in order
to validate or refute the results obtained in the survey.
As research concerns pertain to values, beliefs, motiva-
tions, person-environment interactions, human behavior,
and meanings, a quantitative approach alone is inadequate
[53]. Thus, the qualitative approach was used to explore
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Fig. 1 Adopted data triangulation scheme [17]

these issues from the perspectives of the study participants
themselves.

3.1 Systematic literature review

We updated the systematic literature review (SLR) per-
formed in the previous work [17] using the same defined
protocol. The execution phase involves the search, selection,
and evaluation of primary studies following the inclusion
and exclusion criteria defined in the protocol [50]. Once the
studies have been selected, data from the included primary
studies can be extracted and synthesized during the results
analysis phase.

3.1.1 Research questions

We have defined the following research questions to conduct
this research:

RQ.1  What practices/techniques, and tools are used by
agile teams to elicit privacy requirements that comply
with the Brazilian General Data Protection Law?

RQ.2  What actions/changes have Brazilian organizations
taken to develop LGPD-compliant software?

3.1.2 Search strategy

We proposed a protocol to specify the steps and criteria
involved in carrying out the SLR. A review protocol includes
details of how different types of studies are to be found,
evaluated, and synthesized [54]. In the protocol were defined
the research questions, the search strategies adopted to iden-
tify the relevant primary studies, the search string to use in
the databases, the exclusion/inclusion criteria, and the qual-
ity assessment criteria. In addition, the data extraction and
analysis process were determined.

The strategy for collecting the studies contained the fol-
lowing steps: (i) automatic search of electronic databases,
(i1) manual search of journals, conferences, and workshops,

(iii) analysis of the reference lists of other secondary studies
in privacy requirements elicitation, known as snowballing.

We used the following digital bases for automatic search:
ACM Digital Library, IEEE Xplore Digital Library, Scopus
and dblp computer science bibliography. The search strings
adopted were: TITLE-ABS-KEY ((“requirements engineer-
ing” OR “requirements approach” OR “requirements meth-
odology” OR “requirements process” AND (“elicitation”
OR “requirements elicitation” OR “requirements specifica-
tion” OR “requirements gathering” OR “requirements cap-
ture”) AND (“technique” OR “method” OR “tool”) AND
(“agile software development” OR “agile development”)
AND (“privacy” or “security”) or ““ Brazilian General Data
Protection Law” or “LGPD”)).

3.1.3 Selection criteria (inclusion and exclusion)

We have defined the following selection criteria for the
selection of primary studies: 1. The work must be available
in the digital databases previously defined. 2. The year of
publication of the studies must be between 2005 and 2021.
However, classic sources with definitions (books with clas-
sic concepts or pioneering papers) can also be considered. 3.
The work must be related to the context of privacy require-
ments elicitation. 4. The study should propose or use/evalu-
ate existing methods, methodologies, techniques or tools to
perform privacy requirements elicitation in the context of
agile software development.

As a criteria for exclusion from studies, we consider the
non-fulfillment of any of the inclusion criteria, as well as:
1. Works published as short paper; 2. Works that do not pre-
sent enough information to extract the expected data, thus
impairing its the quality or relevance.

3.1.4 Quality criteria

The evaluation of the quality of the studies identified by
the search strategy execution made it possible to select
the most relevant papers to compose the SLR that was
executed using the four selection steps of studies [54]:
1. Search strategy execution involving automatic and
manual searches. After that, a preliminary list of studies
was generated, and with the help of StArt tool it was pos-
sible to discard duplicates immediately; 2. Identification
of potentially relevant studies, based on reading the title
and abstract. In this step, it was possible to discard stud-
ies that were clearly irrelevant to the research. In case
of doubt about the permanence of any study in SLR, the
next step helped to decide; 3. Reading of the introduction,
methodology and conclusion of the pre-selected works,
applying again the inclusion and exclusion criteria; 4. The
works selected in step 3 were read in full and the volume
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Table 1 Selected primary studies in systematic literature review

ID Title Reference
S1  Privacy requirements engineering in Agile software development: a specification method [55]
S2  PCM tool: privacy requirements specification in agile software development [41]
S3  Requirements engineering: a systematic mapping study in agile software development [56]
S4 A requirements engineering techniques review in Agile software development methods [57]
S5  Privacy by design in Agile software development [58]
S6  Security and privacy as hygiene factors of developer behavior in small and Agile teams [59]
S7  Metrics to meet security - privacy requirements with Agile software development methods in a regulated environment [60]
S8 Empathy and criativity in privacy requirements elicitation: systematic literature review [61]
S9  Experiences in the development and usage of a privacy requirements framework [62]
S10 Security, compliance, and Agile deployment of personal identifiable information solutions on a public cloud [63]
S11 The Odyssey: modeling privacy threats in a brave new world [64]
S12 Aligning security objectives with Agile software development [65]
S13 An empirical perspective on security challenges in large-scale Agile software development [66]
S14 Towards a secure SCRUM process for Agile web application development [67]
S15 GDPR-based user stories in the access control perspective [48]
S16 Identifying how the Brazilian software industry specifies legal requirements [68]
S17 Perceptions of ICT poractitioners regarding software privacy [26]
S18 Information security in Agile software development projects: a critical success factor perspective [69]
S19 The security intention meeting series as a way to increase visibility of software security decisions in agile development pro- [70]
jects
S20 Towards risk-driven security requirements management in Agile software development [71]
S21 Collaborative security risk estimation in agile software development [72]
S22 Threat modelling and agile software development: identified practice in four Norwegian organisations [73]
S23 Using the design thinking empathy phase as a facilitator in privacy requirements elicitation [20]

S24  Are my business process models compliant with LGPD? The LGPD4BP method to evaluate and to model LGPD aware busi-  [31]

ness processes

S25 Components of the preliminary conceptual model for process capability in LGPD (Brazilian data protection regulation) context [34]

S26 Developing an Inspection checklist for the adequacy assessment of software systems to quality attributes of the Brazilian gen-  [33]

eral data protection law: an initial proposal

S27 LGPD: a formal concept analysis and its evaluation [29]
S28 Proposal of an implementation process for the Brazilian general data protection law (LGPD) [22]
S29 Proposta de mecanismo de consentimento na Lei geral de protecdo a dados - LGPD [30]
S30 Software optimization for LGPD compliance using paraconsistent evidential annotated logic Ez [35]
S31 Using MCDA for selecting criteria of LGPD compliant personal data security [32]
S32 Agile Teams’ perception in privacy requirements elicitation: LGPD’s compliance in Brazil [17]
S33 I’m all ears! listening to software developers on putting GDPR principles into software development practice [36]
S34 Effects and projections of the Brazilian general data protection law (LGPD) application and the role of the DPO [74]
S35 Brazil’s data protection law: putting brazil on the map of data privacy frameworks [75]
S36 After Brazil’s general data protection law: authorization in decentralized web applications [76]

of studies resulting in this step (36 primary studies) was
used to compose the SLR and support the answers to the
research questions.

3.1.5 Systematic literature review results
The automatic search on digital databases resulted in 40

studies, and the manual search performed in the Annals of
Conferences and Journals resulted in a total of 13 studies
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(53 pre-selected papers). After applying all the steps of the
paper selection strategy, 36 primary studies to be used in
data extraction were identified. Table 1 shows the primary
studies used in the SLR.

3.2 Survey

We designed a survey to investigate and understand how
software development teams using agile methodologies are
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performing the elicitation of privacy requirements after
the LGPD came into effect. The survey was divided into
three parts and contained 36 questions, as presented in Sup-
plementary Material Table 1, available at Zenodo (https://
zenodo.org/record/6989476). The first part contained the
questions related to the participants’ demographic informa-
tion. Most of the questions in the second part of the survey
were close-ended questions, mainly using the Likert scale
[77] as possible answers: Strongly Disagree; Disagree; Neu-
tral; Agree; Strongly Agree. 7 questions in this stage were
open-ended, and their goal was to understand the impact
of the LGPD on agile software development in aspects not
covered by the close-ended questions. The survey questions
and their corresponding answer choices are available in the
“2-Survey_Questions.pdf” file in the Supplementary Mate-
rial at Zenodo (https://zenodo.org/record/6989476).

The third and last part of the survey aimed at identify-
ing possible candidates interested in providing us with an
interview. In this step, we asked the participants if they were
interested in participating in an interview about data privacy
and LGPD in agile projects, if so, what was the contact for
the interview (phone and email), and what was the best time
for us to contact them.

We asked for participation on mailing lists and within
our personal contacts. The survey was available for approxi-
mately two months. Participation was voluntary, and all the
participants allowed the researcher to use and disclose the
information provided while conducting the research. The
survey contained 36 questions and the estimated time to
complete the survey was 14—18 min. 53 IT practitioners
answered all questions of our questionnaire.

3.3 Semi-structured interviews

To complement the survey’s answers, we conducted semi-
structured interviews with some practitioners from differ-
ent Brazilian organizations. The interview participants were
contacted based on the information they provided in the sur-
vey. All the practitioners who informed that they would like
to participate in an interview were contacted. In total, we
had 10 practitioners interviewed. During the interviews, we
adhered the questions provided in Section 2 of the Supple-
mentary Material available at Zenodo (https://zenodo.org/
record/6989476).

We have employed Grounded Theory (GT) to analyze
the data obtained from the open-ended survey and interview
questions. GT was originally proposed by Glaser and Strauss
[78]. GT is an approach to hypothesize through qualitative
analysis procedures, in contrast to approaches that use statis-
tical methods to confirm or refute pre-established hypotheses
[79]. Furthermore, Grounded Theory is an approach suitable
for answering research questions that aim to characterize

scenarios from a personal perspective of those interested
in an issue or activity [80]. Furthermore, Grounded Theory
is useful when we want to learn how people manage their
lives in the context of a problematic situation and is useful
for learning the process of how people understand and deal
with what is happening to them through time and changing
circumstances [81]. This is the scenario presented in this
research, as we aimed to investigate agile teams’ perceptions
of LGPD implementation during the software development
process. We used the version of Grounded Theory proposed
by Glaser [82]. Glaser keeps his attention focused on the
data and asks, “what do we have here?” [83].

We performed the data analysis using the guideline on
how to conduct a GT survey [81]. The guideline organizes
a GT investigation in a) Open coding data collection; b)
Selective coding data analysis; and c¢) Theoretical coding.
The first two authors performed the survey and interview
responses coding, and the third author performed a review
of the results.

4 Results
4.1 SLRresults

Most selected primary studies proposed a technique, method,
or tool to address privacy or security in agile software devel-
opment [41, 48, 55, 60, 62, 63, 67, 70-72]. Regarding the
specific context of the LGPD, some selected papers pro-
posed a process, protocol, method, framework, or checklist
[22, 29, 31, 32, 76].

Other selected works were Requirements Engineering
reviews; although they do not deal specifically with privacy,
these studies show some results related to data privacy [56,
57].

Other works identified challenges and opportunities in the
context of agile teams, privacy and privacy by design, and
security [20, 58, 61, 64-66, 68, 69, 73].

Some studies have analyzed the behavior and perceptions
of ICT practitioners concerning privacy [36, 59]. Focusing
exclusively on the LGPD and analyzing the perception of
ICT practitioners, we identified the works of [17, 26, 35].

Bax et al. [30] have proposed an ontology to implement
user consent regarding their personal data in the context of
the LGPD, Muncinelli et al. [34] proposed a maturity model
in accordance with the LGPD, and Mendes et al. [33] devel-
oped an inspection checklist for the adequacy of LGPD. Pal-
hares [75] analyzed the history of Brazilian laws that contain
privacy and data protection clauses to compare them with
the LGPD. Pessoa et al. [74] analyzed the impact of LGPD’s
application on routine organizational business and the role
of a Data Protection Officer in organizations.
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Fig.2 Figure a shows the agile teams’ practitioners’ age (P2 of Supplementary Material Table 1), while b shows their education degree (P3 of
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Fig. 3 Figure a shows the experience length of the agile teams’ practitioners (P4 of Supplementary Material Table 1), while b shows their work-

place (P5 of Supplementary Material Table 1)

4.2 Survey results

The survey was answered by 53 ICT practitioners geographi-
cally distributed in several regions of Brazil. 5.7% of sur-
vey participants are between 21 and 30 years old, 22.6% are
between 31 and 42 years old, 13.2% are between 43 and 47
years old, 15.1% are between 48 and 54 years old, 11.3% are
between 55 and 60 years old, and 3.8% are over 61 years old,
as shown in Fig. 2 (a). 39.6% of survey participants have a
specialization degree, 28.3% are masters, 18.9% are gradu-
ated, 9.4% are Ph.D., and 3.8% of the survey participants are
undergraduate students, as shown in Fig. 2 (b).

Regarding the experience length of the survey partici-
pants, 37.7% of agile teams stated to have over 21 years of
experience in software development, 18.9% have between
16 and 20 years, 15.1% have between 7 and 10 years, 11.3%
have between 11 and 15 years, 9.4% have between 4 and 6

@ Springer

years, and 7.5% of agile teams practitioners have between 1
and 3 years, as shown in Fig. 3a.

Regarding the type of organization that agile teams work
in, 39.6% of them work in Federal Public Administration
agencies, 32.1% work in private software development com-
panies, 9.4% work in state-owned company, 9.4% work in
research/collaboration projects, 5.7% work in State Public
Administration agencies, and 3.8% work in open source soft-
ware projects, as shown in Fig. 3b.

Regarding the primary function that ICT practitioners
perform in a software development project, 50.9% claimed
to be Programmers/Developers, 45.4% are Requirements
Analysts, 43.3% are Project Managers, 37.8% are Software
Engineers, 35.9% do Data Modeling, 24.7% are Software
Testers, 17% are Designers, and 7.6% are Human-Computer
Interaction specialists, as presented in Fig. 4a. 75.5% of
the agile teams’ practitioners stated that they work on the
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Fig.4 Figure a shows the role of the agile teams’ practitioners (P7 of Supplementary Material Table 1), while b shows the percentage of
respondents that work on developing features with data privacy concerns (P8 of Supplementary Material Table 1)

development of software functionalities with data privacy
concerns, as presented in Fig. 4b. This finding is interest-
ing, because we can infer that most of the respondents are
experienced in requirements elicitation and software devel-
opment activities.

Summary: The results found allow us to infer that most agile team
practitioners who responded to the survey possess the degree
of specialist, work in Federal Public Administration agencies or
private software development companies.In addition, more than
65% of the respondents have more than 11 years of experience,
i.e., they are experienced practitioners in the area of software
development

4.2.1 RQ.1.What practices/techniques, and tools are
used by agile teams to elicit privacy requirements
that comply with the Brazilian general data
protection law?

To answer RQ.1, we asked the practitioners from the agile
teams if the organization they work for has implemented or
is implementing changes due to LGPD. 78% of these practi-
tioners stated that the organization is implementing changes
in its software development process, 16% were neutral, and
6% disagree and strongly disagree that the organization is
changing its development process, as presented in P9 of
Fig. 5. This finding ratifies the findings of Sakamoto et al.
[35], in which the authors identified that 99% of employees
in the analyzed organizations were motivated to implement
LGPD in their organizational processes.

This result also shows an evolution compared to our pre-
vious work [17], which allows us to infer that this increase
in changes made by the organizations, in the perception of
agile teams, resulted from the need to implement measures
to meet the principles of the LGPD.

In addition, we investigated whether the agile teams’
practitioners have sufficient knowledge about the Bra-
zilian General Data Protection Law (LGPD), which was
implemented in 2020, to conduct their activities in the
projects they are participating in. 56% of the agile teams’
practitioners stated that they have enough knowledge to
perform their functions, 21% were neutral, and 23% stated
that they do not have the necessary knowledge to perform
their functions in software development teams, as pre-
sented in P10 of Fig. 5. This finding also shows an increase
of 11% from our previous study [17], which allows us to
infer that the knowledge of agile teams has increased since
the LGPD implementation and that the LGPD deployment
has led organizations to capacitate their employees. This
finding ratifies the results of Sakamoto et al. [35], who
investigated developers’ perceptions of LGPD concepts,
and the authors identified that 86% of them claimed to
know the LGPD.

Py 6% 16% 78%
P10 2% 21% 6%
100 50 0 50 100
Percentage

Strongly disagree Disagree Neutral Agree . Strongly agree

Fig.5 Changes implemented by organizations and knowledge of
the LGPD by agile teams’ practitioners (P9 and P10 Supplementary
Material Table 1)
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Table 2 LGPD principles known by agile teams and used by organi-
zations they work for (P11 and P12 of Supplementary Material
Table 1)

LGPD principles % Known % Used principle
principle

1. Security 81.1% 90.6%
2. Open access 67.9% 43.2%
3. Data quality 66% 54.7%
4. Prevention 66% 56.6%
5. Purpose 60.4% 56.6%
6. Transparency 60.4% 58.5%
7. Needs 56.6% 43.4%
8. Non-discrimination 56.6% 32.1%
9. Adequacy 54.7% 45.3%
10. Accountability and legal ~ 52.8% 34%

reporting

Regarding which of the General Data Protection Law
principles agile teams’ practitioners know and which of the
LGPD principles the organization they work with uses in
their agile projects, the Security principle is the most known
by agile teams (81.1%) and the most used by the organiza-
tions they work with (90.6%), as presented in Table 2. In
questions 11 and 12 of the Supplementary Material (“2-Sur-
vey_Questions.pdf” file) we used the 10 principles of the
LGPD, with their corresponding description [84, 25].

This scenario differs from our previous results, in which
the LGPD principle most known by agile teams was trans-
parency, followed by security and needs [17]. Moreover, the
Security principle is known by more than 81% of the survey
participants, whereas in the previous study, it was known by
only 46.2% of the participants.

The current scenario has not changed much from the pre-
vious study regarding the LGPD principles most used by
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the organizations where the agile teams work. The Secu-
rity principle was the most used principle by organizations.
Currently, the 5 LGPD principles most used by organiza-
tions are: Security (used by 90.6%), Transparency (used
by 58.5%), Prevention (used by 56.6%), Purpose (used by
56.6%), and Data Quality (used by 54.7%), as presented
in Table 2. Although the principles have not changed
much compared to our previous study, the percentages of
those principles have increased, which leads us to believe
that organizations are more concerned about the LGPD
principles.

Regarding which data privacy solutions the agile teams
have worked on or are currently working on, 82.9% of the
agile teams work with User’s control, 81.1% with User’s
Access, 52.8% work with Encryption, 45.2% with Data
Anonymization, 30% with User’s Deletion, 26.6% with Tem-
poral Data, 15.2% with Decentralization, and 11.4% of the
agile teams work with Automatic Expiration Data. It can be
seen in Fig. 6a that all solutions are used by the agile teams
and the two most used solutions are also the same as the
previous results of Canedo et al. [17, 26].

Concerning the knowledge areas of the software develop-
ment process the changes proposed by the LGPD will impact
(considering the knowledge areas proposed in the SWE-
BOK [85]), the changes proposed by the LGPD will impact
the activities of the agile teams. 92.7% of the agile teams
affirmed that the changes impact the knowledge area of Soft-
ware Requirements, 84.9% affirmed that they impact Software
Construction, 60.4% in Software Design, 56.8% in Software
Maintenance, 45.3% in Software Testing, 43.2% in Software
Quality, 35.9% in Software Engineering Process and Software
Configuration Management, respectively. 33.8% in Software
Engineering Management and 32.3% of the agile teams said
it would be in the Software Engineering Models and Methods
knowledge area, as presented in Fig. 6b. This finding echoes

N
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Fig.6 Figure a shows the data privacy solutions that agile teams work with (P13 of Supplementary Material Table 1), while b shows which
knowledge areas of the software development process will be affected by the LGPD (P14 of Supplementary Material Table 1)
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Fig.7 Tools used by agile teams during requirements elicitation (P15
of Supplementary Material Table 1)

the findings of Canedo et al. [26], in which even before the
LGPD went into effect, ICT practitioners already believed that
the knowledge areas most impacted by LGPD would be Soft-
ware Engineering Management and Software Construction.

58.5% practitioners stated their agile teams do not use any
tool to elicit and document privacy requirements, 13.2% stated
they use the SMaRT tool [86], 7.6% use PCM [41] and Pris
[87], respectively. 5.7% use DPIA [88] and 1.9% of agile teams
stated they use Sectro [89], SPARQL [90] and Strap [91],
respectively, as presented in Fig. 7. This finding represents a
misalignment between the tools proposed in the literature and
their use by industry practitioners, i.e., although tools exist in
the literature to support privacy requirements elicitation, they
are seldom used by practitioners in the software industry.

Summary: Our findings indicate that the LGPD principles most
known to agile teams are: Security, Open Access, Data Quality,
Prevention, and Purpose, and the most commonly used princi-
ples within organizations are: Security, Transparency, Preven-
tion, Purpose, and Data Quality. The most adopted solutions are
User’s Access, User’s Control, Encryption, Anonymization, and
User’s Deletion. In addition, the knowledge areas most impacted
by the LGPD are Software Requirements and Software Construc-
tion, and more than 50% of agile teams do not rely on any tool to
elicit privacy requirements

4.2.2 RQ.2. What actions/changes have Brazilian
organizations taken to develop LGPD-compliant
software?

To answer RQ.2, in addition to reviewing questions asked to the
agile teams’ practitioners to answer RQ.1, such as the questions
that generated Table 2, we asked these practitioners other ques-
tions using the Likert scale related to the actions that the organi-
zations they work for have adopted since the Brazilian General
Data Protection Law (LGPD) became effective in 2021.
Comparing our previous research’s data [17] and the
LGPD principles’ data that composes Table 2, the knowledge

Percentage

Strongly disagree Disagree Neutral Agree ] Strongly agree

Fig.8 Agile teams’ perception regarding measures adopted by the
organizations (P16 to P25 of Supplementary Material Table 1)

about the Security principle sudden increased (81% of the
survey participants know it, whereas, in the previous study,
it was known by only 46.2%), along with the increase in
each principles usage by the companies lead us to conjecture
that although most organizations have made changes to their
software development process to ensure they comply with
the LGPD, they might have focused in the Security princi-
ple in comparison to the others. As 90% of the agile teams
strongly agree and agree that the organizational environment
interferes with data privacy practices (P16 of Fig. 8), such
information corroborates with that assumption.

51% of the respondents stated that the organization they
work for had informed all its employees about the LGPD
and its deployment in 2021. In addition, regarding whether
discussions were held with the agile teams regarding pos-
sible changes that would be required in current systems and
future systems to be developed by the organization, 22%
were neutral, and 27% disagree (P17 of Fig. 8).

41% of the practitioners stated that after the LGPD came
into force, the way they work in organizations was changed,
35% were neutral, and 24% stated that there was no change
in the way they work in organizations (P18 in Fig. 8). 81%
of agile teams agreed that organizational procedures related
to user data privacy should be known to all employees in the
organization, including the software development team, 14%
were neutral, and 5% disagreed (P19 of Fig. 8).

89% of the agile teams’ practitioners agreed that the
criteria used to determine which work items are critical
regarding data privacy should be based on data protection
objectives, 8% were neutral, and only 3% disagreed, as
presented in P20 of Fig. 8. Regarding whether defining a
set of privacy requirements before the requirements elici-
tation stage can compromise the agility of the software
development process, 38% of the agile teams agreed, 9%
were neutral, and 53% disagreed that defining a set of pri-
vacy requirements beforehand can compromise this pro-
cess (P21 in Fig. 8).

@ Springer



556

Requirements Engineering (2022) 27:545-567

Requirements -

I
~

Business Modeling -

Development -

Analysis and design -

Test-

Deployment and Maintenance -

3

0

Percentage of Practitioners (%)

Fig.9 Phase of software development in which privacy requirements
are inserted into user stories (P26 of Supplementary Material Table 1)

71% of the respondents agreed that the data protection
set initially defined by the development team should be
evolved/changed throughout the software development pro-
cess, 21% were neutral, and 8% disagreed (P22 in Fig. 8).
74% of the agile teams agreed that using documents from
traditional methodologies, e.g., data flow diagram, archi-
tecture overview, data model, and class diagram, to identify
the flow of data privacy-related information can facilitate
the identification and documentation of privacy require-
ments. 20% were neutral, and 6% disagreed (P23 of Fig. 8).

According to 80% of practitioners, the data model or class
diagram can be used to identify and document the privacy
requirements of a software, 8% were neutral, and 12% disa-
greed (P24 in Fig. 8). 82% agreed that the specification of
system privacy requirements could be done using use cases
or user stories. 12% were neutral, and only 6% disagreed (P25
in Fig. 8). According to Alshammari and Simpson [92], data
modelling represents relevant objects, associated properties,
relationships, and constraints to specify the required data,
and this representation can be used as shared knowledge by
several stakeholders to identify the privacy concerns.

90.4% of the agile teams perform the privacy require-
ments specification using user stories in the requirements
phase, 62.4% during the business modeling phase, 51.1%
in the development phase, 43.4% in the analysis and design
phase, 33.8% in the test phase, and 26.4% insert the data
privacy aspects (purpose, adequacy, consent, documenta-
tion, accountability, among others) in the deployment and
maintenance phase, as presented in Fig. 9.

Summary: Most agile teams’ practitioners believe that the organiza-
tional environment interferes with data privacy practices and that the
procedures adopted by the organization should be known to everyone
involved with the process. Most organizations have changed their soft-
ware development process to ensure compliance with LGPD. Also,
most agile teams use user stories in requirements elicitation
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In the survey, we also conducted some open-ended ques-
tions to comprehend the perception of agile teams regard-
ing some aspects of the LGPD privacy principles. The first
question was related to the use of user stories to specify
the LGPD principles and what difficulties they might have
identified when implementing LGPD data privacy princi-
ples into the agile software development process (P27 of
Supplementary Material Table 1). We have highlighted
some difficulties/challenges mentioned by the practition-
ers, as we consider them significant and as they ratify our
findings:

“It is difficult to ensure compliance to LGPD princi-
ples using user stories since the correct specification
of LGPD principles depends on the experience and
engagement of the software development team.”

“Sometimes requirements analysts and other internal
parties do not know how to specify privacy require-
ments, and this makes it difficult to ensure compliance
with the LGPD. Most of the time, user stories do not
have the necessary details to implement the user data
privacy principles, and developers need to discuss the
optimal way to implement them during the software
development phase. As a result, user stories become
outdated and useless.”

“User stories usually do not describe privacy require-
ments correctly. Many details are not correctly
described, and sometimes it is necessary to implement
privacy requirements according to the developer’s
understanding. This ends up being a problem because
they must be clearly specified during the requirements
elicitation phase to be implemented correctly.”

“Data privacy in the context of technology is a chal-
lenge. It requires a set of processes and technologies to
address information protection, masking the data from
being readable in its storage and subsequently being
accessible only by authorized persons and with the
appropriate level of security on their devices to pre-
vent information leakage. In addition, there is also the
issue of consent and the right to be forgotten, where at
any time, the user can request the deletion of his data.
This set of rules and requirements must be fully known
by the person responsible for developing the user story
because it will derive actions not only in the context of
software development but also in other areas, such as
information security, fraud, and auditing.”

“The biggest difficulty in implementing the data pri-
vacy principles is due to the lack of knowledge of the
team members to perform their elicitation. Usually,
we raise these requirements previously in the require-
ments elicitation phase, and in the implementation,
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they are refined with the developers. At this stage,
they are updated and documented according to the
developers’ perception of the needs we described in
the requirements specification document (in a very
generic way because we have a still abstract idea of
what is needed).”

“Some requirements analysts fail to specify privacy
requirements correctly. This reflects on the implemen-
tation since the developers need to define the require-
ments again and according to the perception of the
development phase without contact with the stakehold-
ers to really understand their needs.”

Most agile teams’ practitioners consider that out-of-date user
stories can threaten the correct implementation of privacy
requirements: “Out-of-date user stories are a major threat,
as is any out-of-date documentation. “During the software
development process, it is important that requirements are
reviewed and updated at all stages of the software develop-
ment process.

These findings corroborate with Bartolini et al. [48], who
investigated the use of user stories in the specification of
GDPR privacy principles. The authors concluded that it is
challenging to specify privacy principles using user stories
since most ICT practitioners do not correctly describe user
needs in them, and user stories usually become outdated
during the software development phase.

As to whether specifying privacy requirements using user
stories or use cases in the requirements specification phase
(early design phase) is sufficient to ensure the privacy of
users’ data, some answers were: “Privacy requirements must
be verified throughout the software life cycle, from the initial
demand to its closure, and reviewed when adopting solutions
that impact them”. “Using user stories or use cases is suf-
ficient as long as they are well described and represent the
real needs related to user data privacy. Thus, requirements
specification when done correctly is sufficient regardless of
the technique used.”

Regarding what other practices agile teams think can
be used to implement LGPD principles, some participants
mentioned: “Within sprints and agile peer development the
organization should always be concerned about data secu-
rity, especially because it is a law, all software must meet its
requirements. In addition, all sprints must consider the LGPD
principles as a premise in the user stories. Thus, it should be
checked whether or not the user stories are compliant with
the LGPD principles”. “Apply quick checklists that are feed-
backed in all development projects, seeking improvement
and compliance with LGPD in all systems developed by the
organization”.

All 53 practitioners participating in the survey reported that
the organization in which they work does not use any software
or guidance to ensure compliance with the LGPD.

We also asked whether the organization they work for mod-
ified the software development process to address the privacy
requirements after the LGPD came into effect, and the penal-
ties started to be charged for non-compliance as of August
2021. We have highlighted some responses:

“Modifications were made in the software development
methodologies (adding the requirements arising from the
LGPD from the initial demand of the software until its
obsolescence); in the contractual terms of the software
factories (changing the terms of awareness of the new
requirements and the acceptance criteria used by the
internal contractual inspection team); and in the quality
processes (automating vulnerability tests, consent reg-
istration, and data disposal according to the organiza-
tion’s data temporality standards).”

“The organization has hired a data privacy expert to
design a process for implementing the LGPD within the
organization. The process is in the testing phase but has
already shown satisfactory results.”

“The organization provided agile teams with training
courses and changed the requirements specification
phase. It became mandatory for the team to specify all
privacy requirements in detail during the requirements
phase.”

Summary: Most agile teams’ practitioners stated that user stories
do not correctly describe privacy requirements and that the teams’
lack of knowledge is still a challenge to correctly identifying
privacy principles. Also, outdated user stories are a threat to the
software development process. None of the organizations use soft-
ware or guides to ensure compliance with LGPD. The practitioners
also stated that most of the organizations they work for had made
changes development process to ensure LGPD compliance

4.3 Semi-structured interviews results
4.3.1 Data collection

In order to further develop the responses to RQ.2, we used
interviews as our data collection procedure. According to
Merriam and Tisdell [93], interviews effectively elicit infor-
mation about things that cannot be observed. We used semi-
structured interviews with open-ended questions because
this approach gathers richer responses when compared to
structured interviews. These were conducted in Portuguese
since it was the main language of the interviewer and inter-
viewees. We contacted the participants who indicated in
the survey that they were interested in participating in the
interview in advance, and each interview took place in a
private online meeting room. The interviews were conducted
remotely due to the COVID-19 pandemic.
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Table 3 Characteristics of interviewees

1D Role Experience Know LGPD
11 Requirement engineer 11 years Yes
12 Developer 5 years Yes
13 Requirement engineer 3 years Yes
14 Requirement engineer 6 years Yes
15 Requirement engineer 20 years Yes
16 Requirement engineer 10 years Yes
17 Requirement engineer 13 years Yes
I8 Requirement engineer 12 years Yes
19 Requirement engineer 17 years Yes
110 Developer 9 years Yes

Interviewees accepted voluntarily to participate in the
research. They had to agree with the Informed Consent
Form, which guarantees the confidentiality of the data pro-
vided, the anonymity of the participants, and the right to
withdraw from the research at any moment. We have con-
ducted ten semi-structured interviews. All interviews were
recorded and transcribed by the first two authors of this
research. 3 presents the profile of the ten practitioners who
participated in the semi-structured interviews. All interview-
ees are experienced and work as Requirement Engineers or
Developers.

4.3.2 Analysis

Data analysis in qualitative research identifies the meaning
of words, and coding is a way of exploring the meaning of
the data by looking for similarities and differences between
them to categorize and label them. Thus, after transcribing
all the interviews, we followed the following phases during
data analysis:

— Open Coding Data Collection: In this phase, we per-
formed open coding on the interview transcripts, i. €.,
we analyzed the raw data line by line. In the end, we
generated the categories and how they varied dimen-
sionally. It is worth noting that during this phase of
analysis, a constant comparison of the data was per-
formed, during which the first two authors compared
one data segment with another to determine the simi-
larities and differences of raw data. Open coding lasted
until there was no remaining concern about the study’s
core category. Early in the analysis, the Agile Teams
category (Table 4) showed potential to be the core cat-
egory and was consolidated as such, representing the
end of open coding and the beginning of selective cod-
ing.
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Fig. 10 Coding: Building Categories

— Selective Coding Data Analysis: In the second phase,
we evolve the initial set of categories by comparing
new and previous incidents. In selective coding, only
specific variables directly related to the core category
are coded, aiming to produce a coherent theory. This
phase identifies the core category and the subcatego-
ries related to it. Selective coding ends when we reach
theoretical saturation, which occurs when the last par-
ticipants have provided more evidence and examples,
but no new concept or category.

— Theoretical Coding: After saturation, we build a theory
that accounts for the categories and the relationships
between the categories.

The constant comparison method was repeated on the con-
cepts to produce a third level of abstraction called catego-
ries. Use user stories to specify privacy requirements as
code was grouped together with twelve other concepts into
the Agile teams category. Figure 10 illustrates how that
abstraction of concepts become a category.

To illustrate more precisely the details of how the coding
process was carried out, which resulted in the categories and
subcategories related to actions/changes Brazilian organiza-
tions have taken to develop LGPD-compliant software, the
following are some examples of the evolution of some inter-
view transcript portions (raw data) up to a certain category.

The answers for question Q.4 (Supplementary Mate-
rial Section 2 varied between yes and partially yes since
Raw data: “[...] Because it is a very broad topic, we end up
having to segment the knowledge and distribute within the
teams the responsibility for implementing each principle of
the LGPD”. Key point: “We end up having to segment the
knowledge and distribute within the teams the responsibil-
ity for implementing each principle of the LGPD. We then
assigned codes to the key point. A code is a phrase that
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Table 4 Consolidation of survey and interview findings

Survey

Agile teams

Challenges

Most known and used principle
Most used solutions

Subjects most affected by the LGPD

LGPD impacts

Are motivated to comply with the LGPD

Use scrum

Most of them do not use any tool to specify privacy requirements

Use user stories to specify privacy requirements

Have enough knowledge about the LGPD

Are being trained by the organizations

Validation and verification of requirements facilitates implementation of privacy requirements
Check lists facilitate the identification of privacy requirements

Data model and class diagram facilitates the identification of privacy requirements
Specify privacy requirements correctly

Ensuring compliance to LGPD principles using user stories

User stories outdated and incomplete

Lack of knowledge to identify data privacy principles

Lack of a guide or support tool to ensure compliance

Organizational interference in data privacy practices adopted by agile teams

Changes in the stages of the development process can compromise the agility of product
delivery

Security

User’s control, user’s access, and encryption
Software requirements

Software construction

Software design

Software maintenance

All software development process phases
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Table 4 (continued)

Interviews Agile teams

Have been taking courses on LGPD compliance

Do not know the best practices, tools and methodologies related to the LGPD principles

Share knowledge

Use scrum

Use user stories to specify privacy requirements

There is no compromise in agility

Changes can compromise on the agility of product delivery

User stories
Meetings
Workshop

Interviews

Two techniques could be used by agile

Do not use use cases to specify privacy requirements because they consider it complex and

cumbersome

Challenges

It is difficult to identify privacy requirements

Lack of process to automate data privacy

Lack of standardization for classifying sensitive information

Lack of interaction between the agile teams and the stakeholders

Lack of a security policy

Lack of a data privacy policy

Lack of standardization of techniques and tools for eliciting privacy requirements

The organization’s business processes are not mapped

Lack of investment in solutions to ensure LGPD compliance

Most used principles Security
Prevention
Purpose
Transparency
Data quality
Most worked on principles Security
Transparency

Data quality

LGPD impacts

All software development process phases

summarizes the key point and one key point can lead to
several codes”. Code: Have been taking courses on LGPD
compliance. Code: Agile Teams. Raw data: “It is very dif-
ficult for someone to be technically aware of all the best
practices, tools and methodologies related to the LGPD prin-
ciples”. Code: Do not know the best practices, tools and

@ Springer

methodologies related to the LGPD principles. Code: Agile
Teams. This statement is interesting as it highlights that
the implementation of the LGPD has increased the teams’
knowledge compared to our previous work [15]. Also, the
knowledge of the law principles is distributed among the
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team members, which is a characteristic of teams working
with agile methodologies.

I4 states that (Raw data): “all the agile teams in the
organization took the LGPD course at the National School
of Public Administration (Enap)' during working hours”.
Code: All the agile teams in the organization took the LGPD
course. Code: Agile Teams. The full codebook is available
in the Supplementary Material “6-Perceptions of interview-
ees-coding.xlsx” file.

Interviewees’ organizations vary between public and
private companies. According to them, organizations active
in private software development are guiding and imple-
menting LGPD compliance solutions in conjunction with
stakeholders and users, according to best practices to ensure
compliance with the LGPD guidelines. Interviewee 3 (I3)
reported that “My organization has implemented the follow-
ing changes: the LGPD is being treated as an improvement
program, addressing the following aspects: 1) Creation of
a privacy office with an eligible Data Protection Officer; 2)
Mapping of all information classified as sensitive, according
to the LGPD; 3) Implementation of the Discovery process
in all the organization’s systems; 4) Creation of a consent
management for browsing on digital platforms; 5) Creation
of a ‘Right to be forgotten’ management for the information
stored by the organization”.

The LGPD principles most used by organizations (Q.5 of
Supplementary Material Section 2) from respondents are Secu-
rity, Prevention, Purpose, Transparency, and Data quality. This
finding ratifies and complements our previous work [15]. It
also ratifies the survey results presented in Table 2. Regarding
Q.6 (of Supplementary Material Section 2), most respondents
are working with security, transparency, and data quality.

Regarding the privacy solutions currently used (Q.7 of
Supplementary Material Section 2), the following were men-
tioned: Sailpoint, Identity Governance and Administration,
Customer Identity and Access Management, Identity IQ,
Privacy by Securiti.ai, Ping, and Cyberark.

All the interviewees stated that the LGPD impacts all
phases of the software development process (Q.8 of Sup-
plementary Material Section 2). I8 mentioned that “The
LGPD is impacting the entire software development process
adopted by the organization, from requirements elicitation,
design, development, testing, and maintenance. The team
started interacting with those responsible for different activi-
ties, for example, the requirements analysts need to interact
with the developers to jointly seek the best way to ensure the
privacy of the software users’ data”.

All interviewees stated that their team uses user stories
to specify and document privacy requirements (Q.9 of Sup-
plementary Material Section 2). IS mentioned that: “we use
user stories in privacy requirements elicitation. With the

! https://www.enap.gov.br/en/courses.

LGPD, we are adding the information regarding user data
that should be anonymized.”

The answers were divergent regarding whether defining a
set of privacy requirements before the requirements elicitation
stage can compromise the agility of the software development
process (Q.10 of Supplementary Material Section 2). Some
respondents stated that it does (6 respondents), 110 stated that
“any change in the development process steps can compro-
mise on the agility of product delivery. However, if the set of
requirements is well defined and implemented, the product
delivery time can be maintained”. 4 interviewees informed
that it does not: “[...] there is no compromise in agility, as long
as this set of requirements has been previously validated and
approved by stakeholders and users. In addition, this set of
requirements also needs to be associated with a normative or
organizational policy of security and data privacy.”

Regarding the procedures adopted by software develop-
ment teams in privacy requirements elicitation (Q.11 of
Supplementary Material Section 2), the interviewees men-
tioned: 1) definition of data privacy and security needs to
be automated or modified; 2) holding weekly meetings with
stakeholders and users during the specification of all soft-
ware privacy and security requirements; 3) modeling of all
business processes, containing the improvements identified
and discussed among stakeholders and users; 4) implemen-
tation of privacy and security requirements, as well as their
respective business rules, use cases, and user stories; and
5) execution of user tests of the implemented privacy and
security requirements. Furthermore, 12 mentioned that “the
techniques and tools for performing privacy requirements
elicitation are defined according to the team’s knowledge.
Since all the agile teams in the organization know user sto-
ries, there is not much discussion regarding which technique
to use; we always opt to use user stories.”

The interviewees’ answers were divergent regarding
whether the specification of the privacy requirements of
software can be performed using use cases or user stories
(Q.12 of Supplementary Material Section 2). I1 stated that
“from now on this scenario tends to change, where use cases
and user stories should start to contemplate privacy issues,
I think either of the two could be used by agile teams effec-
tively”. 16 stated that “in my opinion user stories are more
suitable for privacy requirements elicitation than use cases
because they are more agile and easier to change throughout
the development process. Use cases are more complex and
can cause more rework. I7 stated that “when we use user
stories in conjunction with business process mapping, we
can identify all the privacy requirements. Also, when ques-
tions arise, we hold meetings with stakeholders and users
to understand the requirements better. This has generated a
high degree of satisfaction with the data privacy needs of the
software users. 19 said that “it does not matter if we use use
use cases or user stories, what we need to do is to identify
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all the privacy requirements correctly and document them
clearly and objectively, so that all the developers on the team
can implement them without any mistakes”.

The following challenges for privacy requirements elici-
tation were mentioned (Q.13 of Supplementary Material
Section 2): 1) It is difficult to get all stakeholders involved;
2) Most organizations do not have their business processes
mapped; 3) The organization does not have profession-
als qualified in terms of the LGPD; 4) Organizations are
not investing in software solutions to ensure LGPD com-
pliance; 5) It is not easy to align business needs with the
LGPD without creating new processes or work demands; 5)
Agility in defining requirements and their implementation.
These results allow us to infer that some of the challenges
mentioned in privacy requirements elicitation continue to
be similar to the challenges already reported in the literature
for eliciting requirements [44, 59], i.e., they are challenges
that permeate Requirements Engineering, regardless of the
development methodology adopted (Agile or traditional). I7
mentioned that “in organizations that already have a legacy
system, where the demands are usually always associated
with this legacy or old practices, the biggest challenge is
the culture change”.

Summary: The interviews’ results do not deviate much from the
survey findings, wherein the interviewees’ perception, all disci-
plines of the software development process are impacted by the
LGPD, and practitioners use user stories in privacy requirements
elicitation. Also, organizations are educating agile teams on the
LGPD

4.4 Summary of results

Most of the agile teams participating in both the survey and
the interviews utilize the Scrum methodology in the software
development process. According to the results, it is possible
to perceive that there has been an increase in the understand-
ing and knowledge regarding the principles of the LGPD as
compared to previous studies [17, 20]. This change in the
perception of agile teams is perceptible through the follow-
ing statements: 1) agile teams have enough knowledge about
the LGPD; 2) knowledge about the LGPD principles has
increased substantially since the last survey, although their
implementation has increased marginally; 3) agile teams are
being trained by their organizations concerning the LGPD,
which allows us to infer that this training is related to hav-
ing enough knowledge about the LGPD and its principles.
Regarding the challenges faced by agile teams, accord-
ing to the survey and interviews findings, there is a lack
of standardization in the choice of techniques and tools to
support privacy requirements elicitation. This finding rati-
fies the results of the survey conducted by Alhazmi et al.
[36]. In the survey, common challenges to agile software
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development were identified according to previous studies
[96, 97], such as: specifying requirements correctly, incom-
plete user stories, and that changes in process steps can com-
promise agility.

In the interviews, some challenges were mentioned, also
related to agile software development [96, 97], such as: a)
lack of interaction between the agile teams and stakehold-
ers; b) lack of organization’s business process mapping; c)
lack of a security and data privacy policy; and d) lack of
investments in software solutions to ensure compliance with
the LGPD. This allows us to infer that organizations have
trained their employees but need to further develop actions
to mitigate these challenges. These findings ratify and com-
plement the findings of Canedo et al. These findings ratify
and complement the findings of Canedo et al. [17]. Table 4
presents the consolidated results of the survey and inter-
views after data analysis.

5 Limitations and threats to validity

This section discusses the limitations and threats to validity
concerning our systematic literature review, interviews, and
survey’s planning, design, and execution. We adopted the
approach presented by Wohlin et al. [98].

5.1 Construct validity

Construct validity refers to the decisions on methods and
tools and whether they are appropriate for the research ques-
tions. We utilized the manual and automatic search strategy.
The risk is that if the selection criteria set for the systematic
literature review (SLR) are insufficient, some papers will
not be found when SLR. However, we cannot guarantee that
all primary studies related to privacy requirements elicita-
tion in the context of agile software development have been
selected in the execution of the systematic literature review,
or even if journals or conferences with a good impact factor
or studies with a good number of citations were prioritized.
To mitigate this threat, three researchers conducted searches
on the established digital databases. Furthermore, based on
our experience, we believe we have included several key
papers on empirical evidence on privacy requirements elici-
tation. Hence, we believe that most of the included papers
come from the search string, indicating that we have likely
found the majority of all relevant papers. This implies that
our method selection was appropriate.

The quality of the questions and answers is key to ensuring
that a survey measures what it intends to measure. We have
taken several steps to reduce this threat. First, we reused ques-
tions and answer options from a previously published survey
[17] for the demographic questions. Second, we have performed
a pilot with five practitioners from the industry. To evaluate the
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instrument’s understandability, pilot participants answered the
questionnaire by themselves without any mentoring.

Our research is an exploratory study conducted through
an online survey. Thus, we tried to reduce the number of
open-ended questions since they spend more of the practi-
tioners’ time, which may cause more withdrawal. Thus, we
decided to put fewer open-ended questions in the survey.
Another aspect is that practitioners may use different tech-
niques or tools simultaneously to elicit privacy requirements,
either in different projects or in the same project. Thus, we
designed some multiple-choice questions to reflect all the
current practices. We focus this study on finding out which
LGPD principles practitioners currently know and work on,
and which challenges practitioners perceive when eliciting
privacy requirements.

Although Grounded Theory offers defined procedures
for data analysis, our qualitative research may contain some
research bias. Indeed, other researchers might find a dif-
ferent interpretation after analyzing the same data, but we
believe that the main perceptions would be preserved. This
is a specific threat related to GT studies, which do not claim
to generate definitive findings. For this reason, we do not
claim that our findings are absolute or final.

5.2 External validity

This survey’s findings cannot claim to cover the perception of
the whole population of practitioners working in agile soft-
ware development (ASD). First, it is unclear what would be the
extension of such a population. Second, sampling by conveni-
ence is likely to attract more motivated people, which could
not represent the whole population [99]. The personal interest
in the LGPD, agile teams, and privacy requirements elicitation
topics related to our survey, might have influenced the deci-
sion of the practitioners to participate. Finally, our decision of
sampling by convenience to target expert practitioners resulted
in a small sample size (n = 53). However, our study provided
interesting findings that help draw an initial characterization of
the changes in organizational processes and software develop-
ment processes to ensure compliance with LGPD. We gathered
participants with varying roles, without any dominant category
of practitioners. Although a homogeneous sample could lead
to a better characterization of a specific group, a heterogene-
ous sample provides richer information to portray the state of
the practice. Finally, the replication of the survey is easy and
feasible. So, future replications of this study may expand the
sample and allow for a deep analysis of this scenario.

A noteworthy limitation of this research is that we evalu-
ated agile teams’ perceptions regarding Brazilian organiza-
tions’ actions to ensure LGPD compliance. However, we
have not verified in practice whether all organizations have
effectively implemented changes in the software development
processes they adopt. We have no means to ensure that the

assessed organizations reflect all Brazilian companies within
this study scenario since the control authorities have not yet
published a list of Brazilian organizations developing software
in compliance with LGPD. Nonetheless, this research focuses
on agile teams’ perceptions rather than direct observations.

5.3 Internal validity

The selection of participants and how to treat their answers
may affect the internal validity of this survey. To avoid
responses from people outside the expected profile, we
clearly explained the desired profile on the survey. We also
included surveys questions about the experience with agile
software development. The participants’ general profile
comprises practitioners with considerable expertise in ASD.
Regarding the experience in the privacy requirements elici-
tation activities, our sample is very balanced toward people
that work more frequently in agile teams software develop-
ment with data privacy concerns.

Another threat is that the semi-structured interviews were
conducted by two of the co-authors of this paper, which may
have induced the interviewees’ responses. To mitigate this
threat, the fourth and fifth authors analyzed the results obtained
so that there was no bias regarding the conclusion of the inter-
viewee’s perception. In addition, we interviewed a small number
of practitioners, which could be a threat to validity, although we
gave preference to practitioners who stated that they perform the
role of Requirement Engineer, had at least three years of experi-
ence in that role, and were familiar with the LGPD.

6 Conclusions

This paper investigated the perception of agile teams
regarding the actions Brazilian organizations are imple-
menting to develop LGPD compliant software. We updated
the systematic literature review conducted in our previous
study [17] and conducted a survey with agile teams’ prac-
titioners from several Brazilian organizations to under-
stand their perception regarding the organizational actions
adopted due to LGPD.

To complement the information obtained, we also con-
ducted semi-structured interviews with ten experienced
practitioners. Our findings reveal that agile teams’ knowl-
edge of the LGPD, compared to previous studies [17, 26],
has increased substantially regarding every principle,
with a mean increase of 32.23% being as high as a 50.8%
increase regarding the Data Quality principle knowledge,
and as low as a 7.9% increase regarding the Transpar-
ency principle; and every participant knows at least one
principle (median = 6 principles known; mean = 6.22;
stdev = 3.42). Moreover, the comparison between our pre-
vious study regarding the principles’ implementation had
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a slight mean increase of 11.87%; and every participant’s
organization also implements at least one LGPD princi-
ple (median = 5 principles implemented; mean = 5.15;
stdev = 2.85). Furthermore, there is a mutual agreement
among the agile teams that the LGPD impacts all phases
of the software development process.

The use of user stories in conjunction with process
modeling may show a more effective result in require-
ments elicitation. Nevertheless, agile teams still face some
challenges in requirement elicitation, such as difficulty
aligning business needs with the LGPD without creating
new processes or work demands, lack of specialized quali-
fication of practitioners, and lack of software solutions
to support LGPD compliance. The five principles most
known by agile teams are Security, Open Access, Data
Quality, Prevention, and Purpose, and the five principles
most implemented by organizations after the sanction of
penalties imposed by LGPD are Security, Transparency,
Prevention, Purpose, and Data Quality. This result allows
us to conclude that the larger-scale implementation of
these principles is due to the legal demands regarding the
assurance of data privacy and the purpose of user data
storage by organizations.

An important finding is that agile teams stated that most
organizations are making changes to their organizational
processes and software development process to ensure com-
pliance with LGPD. Also, practitioners are being trained
on the LGPD, and the software requirements and software
construction areas of knowledge are the most impacted by
the law. On the other hand, an alarming finding is that most
agile teams do not use any tool to support privacy require-
ments elicitation.

As future work, we intend to conduct a controlled exper-
iment in an organization to understand how the actions
adopted by it are impacting the software development pro-
cess. In addition, we will perform a diagnosis of the adopted
practices to verify the degree of compliance with LGPD.

Data Availability The data that support the findings of this study are
openly available in Zenodo at https://zenodo.org/record/6989476.
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