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Abstract

While k-anonymous algorithms can effectively protect users’ private location infor-
mation, the problem of selecting an appropriate location in the anonymous area to
construct the k-anonymous area remains a significant one. When selecting real users
from the surrounding area to co-construct anonymous regions, it is easy to cause the
leakage of user location information. Moreover, using false addresses to construct a
region requires calculating the probability of location queries, which increases the
computational complexity. In this paper, an all-dummy k-anonymous algorithm based
on location offset is proposed to construct anonymous regions. This algorithm ran-
domly selects k—1 locations and real users in the selected anonymous compose an
anonymous group at first. Subsequently, these coordinates are centered on migration,
generating multiple dummy addresses of each location migration, such that the dummy
address distance is greater than the radius of the user’s query, with the dummy address
location information used for the location server queries. Through experimental veri-
fication, compared with the circle-based dummy address generation algorithm and the
random k-anonymous algorithm, the all-dummy k-anonymous algorithm is found to
achieve an entropy value and tracking success rate closer to the optimal k-anonymous
algorithm without increasing the communication cost.

Keywords k-anonymous - Location offset - Privacy protection

1 Introduction

While the rapid development of mobile devices has brought great convenience to
people’s lives, it has also created some problems, one of which is the leakage of
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users’ private information. Elements of user privacy include the user’s location privacy,
query privacy and so on. Many algorithms have been proposed in an attempt to solve
the problem of location privacy disclosure and consequently protect private location
information. The k-anonymous algorithm, a typical algorithm of this kind [1], mixes
auser’s location together with at least k—1 other user locations to form an anonymous
set of k users, thus achieving the purpose of protecting user location privacy.

Although the k-anonymous algorithm can effectively protect users’ private location
information, it is also affected by a number of shortcomings [2]. First and foremost,
the k-anonymous algorithm requires a large amount of computation. Second, it needs
to rely on a third-party anonymous server; however, such servers may easily become
the targets of attackers, resulting in the disclosure of users’ location privacy [3]. The
k-anonymous algorithm also needs to use another k—1 users around the original user
to collectively form the k-anonymous area. However, studies have shown that if real
users are used to form the k-anonymous area, attackers can pose as a user and initiate
a query, making it easy to expose the real location of other users. Several studies have
accordingly been conducted that use a dummy or cache location to constitute the k-
anonymous area. However, the difficulty of this method is the dummy location and
cache location choice: if randomly assigned the dummy location, may be assigned
to the location of users are unlikely to reach the location, the attacker can rule out
the location query, meaning that the degree of privacy protection provided by the
k-anonymous algorithm is reduced.

To solve this problem, many solutions have been proposed, the most common of
which is to select a dummy location by querying probability. Niu et al. [4] proposed
dividing the region into grids, calculating the query probability of all grids, and select-
ing the grid with a similar probability to the user’s real location to generate a dummy
location for the query, thereby reducing the probability of an attacker identifying the
real user and consequently improving the degree of user privacy protection. However,
more computing power is needed to calculate the query probability and choose a sim-
ilar location in this way. As mentioned in the article, it takes four hours to calculate
the points of interest in an 8§ km x 8 km map area, which requires a significant amount
of computing resources. Niu et al. [5] subsequently proposed improving the protec-
tion of user privacy information by caching the user’s query information; while this
method can reduce the amount of information querying required, the computation is
still large. Li et al. [6] proposed coloring the Voronoi polygon by using the four-color
mapping theorem to help users select an appropriate virtual location. Tan et al. [7]
further proposed that k-anonymity and the semantic trajectory should be combined to
form multiple sensitive areas in order to protect user privacy. In addition, some other
frameworks have been proposed to solve this problem [8].

The anonymous method based on dummy location can solve the user location selec-
tion problem [9]. By generating a dummy location and sending it to the server along
with the user’s real location for querying, the goal of hiding the user’s real location can
be achieved. Dummy location generation methods include random dummy location
generation and generation of a dummy location under constraints. Comparing the two
methods, the random dummy location generation protects the user’s private location
information to a lesser degree. Generating a dummy location under constraints works
to hide the user’s real location so as to prevent central and boundary attacks in the
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hidden area, making the generated dummy location distribution more uniform and real
on the premise that the requirements of the hidden area are met.

While the anonymous method based on dummy location is simple and convenient,
the dummy location generated can be easily recognized by the attacker, leading to
a further decrease in the degree of privacy protection. In order to make the gener-
ated dummy location appear more real, in this article, we propose an all-dummy
k-anonymous privacy protection algorithm based on location offset. This algorithm
first randomly generates k—1 locations; these locations are then used as locating points
to offset location coordinates and generate multiple dummy addresses. The distance
between each address is greater than the dummy address query radius, and the algo-
rithm can generate multiple sets of dummy addresses. Using the generated more groups
of dummy address query, can protect the user’s real location information from attack-
ers. Moreover, because the dummy addresses are generated through the offset of the
locating point, the attacker cannot determine that the dummy address is a dummy
address even if it is in a location that the user cannot reach; this makes the dummy
address appear more real and improves the degree of privacy protection of the user’s
location information.

2 Related work

Inrecent years, there are many researches on privacy protection, and various algorithms
are used in privacy protection. Yang et al. [10] proposed a location privacy method
based k-anonymity to prevent privacy disclosure in LBS constrained in incomplete data
collection. The proposed scheme can provide effectively location privacy-preserving in
the process of constructing the anonymous set, and against background attacks. Lu et al.
[11] proposed the PAD approach that is capable of offering privacy-region guarantees.
PAD uses so-called dummy locations that are deliberately generated according to
either a virtual grid or circle.

2.1 Entropy-based privacy measurement

In this paper, entropy is used to measure the degree of privacy protection provided
to users. Information entropy is used to measure the expected value of a random
variable: the greater the information entropy of a variable, the more content it contains,
the greater the uncertainty and the higher the degree of privacy protection for variable
information [12]. Location entropy is similar to information entropy, which can be used
to measure the amount of information obtained by an attacker from an anonymous
set. The higher the location entropy, the harder it will be for an attacker to identify the
user’s real location. Suppose that the probability of a user sending a service request
at some location i is p;, then generate n dummy locations [13]; then the calculation
formula of the entropy value can accordingly be represented as:

n
H=-) gi*loglg) i=12...n (1
i
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where g; = p;/> ] pi; in general, g; is normalized so that the sum of ¢; is 1.

As can be seen from Eq. 1, the maximum entropy value can be obtained when
the probability of sending a request to all dummy locations is equal; at this moment,
Hyjqx = logyn. The closer the probability that all the dummy addresses send location
service requests, the closer the entropy is to Hy,4x-

According to the algorithm proposed in this paper, the formula is further derived,
and the new definition of g; is given as:

Xi

qlzsz i=1,2....7’l (2)
1M

Then,

n
Xi X .
H=— —*log(—> i=1,2....n 3)
21:2'1’%' X

i
Xi

The location entropy is generally affected by two factors:

The more locations are contained in the anonymous set, the more chaotic the anony-
mous set will be, and the greater the degree of entropy;

With the same number of locations in the anonymous set, the greater the distance
between each location, the more uniform the location distribution in the anonymous
space will be, and the higher the entropy value.

Asshownin Fig. 1, the user generates two dummy locations to achieve k-anonymity,
where k = 3. In Fig. 1a, dummy locations closer to real users are selected, while the
dummy locations in Fig. 1b of are far away from real users. In these two cases,
the number of location coordinates in the anonymous set is same. When choosing
the dummy locations, however, it is more likely that the locations in Fig. 1b will be
selected; this is because, at this time, the dummy locations are far away from the user’s
location, making it more difficult for the attacker to identify the user’s real location.

% Real user @ Dummy user @ Real user @Dummy user

(a) Dummies with smaller distance (D) Dummies with bigger distances

Fig. 1 Distribution of dummy locations
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Accordingly, when generating the offset location, it is important to design a scheme
that causes the offset location to be as far away from the real user as possible.

2.2 Dummy location generation method

The dummy location generation method is one of the methods utilized to protect user
location information. This method need generating dummy locations and querying
the server together with the real location of the user, meaning that the attacker cannot
accurately find the user’s real location. Dummy location methods generate dummies
with randomly generated locations and constraint conditions. Of the two methods,
randomly generated dummy locations will inevitably result in two more bad situations:
one is to generate a dummy location in an area that the user may not reach, while the
other is a crowd around the dummy location generated for the user. Both of these
situations will reduce the degree of privacy protection provided for users’ location
information. At the same time, the number of dummies should not be too high; too
many dummy locations will greatly increase the computing overhead of the location
server, resulting in increased waiting time for user service requests.

Methods that generate dummy locations under constraints can be divided into two
categories: one is generating dummy locations based on circles, while the other is
generating dummy locations based on grids. The former involves setting the anony-
mous generation region as a circle, dividing the circle region into k equal parts, and
taking points on its bisector as dummy locations. Generating dummy locations based
on grids involves setting rectangular anonymous regions, dividing them into grids, and
taking points on the grids as dummy locations. Generating dummy locations under
constraints can avoid the two above-mentioned bad situations to a certain extent while
also preventing central and boundary attacks in the hidden area. On the premise that
the requirements of the hidden area, the distribution of generated dummy locations is
more uniform, while the degree of privacy protection provided for the user’s location
information is also improved.

In addition, dummy locations are generated via location offset: more specifically, a
location near the user is used to query the server rather than the user’s actual location,
which further improves location privacy protection. In this paper, an improved location
offset method is used to generate multiple dummy locations via multiple offsets of
user coordinates, improving the degree of user location information privacy protection
to a greater extent. The location offset method has the advantage of not increasing the
communication overhead when queried. We improved the location of the migration
method to achieve similar advantages. The overhead of each dummy location query
communication is constant. With the same number of queries, the location of the k-
anonymity algorithm results in a comparative increase communication overhead, but
also provides a greater degree of protection to the user’s private location information.
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Table 1 Symbol table
pos User’s real location

~

Anonymous area side length

Radius of the query

Number of dummy location groups

The number of dummy locations in each set

Query accuracy

2w 5 &~ =

Total number of dummy locations

3 All-dummy k-anonymous algorithm based on location offset
3.1 Related definitions and parameters

1. Anonymous area: < S,n >, an anonymous area of area S containing n dummy
locations;

2. Anonymous set: pos/ = (posi, posa, ... posi),asetof locations used to represent
a user’s query to the server;

3. Query request: Q = (pos, r, (S, n), req), represents query information sent by
the user to the server. The query request after using the anonymous algorithm is
Q/ = (pos,, r, (S, n), req); here, posl includes n dummy locations, which can
hide the real location information of the user, r is the query radius, n is the number
of locations that initiate a query to the server, and regq is the content requested by
the user.

4. Query result accuracy: Generally refers to the percentage of query results obtained
by the location privacy protection method relative to the total query results obtained
by using the user’s real location request service. Query result accuracy can reflect
the influence of location privacy protection method on the query results: the higher
the query result accuracy, the closer the simulation is to the real situation and the
better the performance of the location privacy protection method.

Table 1 presents the meanings of the symbols used in this article.

3.2 Dummy location generation process

In the all-dummy k-anonymous location privacy protection algorithm based on loca-
tion offset, the locations generated are all dummy locations; thus, two requirements
must be met:

1. After using the algorithm of anonymous sent query request Q', the user’s true
location must be hidden so as to achieve the aim of protecting users’ privacy,
while the query results should be as consistent as possible with the results the
user obtains through the original query request Q to ensure quality of service is
maintained;
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Fig. 2 The dummy location generation process

2. The n generated false addresses must satisfy the condition constraint of the hiding
area < S,n >.

The process of anonymous user location information processing is illustrated in
Fig. 2. In the anonymous area with side length R, k—1 dummy locations are randomly
generated, and these k—1 dummy locations are taken as locating points along with
the user’s real location. Each locating point generates m dummy locations again, and
these dummy locations are used for querying. The offset distance depends on the
query radius R, and the vertical and horizontal coordinates of the user’s real location
are offset respectively. The maximum offset distance is R. In order to obtain a larger
entropy value, the distance between each offset location and other offset locations in
the same group exceeds the query radius R when the offset location is obtained, and
the query is carried out from the offset location.

In the process of generating all-dummy locations, the randomly generated dummy
locations are dispersed as far from each other as possible, lest a different anonymous
query selection group appear in the offset range overlapping phenomenon; moreover,
the same set of offset distance is greater than the radius of the query r, making dummy
locations’ distribution in the anonymous area as even as possible.

The algorithm process of dummy location generation is presented in Table 2.
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Table 2 All-dummy
k-anonymous algorithm based
on location offset

pos User’s real location

~

Anonymous area side length

Radius of the query

Number of dummy location groups

The number of dummy locations in each set

Query accuracy

2w 5 &~ =

Total number of dummy locations

Fig. 3 Offset coordinate location
when p is minimum

In this article, the query accuracy P = S/S,s, due to the maximum deviation from
the user’s true location coordinates being r; the more the dummy location deviates
from the true location, the smaller the query accuracy. Thus, the minimum value of
p in the offset is related to the value of r, as well as the amount of the offset m.
When m = 1, the minimum value is obtained when the offset location coordinates
pos, = (pos, +r, pos vyt r); that is, the excursion of the regional location generates
a vertex, as shown in Fig. 3.

When m = 1, the calculation of p is as shown in Eq. 4:

“

8-

1 2 1 2 2 1
p=S/Sp0x=2*(an -3 )/mr =3

w/2—1
T

when m = 1, the value of the minimum query accuracy is ( ~ 0.1817.

N—"

4 Experimental results and analysis
4.1 Query accuracy and communication overhead

Due to the dummy locations being randomly generated, the minimum of query accu-
racy is uncertain. Thus, we conducted a large number of simulation experiments to
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Fig. 4 Query accuracy

find the minimum approximation, and consequently verified that the influence of query
radius on the accuracy of all dummy k-anonymous algorithm. Based on the location
offset, the influence of the accuracy experimental set’s anonymous area length is 400,
while the query radius is 40. The query accuracy from 11 to 15 times under different
query radii and the minimum query accuracy in these 15 experiments were calculated,
as shown in Fig. 4. As can be seen from the figure, the query accuracy is random,
because the selection of dummy locations is random. At the same time, it can be seen
that the greater the value of m, the higher the query accuracy will be.

In a general query request, it takes 8 bytes to use latitude and longitude to represent
the location information. Thus, when using » dummy locations for the query, the data
submitted can be represented as:

req = 8n (®)]

Using the dummy location method, the data returned to the user by the server side
has:

n
res = SZR,- (6)
i=1

Here, R; represents the result at the corresponding location i in the query request
Q.

According to the process of generating fake addresses by the all-dummy k-
anonymous algorithm, the communication overhead of the all-dummy k-anonymous
algorithm is the same as that of the traditional k-anonymous algorithm when the num-
ber of locations initiated by the query is the same. The reason is that, in the process of
generating dummy locations, without accounting for location information processing,
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each dummy location query and normal query communication overhead is the same,
which makes the number of dummy locations is the same. The two methods have the
same total communication overhead.

According to the process of all dummy k anonymous algorithm to generate dummy
position as we can see, the computing time of all dummy k anonymity algorithm
mainly comes from the random dummy location process of generation, the generation
of each dummy position requires two addition, assume that each addition operation
time for a, all dummy anonymous computational time is 2(k — 1)a. It can be seen
that the calculation time is related to the size of k and the single calculation time.
The single calculation time is related to the server performance, and the calculation
speed is relatively fast due to the addition. Therefore, the computing time of the all-
dummy k anonymous algorithm can be regarded as only related to the number of
dummy locations. Because the calculation is relatively simple, so the calculation time
is relatively small.

4.2 Entropy of the anonymous set

The entropy of the user’s location privacy information can be used as a measure of the
degree of protection provided. In this article, entropy is used to compare the advantages
and disadvantages of algorithms. The experimental parameter settings are as follows:
the side length R of the anonymous area is 700, while the query radius r is 40. Contrast
the location in the same dummy number of cases. Under the same number of dummy
locations, the entropy changes of the algorithm proposed in this paper, random k-
anonymity, Grid Dummy, Circle Dummy and optimal mechanism are compared; the
maximum number of dummy locations is 30. Grid Dummy and Circle Dummy are
respectively based on the grid and circle dummy location generation algorithms. The
optimal mechanism refers to the theoretical value of the k-anonymity algorithm under
the ideal state. Results are as shown in Fig. 5. As can be seen from the figure, as
the dummy location entropy increases, the privacy protection effect is. The dummy
anonymous algorithm achieves better performance than random k-anonymity, Grid
Dummy and Circle Dummy, but worse performance than the theoretically optimal
k-anonymous algorithm.

4.3 Tracking success rate

In this paper, R4 is used to represent the user’s real location,ASA represents an
anonymous set, and |AS 4| represents the number of elements in the anonymous set.
Suppose p(A, B) is the probability of an attacker taking the location of B in the
anonymous set as the location of user A; thus, the anonymous set can be expressed as
follows:

ASa = {Rp|p(A, B) # 0} N

The probability that the attacker can find the user’s real location (tracking success
rate) P4 is the probability that the size of the anonymous set |[AS4] is 1; that is,
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Fig. 5 The effect of the number of dummy locations on entropy

30

P4 = P.(JAS| = 1). When there is only one element in the anonymous set, P4=1.
The more elements are in the anonymous set, the smaller the value of A will be, and
the higher the degree of user privacy protection will be.

In our experiment, we compared the all-dummy k-anonymous algorithm, the ran-
dom k-anonymous algorithm, the circle-based dummy location generation method and
the tracking success rate under the optimal mechanism. The experimental results are
as shown in Fig. 6. From the image, it can be seen that the P4 values of the all-dummy
k-anonymity algorithm are better than those of the random k-anonymity algorithm
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Fig. 6 Number of dummy locations vs. tracking success rate
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and the circle-based dummy location generation method. Moreover, as the number of
dummy locations increases, P4 grows closer to the optimal mechanism, indicating
that the degree of user location privacy protection is increasing.

In this paper, the all-dummy k-anonymous location offset-based algorithm has two
key advantages:

1. Even when dummy locations are generated in areas users cannot reach, the attacker
cannot discern that the dummy location has nothing to do with the user’s true
location, because all locations are after migration; the real location used to generate
a set of dummy locations may also be in an area that the user cannot reach, but the
attacker cannot rule out part of the dummy location accordingly, which improves
the degree of privacy protection provided for the user’s location information.

2. Compared with the method of generating dummy location through caching and
querying probability, the all-dummy k-anonymity algorithm based on location off-
sethas a degree of protection of user privacy close to that of the optimal mechanism,
and utilizes computing resources and communication overhead that is roughly
equivalent to random k-anonymity at the same scale.

5 Conclusion

In order to improve the degree of privacy protection for user location information,
this paper improves the traditional random k-anonymous algorithm, proposing an all-
dummy k-anonymous algorithm based on location offset. The algorithm randomly
generates k—1 dummy locations in the anonymous area; subsequently, the dummy
locations are used as locating points. The locating coordinates are used for migration,
with each locating point generating m new locations. In order to further improve the
degree of protection provided for the user’s location information, all of the generated
offset locations are further away than the distance of the query radius r to query the
dummy location, thereby achieving the aim of protecting users’ privacy. Compared
with the traditional random k-anonymous methods, this paper’s proposed all-dummy
k-anonymous algorithm based on location offset also generates dummy locations,
but the attacker cannot determine the authenticity of the location simply because
the dummy location is in a place that the user cannot reach. Moreover, because the
coordinates used in the query are all dummy locations, the attacker cannot determine
the user’s real location.
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