
Computing (2023) 105:871–885
https://doi.org/10.1007/s00607-021-00946-6

SPEC IAL ISSUE ART ICLE

A robust tracking system for COVID-19 like pandemic using
advanced hybrid technologies

Shibli Nisar1 ·Muhammad Ali Zuhaib1 · Abasin Ulasyar1 ·Muhammad Tariq2

Received: 21 December 2020 / Accepted: 30 March 2021 / Published online: 28 May 2021
© The Author(s), under exclusive licence to Springer-Verlag GmbH Austria, part of Springer Nature 2021

Abstract
In order to track patients in coronavirus (COVID-19) like pandemic, this paper pro-
poses a novel model based on hybrid advance technologies, which is capable to trace
and track COVID-19 affectees with high accuracy. The hybrid technologies include,
cellular, cyber and low range wireless technologies. This technique is capable to trace
patients through call data record using cellular technology, voice over Internet pro-
tocol calls using cyber technology and physical contact without having a call history
using low range wireless technologies. The proposed model is also capable to trace
COVID-19 suspects. In addition to tracking, the proposed model is capable to provide
surveillance capability as well by geo tagging the patients. In case of any violation by
the patients an alert is sent to the concerned department. The proposed model is cost
effective and privacy preserved as the entire process is carried out under the umbrella
of a concerned government department. The potential outcomes of the proposedmodel
are tracking of COVID-19 patients, monitoring of isolated patients, tracking of sus-
pected ones and inform the mass about the safest path to use.

Keywords CDR · Coronavirus · Control · COVID-19 · Cellular forensics · Hidden
pattern · Privacy preservation

1 Introduction

Coronavirus (COVID-19) is a contagious and transmissible disease that is caused by
coronavirus [1]. The virus has spread rapidly throughout the world and infected mil-
lions of people worldwide [2–4]. Different misconceptions associated with the virus
has made the COVID-19 more frightening [5]. COVID-19 is basically a member of
ribonucleic acid (RNA) based virus family, which is called as coronaviridae [6]. Until
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there is availability of a safe and secure vaccine available for treatment of COVID-
19 patients, the curve of the outbreak needs to be flattened. For this purpose, many
governments have implemented strict lockdowns in their respective countries, which
result into complete closure of their borders for any type of travelling by the people.
Operational and financial activities of various socioeconomic sectors are badly dis-
turbed. These include pharmaceutical and healthcare industries, education, tourism
sector, oil and petroleum industry, agriculture, media and entertainment industry,
finance industry, aviation, housing and real estate sector, manufacturing sector and
sports industry [7–18]. Moreover due to lockdown measures, the normal routine life
is severely affected [3].

On the other hand, researchers around the world are rigorously involved in the
development of an effective drug or vaccine to fight the COVID-19 outbreak. Although
different vaccines and drugs are still passing through various testing stages before
they can be available worldwide, social distancing, quarantining and tracking based
strategies are useful to control and reduce the effects of COVID-19 [19–24]. This paper
proposes a novel model to control the spread of coronavirus using hybrid advance
technologies. These hybrid technologies include call data record (CDR) using cellular
technology, physical contact without having a call history using low range wireless
technologies such as Bluetooth, and voice over Internet protocol (VOIP) calls using
cyber technologies.ACDR is basically a log file that ismaintained by different telecom
operators. It contains different types of data, which include latitude and longitude
details of base transceiver station (BTS), type of call, international mobile equipment
identity (IMEI), detail of cell site, numbers of source and destination, and calls duration
made and received at a certain time [13,25,26]. Since CDR analysis is a very useful
tool to trace and investigate criminals, therefore, it is widely used throughout the world
by different law enforcement agencies (LEA) [27–29]. This technique is widely used
due to its promising results [27,30,31].

COVID-19 patients are usually tracked by using contact tracing. The contact tracing
strategy utilizes an exposure notifications system (ENS). ENS is a framework which is
developed by Google and Apple to trace infected people during COVID-19 outbreak
[32–36]. Various traditional contact tracing techniques are coupled with ENS by the
government of a particular country. This fusion can be realizedwith the help of logging
the encounters among ENS users by using their Android or iOS smartphones. ENS is
a decentralized reporting based protocol, which is built on a combination of Bluetooth
low energy (BLE) technology and privacy-preserving cryptography.

Nowadays, trend of VOIP calls are exponentially increasing due to availability,
reliability and speed of the Internet. Since calls made on VOIP are not registered in
CDR log, therefore, it is not possible to track such cases using call data record analysis
(CDRA). In addition to this, if call is made on such apps and mobile is not taken along
then the contact tracing strategy fails to track the COVID-19 patients. In order to
overcome these limitations, the proposed model includes additional tracking feature
to track COVID-19 patients based on the VOIP calls data log. The proposed model is
capable of monitoring and tracing patients with and without call history of COVID-19
patients along with the calls made on the VOIP as shown in the Fig. 1.

Rest of the paper is organized as follow: Sect. 2 presents the existing work and
limitations. Proposed tracing model is covered in Sect. 3. Section 4 presents the con-

123



A robust tracking system for COVID-19 like pandemic using… 873

Fig. 1 Block diagram of the proposed model

clusive remarks along with the potential outcomes of the proposed model, and some
future directions.

2 Related work

This section presents a brief description of the existing works done on tracking system
of COVID-19 patients along with their limitations. These limitations are overcome by
the proposed model.

2.1 CDRA framework

A model that can immediately locate the patients by using the geo position is needed
to reduce the spread of COVID-19 cases. This can be achieved with the help of call
history of a patient. The spread can be easily minimized within fewweeks by tracking,
isolation and monitoring of COVID-19 patients. Ignoring the instructions at the start
will damage a lot. CDRA can be easily implemented to avoid the spread. In order
to reach the suspects who met the COVID-19 patients can be easily tracked through
their call history using CDRA. COVID-19 outbreak can be easily minimized or stop
using this model. In addition to tracking, the proposed model is capable to provide
surveillance capability as well by geo tagging the patients. In case of any violation by
the patients an alert is sent to the concerned department. By doing so, one can easily
avoid the coronavirus spread by isolating themselves. Working of the CDRA based
tracking model is shown in Fig. 2.

CDR can also incorporate the messaging metadata of short messaging services
(SMS) and any other transmission of official communication.Nevertheless, the privacy
remains intact by not revealing the contents of themessages and calls through theCDR.
The data of calls and messages at different instances shows their occurrence. It helps
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Fig. 2 Detail flowchart of CDRA model

to measure basic properties of calls and messages. At first, CDRA has to be performed
for all the COVID-19 infected people in a particular country. Furthermore, it has to be
extended for those infected people who travelled from abroad to that specific country.
The concerned authorities will be notified by hospital management in case a person
is declared a COVID-19 patient. Consequently, a CDRA will be triggered on the
active SIM of the patient’s smartphone with the permission of the affected patient. A
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concerned team of a government authority will contact and trace for suspected people
with whom the COVID-19 patient might have met and interacted in one way or other.
The ambulances will be dispatched to the homes of suspected patients to collect the
samples for their COVID-19 tests. The suspected people will be advised to completely
quarantine at their homes till the results of COVID-19 tests are declared to them. If
a particular person is diagnosed as COVID-19 patient, then the patient will be sent
to the hospital. In this way, same procedure will be followed for all those individuals
with whom the affected patient has come in contact. For the overall operation of this
model, a case study has already been performed in [37].

2.1.1 Limitations of CDRA

This section discusses the limitation of CDRA. These limitations have restricted the
utility of tracking system based on the CDRA.

2.1.2 Meet without having a call

It is a fact that we may not meet all those we call and call all those we may meet.
Thus an infected person may move in public places and all those who may come in
contact with him/her may not obviously be traced. This is one of the main drawbacks
of CDRA model.

2.1.3 Call made through VOIP

Technological advancement in VOIP, which provides calling facility is exponentially
increasing day by day due to its economical rates. Some of the famous apps include,
WhatsApp, Facebook Messenger, Snapchat, Viber, Skype, Telegram, WeChat, Line,
etc. Since calls made on such apps are not registered in CDR log, therefore, it is not
possible to track such cases using CDRA.

2.2 Contact tracing framework

Tracking model based on CDR only works once a suspect makes a call. In case where
the COVID-19 suspect Meets another person without making a call and/or go to the
crowded places then the model switches to tracking model based on contact tracing.
Contact tracing model works on a low range wireless technology i.e., Bluetooth. The
devices which come nearby exchanges random sequence. The log record of devices
which are physically in contact are maintained in the cloud storage under the supervi-
sion of concern government department. Application programming interface (API) of
the contact tracing is made under the umbrella of Google and Apple. One of the key
attributes of this model is the privacy and security of the end users.

ENS based apps are continuously developed around the world in order to track and
trace those peoplewho come in contactwithCOVID-19 patients. A unique and random
key of 4 digits is generated on a mobile device after a person chooses this model. The
key is altered in a continuous manner after a time span of 10 to 20 min. This feature
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helps to ensure that the location of an individual will remain unrecognized. If two
phones with ENS based app come into contact with each other, then the random keys
will be exchanged between the devices through BLE. As a consequence, the power
consumption will be improved along with guaranteed privacy.

An individual phone checks the record of all random keys in a periodic manner to
identify a COVID-19 patient. The user and the concerned department of government
receive exposure notification on their phone in case of existence of any match. As a
result, the limitations of CDR can be overcome if a person comes in physical contact
with another person without any phone call, because privacy of an individual must be
prioritized. It is important to mention that, a user opt out it any time after giving its
own authorization in exposure notifications. The matching of exposure notification is
only done in the device and the framework can share the identity with Google, Apple
and different people. The concerned authorities can ask for contact details after taking
the permission of a user. The overall execution of this model is explained in [37].

2.2.1 Limitations of contact tracing

Recently, numerous apps have been introduced for tracking COVID-19 patients and
almost all apps are based on GPS tracking system or connectivity through BLE. These
tracking apps require location services to be enabled to detect the devices in the range.
Following are some of the major limitations and shortcomings of the apps, which
are based on the contact tracing that are deployed for the tracking of the COVID-19
patients.

2.2.2 Installation of apps

The tracking app must be installed otherwise it will be difficult to track and trace any
suspected patient.

2.2.3 Privacy concerns

As discussed earlier, almost all the tracking apps require location service to be “on”
to detect devices within the range. This enforces everyone to turn on the location
app by giving these apps and other apps access to one’s location. Secondly, different
private companies have made these apps and their source codes publicly inaccessible,
therefore one cannot ensure the validity and security of these apps. Security and privacy
of the data is of great concern, which are using these apps.

2.2.4 Power consumption

Power consumption by all these apps is another drawback. Mostly these apps drain
out the battery quickly due to heavy power consumption.
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2.2.5 Literacy

In order to use such tracking apps, one has to be literate otherwise the user will not
be able to use it. It is very rare to use such tracking apps by a large number of people.
Understanding, installation and operation of such apps make them very rare to use.
Since literacy rate of the under developed countries are very low, therefore, tracking
system based on such apps is not considered to be a viable solution.

3 Proposedmodel

The use of VOIP calls has largely increased in recent years thereby replacing the
cellular services. From most of the recently published research studies, the trend have
moved beyond the overall usage of the Internet and now the focus is more on the use
of social media [38–40].

Since calls made on VOIP are not registered in CDR log, therefore, it is not possible
to track such cases using CDRA. In addition to this, if a call is made on such apps and
mobile is not taken along, then the contact tracing strategy fails to track the COVID-
19 patients. In order to overcome the existing model limitations, the proposed model
includes tracking of COVID-19 patients based on hybrid technologies. The proposed
hybrid model includes cellular, cyber and low range wireless technologies as shown
in Fig. 3.

Algorithm 1 Proposed model algorithm
Require:

CDR, VOIP calls log, contact tracing log of COVID-19 patients. algorithmic.
1: Perform CDRA
2: Perform contact tracing
3: Perform SCAMA
4: Track location and call history ‘
5: Sample collection
6: if Suspect − test − posi tive = True then
7: Go to step 1
8: else
9: Happy to go home
10: end if
Ensure:

Track COVID-19 patients and suspects

If the patient is diagnosed with COVID-19, the concerned government department
will perform CDRA, contact tracing along with the VOIP calls analysis (VOIPCA)
on the active SIM of the patient with his /her consent. After detail analysis of CDR,
VOIP calls log and contact tracing log, the people with whom the COVID-19 patient
met will be contacted by the concern government team. In order to check the status of
these suspected patients, COVID-19 samples will be collected. Until COVID-19 test
result is declared the suspects will be guided to remain stay at their home and properly
keep themselves isolated. In case the test comes positive, the patient will be shifted to
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Fig. 3 Detail flowchart of proposed hybrid model
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Table 1 Relevant information contained in patient VOIP calls log

Date and time A party B party Call type Call duration (mins)

08/01/2020 11:15:11 1234567890 12121212121 Call outgoing 14.03

08/01/2020 13:12:11 1234567890 13131313131 Call incoming 14.23

08/01/2020 15:30:24 1234567890 14141414141 Call outgoing 4.45

09/01/2020 13:34:44 1234567890 15151515151 Call outgoing 1.03

09/01/2020 20:13:13 1234567890 16161616161 Call incoming 2.11

09/01/2020 22:12:12 1234567890 17171717171 Call outgoing 3.33

10/01/2020 15:12:24 1234567890 18181818181 Call outgoing 4.22

10/01/2020 16:23:24 1234567890 19191919191 Call incoming 3.32

11/01/2020 13:14:22 1234567890 12121212121 Call incoming 5.34

12/01/2020 23:24:55 1234567890 15151515151 Call incoming 13.23

13/01/2020 17:18:34 1234567890 17171717171 Call outgoing 12.13

13/01/2020 19:12:24 1234567890 14141414141 Call incoming 12.53

15/01/2020 12:12:42 1234567890 12121212121 Call outgoing 4.33

16/01/2020 13:12:15 1234567890 16161616161 Call outgoing 2.43

20/01/2020 11:33:24 1234567890 19191919191 Call outgoing 1.32

the hospital. The entire tracking process will be repeated for all the people with whom
the patient has been interacted and reported positive.

3.1 Case study

The main targets of the proposed model can be realized by discussing a case study
based on hypothesis. In this way, the desired results of the model can be assessed.
When an individual is declared as COVID-19 patient, then the first and foremost step
is to isolate the patient and perform the CDR of that individual. In addition to this,
collect the data of VOIP calls log and contact tracing log of patient. Beside CDRA and
contact tracing as discussed in [37], analysis on app calling log starts just after getting
the log from the patient. After receiving the log, it is organized in the format given
in Table 1. The table contained only those attributes which are helpful in tracking the
COVID-19 patients.

This log of the subject contained all the relevant information through which one
can easily track and trace the patient through his/her calling contacts. From log, we
can get the information about the VOIP calls, which are made and received by the
patient along with date and time. This log contains the duration of all calls made and
received. Before starting the calling log analysis, irrelevant data is removed from the
log. Such irrelevant data can be easily removed by keeping the data of couple of weeks
and delete all the past data log. This operation ensures to limit the log in the desired
dates. By doing so, one can easily analyze few weeks data with high efficiency and
accuracy. Tabular data log can be easily converted into graphical one by using different
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Fig. 4 Graphical interpretation
of patient’s VOIP log

tools such as IBM I2 analyze as shown in Fig. 4. By doing so, one can easily extract
the hidden patterns from the log. This will also improve the visualization of the data.

In Fig. 4, nodes represent the calling parties whereas the edges show the frequency
of calls. Node A represents the subject, while nodes B, C, D, E, F and G are the one
with whom the patient was in contact. From Fig. 4 one can easily interpret that the
subject is frequently in contact with party C, with a total of 80 outgoing calls and
39 incoming calls. The patient is in least contact with party G with only 4 outgoing
calls and 1 incoming call. While investigating a COVID-19 patient, Fig. 4 depicts a
vital role to memorize the patient with whom he/she has met. VOIP calls’ log analysis
outcomes will help the patient to reduce the chances to miss anyone with whom the
patient has met. In fact all the parties those were in contact with the patient will be
contacted. It will be confirmed whether they have met the patient or not. Through such
analysis of a patient, one can easily improve the accuracy of tracking and tracing the
suspect ones. After identification, the people who have met with the patient will be
sent into the quarantine. Until the declaration of COVID-19 test result, the suspect is
guided to be at home and remain isolated. In case of positive test the patient will be
shifted to hospital. The entire tracking process will be repeated for all those people
with whom the COVID-19 patient interacted.

After investigating patient A in the light of social app graphical links. During
investigation let suppose patient A admits the physical meeting with C, D and E in the
infected period. Hence nodes E, C and D will be reported as suspects as shown in Fig.
5. The suspected nodes will be immediately connected by the concern government
team to quarantine themselves unless the tests come negative.

After testing let node D comes positive. Node D will be labelled as a patient and
the overall graph will be altered accordingly as shown in Fig. 6.

Now for node D the entire tracking process will be repeated i.e., app calling log
analysis of node D as shown in Table 2. Its graphical interpretation is shown in Fig. 7.
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Fig. 5 Identification of
COVID-19 suspects

Fig. 6 Identification of a
COVID-19 patient

After investigating node D, one can easily find out the suspects in the light of app
calling graph linkages as shown in Fig. 7. Similarly, the same cycle will be repeated
to dig out the suspected ones as shown in Fig. 8. The proposed model will be keep on
repeating until complete network of patients are tracked.Bygeo tagging theCOVID-19
patients the concern government department can ensure the monitoring of the patients
quarantine. In case of violation alerts will be sent to the concerned quarter.

The proposed model overcome all the limitations of the existing model by adding
the additional feature of tracing through VOIP calls log as shown in Table 3. The
capabilities of the proposed model is summarized in Table 4. The proposed tracking
model only fails to track if no call is made neither through cellular network nor through
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Table 2 Relevant information contained in patient VOIP calls log (node D)

Date and time A party B party Call type Call duration (mins)

05/01/2020 11:13:04 9876543210 21121212121 Call outgoing 3.34

06/01/2020 13:15:04 9876543210 41141414141 Call outgoing 23.22

06/01/2020 15:16:44 9876543210 51151515151 Call outgoing 3.12

08/01/2020 10:23:14 9876543210 61161616161 Call outgoing 4.35

08/01/2020 15:44:34 9876543210 81181818181 Call outgoing 1.22

09/01/2020 14:34:43 9876543210 91191919191 Call outgoing 9.64

10/01/2020 19:22:33 9876543210 31131313131 Call outgoing 5.88

12/01/2020 18:45:24 9876543210 11111112121 Call outgoing 7.11

13/01/2020 15:24:21 9876543210 51151515151 Call outgoing 3.65

15/01/2020 14:15:25 9876543210 81181818181 Call outgoing 1.11

15/01/2020 15:15:44 9876543210 31131313131 Call outgoing 4.90

17/01/2020 16:34:42 9876543210 21121212121 Call outgoing 5.55

19/01/2020 13:34:31 9876543210 61161616161 Call outgoing 6.44

22/01/2020 20:13:32 9876543210 31131313131 Call outgoing 4.37

Fig. 7 Graphical interpretation of node D app calling log

VOIP services, and the contact tracing is also disabled. In such rare case the proposed
model is not capable to track the COVID-19 patients.

4 Conclusion

Until the availability of any drug and vaccine for COVID-19 and similar kind of
pandemics, the best solution will be to reduce the spread and impact of pandemic.
This paper presents a novel model to overcome the spread of COVID-19 using contact
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Fig. 8 Identification of COVID-19 suspects

Table 3 Comparison of proposed model

Tracking capabilities [32] [37] Our work

Tracing through call history ✗ ✓ ✓

Tracing without call history ✓ ✓ ✓

Tracing through VOIP calls ✗ ✗ ✓

Tracing through call history (suspect) ✗ ✓ ✓

Tracing without call history (suspect) ✓ ✓ ✓

Tracing through social media calls (suspect) ✗ ✗ ✓

Patient monitoring ✗ ✓ ✓

Path traversed by COVID-19 patients ✗ ✓ ✓

Table 4 Capability of proposed model

Tracking capabilities Technology used Status

Trace and Track of COVID-19 patients having call history CDRA �
Trace and Track of COVID-19 patients without call history Contact tracing �
Trace and Track of COVID-19 patients having VOIP calls log Tracing through social calls �
Trace and Track of COVID-19 suspects having call history CDRA �
Trace and Track of COVID-19 suspects without call history Contact tracing �
Track and Trace of COVID-19 suspects having VOIP calls log Tracing through social calls �
Monitoring of COVID-19 patients Tagging �
Path alerts traversed by COVID-19 patients CDRA �
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tracing, CDRA and VOIPCA. The proposed model can trace and track the infected
COVID-19 patients effectively. The information of a patient and his/her interaction
with suspected people can easily be retrieved by following this model. In this way,
the model can successfully identify the individuals infected by COVID-19 along with
possible suspects. In addition to this, the path followed by patients during the last few
weeks can be traced and alerts can be sent to the public accordingly in order to avoid
that particular path. It has been discussed in detail to demonstrate the effectiveness and
implementation of proposed model. A contact tracing strategy is also utilized to track
the path used by the COVID-19 patient without any call history. If the call is made
on VOIP then the proposed model traces the patient through VOIPCA. Spreading
of COVID-19 disease can be easily control by extracting information using hybrid
model. The potential outcomes of the proposed model are tracking of COVID-19
patients, monitoring of isolated patients, tracking of suspected ones and inform the
mass about the safest path to use. The proposed model can be easily used by the
concern government team to minimize or stop the spread of COVID-19 disease. In
future, the authors are planning to automate the entire process of tracking and tracing
system. An app will be built to automatically perform all the simulations for tracking
and tracking of COVID-19 patients.
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