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Abstract
The wide use of IT resources to assess and manage the recent COVID-19 pandemic allows to increase the effectiveness of

the countermeasures and the pervasiveness of monitoring and prevention. Unfortunately, the literature reports that IoT

devices, a widely adopted technology for these applications, are characterized by security vulnerabilities that are difficult to

manage at the state level. Comparable problems exist for related technologies that leverage smartphones, such as contact

tracing applications, and non-medical health monitoring devices. In analogous situations, these vulnerabilities may be

exploited in the cyber domain to overload the crisis management systems with false alarms and to interfere with the

interests of target countries, with consequences on their economy and their political equilibria. In this paper we analyze the

potential threat to an example subsystem to show how these influences may impact it and evaluate a possible consequence.
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1 Introduction

The COVID-19 pandemics unveiled the vulnerability of

whole countries especially on their economy and social and

healthcare systems. Notwithstanding the availability of

advanced technologies and the penetration and pervasive-

ness of digitization, in many countries the need for pre-

cautions and the spread of the disease caused damages to

economic activities, impacting the Gross Domestic Product

(GDP) and straining the capacity of hospitals and health

facilities. The press reported the significant impact of the

COVID-19 pandemic and that different countries estab-

lished different strategies to cope with it, such as higher or

lower application of lockdowns, restrictions on commerce

or economic activities, and diverse prescriptions about

infected people with different symptoms, people that came

to contact with infected people, people specially exposed to

risks because of preexisting conditions, type of profes-

sional activity, age or other factors. This obviously had

consequences on political equilibria, with regard to internal

and external affairs, on public opinion and on electoral

campaigns and processes. For example, EU is discussing

special measures and support that are causing intense

reactions in each country and between countries. Experts

& Michele Mastroianni

michele.mastroianni@unicampania.it

Andrea Bobbio

andrea.bobbio@uniupo.it

Lelio Campanile

lelio.campanile@unicampania.it

Marco Gribaudo

marco.gribaudo@polimi.it

Mauro Iacono

mauro.iacono@unicampania.it

Fiammetta Marulli

fiammetta.marulli@unicampania.it
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expect major consequences on the economy of each

country. Many countries are considered in need of addi-

tional funds, while the perspective of a surrender of

sovereignty in exchange might be argued to be an unac-

ceptable constraint for the future.

Technology has been widely deployed to contrast and

contain the effects of the disease. Besides the great support

of modern networks to distance working, when and where

possible, and to partially compensate suspension of school

and university attendance in some countries, two main

contributions have been provided to control and manage

the infection: Internet of Things (IoT), for both personal

health monitoring with medical or non-medical devices,

and contact tracing applications [1, 12].

The spread of IoT devices and smartphones is ubiqui-

tous, and spans over private and public places, home and

enterprise environments, with pervasiveness and mobility

characteristics that make them well embedded into daily

activities.

The spread of adoption and installation of these tech-

nologies causes many of these devices to be unmanaged or

sloppily cared by owners or users. Even when used in an

enterprise environment, it is not infrequent that such

devices do not get sufficient attention or coverage, and are

not integrated into normal network and computer security

procedures [2]. Smartphones users are generally not power

users, and tend to install unsafe applications and access

unsafe contents on the Internet due to a lack of sufficient

awareness of security issues. They are exposed to all

general threats that are very common against commercial,

general purpose devices. Design efforts for IoT devices

often target features embedding and cost issues, so that it is

not unlikely that off-the-shelf devices do not have enough

resources or do not implement support for security-oriented

features. This makes them vulnerable attack surfaces, and

security concerns are raised in the literature that document

known issues and cases [22]. The versatility of modern

smartphones and the abundance of computing resources,

storage and energy availability reached by the most recent

mid-range products, together with their mobility between

different mobile and public, private or home WiFi net-

works and the use of them as hubs for personal area sensor

networks make them a very interesting vector to threaten a

vast number of targets [24].

In general, this situation does produce a large number of

dispersed targets, resulting in a plurality of disjoint attack

surfaces that might be of interest to any type of attacker.

This type of problem is in the domain of cybersecurity. If

we focus of the subset of the devices that are used to cope

with COVID-19 issues (and that is reasonable to expect

that they will be used in future events with analogous

characterization) we are shaping a well defined attack

surface that may be out of reach, for the plurality of

involved vendors and applications, for cybercriminals, but

would be a perfect target for cyber warfare operations as

well, if part of a proper strategy aiming to damage a

country. In fact, the capability of provoking false, but

plausible, readings on health monitoring devices or contact

tracing software may be used, with appropriate strategies,

to exert pressure over health facilities by producing false

warnings and signal false contacts with infected people, or

to provoke unnecessary mandatory self-quarantine1 of

workers. This will have adverse consequences on business,

production, sustainability of commerce, freight and public

transport and other sectors, including healthcare. Recent

statistics show that this may actually cause loss of com-

petitiveness, a decrease in the GDP, as well as give rise to

mass protests that actually contribute to an increase in the

probability of a propagation of the contagion due to

crowding. It is not unlikely that cyber exploits of this kind

that aim at influencing the economy, politics and interna-

tional relations may be used to weaken companies in the

target country and buy them to expand own economy

abroad and penetrate new export markets, or to force for-

eign governments to accept international agreements

because of a domestic instability situation, media pressure

or social situation.

From a cyber warfare perspective, the large number of

target devices is a minor problem, due to the scale of the

effort that a state and its military cyber forces can apply.

The cyber warfare domain is characterized by a large

asymmetry between the attack and defense capabilities of a

country, due to the ease of developing and using of cyber

weapons and the difficulty of tracking attacks to their

source. A comparison is possible with nuclear warfare, and

an important difference is immediately evident: in fact, in

cyber warfare there is, at the moment, no known way to

enact confidence-building measures2. This is due to the

lack of exhibiting weapons and allowing an estimation of

own arsenal by adversaries, as well as to delimit targets and

responsibilities: this makes the definition of deterrence

mechanisms hard, so suggesting attack-first strategies [26].

A cyber defense setup is very hard to organize and estab-

lish, and has in prevention and proactive risk analysis the

most effective weapons.

In this perspective, the attack surface of interest is

composed of: (I) Bluetooth3 or WiFi4 contact tracing apps

for smartphones; (ii) health monitoring sensors, such as

sport oriented devices, smartwatches, smart bands, other

1 This is, for example, what regulations impose in Italy.
2 As this is a very complex topic, involving several issues, including

geopolitical and strategical doctrines, we will not deal with it in

detail.
3 Such as implemented in Italy, for example.
4 Such as implemented in London Tube, for example.
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IoT devices that autonomously connect to the Internet or

use smartphone apps as hubs; (iii) medical sensors that

operate on the same basis; (iv) autonomous IoT devices for

medical use to be used in healthcare facilities; (v) au-

tonomous IoT devices for medical use to be used to

monitor infected people at home; and (vi) independent IoT

devices for other non-health related purposes, such as

access monitoring. We do not include computer-hosted

targets because they are more likely to be well protected

and because they can be impacted by poisonous data

coming from the six listed categories, that is, by their

sources. While obtaining a complete catalogue of these

devices is probably not viable for isolated attackers or

cyberterrorists, it is not a hard task for cyber forces to build

it and to explore them offline searching for possible attack

strategies to enact on actual installations. While directly

locating the targets on the Internet is complex, servers are

more likely to be located and identified by observing

operational traffic and service traffic (e.g., connections

towards known update servers of the vendors).

In this paper we focus on a preliminary analysis of the

risk and the global impact of similar threats in terms of

cyber warfare initiatives. We target the consequence of

attacks on the overall response capabilities of health-re-

lated infrastructures. The applicability of our approach is

shown over the consequences of the vulnerability of

smartphones as single points of vulnerability for devices of

type (I), (ii) and (iii) on one of the consequence, namely,

the increase in pressure on testing facilities due to false

alarms resulting by the attacks.

This paper is organized as follows: after this introduc-

tion, Sect. 2 presents related work, Sect. 3 presents an

analysis of the general context and of the possible effects

that may motivate the attacks in the cyber warfare per-

spective, Sect. 4 presents the modeling approach for the

analyzed target subsystem, Sect. 5 presents the model.

Conclusions and future work follow.

2 Related work

The unprecedented worldwide COVID-19 pandemic has

shown that currently, novel diseases severely impact public

health, human society, and global economy, when health

systems are unable to respond promptly and pharmaceuti-

cal treatments and vaccines are unavailable or not sufficient

to combat and contain phenomena of such a large and

severe scale.

One of the lessons learned from the management poli-

cies acted by the world organizations to contain the spread

of the COVID-19 pandemic is that, when healthcare

facilities are inadequate or temporarily run out of resour-

ces, long-term systems for preventing and controlling new

infectious diseases can help to limit the damage of a

pandemic.

IoT technologies, due to its ubiquitous sensing ability

and seamless connectivity, have already changed our lives

by introducing a smart way of thinking and acting.

Examples are the smart healthcare, the smart home, and

smart cities, that aim to build a more convenient and

intelligent community.

The powerful capability of ubiquitous IoT devices in

sensing spontaneously human features, such as activities,

health conditions and vital signs, can be exploited in the

emergencies management, as in the case of the COVID-19

pandemic [15], where the IoT could be incorporated into

the epidemic prevention and control system.

[6] provides the review of an intelligent IoT-based

platform designed for COVID-19 prevention and control

that could be used in both the COVID-19 pandemic and

post-pandemic periods. Specifically, the reviewed IoT

platform involves five non-pharmaceutical interventions

(NPIs) [8, 16] including COVID-19 Symptom Diagnosis,

Quarantine Monitoring, and Contact Tracing [1] & Social

Distancing, implemented in a fog layer, and the COVID-19

Outbreak Forecasting and SARS-CoV-2 Mutation Track-

ing, implemented in a cloud layer. In this work, authors

provide a comprehensive investigation and review of the

state-of-the-art studies of IoT-based monitoring and sens-

ing, which can be used to implement these five NPIs for

COVID-19 prevention and control. Finally, a map showing

how to associate existing IoT platform and IoT applications

with COVID-19 prevention and control is provided.

These five NPIs provide a set of basic tracks on which to

base the investigation of current and future IoT based

systems capabilities in countering against the current

COVID-19 pandemic or future infectious disease

epidemics.

So, the synergistic use of IoT infrastructures with other

popular technologies, e.g., artificial intelligence (AI), fog

computing or big data oriented solutions, makes feasible

the extension of the COVID-19 NPIs into people’s daily

lives to achieve intelligent and effective prevention and

control.

Moreover, the enormous amount of data provided by

IoT networks can be further analyzed to perform event

prediction using big data analytics and machine/deep

learning techniques [25].

In the more specific context of the COVID-19 pandemic,

IoT technologies have been employed massively to

implement contact tracing applications [1].

COVID-19 is known to be a highly infectious virus, but

infected persons may not initially exhibit symptoms, while

some remain asymptomatic. Thus, a non-negligible frac-

tion of the population can, at any given time, be a hidden

source of transmission.
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Contact tracing is normally accomplished by health

authorities through a manual interview of the infected

persons. Such interviews aim at collecting and possibly

identifying the persons that came into contact with an

infected person in the very near past (14–21 days incuba-

tion period for COVID-19). Such contact information can

be used to estimate a risk-score of contagion for each of

these contacts, based on the type of contact made (e.g.,

indoor or outdoor environment), its duration, and proximity

(distance occurred among the contacts). However, such

interviews require a considerable workforce of health

officials trained in the art of manual contact tracing; on the

other hand, it is quite difficult to remember every person

you have come into contact with in the last three weeks.

Besides, an infected person might have infected many

persons that cannot be identified, such as contacts with

unknown persons standing in a crowded place.

Consequently, recent research efforts have been focus-

ing on technological solutions to automate the contact

tracing process with the aim of quickly and reliably iden-

tifying contacts that might be at significant infection risk.

Smartphones, due to their ubiquity and the ability to keep

track of their location (e.g., via GPS and WiFi), along with

their in-built Bluetooth interface allowing communication

and proximity detection with other nearby smartphones,

represent the ideal devices for implementing automated

and reliable contact tracing. As a result, many smartphone

contact tracing apps have been proposed, with some

already deployed, as discussed in [1], where a compre-

hensive review of the most recent tracing apps is proposed

along with a discussion about some critical attributes of

this kind of apps, according the concerns users have

reported regarding their usage.

In response to this opportunity, many governments

(among which the Italian one that distributed the ‘‘Im-

muni’’ app5) have shown great interest in smartphone

contact tracing apps that help automate the difficult task of

tracing all recent contacts of newly identified infected

persons. However, tracing apps have generated much dis-

cussion around their key attributes, including system

architecture, data management, privacy6, security, prox-

imity estimation, and attack vulnerability [23].

Anyway, contact tracing applications have exposed the

side to privacy related implications, as it is discussed in [5],

where some ways of ameliorating the privacy concerns

without decreasing usefulness to public health are

discussed.

Moreover, beyond the unquestionable advantages

brought by the use of IoT in monitoring and support sys-

tems for healthcare, the reliability of such systems is an

essential requirement and unintentional faults or artificially

caused anomalies related to these systems should not be

overlooked.

Anomaly is that portion(s) of data that do not conform to

the rest of the data or does not follow the expected trend or

characteristics. Anomaly detection is of utmost importance

in healthcare analytics, because of the significant infor-

mation and interests are embedded in anomalous events.

Thus, the anomalous events are to be accurately detected

with low false negative alarms often under high noise (low

SNR) condition. According to the study proposed in [27],

in which anomalies are discussed affecting IoT based

systems for Healthcare Analytics, the main challenge of

anomaly detection in medical applications is to reduce the

False Negatives Rate (FNR), i.e., disease should not get

undetected.

A False Negative (FN), like an undetected disease, may

result in severe consequences, up to and including the

death of persons.

Moreover, in the case of contagious and asymptomatic

diseases, as it is often the case with COVID-19, a false

negative in detecting the presence of the virus even in a

single person results in a spreading event, since asymp-

tomatic subjects have frequently bypassed explicit checks

or, supported by false negative swab outcomes, felt free to

keep on living their normal lives without taking precau-

tions necessary to prevent the spread and transmission of

the virus.

The IoT, jointly with all other emerging smart tech-

nologies, may be essential to mitigate such kind of critical

situations and sometimes irresponsible behaviors held by

persons, as long as they are reliable in detecting with as

little uncertainty as possible potential threats.

So, it is compelling to ensure that the number of FN

tends to 0. However, tuning an algorithm to minimize FN

would inevitably raise the False Positives Rate (FPR). But

more False Positives (FP) would result in ’alarm fatigue’,

i.e., medical caregivers would ignore most of the alarms

considering them FP. Such incidents would possibly be

fatal.

Furthermore, beyond the False Negatives caused by

functional equipment failures, measurement errors, and/or

other unintentionally misapplied procedures, we should

consider the failures intentionally produced by attacks to

cyber-physical systems.

In [17] the discussion is focused on cybersecurity in the

COVID-19 era, by highlighting the timeline and range of

cyber-crimes and cyber-attacks experienced globally dur-

ing this current pandemic. According to the analysis pro-

vided in this research, the COVID-19 also led to a

5 https://www.immuni.italia.it/
6 With a special relevance assumed by the General Data Protection

Regulation (GDPR), Regulation (EU) 2016/679 of the European

Parliament and of the Council of 27 April 2016 on the protection of

natural persons with regard to the processing of personal data and on

the free movement of such data.
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secondary significant threat to a technology-driven society,

that is both a series of indiscriminate and a set of targeted

cyber-attacks and cyber-crime campaigns. Since the out-

break, there have been reports of scams impersonating

public authorities and organisations, targeting support

platforms as well as millions of people working from their

own home, conducting Personal Protection Equipment

(PPE) fraud and offering COVID-19 cures.

The increased use of remote working from home has led

to a critical level of cybersecurity never reached before by

industry and population. Cyber-criminals have used this

opportunity to expand upon their attacks, using traditional

techniques (i.e., malware, phishing, etc.), by pressing the

feelings of fear, stress, anxiety and worry. In addition, the

massive remote working revealed the general level of

inadequacy and the lack of robustness of software products

and the low readiness level of its vendors, particularly as

far as the security of their products was concerned. Cyber-

attacks have also targeted critical infrastructures such as

healthcare services. So, it is therefore extremely chal-

lenging for organizations to develop appropriate protection

and response measures given the dynamic environment.

Finally, another issue concerns the reliability and the

quality of information that have been provided during the

pandemic and its heavy weight on biasing public opinion

and governance about the best practices, behaviors actions

and policies to adopt.

[10] discusses on the fallibility of simulation models in

informing pandemic responses, especially in the early

stages of the COVID-19 pandemic, when mathematical

models can provide valuable insights into transmission

dynamics (e.g., see [9], help to predict disease spread, and

evaluate control measures. In this work some limitations of

the simulation models are highlighted, as the fact that

models are only valid within the limits of the examined

parameters, and the need to increase the sensitiveness of

models to the changes occurring in their parameters. As

reliable parameter estimates are rarely available early in a

new pandemic, best-guess estimates are used, but they need

to be constantly reviewed as new real-world data emerge,

in order to provide useful information about validity when

parameters are uncertain. These factors have to be con-

sidered in order to correctly interpret models without

leading to flawed inferences, which can produce far-

reaching effects when they inform public health policy and

public opinion too.

Summing up, the COVID-19 pandemic raised remark-

able and unique societal and economic circumstances,

often and willingly leveraged by cyber-criminals, that uti-

lized the event as a hook thereby increasing the likelihood

of success for their attacks [13].

3 The big picture

Starting in the first half of 2020, several countries had to

face an unprecedented crisis due to COVID-19. Two main

macroscopic consequences were the fall of country pro-

ductivity and political consequences of the management of

the crisis, that in some cases caused political instability and

oppositions reactions and anyway modified the political

agenda and the structure of public expenses. For example,

in some countries, like China and South Korea, massive

personal tracking mechanisms have been introduced and

limitations of personal freedom have been imposed to

contain the spread of the virus, heavily affecting and

changing the daily habits of citizens; in some countries,

like Italy, restrictions have been imposed, weakening

education because of the limitations to school attendance,

limiting commerce and the industrial activity.

A role of paramount importance is played by informa-

tion about infections, casualties and related dynamics. In a

context in which there is no previous experience and

existing models had to be reused with a few information

about the specificity of the new virus, all decisions had to

be based on partial, inhomogeneous and dirty data. A

plurality of different voices dealt with the topic, amplified

by media that served more or less prudentially as the main

resource and guidance for the population. Official raw data

have been collected and managed by the Istituto Superiore

di Sanità, an official institution, and not disclosed to third

parties. The government created a panel of experts that

produced indications for the political action, on the basis of

non-disclosed reports, raising criticisms and legal actions

by the opposition. However, the role of data in the decision

process that defines the immediate reactions of the country

and impacts its next future is obvious.

3.1 A cyber warfare perspective

In general terms, the possibility of influencing the political

equilibrium, the economy and, ultimately, the autonomy

and the decisions of a foreign government are some of the

targets of cyber warfare. Cyber warfare is the complex of

military operations aiming at attacking foreign countries in

the cyberspace, that is by leveraging information and

communication technologies to reach and compromise

military targets (e.g., critical infrastructures, information

services, strategic technological platforms, economically

relevant systems...) to obtain a benefit for own country or to

damage the target country. The benefit might consist in a

military advantage (taking over or destroying weapons or

related resources or support/logistic chain, as in the Stuxnet

case [18]), in gaining access to critical information systems

for a useful period of time, in an image damage, in causing
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diplomatic cases, or in getting the devices to influence the

economy (e.g., by supporting industrial espionage, or

interfering with local industry to produce a tactical or

strategical advantage on the market or in the international

competition for own national competitors) and the politics

of the target country (e.g., by disclosing confidential

information that might destabilize the government or

influence elections). In this perspective, the observed

impact of COVID-19 on local economy and politics sug-

gests that in similar situations gaining a leverage on the

health system and the countermeasures of a target country

might result in an influence on its economic competitive-

ness and political stability. While a direct impact seems to

be beyond the possibilities of the cyber domain, the per-

vasivity of IoT technologies and smartphones in supporting

contact tracing and personal health monitoring provides a

viable tool to establish indirect influences, based on alter-

ing the signals that influence person and global decisions.

In the following we will abstract from the specific case of

COVID-19 pandemics to evaluate the viability of such a

cyber warfare aggression strategies in similar cases at the

current state of the technology.

3.2 Analysis of influences

In order to understand if, in principle, a cyber warfare

activity based on proper coordination of cybersecurity

attacks may impact at the desired macroscopic level, we

analyzed the scenario with a qualitative technique inspired

to Influence Nets [11]. The goal was to find a possible

chain of consequences that may bind reachable techno-

logical targets to governance decisions or economic con-

sequences. The model resulting from the analysis process is

depicted in Fig. 1. A quantitative analysis of this model is

out of the scope of this paper and is part of planned future

work. Anyway, it is here important to point out that a

quantitative analysis can provide an estimation of the

impact of the chain of events and their influences on the

selected events of interest in terms of likelihood by using

an estimation of the weight of each influence (represented

by an arc) produced by a panel of experts in different

hypotheses.

The two technological targets that may be easily

attacked, according to cited literature, are: I) - scarcely

defended IoT sensors for critical or personal health moni-

toring and ii) - devices that host contact tracing applica-

tions, such as smartphones or publicly accessible access

points: we assumed these two factors as independent events

and evaluated other events on which their influence may be

significant, as the attacks were performed according to a

coordinated strategy. In both cases, given the possibilities

of cyber warfare units, we derive the feasibility of the

attack from two considerations. The first is based on the

relatively small dimension of the market of common

health-related IoT devices; the second on the fact that there

is more diversity in smartphone and network devices than

in the first case, but that in the most of the cases apps and

updates are downloaded from a few sources. On this basis,

cyber warfare units might gradually and partially gain

control on the targets by exploiting a supply chain attack

[20, 28], such as the one that significantly and visibly

impacted USA targets in December, 20207 and was largely

noticed by media. We denote the two related events as

False monitoring alarms injected and False contact tracing

Fig. 1 Influence Net for the scenario

7 No scientific reference is provided, as we write a few days after, but

press documented the events, for example inhttps://eu.usatoday.com/

story/news/politics/2020/12/18/russian-cyber-attack-worst-may-yet-

come-solarwinds-hacking/3956223001/ .
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alarms in Fig. 1. This chain of consequences is effective

during a crisis, that is when the system is already solicited

and close to maximum tolerable workloads, so that small

influences may move the equilibria towards collapse and

instability and produce the most disruptive effects possible.

We identified four main events that may be influenced

by the two factors, namely:

• Increase in ambulance calls;

• Crowding of emergency departments;

• No-needed self-quarantine;

• Crowding of diagnosis facilities.

Increase in ambulance calls is a potential consequence of

properly altering data collected by IoT sensors that are

installed to monitor patients that are treated at home. This

produces unnecessary calls for interventions, that cause

ambulances and personnel to lose time and to become

unavailable for real emergencies or for other needs.

Crowding of emergency departments is another conse-

quence, due to reactions of patients that receive false

alarms by their IoT devices or non-patients whose IoT non-

medical monitoring devices or contact tracing systems

signal a problem. This causes an overload on emergency

departments, but also creates concentrations of people in

which contagion is more likely, due to unsafe behavior of

the people or lack of effective devices to keep safety

conditions.

No-needed self-quarantine is caused, for short periods or

until testing is possible and results are available, by contact

tracing alerts in absence of symptoms. Self-quarantine may

be imposed by the law, also as a consequence of recent

simultaneous presence in the same place (e.g., an office, a

restaurant, a public place, mass transport vehicles or sta-

tions...) with people signaled as positive or signaled, in

turn, as contacted by contact tracing applications. This

affects businesses, industrial production, commerce, ser-

vices by temporarily forbidding part or all of the employ-

ees, that might have severe consequences on their

economic sustainability during a crisis, in combination

with other factors (e.g., lockdown effects). While self-

quarantine lasts a short period, it is relatively easy to

amplify its effects on specific targets or specific areas, as

attacks may exploit real contact networks, leveraging

subjects that actually have a large number of contacts per

day (e.g., bus drivers on lines that cover densely inhabited

areas of a city), and the alarmed people should warn all

people that they have been actually or potentially in contact

with independently from the contact tracing systems.

Crowding of diagnosis facilities causes inefficiencies

and delays, and potentially lack of materials or personnel.

As this is a potential bottleneck that affects the free

employment of potentially positive people, we decided to

perform a quantitative evaluation of the dynamics of a

testing facilities and of the impact of false alerts on it in the

next Section.

These events may in turn influence other ones, namely:

• Lack of local resources for actual emergencies;

• Saturation of global resources in healthcare.

Lack of local resources for actual emergencies raises the

criticality of the effects of the attacks. If the attack manages

to push the number of calls over the maximum coverage

possible, additional personnel may be diverted from normal

utilization in hospitals or similar facilities or may be forced

to extra hours and stress. As additional personnel is not

obviously and immediately available (and needs extra

funds and training), this may severely affect the capabili-

ties of the health system; in general, a saturation of global

resources in healthcare, in terms of resources, personnel,

devices may happen in the country, or in the most hit areas,

and exceptional procedures and decisions may be needed;

this situation paves the way for the most dramatic events

caused in the chain, that are:

• Increase in casualties;

• Need for case selection strategies;

• Health deterioration for previous cases.

Increase in casualties results because of the excessive

pressure on structures and personnel and on the consequent

lack of time, attention or interventions that may be devoted

to real cases, be it in hospitalized, home treated or chron-

ically ill people or in case of actual emergencies. Such a

pressure brings to errors, stress, tensions, mistakes that may

make the situation even more pressing.

When critical resources and space are saturated, need for

case selection strategies arises, causing doctors to choose

between patients, delay surgery, change cures or proce-

dures, send back home patients in difficult conditions to

privilege subjects that have more chances, that naturally

creates social tensions amplified by media. This also affects

increase in casualties and causes health deterioration for

previous cases that are not severe and would have stayed in

the same or better conditions if the crisis did not divert

resources: this, in turn, further affects saturation of global

resources in healthcare.

Finally, the macroscopic consequences that have a sys-

temic scope and are the events targeted by the leverages

are:

• Pressure on administrations, governance and politics;

• Protests and riots of damaged categories increase;

• Fall of productivity in the country.

Pressure on administrations, governance and politics is of

paramount importance to pilot strategic decisions, to

influence elections and majorities, force participation in

international agreements and in general to gain partial
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control of the reactions of target governments, including

their fall, in extreme conditions. It is of course only one of

the factors that may build power over target government,

but it may be used to build a more complex strategy and as

a leverage during negotiation processes or to induce to

adhere to mutual exchanges or to desist from competition.

Protests and riots of damaged categories increase is one of

the reactions of public opinion, that may be solicited by

propaganda built on top of restrictions and critical deci-

sions. Raising the level of perceived severity of the crisis is

a leverage, including the perception of a collapse of the

health system, and a mutual influence exist with the pres-

sure on administrations, governance and politics and

resulting acts, that may start a self-sustained cycle of

amplification of the effects in a spiral of overreactions. Fall

of productivity in the country is a consequence of many

factors, including the causes that are related to the per-

manent or temporary unavailability or limited effectiveness

of workforce and the effects of protests, but is a primary

target of a cyber warfare attack strategy. In fact, this event

may hit the target country at many different levels. As first,

the general economy of the country, already threatened by

the crisis, might be damaged at the point that part of its

structure collapses, its internal and global equilibria are

compromised and a weaker economy will emerge as post-

crisis equilibrium: strategic sectors might be targeted to

substitute own presence over them in place of the one of

the target country on the international level and on the

global market. As second, the target may be the acquisi-

tion, by means of own finance or firms, of target country

production assets at a price that is lower than the actual

value, exploiting induced favorable conditions or exploit-

ing the need for liquidity of target businesses. As third,

target may be the general competitiveness of small firms in

the target country, to give a push to own ones or to favor

acquisitions or to start a substitution process by multina-

tional firms. Resolutions of the target government may

favor these effects as well, e.g., by limiting economic

activity, workforce usage or business opportunities for

safety reasons.

4 A quantitative insight on testing facilities

In order to model the behavior of the contact tracing system

issued by governments in contrast to COVID-19 pandemic,

we refer to Italian rules. It is to be kept in mind that these

rules may differ from state to state, but the rules of other

states may be modeled in a similar way.

The rules for management of symptomatic, positive and

contact cases in Italy are stated by a circular letter of the

ministry of October 12th, 2020 of Ministero della Salute

(Ministry of Health)8, in which are also stated the

quarantine length and the need to carry out the swab. These

rules state that the persons which have been in close con-

tact with a patient tested as positive to COVID-19 must

follow a quarantine period in two possible ways: (I) stay in

quarantine for 14 days, and return to normal activities if in

this period he manifests no symptoms, or (ii) stay in

quarantine for 10 days, and return to normal activities after

taking a negative swab.

In view of this, the behavior of the contact tracing

system is detailed in the following:

1. The contact tracing system is alerted because a person

has been found positive to COVID-19;

2. All close contacts of the subject must be alerted and

invited to respect a quarantine period;

3. The quarantine period may be followed by close

contacts by:

(a) Staying in quarantine for 14 days and returning

to normal activities if in this period they manifest

no symptoms;

(b) Staying in quarantine for 10 days, and returning

to normal activities after they have carried out a

negative swab;

4. If during the quarantine period (or after a swab) the

subject is found infected by COVID-19, he must follow

the insulation rules (different from quarantine).

This behavior is also shown in Fig. 2. The persons sus-

ceptible to infection (and not suspected to be infected) are

in state S. When a person is alerted by the contact tracing

system moves to state Contact. From this state, depending

upon his choice, may evolve in state Queue for swab or in

state Wait 15d. From state Queue for swab, the person,

after having carried up a swab, may evolve in state Infected

or returns to state S, depending on the results of the swab.

From Infected the person, once he recovers from the dis-

ease (or if he passed away), evolves in the state R or D. We

choose not to consider the case of a person which is

recovered from COVID-19 disease and later infected again

due to lack of data related to those cases.

The color codes used in Fig. 2 have the following

meaning:

• Blue: normal activity state;

• Red: state of non-working person;

• Yellow: state of non-working person caused by real

infection (unavoidable);

• White: transient state;

• Continuous lines: timed transition;

• Dashed lines: immediate transition.

8 The circular letter may be found (in Italian) on Ministero della
Salute web portal,http://www.salute.gov.it/portale/nuovocoronavirus/

dettaglioNotizieNuovoCoronavirus.jsp?lingua=italiano&id=5117 .
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5 A case study

We focus on a single geographical region, and model the

considered system as a Markovian Agent Model (MAM

[3]), composed by a single location. We use a Coloured

Petri Net (CPN [14]) to describe the evolution of each

agent with a high-level modeling language, and then we

translate it to the corresponding MAM9.

The considered CPN is shown in Fig. 3, where tokens

can be of two colors: Infected (denoted with letter A and

represented in red), and Susceptible (shown in blue, and

identified by letter S). We use a graphical notation specified

in the following.

Black primitives represent places, transitions and arcs

that can be used by both types of tokens. In particular, each

black transition can fire either in A or S modes, both modes

characterized by the same firing rate (timed transitions) or

weight (immediate transitions). When a transition fires in

A mode, it removes and generates red tokens. Conversely,

when it fires in S mode, it only uses and creates blue

tokens. Red transitions and arcs, only fire using A tokens,

while blue elements are limited only to S tokens. To sim-

plify the picture, we also use Broken Arcs: arcs that ends on

a small circle with a number written inside, continues from

an identical spot in a different part of the picture.

To simplify the model, we consider the following

assumptions:

• People can become infected only when they are in the

Susceptible state (S in Fig. 2);

• We do not consider FP and FN in the results of a swab:

a person modelled by an A token will always be

detected as infected, and a S token will always produce

a negative swab result;

• Infected people who have severe consequences and get

identified by a medical intervention (such as a visit to

and Emergency Department of an Hospital, or by the

intervention of an ambulance) can jump directly to the

infected state (I in Fig. 2). This can happen anytime:

during the contact tracing, or before it, but only to

infected people (A tokens);

• Infected people who have not been involved in the

contact tracing process, or have decided not to proceed

with a swab, and have not shown any symptom during

the quarantine, will return to the susceptible state (S in

Fig. 2) as infected token A. They might then show

symptoms, or been involved again in another contact

tracing, where they can again decide not to take a swab

or wait another quarantine period.

• Although we have deterministic duration, such as the

length of the quarantine, we approximate every duration

with samples of an exponential random variables with

the same average.

Place PS represents the normal population: it includes both

non-infected people (S tokens), and infected but undis-

covered people (A tokens). Transition TS�[A represents

susceptible people that become infected: its action is to

change color of tokens inside PS from blue (S) to red (A).

Its firing rate depends on the quantity of infected people in

the system, as in conventional SIR model. Infected people

(token color A) can have severe consequences that imme-

diately show the infection (transition TI 1), or can recover

Fig. 2 Description of the behavior of the contact tracing protocol

9 For other applications of CPN to these topics, see for example [4].
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autonomously without being discovered (transition TR A).

Transition TC represents the contact that can occur to a

person, forcing him to chose either to wait for the quar-

antine, or the go for a swab. Place PC models people

making this decision: the choice of the swab is modelled by

immediate transition tSw, and quarantine by transition tW15.

Let us focus on the quarantine choice, represented by

place PW15. In this case, tokens wait the quarantine period,

and if nothing happens, they return to be susceptible

(Transition TW15 1). Infected people (A tokens) can instead

become severe and be identified, with the firing of transi-

tion TI 3.

The swab execution is instead modelled by Place PSw,

that represents the queue that people have to do before

performing the test. If the time to perform the swab

becomes larger than the quarantine time, people immedi-

ately return being susceptible, without performing the test

(transition TW15 2). As in the quarantine case, infected

people can become severe and jump to the I state (Tran-

sition TI 2). The queue for the execution of the test, is

modelled by Transition TRes, and the result of the test is

modelled by place PRes. Positive result is always taken for

A tokens, by the firing of immediate Transition tPos.

Negative swabs instead always occur for S tokens with

immediate transition tNeg.

Place PI models the known infected people: their

recovery is represented by the firing of Transition TR. Place

PR models the recovered people, who now are no longer

susceptible to the infection.

The negative result of the swab is modelled by Place

PW10, where S coloured tokens return to be susceptible

according to the firing of Transition TW10. The firing time

of TW10 is chosen to approximate the behavior of the

contact tracing protocol, that requires a shorter quarantine

even for people who had a negative swab. In particular, it

estimates the average time spent in place PSw, �tSw using

Little’s law. Let us call �nSw the average number of tokens

in place PSw, and lRes the firing rate of transition TRes. We

approximate �tSw as:

�tSw ¼ �nSw
lRes

ð1Þ

Let us call T 10 the length of the shorter quarantine period

for people who did the swab, and � a very short time period

that we can use to approximate an immediate transition

firing. We then define the firing rate lW10 of Transition

TW10 as:

lW10 ¼

1

T 10 � �tSw
if �tSw\T 10 � �

1

�
if �tSw �T 10 � �

8
>><

>>:

ð2Þ

The considered CPN model is a Marked Graph (see [19]),

since every transition has exactly one input and one output

arc. All transitions are Infinite Server, except Transition

TRes, which is single server, to model the queue that tokens

might have to do for the swab.

Fig. 3 The coloured Petri net model for the considered subsystems
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5.1 The Markovian agent model

The CPN model shown in Fig. 3 is translated in the

MAM shown in Fig. 4, where each place connected to a

timed transition is transformed into one or two agent states,

depending on the corresponding number of token colors,

according to Table 1. The model has a total of nine agent

states: we will define the average number of agents in a

state as a vector x ¼ jx1; . . .; x9j. The kernel matrix of the

MAM evolution RðxÞ, which describes the transition rate

of the agent counts, is an infinitesimal generator matrix,

whose nonzero entries are derived from the model

parameters, defined in Table 2, and given in Table 3. Since

the matrix is an infinitesimal generator, we have

rij ¼ �
P

k 6¼i rik. All rates depend on the state: the depen-

dency has not been explicitly shown to simplify the nota-

tion. The initial state is defined as:

x0 ¼ jS0;A0; 0; 0; 0; 0; I0; 0; 0j ð3Þ

The evolution of the average number of agents in each state

can be computed solving the following set of ordinary

differential equation:

dx

dt
¼ x � RðxÞ

xð0Þ ¼ x0

8
<

:
ð4Þ

Figure 5 shows the evolution of the average number of

persons in each state. In particular curve labeled S shows

the average number of susceptible persons (x1ðtÞ þ x2ðtÞ,
right axis), I the number of infected (x7ðtÞ on the left axis)

and R the number of recovered (x9ðtÞ on the right axis). As

we can see, there is a peak of infected around day 270, and

after that the epidemic will start to decrease its spread. The

figure also shows the evolution of the number of people

waiting for a swab (x3ðtÞ þ x4ðtÞ, curve Sw on the left axis)

or waiting 15 days without a test (x5ðtÞ þ x6ðtÞ, curve W15

on the left axis). As it can be seen, they reach their

Fig. 4 The MAM for the

considered subsystems

Table 1 Correspondence between CPN Places and MAM states

Place Variable

PS x1 (for S tokens), x2 (for A tokens)

PSw x3 (for S tokens), x4 (for A tokens)

PW10 x5 (for S tokens), x6 (for A tokens)

PI x7 (A tokens only)

PW10 x8 (S tokens only)

PR x9 (A tokens only)

Table 2 Model parameters

Param. Description Value

T 10 Quarantine with swab 10 days

T 15 Quarantine without swab 15 days

a Contact rate parameter 0.001

b Infection rate parameter 0.0001

c Recovery rate parameter 1/40

g Detection rate parameter 0.005

pS Probability of taking a swan 0.5

lRes Swab result rate parameter 1/3 days�1

S0 Initial number of susceptible population 106

A0 Initial number of undetected cases 104

I0 Initial number of infected cases 5000
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maximum in about one month, and then they remain almost

stable, with a very slow growth. The picture also shows the

number of people waiting 10 days with a negative swab

(x8ðtÞ, curve W10 on the left axis) is negligible: this is

caused by the fact that the swab system saturates almost

immediately, making very unlikely to have results earlier

than 10 days.

Figure 6 shows the effect of the contact rate a, ranging
from one contact every 1000 days to one contact per day,

on both the evolution of the infection, and on the average

time people stays in quarantine W three months after the

beginning of the spread (t ¼ 90 days). In particular, W is

computed using Little’s law, starting from the instanta-

neous throughput �X and the average blocked population N,

computed respectively in the following ways:

�X ¼ x3ðtÞ þ x5ðtÞ
T15

þ x8ðtÞ
T10

ð5Þ

NðtÞ ¼x3ðtÞ þ x5ðtÞ þ x8ðtÞ ð6Þ

WðtÞ �NðtÞ
�XðtÞ ð7Þ

The figure also shows the total number of people not

working NWðtÞ ¼
P8

I¼3 xiðtÞ. As it can be seen, the aver-

age waiting time W is almost constant and independent

from a: this is because, as outlined, the swab system sat-

urates almost immediately, leaving all persons waiting the

full 15 days at home before resuming their activities. It is

interesting to see the positive effect of increasing the

contact tracing procedure has in reducing the infection: the

more frequently people are tested, the less likely the

infection will spread, with a reduced number of infected I,

this however at the cost of having a very rapidly increasing

number of not working people NW. In the worst possible

scenario, where everybody is put in quarantine after around

one day of normal activity (a ¼ 1), basically all the sus-

ceptible population (curve S) is in quarantine at the con-

sidered day.

5.2 The effect of false positive injection

It is interesting to investigate on what happens in case of

false contact tracing alarms. Almost all contact tracing

apps (CT) record the proximity of single persons using

Bluetooth [1], and provide an alert if one of the contacts of

that person is registered in the positive people database.

Due to privacy constraints, many EU CT apps update their

own database when an (anonymous) user, resulting infec-

ted, sends an alert. The CT apps are installed on regular

smartphones, and are obviously much easier to attack than

servers; an attacker may choose to hack a user’s smart-

phone, sending the alert: all the recent contacts of that user

are alerted, and are subject to quarantine, as modeled

above.

Determining the mean number of contact of a generic

user is not an easy task, depending on his job, social

Table 3 MAM transition rates

Transition Rate

r12 b � ðx2 þ x4 þ x6 þ x7Þ
r13, r24 a � pS
r15, r26 a � ð1� pSÞ
r27, r67 g

r29, r79 c

r31, r51, r42, r62 1=T 15

r38 lRes
x3 þ x4

r47 lRes
x3 þ x4

þ g

r81 Equation 2 with �nSw ¼ x3 þ x4

Fig. 5 The evolution of the average number of people in the

considered states

Fig. 6 Susceptible, Infected, total population at home, and average

waiting time as function of the contact rate a

13834 Neural Computing and Applications (2023) 35:13823–13837

123



customs, lifestyle etc.. In [21] information obtained using

cross-sectional surveys conducted in different EU countries

is analyzed. In the investigation, the mean number of

contacts grouped by age, household size, day of the week,

and country is shown. The higher contact number is - not

surprisingly - found in Italy, with a mean of 19,77 contacts

per person, which is used as a starting point in our analysis.

On the other side, this number is drastically reduced due to

lockdown measures, as shown in [7], so in this work the

number of 8 as mean contacts per person is used.

In case of FP injection, the total number of quarantined

persons (Qtot) is:

QTot ¼ TP �MNC þ FP � FNC ð8Þ

where TP is the number of True Positives (TP), MNC is the

mean number of contacts per person (in this study,

MNC ¼ 8), FP is the number of false positives (injected by

attacker) and FNC is the number of the contacts of FP. It is

evident that, if FNC is of the same order of magnitude of

MNC, an attacker needs to hack a big number of smart-

phones to cause serious damage, so a casual smartphone

attack has limited effects. However, if FNC is much bigger

than MNC, the situation will change. In Fig. 7 the trend is

shown of the ratio QTot/QTot0, where QTot0 is the number

of quarantined persons in case of no FP. On the horizontal

axis the ratio of FP/TP in percentiles is displayed. The

three displayed lines are the cases: (I)

FNC ¼ 10 �MNC ¼ 80; (ii) FNC ¼ 50 �MNC ¼ 400;

and (iii) FNC ¼ 100 �MNC ¼ 800.

Looking at Fig. 7 it is evident that, in case

FNC[ [MNC, the effect on the total quarantined

persons is amplified. As an example, consider a little city in

which there are 300 TP per day. Attacking less than 2% of

TP will cause a doubling of quarantined persons, if the

contact number of FP is 400. This case is not so rare: bus

drivers are near a big number of persons during the whole

work day, and a single bus may contain 50� 100 persons

per route; a checker of a supermarket meets many persons

too.

A possible effective attack strategy may concentrate the

efforts in hacking the smartphones of those particular

workers, or, in alternative, an attacker may use his own

smartphone to meet the maximum number of persons in a

few days, and, after, signaling himself as a positive. The

defense measures must take into account those issues,

considering to provide those categories of workers a secure

smartphone, and to carefully monitor the case of positives

with a large number of contacts.

6 Conclusions and future work

State estimation of a system is crucial to provide operators

with situational awareness and is used by several applica-

tions, like contingency analysis, power markets and

healthcare, among the others. Several researches in the past

have highlighted the vulnerability of state estimators to

stealthy false data injection attacks that bypass bad data

detection mechanisms. Adopted mitigation strategies either

focus on masking the effect of attacks through redundant

measurements or prevent attacks by increasing the cyber-

security of associated sensors and communication

Fig. 7 Growth of total quarantined persons in function of false positives
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channels. However, this kind of offline approaches put too

specific assumptions about the nature of target systems and

attacks, making them often too restrictive and grossly

inadequate to deal with dynamically evolving cyber threats

and quickly changing configurations of systems.

Detection of abnormal behaviors is essential in complex

and/or strategic systems requiring reliability, safety and

security. Ensuring that sensing devices are not operating

out-of-specifications is highly useful in detecting anoma-

lies caused by physiological elements of failure to a system

or intentional malevolent actions. In this regard, digital

sensors are particularly attractive as they are portable and

easy to calibrate; however, they exhibit the property of

considering the operating environmental conditions alto-

gether, as a whole, without a precise knowledge about

each. This property endows digital sensors with fewer FP

when compared to analog sensors. So, in this work we

analyzed the possibility of a massive targeted use of health-

oriented IoT devices and smartphones as vectors for cyber

warfare operations during future crises that resemble the

current COVID-19 one. We provided a qualitative analysis

of the chain of consequences that may make similar

external influences viable to alter economic and political

equilibrium, and a quantitative analysis of the possible

effects on a subsystem of the overall reaction and man-

agement apparel, namely the complex of the testing facil-

ities, that shows how such influence may be used to reduce

the availability of workforce and the activity of small

business.

Increasing contact tracing by means of personal and

fixed digital sensors may significantly help to control the

diffusion of the contagion, but presents privacy problems

and opens vulnerabilities that may enable escalations and a

systemic impact on the society, which severity depends on

the type and target of the attack and on the nature and

prescriptions of the disease: consequently, quantitative

studies and impact analysis by chains of consequences and

course of events should be carried on and considered, as

well as a higher attention level on connected embedded

systems and IoT devices and commodities must be kept

since the first stages of the design, development and

deployment process, to protect the systems and the society

by implementing security by design approaches.

As this paper is presenting a preliminary analysis and

the effects on a subsystem, future work is planned about a

quantitative evaluation of the global effects of the pre-

sented chain of consequences by Timed Influence Nets,

when enough quantitative information will be available in

literature or from expert panels, together with the analysis

of other subsystems and a global, multiformalism modeling

based, quantitative analysis.
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