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Abstract The need for a more sustainable energy sys-
tem is leading to more electric energy generation be-
ing connected to low voltage (LV) distribution grids.
At the same time, due to accelerated growth in elec-
tric mobility and heat pumps, more and more energy
consumed by end customers is supplied via LV distri-
bution grids. These developments cause distribution
networks to become less predictable and make them
subject to much higher changes in supply and de-
mand. Therefore, additional flexibility will be needed
to keep such systems operating with high quality of
service. The required flexibility could be provided by
distributed generators as well as flexible loads. This
leads to the question of how these flexibilities can
be activated by distribution system operators when
needed. A digital interface between distribution sys-
tem operator and device operator could be imple-
mented to communicate flexibility requirements. In
this work, three possible deployment scenarios for
such a digital interface are presented. A market review
of available standards and commonly implemented
communication protocols was conducted to identify
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potential candidates for the standardization of such
an interface.
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Erschließung von Flexibilitäten im
Endkundenbereich durch standardisierte
Kommunikationsschnittstellen

Zusammenfassung Der Bedarf an einem nachhal-
tigeren Energiesystem führt dazu, dass immer mehr
elektrische Energieerzeuger an Niederspannungsnet-
ze angeschlossen werden. Gleichzeitig wird aufgrund
des beschleunigten Wachstums der Elektromobilität
und der Wärmepumpen immer mehr Energie, die
von Endkunden verbraucht wird, über Niederspan-
nungsnetze geliefert. Diese Entwicklungen führen
dazu, dass die Verteilnetze weniger vorhersehbar wer-
den und wesentlich stärkeren Schwankungen von
Angebot und Nachfrage unterliegen. Daher wird zu-
sätzliche Flexibilität benötigt, um den Betrieb von
Verteilnetzen mit einer Servicequalität aufrechtzu-
erhalten. Die erforderliche Flexibilität könnte durch
dezentrale Erzeuger und flexible Lasten bereitgestellt
werden. Dies führt zu der Frage, wie diese Flexibilität
von den Verteilernetzbetreibern im Bedarfsfall akti-
viert werden kann. Zur Kommunikation der Flexibi-
litätsanforderungen könnte eine digitale Schnittstelle
zwischen Verteilernetzbetreiber und Gerätebetreiber
implementiert werden. In dieser Arbeit werden drei
mögliche Einsatzszenarien für eine solche digitale
Schnittstelle vorgestellt. Um potenzielle Kandidaten
für die Standardisierung einer solchen Schnittstelle
zu identifizieren, wurde eine Marktstudie der ver-
fügbaren Standards und Kommunikationsprotokolle
durchgeführt.
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1 Introduction

Bidirectional digital interfaces between grid cus-
tomers and distribution system operators (DSOs) en-
able new possibilities to optimize grid usage. A pool
of experts centered around Österreichs Energie, the
Austrian representation of the energy sector, started
working on a bidirectional digital interface for secure
communication between DSOs and grid customers
in March 2022. The pool consists of more than 50
experts from industrial manufacturers, DSOs, energy
suppliers, charge point operators, the regulatory body,
and the research area.

In the first project phase in 2022, the project mem-
bers carried out a broad investigation of the possibil-
ities for a bidirectional digital grid customer interface
in Austria. Multiple architectures were developed and
described in use cases. The focus was on one use case,
where the DSO sends constraints on power values to
the grid customer facilities in a grid emergency. This
use case is essential for DSOs to be able to allow the
connection of additional distributed generators and
loads to the grid if the grid is already fully utilized. In
order to be able to determine the network bottlenecks,
the DSO must install more sensors and intelligence in
the network. To avoid or resolve the overload situa-
tion, the DSOs are then able to transmit constraints on
actual power values to customer facilities. These facil-
ities can be electric vehicle supply equipment (EVSE),
heat pumps (HP), photovoltaic (PV) inverters, or sta-
tionary electric batteries. In addition to the customer
interface, the DSO must also install more sensors in
the grid and build up the necessary IT infrastructure.

An analysis of relevant communication protocols
for the implementation of the digital interfaces was
performed by the AIT Austrian Institute of Technology
GmbH, which is described in this work. In addition
to the technical considerations, the legal situation
was investigated, and suggestions for necessary legal
adaptations were developed, such as the definition of
“state of emergency” for the grid. The detailed report
of the expert pool and the full AIT-study can be found
in [22]. In the next project phase in 2023, further se-
curity and process requirements will be investigated
as a basis for detailed specification of the digital in-
terfaces, their implementation, cost assessment and
comprehensive field validation.

The evaluation of communication standards for dif-
ferent application areas in the smart grid domain has
been the topic of several studies in the past. From
DeBlasio et al. [1] presenting an analysis of standards
that are within the scope of the smart grid, to Warg-
ers et al. [2] showing different capabilities of selected
standards for unlocking in-home flexibility. As well
as that, Palensky et al. [3] have provided an analysis

of the most important building automation standards
and the most important standards in the power sys-
tem domain.

Even more interesting to real-world applications
of selected standards are governmental bodies going
ahead with the selection of standards to unlock flex-
ibility within the customer domain. California has
selected IEEE 2030.5 to be the default communica-
tion standard [4] for the communication with smart
inverters, that are connected to distribution grids
there. The official guideline on how to implement the
IEEE 2030.5 smart inverter profiles in accordance with
Rule 21 has been released by the SunSpec Alliance [5].

The communication standards that were consid-
ered in this study were based on these related works as
well as input from past projects and expert knowledge
of the power system industry.

Section 2 provides an overview of the methodology
used in this evaluation as well as an overview of pos-
sible deployment scenarios for a customer-level in-
terface. Section 3 provides detailed information on
all evaluated standards and protocols. The results are
then discussed in Sect. 4, before the work is concluded
in Sect. 5 and further work is discussed.

2 Technology evaluation methodology

For the evaluation of the different communication
standards for the implementation of a digital DSO
customer interface, literature research of different
scientific projects, [6, 7] their results, and standard
texts were carried out. This approach is well suited
to collect and compare known properties of the stan-
dards. However, implementation-specific categories
can only be partially evaluated by this. For the eval-
uation of different communication standards, a pre-
selection of standards was first made. The selected
standards were examined under consideration of sev-
eral evaluation categories. The categories and their
evaluation classifications are explained in more detail
in the following paragraphs.

Four different categories were defined with respect
to which the standards were to be analyzed. The cat-
egories that were selected are General, Operational,
and Technology specific categories.

2.1 Evaluation categories

In the following paragraphs, the different categories
for the evaluation are outlined, and the most impor-
tant subcategories are presented in detail.

2.1.1 General categories
For a general evaluation of the standards, several
aspects were selected, such as distribution, origin,
and available open-source implementations. While
the current distribution of certain standards can give
a sense of howmuch a standard is applied in the field,
a much more interesting metric for future implemen-
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tations is the development that can be seen in the
distribution of the standard in academia and indus-
try. The values that were assigned to the individual
standards were determined from the information that
was able to be found in literature as well as through
general information on projects and implementations
such as California Rule 21 [5].

The origin of a standard is important to consider as
it can show for which purpose and from whom a stan-
dard was developed. Another important factor for fu-
ture developments is the availability of open-source
implementations that could help spread a standard or
technology much more rapidly than when every im-
plementation must be custom-made. If a prominent
open-source implementation of a standard exists, it
can serve as a reference to test all other implementa-
tions against, helping in the quicker development as
well.

2.1.2 Operative categories
During the operation of a communication system
based on a specific protocol or standard, there are
several factors that can be considered relevant.

To make the best use of available network re-
sources, which could be limited, the protocol or
standard needs to minimize the transmitted message
overhead. On the other hand, the standard needs to
be able to communicate important information as
quickly as needed, therefore offer good time resolu-
tion of the transmitted data.

The employed messaging paradigms are different
between the different standards and protocols, some
being easier to administer for a lot of communication
partners than others. No direct evaluation was possi-
ble on the basis of the messaging paradigms, ranging

Table 1 General Categories used for the evaluation
General Categories

Current Distribution How much the standard is being applied currently in
its field

Distribution develop-
ment

How the distribution of a standard is developing,
whether it is being applied more or less over time

Origin – Application What application the standard/protocol was originally
intended and created for

Origin – Organization What type of organization created the standard/
protocol

Open-source imple-
mentations

Are there considerable open-source efforts regarding
the implementation of this standard/protocol

Table 2 Operative Categories used for the evaluation
Operative Categories

Data Resolution What resolution of data is the standard/protocol made
for

Data Intensity –
Communication

How large are single messages from this standard/
protocol

Communication
architecture

What communication architecture is followed within the
standard/protocol

Manipulatable data
size

What size of data can be manipulated using a single
message using the standard/protocol

from good to bad. The specific messaging paradigms
were collected and are presented in the results sec-
tion.

Another important factor for the control of dis-
tributed energy resources (DER) is the amount of data
that can be manipulated with a single message, mean-
ing whether the standard has the capabilities to trans-
mit schedules, or whether it is mostly used for single
data point manipulations.

2.1.3 Technology-specific categories
The technologies and protocols that make up a com-
munication standard are very important for the im-
plementation of a communication infrastructure that
should be used to leverage DER flexibility.

The first category that was investigated is the ex-
tendibility of a communication system, based on the
technologies that are used in a specific standard, with
regards to the integration of further communication
partners.

Secondly, it was analyzed how well the underlying
data models could be extended, either in future when
further stakeholders want to use the same interface,
or when additional functionality is needed.

Thirdly it was investigated whether a form of ser-
vice and/or resource discovery was included in the
standard, that could lead to a reduction in the time
that is needed for potential system (re-)configura-
tions.

It was analyzed how “modern” the different com-
munication architectures are, both with regards to the
employed application layer protocols as well as how
widely used the employed communication concepts
are. Standards that are based on widely used web-
technologies were considered to be more modern
than others. This category should provide an idea of
how future-prone the communication standards are.

At last, we give an evaluation of whether the stan-
dard/protocol comes more from the operational tech-
nology (OT) world or the information technology (IT)
world. This is important to consider when interfaces
connect intelligent electronic devices within different

Table 3 Technology-specific Categories used for the
evaluation
Technology specific Categories

Extendability –
Communication Part-
ners

How easily extendable a system based on the stan-
dard/protocol is, with regards to adding new commu-
nication partners

Extendability – Data
points

How easily extendable a system based on thes-
tandard/protocol is, with regards to adding new data
points

Service and Resource
Discovery

Whether the standard/protocol offers some for of
asset or resource discovery capabilities

Modernity How “modern” the communication architecture of
the standard/protocol is

Information Tech-
nology/Operational
Technology

Whether the standard/protocol originated as an IT or
OT communication technology
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networks, maybe even from different organizations or
owners.

2.2 Deployment scenarios for a customer level DSO
interface

This section provides information on the potential
communication architectures within the scope of this
review, as well as the involved stakeholders.

Three different deployment scenarios were consid-
ered—an overview is presented in Fig. 1.

In the first deployment scenario, the communica-
tion between DSO and components at the customers’
site is performed by using already existing communi-
cation infrastructure channels. In particular, the com-
munication between the aggregator and the customer
is already established or will be established between
the aggregator and the customer, whereas the com-
munication between the DSO and the aggregator has
to be defined (including the interfaces).

The second developed deployment scenario de-
scribes the direct control of customer appliances
through a central interface that is operated and ad-
ministered by the DSO directly.

Finally, a deployment scenario was considered that
implied a gateway (e.g., separate hardware device or
part of existing hardware with additional software
functionality) at the customer premises that handles
the local connection of customer appliances through
a local interface. This gateway device would be man-
aged by the DSO directly and would have access to
both, the DSO network (central interface in Fig. 1) as
well as the local area network to which all the devices
are connected (local interface in Fig. 1).

Not all reviewed communication standards can be
considered for all the interfaces in Fig. 1. There are
upsides to using an industry standard that is already
widely used for the local interface. However, there

Fig. 1 Deployment sce-
narios for a customer level
DSO interface

is no universally adopted standard that is applica-
ble to all domains. This might lead to the neces-
sity of providing different local interfaces for compo-
nents from different domains (electric vehicle charg-
ing, photovoltaics/battery, heat pump, etc.), as all of
them have different communication interfaces that
are widely used across different equipment manufac-
turers. The central communication interface, espe-
cially in deployment scenario 3, could allow for the
introduction of a classical OT protocol that is already
widely adopted and well-understood in the DSO do-
main.

3 Results

The results were gathered from reviewing relevant
standard texts from the selected communication stan-
dards as well as reviewing some of the work that was
found in the literature on the different standards
within the scope.

An overview of the different standards can be found
in Sect. 3.1. Sect. 3.2 shows tabular overviews of the
reviewed category types.

3.1 Reviewed standards

The following passages provide an overview of the re-
sults for each of the reviewed standards.

3.1.1 IEC 61850
Originally, the IEC 61850 set of standards was created
for the purpose of substation automation by Technical
Committee TC57 of the International Electrotechnical
Commission (IEC).

The standard is supposed to facilitate communi-
cation between intelligent electronic devices (IED)
from different suppliers. A concept that applies well
to the smart grid. Since its first release, the stan-
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dard has been extended to provide data models for
distributed energy resources (DER) and technical re-
ports have been released on how to integrate DER
and electric vehicle (EV) charging infrastructure in an
IEC 61850-compliant communication infrastructure
[8]. IEC 61850 provides generic application layer-
oriented specifications which are being mapped onto
different transportation-oriented protocols. The most
used application protocol is the manufacturing mes-
sage specification (MMS) which was originally devel-
oped for industrial manufacturing process automa-
tion. Other available mappings are XMPP, which is
not yet widely adopted, and GOOSE, which is mostly
applied for time-critical data transfer in substation
environments.

The hierarchical data model provided with the
IEC 61850 standard is the most extensive of any of
the evaluated standards. The IEC 61850 data model is
structured in an object-oriented way, making use of
similarities between different device groups. Physical
devices can consist of several logical devices (LD),
which in turn can consist of several logical nodes
(LN), that are then represented by data and data at-
tributes. The data attributes are based on common
data classes (CDC), providing even more reusability
of concepts throughout the IEC 61850 data model.

Security measures are not part of the IEC 61850
standard, but an extensive list of measures to create
secure communication via IEC 61850 is presented in
IEC 62351, that provides different cyber security mea-
sures.

3.1.2 Modbus TCP/IP
The Modbus protocol was created in the late 1970s for
communication with PLCs (programmable logic con-
trollers). It is considered the first fieldbus protocol
in the world. Originally developed as a serial proto-
col it has been mapped over time to Ethernet-based
communication; referred to as Modbus TCP/IP.

Many smart devices offer a local interface based on
Modbus TCP. Because of this prevalence of Modbus
TCP/IP in local control of energy-relevant devices, it
could provide a way to reach a lot of devices across
several domains and from different vendors.

The simplicity of local APIs implemented with
Modbus TCP comes with its own caveats. Especially
with regard to cyber security aspects, the Modbus
protocol has several drawbacks. The protocol has
several vulnerabilities that have been shown in the
literature [9].

3.1.3 SunSpec
Originating from the industry consortium SunSpec
Alliance, the SunSpec Specification standardizes the
structure of Modbus Clients for DER. The communi-
cation is commonly based on Modbus TCP, but other
modes of Modbus can be used as well [10].

The use of the SunSpec specification for Modbus to
provide a way to communicate with devices over a lo-

cal device interface is widely adopted in the domain
of photovoltaic (PV) and battery storage inverters.

The data model used in SunSpec is adopting the
IEC 61850 data model for PV and batteries. The data
points from this data model are mapped to Modbus
registers.

More recently the SunSpec alliance has released
a mapping of the data points provided in the Modbus
specification to a RESTful API. However, this “web
service API” specification has been in “TEST” status
since it’s been first published in 2019 [11].

The Modbus version of SunSpec does not include
sufficient security measures, as the Modbus protocol
itself cannot be considered secure.

3.1.4 IEEE 2030.5
The IEEE 2030.5 originated from the development
of the ZigBee Alliance Smart Energy Profile (SEP).
The IEEE 2030.5 standard extends upon the SEP ver-
sion 2.0 and includes extensive data models from
IEC 61850 and SunSpec for the integration and con-
trol of DER. The application layer communication
is based on the very widespread web protocol HTTP.
The IEEE 2030.5 is implemented as a RESTful applica-
tion programming interface (API) [12], therefore, it is
based on the internet protocol (IP) and can be routed
over any standard IP-based network.

3.1.5 OpenADR (IEC 62746)
OpenADR was created to communicate price changes
to customers and to incentivize demand response
(DR) for DER. The OpenADR profile specification is
part of the OASIS Open Energy Interoperation speci-
fication, which was released in 2011 [13].

Since then, the IEC has also adopted OpenADR as
an IEC standard [14]. The standard introduces the
concept of virtual top nodes (VTN) and virtual end
nodes (VEN) that are used to make communication
over several organizational levels possible. In this con-
cept, a DSO (here VTN) could issue a limiting profile
to several aggregators (VEN), which in turn could act
as a VTN themselves when forwarding the informa-
tion to customers that would act as VEN in this case.
OpenADR has been applied to set up grid-friendly
electric vehicle charging programs in research projects
[15].

The communication is based on HTTP or XMPP
on the application layer, and the architecture of VEN
and VTN is REST-like. They don’t implement a full
RESTful API, but typical HTTP commands can be used
to manipulate and inspect data like in a REST API.

Together with the EEBus initiative the OpenADR
alliance has put forth a white paper sketching the use
of the two protocols to realize a DSO interface for DER
in the field [16].

3.1.6 EEBus
The EEBus initiative was started in 2012 after a Ger-
man Federal Ministry of Economic Affairs and Climate
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Actions (BMWK) lighthouse project. The initiative in-
cludes several manufacturers of energy-relevant de-
vices as well as interest groups and research institu-
tions.

It is intended to create the possibility for cross-
domain communication with energy management
systems (EMS) using a single communication stan-
dard. While there are several applications in research
projects [17], no figures could be found on the actual
market penetration of EEBus.

The architecture of EEBus is based on WebSock-
ets, allowing full two-way communication channels
between EMS and DER [11].

3.1.7 OCPP
The Open Charge Point Protocol (OCPP) targets elec-
tric vehicle charging automation. It is widely used by
charge point operators (CPOs) for public charging in
Europe. Charging stations communicate with the so-
called charging stationmanagement system via OCPP.
The Open Charge Alliance, originated in the Nether-
lands, developed OCPP [15].

Version 2.0.1 adds additional functions like plug&
charge and advanced diagnostics, but in many cases
version 1.6 is still in use. Bidirectional charging will
be fully supported in version 2.1, which is still under
development. Since OCPP 2.0.1 uses the WebSocket
protocol and Transport Layer Security (TLS), applica-
tions can fulfil state-of-the-art process and security
requirements.

While the CPO coordinates EV charging with OCPP,
the DSOwouldmost likely use a second, non-domain-
specific protocol to inform the CPO about possible
grid congestions. Otherwise, the DSO would need
to implement multiple domain-specific protocols for
other flexible loads or DER. Depending on the appli-
cation, the second protocol could be e.g., IEEE 2030.5
or OpenADR.

3.1.8 IEC 60870-5
The IEC 60870 suite of standards is generally applica-
ble to process automation in the field of energy sys-
tems and is very well established in several areas. The
messages that are sent via the IEC 60870 are freely de-
finable and the protocol does not define a data format
for specific use cases. Rather the standard defines the
way the link layer frames are constructed to allow for
different types of data transmission operations.

The first application of the IEC 60870 was the part
5-101 that focuses on serial communication between
the involved partners. At a later stage, the standard
was extended tomake use of TCP/IP networks and this
type of communication was released in part 5-104.

This part of the standard would allow for communi-
cation directly with devices at the customer premises,
over IP-based networks.

The IEC 60870-5 does not include sufficient secu-
rity measures [18], and additional security measures

were released in the IEC 62351 standard, as for the
IEC 61850.

3.1.9 DNP3
The DNP3 (Distributed Network Protocol) was created
in1993, as a communication protocol between remote
terminal units (RTU) and supervisory control and data
acquisition (SCADA) systems in an industrial setting.
It is a classical OT protocol and does not have many
considerations with regards to security in its original
release form. The IEC 62351 security measures can be
applied to DNP3 as well, to make it usable in combi-
nation with modern ICT systems.

3.2 Overview of Evaluation Results

The presented protocols have been evaluated with re-
spect to the aspects mentioned in Sect. 2. Each of the
aspects has been summarized in a separate table.

3.2.1 General categories
The results of the analysis for the general categories
can be found in Table 4. Old standards such as DNP3,
IEC 60870-5-104 or Modbus TCP/IP show a large
distribution currently, the applications of these stan-
dards tend to decline as new technologies emerge.
For DNP3 and IEC 60870-5-104, for example, few
open-source implementations exist.

Newer communications standards tend to be better
customized to certain use-cases. Looking at OpenADR
for example, this standard focuses directly on incen-
tivizing customers and DER to be controlled in a cer-
tain way. Offering possibilities for direct control of
assets as well as communicating price schedules to
let decentralized management systems optimize the
DER operation themselves.

3.2.2 Operative categories
The results of the evaluation regarding the operative
categories are presented in Table 5.

For the implementation of a customer interface to
address in-home flexibilities, the time resolution of
the communication is not the most important factor.
Some standards, like IEC 61850, offer close to real-
time capabilities, which is not necessary for the pur-
pose that is considered within this paper.

Different messaging paradigms are used through-
out the investigated standards. IEEE 2030.5 and
OpenADR use REST(-like) server/client architecture
as a communication architecture, which itself is based
on data transmission via HTTP.

EEBus and OCPP use WebSockets to create full
duplex communication channels on top of a TCP
connection. The data exchanged is standardized and
data can be formatted as JSON or XML. IEC 61850
has a service-oriented approach to message exchange.
DER units operate IEC 61850 Servers implementing
different services that Clients could then use. The
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Table 4 General evaluation categories for the communication standards, evaluation scale: ++ very good, + good, ~ ade-
quate, – inadequate
Standard Distribution

Current
Distribution
Development

Origin
Application

Origin
Organization

Open-Source – Implemen-
tations

IEC 61850 + ~ Substation automation, power utility
automation

Standardization Organization +

IEEE 2030.5 + + Control of DER Standardization Organization –

OpenADR (IEC
62746)

~ + Incentivizing of DER Open-Source Initiative ++

EEBus ~ + Control of DER Industry
Consortium

–

SunSpec + + Control of DER Industry
Consortium

+

OCPP 2.0.1 + + Control of EV charge equipment Industry
Consortium

++

DNP3 ++ – Automation Industry –

IEC 60870-5-104 ++ ~ Automation Standardization Organization ~

Modbus TCP/IP ++ – Automation Industry +

Table 5 Operational evaluation categories for the communication standard, evaluation scale: ++ very good, + good, ~ ade-
quate, – inadequate
Standard Data Resolution Data Intensity – Communication Communication Architecture Manipulatable data size

IEC 61850 ++ + Service-based, publish subscribe, Server/client Single point, profiles

IEEE 2030.5 + ~ REST/REST-like Single point, profiles

OpenADR (IEC 62746) + ~ REST/REST-like Single point, profiles

EEBus + + WebSockets, duplex communication Single point, profiles

SunSpec + + REST or client pull Single point

OCPP 2.0.1 + + WebSockets, duplex communication Single point, profiles

DNP3 ++ ~ Server/client Single point

IEC 60870-5-104 ++ + Server/client Single point

Modbus TCP/IP + + Server/client,
client pull

Single point

IEC 61850 also defines a publish/subscribe pattern
for event-based messaging.

Both DNP3 and IEC 60870-5 both follow the client/
server paradigm, with which different messaging pat-
terns could be implemented. On the one hand, this
offers flexibility for the implementation, on the other
hand, this makes it difficult to streamline over many
involved stakeholders and potential implementations.

Modbus TCP/IP, which is also used in SunSpec, also
implements a classical Server/Client communication
architecture. The communication is usually initiated
by the Modbus Client and the server would then exe-
cutes the respective actions. In the case of DERs, the
DER would implement a Modbus Server and a Client
would connect to it and modify, read, or write data.

3.2.3 Technology specific categories
The expandability of the system with respect to ad-
ditional communication partners was found to be
very well realizable with all investigated standards
and their underlying protocols. As they are all meant
to create communication channels between many
participating parties, this result is not surprising.

With regards to extendibility of the data models,
there is more variability. All the investigated standards

offer some way of extending the respective data mod-
els, but some are more flexible than others.

IEEE 2030.5 and EEBus offer a way to automati-
cally detect resources and their services, when they
are in a common network. This functionality is based
on multicast DNS (mDNS) [19], allowing them to de-
tect devices and services without a preconfigured DNS
server.

OpenADR, offers the possibility of implementing
service discovery on the virtual top node (VTN) side
of the communication, using XMPP service discovery
functionalities [20].

IEC 61850 provides a standardized format for de-
scribing functions and services in the system config-
uration language (SCL), which can be shipped with
devices and then used for automatic service discov-
ery.

Some of the reviewed standards are based on state-
of-the-art web technologies, that are very commonly
used in IT applications. These standards either re-
quire the implementation of REST or WebSockets-
based communication architecture. Both REST and
WebSockets are based on the HTTP/HTTPS applica-
tion layer protocol.
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Table 6 Technology specific evaluation categories for the communication standards; evaluation scale: + good, ~ adequate,
– inadequate
Standard Extendability Communication

partners
Extendability data
model

Service and Resource Discovery Modernity
Technology

Information Technology/
Operation Technology

IEC 61850 + + Service discovery with SCL – OT (IT)

IEEE 2030.5 + + Service and resource discovery with
mDNS

+ IT

OpenADR (IEC 62746) + + Service discovery with XMPP + IT

EEBus + + Service and resource discovery with
mDNS

+ IT

SunSpec + + No – OT (IT)

OCPP 2.0.1 + ~ No + IT

DNP3 ~ ~ No – OT

IEC 60870-5-104 + + No – OT

Modbus TCP/IP + + No – OT

Older standards like DNP3 or IEC 60870-5 use ap-
plication protocols that are not as widespread and are
not considered state of the art in the IT world.

The detailed results regarding the technology spe-
cific evaluation categories are shown in Table 6.

4 Discussion

The presented results have shown advantages and dis-
advantages of the different investigated standards and
protocols. It can be difficult to find the best-suited
protocol or communication standard to implement
a particular solution, but all the reviewed standards
can be used to implement parts of a communication
infrastructure to control or incentivize DERs.

In general, any of the presented standards and pro-
tocols can be used to implement a system capable of
communicating grid limitations to an end customer.

Protocols from that originated as OT protocols
might be better suited for the implementation of an
interface that remains within the network of a single
organisation, as would be the case for the central
interface in deployment scenario 3. On the other
hand, IT technologies might be best suited for the
implementation of interfaces that communicate in-
formation across several networks, as would be the
case for the central interface in the first deployment
scenario between DSO and aggregator for example.

Such a convergence between OT and IT systems
in the management of modern power systems could
prove beneficial in many ways, while opening new
challenges, especially regarding cyber security aspects
[21].

What purpose the communication really has might
influence the choice of one protocol over another.
Should additional stakeholders be able to use the
communication interface for other purposes than
DSOs using the flexibility for the stabilization of the
grid? If the interface will only be used by the DSO, and
there are no other use cases for the same interface,
a classical OT protocol would fit the requirements for
the interface best. On the other hand, if the same

interface should be used by different stakeholders, an
IT protocol might be better suited.

What reaction time is required from the DERs to an
activation signal? A system that relies only on flexibil-
ity that is activated through this interface, for its sta-
bility would have more stringent requirements for the
availability and reaction times, than a system where
this flexibility activation is used as a last resort or as
part of a bigger stabilisation strategy.

Should the communication happen over the pub-
lic internet, or will there be a network exclusively for
the purpose of communication with DER operators?
Whenever several networks, that maybe even span
over organisational borders, are within the communi-
cation chain, standards based on IT protocols, would
be better suited.

What number of communication partners will need
to be handled, and how much data will need to be
transmitted every second? The expected size of the
data stream could result in implications on the sys-
tems the interface will have to interact with, such as
a distribution management system.

Such questions will need to be answered before an
informed decision for or against a certain standard
can be made for the implementation of a customer-
level interface.

5 Conclusion

This work has presented a concise review of available
communication standards and protocols in the smart
grid domain which could be used to control energy-
relevant intelligent devices in the field.

Many different aspects need to be considered when
designing a communication system that can transfer
information to different stakeholders and across orga-
nizational borders.

The deployment scenarios that were presented in
Sect. 2.2 show different communication paths that
could be selected to realize similar flexibility commu-
nication and activation systems. This diversity in op-
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tions leads to a broad range of possible technologies
that could be employed.

When there is a single communication system to
realize all deployment scenarios, we see both IT pro-
tocols and standards that are based on IT protocols to
have an edge on OT technologies, especially when the
components are connected to communication net-
works that are operated by different organizations or
owners.

There are many upsides to achieving a large con-
sensus on what protocols or standards should be
used for the implementation of such an interface.
A widespread standard interface would be beneficial
for equipment manufacturers, aggregators, end cus-
tomers as well as distribution system operators, as all
involved stakeholders could benefit from economies
of scale.

Regional differences in communication systems
used for distributed flexibility activation could gener-
ate extensive interoperability issues.

Next steps in creating a standardized customer in-
terface include validation of standard and/or proto-
col combinations in simulative studies before moving
on to field trials with appropriate solutions. As the
communication systemwill interact with critical infra-
structure, extensive cyber security analysis will have
to accompany all developments towards a reference
architecture.

Funding Open access funding provided by AIT Austrian In-
stitute of Technology GmbH

Open Access This article is licensed under a Creative Com-
mons Attribution 4.0 International License, which permits
use, sharing, adaptation, distribution and reproduction in
anymedium or format, as long as you give appropriate credit
to the original author(s) and the source, provide a link to
the Creative Commons licence, and indicate if changes were
made. The images or other third party material in this article
are included in the article’sCreativeCommons licence, unless
indicated otherwise in a credit line to thematerial. If material
is not included in the article’s Creative Commons licence and
your intended use is not permitted by statutory regulation or
exceeds the permitted use, you will need to obtain permis-
sion directly from the copyright holder. To view a copy of this
licence, visit http://creativecommons.org/licenses/by/4.0/.

References

1. DeBlasioR,CherryT(2008)Standards for thesmartgrid. In:
IEEEEnergy2030Conference

2. Wargers A, Klapwijk P, Praster B, Dickhof R (2020) In-home
energy flexibility protocols. TKI Urban Energy, Topsector
Energie

3. Palensky P, Kupzog F, Strasser T, Stifter M, Leber T (2015)
Communication protocols for power system automation.
In: Industrial communication technology handbook. CRC
Press

4. Tansy T, Moy K, Nelson R, Martinez S, Wiseman G (2020)
Smart inverter Interoperability standards and open Testig
framework to supporthigh-penetrationdistributedphoto-
voltaicsandstorage. CaliforniaEnergyCommission

5. SunSpec Alliance (2018) Common smart inverter profile,
IEEE 2030.5 implementation guide for smart inverters.
SunSpecAlliance

6. InterFlex Interactions between automated energy systems
andFlexibilitiesbroughtbyenergymarketplayers. https://
cordis.europa.eu/project/id/731289(Created16Aug2022).
Accessed2Dec2022

7. Nobel Grid New cost efficient business models for flexible
smart grids. https://cordis.europa.eu/project/id/646184
(Created16Aug2022). Accessed2Dec2022

8. IEC (2021) IEC 61850—Communicationnetworks and sys-
tems for power utility automation—Part 7-420: Basic com-
munication structure—Distributed energy resources and
distributionautomationlogicalnodes

9. Chen B, Pattanaik N, Goulart A, Butler-purry KL, KundurD
(2015) Implementing attacks for modbus/TCP protocol in
a real-time cyber physical system test bed. In: IEEE
InternationalWorkshopTechnicalCommitteeonCommu-
nicationsQualityandReliability(CQR)

10. SunSpec Alliance SunSpec Specifications and Information
Models. https://sunspec.org/specifications/ (Created 1
Mar2022). Accessed29Nov2022

11. SunSpec Alliance Sunspec device web service API specifi-
cation. https://sunspec.org/wp-content/uploads/2019/
10/SunSpec-Device-Web-Service-API-Specification.pdf
(Created1Aug2019). Accessed29Nov2022

12. IEEE(2018)IEEE2030.5—StandardforSmartEnergyProfile
Application. IEEE

13. OASIS Energy Interoperation Version 1.0. http://docs.
oasis-open.org/energyinterop/ei/v1.0/os/energyinterop-
v1.0-os.html(Created11June2014). Accessed29Nov2022

14. IEC (2018) IEC 62746-10-1, Systems interface between
customerenergymanagementsystemandthepowerman-
agement system—Part 10-1: Open automated demand
response. IEC

15. Darvish S, Baum L, Grumm F, Schulz D (2020) A smart
chargingmanagement interface for electric vehicles based
oncommunication links through theelectrical grid. In: 4th
E-mobilitypowersystemintegrationsymposium

16. Zuber J, Bienert R, Böhm R, Prümm R-I, Schwackenberg
A Combining openADR and EEbus for energy control.
https://tinyurl.com/openadreebus (Created 8 Dec 2021).
Accessed1Dec2022

17. Soares A (2019) Distributed optimization algorithm for
residential flexibility activation—results from a field test.
IeeeTransPowerSyst34(5):4119–4127

18. Radoglou-Grammatikis P, Sarigiannidis P, Giannoulakis I,
Kafetzakis E, Panaousis E (2019) Attacking IEC-60870-5-
104 SCADA Systems. In: IEEEWorld Congress on Services
(SERVICES)

19. InternetEngineeringTaskForce, RFC6762: MulticastDNS,
IETF,2013.

20. Hildebrand J,MillardP, EatmonR, Saint-AndrePXEP 0030:
servicediscovery. https://xmpp.org/extensions/xep-0030.
html(Created3Oct2017). Accessed2Dec2022

21. EnoseN (2014) Implementing an integrated securityman-
agementframeworktoensureasecuresmartgrid. In: Inter-
national Conference onAdvances inComputing, Commu-
nicationsandInformatics(ICACCI)

22. ÖsterreichsEnergie (2023)AbschlussberichtdesExperten-
pools ,DigitaleSchnittstelle(Veröffentlichung02/2023)

Publisher’sNote SpringerNature remainsneutralwith regard
to jurisdictional claims in published maps and institutional
affiliations.

K Unlocking customer flexibilities through standardized communication interfaces 449

http://creativecommons.org/licenses/by/4.0/
https://cordis.europa.eu/project/id/731289
https://cordis.europa.eu/project/id/731289
https://cordis.europa.eu/project/id/646184
https://sunspec.org/specifications/
https://sunspec.org/wp-content/uploads/2019/10/SunSpec-Device-Web-Service-API-Specification.pdf
https://sunspec.org/wp-content/uploads/2019/10/SunSpec-Device-Web-Service-API-Specification.pdf
http://docs.oasis-open.org/energyinterop/ei/v1.0/os/energyinterop-v1.0-os.html
http://docs.oasis-open.org/energyinterop/ei/v1.0/os/energyinterop-v1.0-os.html
http://docs.oasis-open.org/energyinterop/ei/v1.0/os/energyinterop-v1.0-os.html
https://tinyurl.com/openadreebus
https://xmpp.org/extensions/xep-0030.html
https://xmpp.org/extensions/xep-0030.html


Originalarbeit

David Reihs, received a bache-
lor’s degree from the Technical
University of Munich in Tech-
nical Physics and went on to
study Physical Energy andMea-
surement Engineering at the TU
Wien.Withthediplomathesis ti-
tled “Framework for Evaluation
of Home Energy Management
SystemApproaches”,hefinished
his studies with distinction. In
2017, he started working at the
AIT Austrian Institute of Tech-
nology, Center for Energy, as
aResearchEngineer, focusingon

PowerSystemDigitalization. HisearlyworkatAITwas focused
on the effective integration of electric vehicle charging infra-
structure intopowergrids. In recentyearshis research interest
shifted to energy communities and their role in increasing
energy system resilience and sustainability. He is pursuing
a PhD degree at the University of Passau focused on the in-
vestigation of effects of large-scale deployment of innovative
energysolutionsinthescopeofenergycommunities.

Fabian Bouda, studied Electri-
cal Engineering at the TUWien.
He received amaster’s degree in
the field of power systems engi-
neering in 2020 and graduated
with distinction. During his
master studies and afterwards,
he worked in the development
department of a manufacturer
of power hardware-in-the-loop
testsystems. Since2021heworks
atTUWienatthedepartmentfor
Energy Systems and Networks
as a project assistant. His re-
search focuses on the fields of

grid protection as well as grid friendly operation of loads and
distributedgeneration.

FabianLeimgruber, isResearch
Engineer at the Energy Depart-
ment of the AIT Austrian In-
stitute of Technology. He has
experience as research assistant
and lecturer at University of ap-
plied sciences TechnikumWien,
including the topics modeling,
simulation and statistical data
analysis. He finished his studies
at the University of Applied Sci-
ence Vienna in 2011 and holds
a master’s degree in “Renew-
ableUrbanEnergy Systems”. He
joined the Erasmus Programme

at Cyprus, where he worked on his master thesis “Study of
thinfilmphotovoltaicmoduledegradationand its assessment
using outdoor data”. Hiswork experience includes numerical
simulation,optimization,softwaredevelopmentandstatistics
&dataanalysis.

Katharina Machtinger, gradu-
ated from the FH Technikum
Wienwith a bachelor’s degree in
electronics, focusing on embed-
dedsystems. Shethenwentonto
study electronics and computer
technology at the FH Joanneum
in Styria. In 2021, she com-
pleted her master’s degree with
distinction for the thesis “AWide
BandgapBasedHigh-PowerBat-
tery Charger for Ultra-Fast EV
Charging applications”. Already
during her master’s degree, she
began working part-time at the

AIT Austrian Institute of Technology, Center for Energy as
a Junior Research Engineer in the team for electrical energy
systems,whereshestillworkstoday.

Thomas I. Strasser, received
a master’s and a PhD degree
from the Technische Univer-
sität Wien (TU Wien) and he
was awarded the Venia Do-
cendi (habilitation) in the field
of automation from the same
university. For several years, he
has been a senior scientist in the
Center forEnergyof theAITAus-
trianInstituteofTechnology.His
mainresponsibilities involvethe
strategic development of smart
grid automation and validation
research projects as well as the

mentoring/supervisingof juniorscientists.

Mark Stefan, studiedcomputer
science at the TU Wien. He
started his professional career
at Robert Bosch AG in Vienna,
where he worked as a soft-
ware and functiondeveloper for
2.5 years. In 2012, he moved
to the Institute for Computer-
Aided Automation at the Vienna
University of Technology, where
he worked as a project assistant
and did his PhD-studies. Since
2014, hehasbeenworking at the
Center forEnergyatAITAustrian
Institute of Technology GmbH

as a Research Engineer and Project Leader. In 2019, he was
appointed Senior Research Engineer as well as Thematic
Coordinator in the Power SystemDigitalization research area.
Hisprofessional focus ismainlyondigitalization topicsaswell
astheplanningandimplementationofapplicationsforenergy
communities.

450 Unlocking customer flexibilities through standardized communication interfaces K



Originalarbeit

Alfred Einfalt, During his mas-
ter and PhD studies in electrical
engineering at the Vienna Uni-
versity of Technology, he gained
experience in the field of re-
search.Ontheonehandthrough
several internships at one of the
leading non-university research
institutions, theAITAustrian In-
stitute of Technology and on the
other hand as a university assis-
tant at the Institute of Electri-
cal Power Systems and Energy
Economics. Since 2011 he has
worked as research scientist and

projectmanagerfornationalandinternationalR&Dprojectsin
the field of Smart Gridwith Corporate Technology at Siemens
AG Austria. As one of the current working priorities, he is
leading the technology related R&D activities for Siemens AG
Austria as part of the research program of the joint venture
Aspern Smart City Research. Since March 2019 he is driving
theapplicationof industrial IoTtosupportthedevelopmentof
distributedenergysystemsinhisroleasPrincipalKeyExpert.

Lukas Schober, has received
his bachelor’s degree in elec-
trical engineering at DHBW
Friedrichshafen. Afterwards he
completed a master’s degree in
Energy Technology and Energy
ManagementattheUniversityof
Applied Sciences Vorarlberg. In
addition, he received the MBA
in International Business Man-
agement from the University of
AppliedSciencesWeingarten. In
his final theses, he investigated
the technical and economic im-
pactofelectromobilityonpower

grids. Since 2015, he has been working for the distribution
grid operator Vorarlberger Energienetze GmbH in the grid
development and planning department. He leads an expert
group for the development of regulatory frameworks for
distribution grids for Austria (TOR) andmanages projects for
loadmanagementofelectriccars.

K Unlocking customer flexibilities through standardized communication interfaces 451


	Unlocking customer flexibilities through standardized communication interfaces
	Abstract
	Zusammenfassung
	Introduction
	Technology evaluation methodology
	Evaluation categories
	General categories
	Operative categories
	Technology-specific categories

	Deployment scenarios for a customer level DSO interface

	Results
	Reviewed standards
	IEC 61850
	Modbus TCP/IP
	SunSpec
	IEEE 2030.5
	OpenADR (IEC 62746)
	EEBus
	OCPP
	IEC 60870-5
	DNP3

	Overview of Evaluation Results
	General categories
	Operative categories
	Technology specific categories


	Discussion
	Conclusion
	References


