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Abstract

Introduction: Recently, many sectors have seen disruptive changes due to the
rapid progress in information and communication technology (ICT). The aim of this
systematic literature review was to develop a first understanding of what is known
about new ICTs in rheumatology and their disruptive potential.
Methods: PubMed, LIVIVO, and EBSCO Discovery Service (EDS) databases were
searched for relevant literature. Use of new ICTs was identified, categorized, and
disruptive potential was discussed. Articles from 2008 to 2021 in German and English
were considered.
Results: A total of 3539 articles were identified. After application of inclusion/exclusion
criteria, 55 articles were included in the analyses. The majority of articles (48) used
a non-experimental design or detailed expert opinion. The new ICTs mentioned in
these articles could be allocated to four main categories: technologies that prepare
for the development of new knowledge by data collection (n= 32); technologies that
develop new knowledge by evaluation of data (e.g., by inventing better treatment;
n= 11); technologies that improve communication of existing knowledge (n= 32); and
technologies that improve the care process (n= 29). Further assessment classified the
ICTs into different functional subcategories. Based on these categories it is possible to
estimate the disruptive potential of new ICTs.
Conclusion: ICTs are becoming increasingly important in rheumatology and may
impact patients’ lives and professional conduct. The properties and disruptive potential
of technologies identified in the articles differ widely. When looking into ICTs, doctors
have focused on new diagnostic and therapeutic procedures but rarely on their
disruptive potential. We recommend putting more effort into investigation of whether
ICTs change the way rheumatology is performed and who is in control of it. Especially
technologies that potentially replace physicians with machines, take control over the
definition of quality in medicine, and/or create proprietary knowledge that is not
accessible for doctors need more research.
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Rheumatology · Information and communication technology · Patient-doctor relationship ·
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Introduction

Recently, many sectors have seen mas-
sive changes—often labeled “disrup-
tive”—due to digitalization, i.e., the rapid
progress in and usage of information and
communication technology (ICT). New

fintechs changed the financial industry
[1], new sharing business models such
as Uber or Airbnb reshaped the taxi and
hotel business, and some former incum-
bents even vanished, such as producers
of photo film rolls [2].
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Literature review in EBSCO, PubMed, 
LIVIVO

(n=3.539)

Duplications, monographs and 
anthologies removed (n= 2.027)

Titles and abstracts screened
(n=206)

Exclusion due to the inclusion/exclusion 
criteria 
(n=127)

Full-text review
(n=79)

Exclusion a�er review due to exclusion 
criteria 
(n=46)

Qualified Ar�cles
(n=33)

Backward/Forward Search (ar�cles cited in 
qualified ar�cles)

(n=22)

Included Ar�cles

Exclusion due to duplica�ons, monographs 
and anthologies

(n=1.512)

Exclusion due to visual check (adequate 
�tle)

(n=1.821)

Fig. 18 Flowchart of systematic literature review

The term “disruption” refers to new
technologies or companies that signifi-
cantly change the way that businesses
operate; they wipe off older habits, com-
petitors, or organizational systems. Whilst
ICTs are now increasingly affecting and
changing the healthcare sector as well,
they have rarely been “disruptive” yet [3]:
the major part of health care’s “business
model” is still under control of the med-
ical community; medical guidelines, for
example, which define what “good qual-
ity” means, are developed andmaintained
bymedical organizations [4]. On the other
hand, ICT approaches have come to the
fore and will certainly gain significantly

more impact in the coming years. For ex-
ample, an app–patient relationship might
not only influence but as well replace the
current patient–doctor relationship, and
the medical profession could lose its con-
trol over the system to new market en-
trants. In fact, some medical specialties
(like radiology and genetics) already see
a transition in the distribution of power
between machines and medics [5].

Thus, disruptive potential of new ICTs
differs across medical specialties. In this
article, we focus on rheumatology for sev-
eral reasons. Many rheumatological dis-
eases are chronic, emphasizing the pro-
cess of care. In addition, many impor-

tant rheumatological diseases (like, e.g.,
rheumatoid arthritis) are still difficult to
diagnose, calling for IT support.

Focusing on rheumatology, relatively
few studies have addressed the question
of how new ICTs will impact health care [6,
7]. Those who did focusedmainly on diag-
nostics and treatment: how does ICT im-
provemedical tools and instruments? (e.g.
[8–10]). In this article, we analyze an often
neglected issue: the potential disruption
of the management of care in rheuma-
tology: who—person or software—takes
care of the patient? Who controls the
organization of health care (e.g., defines
good quality and structures health care
provision)? Will the balance of power be-
tween physicians, payers, politicians, and
ICT companies change? And will the med-
ical community (including its professional
organizations), which currently regulates
its activities autonomously, with little con-
trol from the outside, still rule the system?

As a side note, with “profession” we
denote the fact that a group of profes-
sionals (like doctors or lawyers) regulate
their activities on their own, with little
control from the outside [11].

New ICTs are by definition new, and
estimation of disruptive potential is rare.
Therefore, we assumed that it is best to
startwith a very basic question: howmany
newICTsareavailable inrheumatologyand
of what type? In a second step, we ana-
lyzed these technologies and categorized
them by type so that we could tentatively
analyze their disruptive potential.

Methods

In order to identify new ICTs that change
the way rheumatology is performed, we
scanned the PubMed, LIVIVO, and EBSCO
Discovery Service (EDS) databases for rele-
vant literature. The following search terms
were used:
– (digitalization) AND (rheumatology),
– (eHealth OR e-health) AND (rheumatol-

ogy),
– (mhealth OR mobile health OR

m-health) AND (rheumatology),
– (mhealth OR mobile health OR

m-health) AND (rheumatology OR
rheumatic disease),

– (digitization OR digitalization) AND
(rheumatology OR rheumatic disease),
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Table 1 Number of articles in allocated categories
Allocated categories Number of

articles

Technologies that prepare for the development of new knowledge by data
collection

32

Technologies that develop new knowledge by evaluation of data (e.g., by in-
venting better treatment)

11

Technologies that improve communicationof existing knowledge 32

Technologies that improve the care process 29

– (ehealth OR e-health OR telecare OR
telemedicine OR telehealth) AND
(rheumatology OR rheumatic disease).

Due to the nature of our research question,
wedid notonly include clinical studies, but
also nonexperimental articles. In the be-
ginning, we considered only articles from
the last 10 years, but by backward search
we also included earlier articles. Thus, ar-
ticles from 2008 to 2021 in German and
English were considered.

We expect sociocultural and economic
factors as well as the health care system
to be major determinants of the impact
of ICT. Therefore, we have limited our
analyses to Europe and North America.

The inclusion and exclusion criteria, as
well as the search history, can be found in
. Fig. 1. We followed the PRISMA guide-
lines [12].

From the articles included, new ICTs
in rheumatology were identified and ex-
tracted by content analysis (according to
Mayring, modified) [13].

In a second step, we clustered these
articles by their primary aim into three
groups: technologies that develop new
knowledge vs. those that communicate
existing knowledge or change the care
process. We further split the first group
by the way they develop new knowledge.
This resulted in four groups of ICTs:
– A.1) technologies that prepare for the

development of new knowledge by
data collection,

– A.2) technologies that develop new
knowledge by evaluation of data (e.g.,
by inventing better treatment),

– B.1) technologies that improve com-
munication of existing knowledge,

– B.2) technologies that improve the care
process.

We also estimated the level of evidence of
articles found. After analyzing dozens of
slightly different rating systems [14], the
New Zealand Guidelines Group rating sys-
tem fit best with our purpose. We merged
nonexperimental designs and case series
into one evidence level, resulting in four
levels:
1. Randomized controlled trials (RCTs),
2. Nonrandomized controlled trials,
3. Nonexperimental designs: cohort

studies, case–control studies, case
series, and similar, and

4. Expert opinion.

Our research did not need approval from
our universities’ ethical boards.

Results

A total of 55 relevant publications were
identified. Details, including the grouping
of ICTs, are provided in . Table 1. A full
list of retrieved articles is available as an
appendix (Supplementary Table S1) to this
study.

Content analysis further yielded the
typical ICT approach per category.

A.1. Technologies that prepare for
the development of new knowledge
by data collection (n= 32 studies)

Technologies in this group primarily serve
the purpose of collecting data, aiming at
the development of newknowledge. They
focus on raising data as such—in contrary
to other applications (in the group A.2)
which try to generate new knowledge by
analyzing data.

Technologies in this group serve several
distinct purposes:
– Provision of new methods for data

gathering from and for patients and

physicians about, e.g., pain status and
diaries, comorbidities, and others

– Automated data gathering (e.g.,
activity tracking, optical imaging of
joints)

– Identification of RWE (real world
evidence), that is, collecting data under
real-word conditions (e.g., registries)

– Others (e.g., biobanks)

Technologies in this group can also be
brokendown into categories by theperson
who collects data:
– Collection of data by physicians or

medical institutions, especially reg-
istries

– Collection of data by patients (e.g., pa-
tient-reported outcomes in electronic
diaries) and their organizations

– Collection of data by others (e.g.,
payers or companies)

There are various parameters that are doc-
umented, e.g., physical variables, disease
status or conditionof theuser. A validation
of the data does not always take place.

Finally, these technologies differ by the
type of data source they use. Whilst some
try to gather data directly from the re-
spective patient (some of them by ac-
tive data entry, some of them by passive
data recording), some extract data from
databases (fromhealth records up to social
networks).

A.2. Technologies that develop new
knowledge by evaluation of data
(e.g., by inventing better treatment;
n= 11 studies)

A second group of technologies aims to
evaluate data, e.g., with the help of artifi-
cial intelligence. We identified three main
subgroups:
– Instruments for automated analysis of

images
– ICT-supported evaluation of medical

and other, e.g., administrative data
(“big data”)

– Autonomous machine learning, espe-
cially in diagnosing
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Table 2 Number of studies in the respec-
tive level

Level Number of
studies

Randomized controlled trials 2

Nonrandomized controlled
trials

5

Nonexperimental designs 31

Expert opinion 17

B.1. Technologies that improve
communication of existing
knowledge (n= 32 studies)

This category is about sharing and/or ex-
change of existing knowledge for patients,
students, physicians, and others. We iden-
tified the following technologies:
– Information for and from patients

jInformation about diseases (includ-
ing enabling of shared decision-
making)

jSymptom checkers (i.e., ICT tools
that diagnose)

jExercises for mobility, stress reduc-
tion, and rehabilitation

jMotivational tools (e.g., nutrition,
increasing physical activity)

jInformation about the “quality” of
treatments and service providers

– Information for physicians and medical
students
jDiagnostic support, e.g., score
calculators (for general practitioners
[GPs] and/or specialists)

jTherapy recommendations, e.g., for
comorbidity or drug interaction, and
guidelines

jAccess to medical knowledge, e.g.,
through online libraries

jEducational tools (e.g., virtual reality)
– Data exchange/data cooperation

jCommunication (including data
exchange) between patients

jCommunication between doctors,
including primary care and special-
ists (e.g., virtual consultation)

jData and information exchange
between patients and physicians/
hospitals; video consultation

jOther data exchange (e.g., between
patients and insurance companies)

B.2. Process-oriented applications
that improve the care process
(n= 29 studies)

This category includes technologies that
support or (co-)control the process in
medicine, e.g., the coordination of doc-
tor’s appointments, but also patient flow.
– Coordination of doctor’s appoint-

ments, reminder function (medication,
appointments, documentation)

– Management of disease documen-
tation (e.g., integration of clinical
documentation into hospital ICT sys-
tems)

– Automated screening and detection of
unknown disease and/or progress of
disease in order to identify the need for
consultation

– Automated triage (that is, estimation
of the need for specialist care)

– New ICT infrastructure for data ex-
change between physicians and oth-
ers; with or without access to electronic
health records

Obviously, there is some overlap between
purposes: for example, a technology that
gathersdatafromapatientmaysometimes
be more focused on the data as such (e.g.,
for scientific research), on the communi-
cation of these data to a physician (so that
there is additional data available), or on
the process of data transfer as such (e.g.,
the patient enters data that the doctor
would otherwise inquire).

We found the following levels of evi-
dence (. Table 2).

Discussion

In its recent report about ethics and gov-
ernance of artificial intelligence for health,
theWorldHealthOrganizationwarns: “. . . if
we do not take appropriate measures, AI
could . . . lead to situationswhere decisions
that should be made by providers and pa-
tients are transferred to machines, which
would undermine human autonomy, as
humans may neither understand how an
AI technology arrives at a decision, nor
be able to negotiate with a technology to
reach a shared decision.” [15].

Given the importance of new ICT de-
velopments and their disruptive potential
for medicine, and rheumatology in partic-

ular, the 55 articles that met our inclusion
criteria seem to be a relatively small num-
ber.

The few articles we found deal with
very different issues, ranging from data
collection and evaluation, telemedicine,
artificial intelligence, wearables, apps, re-
mote monitoring over communication to
process management—that is, scientific
evidence is not only scarce but also spread
over a variety of issues. We conclude that
there is urgent need for more research
into the question of how ICT will influ-
ence patient management in rheumatol-
ogy, especially about the patient–doctor
relationship, the medical profession, and
the organization of treatment.

The medical profession is currently fo-
cusedonresearchingthepotentialof ICT to
improve diagnosis and therapy and, some-
times, process management [16, 17]. We
recommend taking a view on the gover-
nance side of medicine as well.

This holds true even more since there
is a boom of political reforms to establish
several digital tools (such as video-based
doctor consulting and provision of elec-
tronic prescriptions). In Germany, this is
called the “e-health initiative” [18]; e.g.,
statutory health insurances have to pay
for certain health apps [19]. At the same
time, not all doctors seem to be ready for
digitization. A survey in February 2021 re-
vealed a lack of digital competence with
the use of digital health apps. This bar-
rier was named as reason that only one
quarter of doctors are willing to prescribe
digital health apps to their patients [20].
This will also make it difficult for doctors
to keep a sound grasp of new ICT devel-
opments. For rheumatology, a recent sur-
vey found that only a minority of German
physicians use ePROs (electronic patient-
reported outcomes), and the main rea-
son for not implementing them was cited
as the unawareness of suitable software
solutions [21].

It is apparent that there is a multitude
of varying approaches in rheumatological
ICT which differ not only in purpose but
also in disruptive potential. Categoriza-
tion appears useful in order to be able to
classify the degrees of impact of the var-
ious applications on different areas, such
as treatment, research, development, and
others.
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The four ICT groups we identified may
help to establish a first, tentative estimate
of the disruptive potential of new tech-
nologies:
1. Group A1 focuses on the development

of new knowledge by data collection.
As long as these data are accessible
and understandable for everybody, we
don’t see much disruptive potential.
This might differ if, for some reason,
some participants keep data secretly
and gain proprietary medical knowl-
edge. It also depends on the type of
data gathered andwho interprets them
(e.g., doctors ormachines). Up to today,
large amounts of patient data are still
not used as “big data.” Rather, data are
collected by insurers and various other
stakeholders/companies acting in the
health care market (although data are,
originally, created by physicians). For
example, in 2014, amid-sized company
already had access to 85% of global
prescriptions by sales revenue and
approximately 400 million compre-
hensive, longitudinal patient records
[22]. Of course, big IT companies with
more financial power could even buy
better data access. For example, Apple
(Cupertino, CA, USA) recently became
the first company to exceed $3 trillion
market value [23]; this compares well
to German yearly GDP (the value of all
products and services produced)which
is about 3.5 trillion [24].

2. The same estimation of disruptive
potential holds true for technologies
that develop new knowledge by
evaluation of data (e.g., by inventing
better treatment)—group A2: as
long as these insights are publicly
available and the medical profession
keeps control over them, there will
be little disruption. On the other
hand, if non-public companies collect
and analyze data, develop a better
understanding of diagnostic and
therapeutic procedures, and keep this
knowledge for themselves, they could
gain the power to define good quality
in medicine. This phenomenon could
happen when self-learning algorithms
determine treatment decisions without
any control by real doctors.
Another potential change is that hu-
man beings—including doctors—are

unable to understand and interpret ICT
recommendations anymore (the “black
box problem,”which is the case in chess
already: even the best human chess
players sometimes do not understand
why software “thinks” a certain move
is the best).
Disruptive potential was miti-
gated if machine learning is in-
terpretable—that is, humans can
understand the decisions made by
machines.
Ultimately, this means that data eval-
uation technologies will not so much
change the patient–physician re-
lationship (as long as they are not
combined with technologies in B.1,
such as artificial nurses and doctors
which communicate with patients),
but could disrupt the medical profes-
sion—because the profession could
lose the control over the definition of
“good quality.” This will be all the more
the case if collected raw data become
invisible for patient and physician but
rather proprietary knowledge of some
third party.

3. Technologies that improve communi-
cation of existing knowledge (group
B1) might interfere with current prac-
tice if they bypass the patient–doctor
relationship. Especially if combined
with technologies from groups A1 and
A2 (which collect and evaluate data),
the provision of medical care could
change massively.

4. Technologies that improve the care
process (B2) will disrupt only if they
bring along a new way of control over
the care process.

This also holds true for combinations of
these technological groups. Combining
superior knowledge with tools for com-
munication with patients (e.g., artificial,
AI-based agents) could theoretically sup-
port doctors but also make them obsolete
at critical treatment steps.

In essence, ICT as such is not the key
to disruption, as long as it doesn’t change
the management of care in rheumatol-
ogy. In other words, the key question is
whether new ICTs are merely new instru-
ments for the benefit of patients and in
the hand of doctors, or if they bypass or
take control over quality measurement,

physicians, and patients. This is also in
line with earlier European Alliance of
Associations for Rheumatology (EULAR)
recommendations. For example, EULAR
focused on patient benefits in patient self-
management apps [25] but mentioned
potential risks in big data use [26].

New technologies such as better data
gathering, analysis, and communication
are both powerful and useful instruments
for care improvement as long as patients
and physicians have access to this infor-
mation; if they are “locked out,” changes
may be both disruptive as well as harmful.
Also, they may be risky if quality control
of new ICTs is not as rigid as in, e.g., drug
development.

Digitalizationhasthepotential tosignif-
icantly improve the quality of health care.
However, many industries have seen dis-
ruption so far, some of which may harm
consumers and/or vendors. Rheumatol-
ogy is in no way sheltered from the dis-
ruptive potential of new ICT technologies.
The topic has hardly been researched so
far. We found that only few of the articles
retrieved were RCTs; it may be that disrup-
tive developments are difficult to detail in
RCTs, and research in this area does not
fit well to typical medical journals.

An important result of this study is
that these developments should be closely
monitored and accompanied by patient
representatives, medical institutions (such
as chambers of physicians), scientific med-
ical societies, health insurances and other
relevant stakeholders. For example, the
EULAR recommendations for drugs [27]
could be helpful and extended to ICT and
governance, safeguarding benefits for pa-
tient as well as security standards.
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wurden nach relevanter Literatur durchsucht. Der Einsatz neuer IKT-Technologien
wurde identifiziert, kategorisiert und das disruptive Potenzial diskutiert. Dabei
wurden Artikel aus den Jahren 2008 bis 2021 in deutscher und englischer Sprache
berücksichtigt.
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