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Abstract
Certain research strands can yield “forbidden knowledge”. This term refers to knowledge that is considered too sensitive, 
dangerous or taboo to be produced or shared. Discourses about such publication restrictions are already entrenched in sci-
entific fields like IT security, synthetic biology or nuclear physics research. This paper makes the case for transferring this 
discourse to machine learning research. Some machine learning applications can very easily be misused and unfold harmful 
consequences, for instance, with regard to generative video or text synthesis, personality analysis, behavior manipulation, 
software vulnerability detection and the like. Up till now, the machine learning research community embraces the idea of 
open access. However, this is opposed to precautionary efforts to prevent the malicious use of machine learning applications. 
Information about or from such applications may, if improperly disclosed, cause harm to people, organizations or whole 
societies. Hence, the goal of this work is to outline deliberations on how to deal with questions concerning the dissemina-
tion of such information. It proposes a tentative ethical framework for the machine learning community on how to deal with 
forbidden knowledge and dual-use applications.
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1 Introduction

Currently, machine learning research is, not much differ-
ent from other scientific fields, embracing the idea of open 
access. Research findings are publicly available and can 
be widely shared among other researchers and foster idea 
flow and collaboration. Among the description of research 
findings, scientists frequently share details about their own 
machine learning models or even the complete source code 
via platforms like GitHub, GitLab, SourceForge and others. 
However, the tenet of providing open access contradicts pre-
cautionary efforts to prevent the malicious use of machine 
learning applications. Some applications can very easily 
be used for harmful purposes, for instance, with regard to 
generative video or text synthesis, personality analysis or 
software vulnerability detection. Concrete examples for 

high-stakes machine learning research are OpenAI’s GPT-2 
text generator (Radford et al. 2019b), Michal Kosinski’s and 
Yilun Wang’s software for detecting people’s sexual orien-
tation based on facial images (Kosinski and Wang 2018), 
developments in the field of synthetic media (Chesney and 
Citron 2018) and many more.

Therefore, researchers have to answer the question 
whether “AI development [should] be fully open-sourced, 
or are there ethical reasons to limit its accessibility?” (Mur-
gia 2019) Scientists demand for a “more nuanced discus-
sions of model and code release decisions in the AI com-
munity” (Radford et al. 2019a), ask “whether sometimes it 
is appropriate to withhold open publication of some aspects 
of [the] research” (Ovadya and Whittlestone 2019) and 
perceive “publication challenges inherent to some parts of 
AI research” (Clark et al. 2019). Further, machine learning 
practitioners call for more research on the “efficacy of poli-
cies for restricting release of AI technologies” (King et al. 
2020) and see an “urgent need to develop principled deci-
sion-making frameworks” (Solaiman et al. 2019) with regard 
to publication norms. If machine learning research can pos-
sess, as Michal Kosinski admits, “considerable negative 
implications”, which could “pose a threat to an individual’s 
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well-being, freedom, or even life” (Kosinski et al. 2013), the 
decisive question is: Is it worth publishing those research 
results? Are the reputation gains a researcher achieves by 
publishing intriguing research insights or the fact that new 
insights can usher scientific progress worth the risk of oth-
ers weaponizing those insights? This paper is supposed to 
be a response to those questions, demands and challenges. 
Information about or from maliciously used machine learn-
ing applications may, if improperly disclosed, cause harm 
to people or organizations. In this context, harm stands for 
negative outcomes like fatal or nonfatal casualties, physical 
and psychological suffering, as well as social, political or 
economic disruption or damage. The goal of this paper is 
to outline norms that can help to decide whether and when 
the dissemination of such information should be prevented.

Without a doubt, research on machine learning has an 
immense impact on societies. Roughly speaking, the down-
sides of recent innovations range from threats to democracy 
and public discourse to massive violations of privacy rights 
to autonomous weapon systems and algorithmic discrimina-
tion (Knight and Hao 2019). This is why perceiving machine 
learning research solely from the perspective of technologi-
cal and societal progress is not enough. In fact, machine 
learning research can have devastating consequences on a 
grand scale. Of course, the emergence of negative effects 
of new technologies can rarely be attributed to a single 
scientific paper. Nevertheless, at regular intervals research 
findings are published, which can be anticipated with great 
certainty to be directly abused and to cause damage. Hence, 
the aim of this paper is to define some initial criteria that can 
help decide whether research results in the machine learn-
ing field should be publicly shared or kept secret or at least 
under control to a certain extent.

In case of the latter, I want to use the term “forbidden 
knowledge”, which refers to knowledge that is considered 
too sensitive, dangerous or taboo to be produced or shared 
(Dürrenmatt 1980; Kempner et al. 2011). Forbidden knowl-
edge is akin to what Nick Bostrom calls an “information 
hazard”, which he defined as “a risk that arises from the 
dissemination or the potential dissemination of (true) infor-
mation that may cause harm or enable some agents to cause 
harm.” (Bostrom 2011). The term “forbidden knowledge” is 
used not just to descriptively refer to negative or non-knowl-
edge, but to normative limits of what should be (publicly) 
known and not known. In this context, it must be considered 
that forbidden knowledge is a dynamic concept. One can-
not determine universally and independently from a certain 
ethical standpoint, point in time or culture which knowledge 
should be forbidden. Nevertheless, this paper is intended 
to assume that, in the light of current political and cultural 
climates, specific risks are associated with the disclosure of 
certain research findings in the field of machine learning and 
that those risks need to be minimized. Hence, it is the social 

environment that shapes the decision not to make certain 
knowledge publicly available, not the knowledge itself or 
certain static categories.

In the first part, this paper outlines the theory of forbid-
den knowledge in the context of machine learning appli-
cations (Sect. 2). In the second part, it describes how the 
emergence, availability and use of forbidden knowledge can 
be monitored (Sect. 3). Various areas in which forbidden 
knowledge occurs are analyzed. In the last part, methods to 
control or govern forbidden knowledge are conceptualized, 
ranging from information sharing rules to pre-publication 
risk assessments or technical restrictions (Sect. 4). The over-
arching goal of the paper is to propose a tentative ethical 
framework for the machine learning community on how to 
deal with forbidden knowledge and dual-use applications.

2  Theory of forbidden knowledge

2.1  Types of forbidden knowledge

Forbidden knowledge originates in Christianity’s idea of 
Eve eating an apple from the forbidden tree of knowledge 
(Johnson 1996). Today, the term stands for scientific knowl-
edge that is too dangerous to inquire or to be disseminated 
unrestrictedly, since knowledge equates power, which can be 
abused. Hitherto, forbidden knowledge was mostly relevant 
in disciplines, such as IT security, armaments research and 
a few other research fields (Freitas 2006; Tucker 2012a). 
Especially in the field of nuclear physics research, scientific 
knowledge can become a “mixed blessing”, since it “makes 
the destruction of human life possible” (Smith 1978). More-
over, this also applies to other fields like synthetic biology, 
where, for instance, a paper described the synthesis of polio-
virus (Cello et al. 2002), leading to concerns about bioterror-
ism. Those cases lead to demands that journal editors may 
“conclude that the potential harm of publication outweighs 
the potential societal benefits” (Atlas et al. 2003) and con-
sequently do not publish specific papers at all or only in a 
modified version (Selgelid 2007).

One can distinguish different types of forbidden knowl-
edge. Knowledge can be forbidden because of the “nature” 
of the knowledge in question—this is mostly relevant in a 
religious context— because of the methods necessary to gain 
the knowledge—for instance, via unethical human experi-
ments—or because of the consequences, which the public 
availability of the knowledge would have. In the context 
of this paper, only the latter type of forbidden knowledge 
shall be considered. To narrow down the term even further, 
only that kind of forbidden knowledge will be discussed for 
which machine learning techniques are required as an essen-
tial factor. Although the term “machine learning” is con-
tested regarding its terminology, since, among other reasons, 



769AI & SOCIETY (2021) 36:767–781 

1 3

“machine learning” is more like “machine conditioning”, I 
use the term for better understanding. In this regard, only 
those machine learning techniques that are currently avail-
able and feasible will be taken into consideration, omitting 
speculations about potential future applications as far as pos-
sible. The only exception will be a short paragraph on “artifi-
cial general intelligence” in Sect. 3, since discourses around 
“artificial general intelligence” prominently raise questions 
about the limits of research, too. Apart from that, the use of 
the term “forbidden knowledge” in this paper does not only 
refer to knowledge that is the output of particular machine 
learning applications—for example classifications about 
intimate traits of individuals. It also refers to the knowledge 
about techniques or methods, which are the foundations to 
build machine learning applications that can be misused, for 
instance, methods to build powerful generators for synthetic 
media.

2.2  Intentions

The concept of forbidden knowledge is closely associated 
with the theory of dual-use technologies. Concerning the 
dual-use character of many machine learning applications, 
one has to distinguish between machine learning scientists 
who initially undertake the research leading to those appli-
cations and users who just utilize them. In this context, the 
intentions of scientists, which influence the design of the 
applications, can deviate from the intentions of the users, 
who can use the applications for purposes other than those 
for which they were designed. A common scenario in this 
context would be that researchers pursue good intentions, 
whereas users have, in many cases, malevolent goals. How-
ever, it would be too easy to simply differentiate between 
good and bad intentions, where the former proceed with 
dual-use technologies or forbidden knowledge, respectively, 
in a responsible manner and the latter not. Intentions become 
bad when they are viewed from the perspective of a cer-
tain ethical theory. And even if intentions are identified as 
bad, this does not mean that the ones possessing them are 
immoral people.

In this sense, bad intentions are virtually almost the prod-
uct of certain social situations or systems (Zimbardo 2007). 
That being said, particular social situations or systems can 
give rise to intentions to (mis-)use forbidden knowledge 
to cause harm as well as to motives to prevent forbidden 
knowledge to come into existence in the first place or to be 
disseminated in a way that could threaten other individuals 
or societies. On the one hand, one must assume that there 
will always be groups of people who seek to enclose for-
bidden knowledge and prevent scenarios of harm. On the 
other hand, one must at the same time assume that there will 
always be groups of people at private companies, govern-
ment agencies, research institutes or universities as well as 

non-institutional entities or private persons who have clearly 
malign motives and who will try to exploit all that is techni-
cally possible to pursue their interests. In this context, one 
has to keep in mind that a single private actor does not have 
the same means and reach as actors who are responsible for 
large social media platforms or the like. Large platforms, in 
turn, are way more exposed to public scrutiny in comparison 
to nameless private actors. That being said, the mere premise 
or possibility that someone somewhere could do harm can-
not be the main reason for restricting scientific knowledge 
excessively. Rather, one has to monitor and map the spec-
trum of potential offenders, the skills needed to gain certain 
kinds of dangerous knowledge, the magnitude of potential 
harms, easy access to particular knowledge and the like. The 
following chapter will elaborate on that.

3  Monitoring forbidden knowledge

Monitoring the emergence of forbidden knowledge is a pre-
requisite for the successful governance of it. This means 
studying emerging machine learning technologies in differ-
ent areas and sectors and identifying the dual-use charac-
teristics of potentially harmful applications. Following pre-
existing decision frameworks for dual-use technologies in 
other areas (Miller 2018; Tucker 2012c), one can differenti-
ate between the magnitude of potential harms resulting from 
forbidden knowledge, the imminence of potential harms, the 
ease of access to forbidden knowledge, the amount of skills 
needed to gain forbidden knowledge and the awareness about 
the emergence or malicious use of forbidden knowledge (see 
Table 1). Besides this categorization of forbidden knowledge 
in machine learning research, further questions to assess 
potential publication risks can be asked, i.e. whether harms 
have the form of structural risks or direct consequences for 
individuals, other living entities, the environment or non-
living things, what type of harm is imminent, i.e. whether 
it is aiming at physical or mental health, economic stabil-
ity, human rights, the environment etc., how high the likeli-
hood of the occurring of a particular harm is, whether it 
is ephemeral or permanent, what possibilities of respond-
ing to a specific harm exist, whether the source of harm 
is traceable and whether potential harms can be redressed 
(Crootof 2019). Additionally, forbidden knowledge can be 
yielded by research in academia itself as well as by research 
done at corporations. Especially machine learning research 
is increasingly done at corporations (Perrault et al. 2019). 
However, it is important to note that industry papers are not 
lagging behind academic papers concerning social impact 
considerations, displaying that ideas of an ethical “inferior-
ity” of industry do not bear scrutiny (Hagendorff and Med-
ing 2020).
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3.1  Availability

The decisive question is: how difficult is it for individuals 
with malicious intentions to weaponize a machine learning 
application in practice? They need to be aware of certain 
technological features, the necessary skills as well as the 
necessary resources. The last two aspects depend on the 
availability of ready-made products or platforms. The more 
difficult it is to reproduce a certain technical capability in 
light of the available papers, codes, models, datasets, hard-
ware etc., the more talent, skill or resources are necessary 
to utilize the capability. But since talent as well as advanced 
skills are scarce, the likelihood of abuse scenarios drops. 
Although, in fact, the opposite trend prevails: the likelihood 
of abuse scenarios increases. While many institutions like 
OpenAI, Facebook, Microsoft or others do not publish the 
full-size model of hazardous applications in the first place, 
freely accessible Internet platforms are emerging elsewhere, 
providing, in a simplified way, exactly those services that 
should be kept away from the public.

With “Grover”, the Allen Institute for Artificial Intelli-
gence offers a platform where fake news can be created on 
any given topic (Zellers et al. 2019). The same holds true for 
a platform from Adam King, which can be accessed via https 
://www.talkt otran sform er.com, or for the language model 
HAIM of the machine learning startup AI21 Labs, which 
can be accessed and used via https ://www.ai21.com/haim. 
The organization Lyrebird offers the possibility to create a 
voice recording from any given text (for security reasons, up 
till now only with one’s own voice) on its website. Further-
more, and given the case that the software becomes freely 
purchasable, everyone can edit audio files or fake voices, 

provided that only a few minutes of voice recordings are 
available as training data, using Adobe’s program “VoCo”. 
On thispersondoesnotexist.com, a software from Nvidia cre-
ates deceptively real facial images of people who do not 
exist. Furthermore, with the application "FakeApp" anyone 
can create DeepFakes.

Hence, it seems obvious that technologies that can be 
instrumentalized for modern disinformation campaigns are 
becoming more widely available. It is to be expected that a 
process of “deskilling”, meaning a gradual decline in the 
amount of needed knowledge or the rise of ready-made soft-
ware bundles or how-to manuals, affects the use of machine 
learning methods and applications, with the result that the 
number of individuals who can use potentially harmful 
machine learning technologies grows constantly. This pro-
cess of “deskilling” is combined with a “democratization” of 
machine learning and its requirements like training datasets 
or software libraries. Open access and open source give rise 
to many innovations while rendering tools freely available 
to bigger and bigger crowds. At the same time, the number 
of (non-expert, amateur) individuals with potentially malign 
intentions and willing to reinterpret the purpose of dual-use 
technologies in a harmful context grows.

Possibly, the mere idea of using or processing data with 
methods of machine learning in a certain way poses the 
threat that individuals with malicious intentions realize this 
particular idea themselves. This is what Bostrom (2011) 
calls “idea hazard”. The “idea hazard” is accompanied by 
the “data” or “product hazard” (Ovadya and Whittlestone 
2019), where machine learning applications themselves or 
their respective outputs pose a danger. All the mentioned 
hazards can be conveyed by openly accessible research 

Table 1  Assessment of forbidden knowledge

Low High

Magnitude of harm Single individuals are affected Whole societies are affected
Minor detriments, harms or affliction Major detriments or casualties
Low monetary costs associated with incidents High monetary costs associated with incidents

Imminence of potential harms Individuals or organizations can gain and use 
forbidden knowledge in the remote future

Individuals or organizations already possess 
forbidden knowledge or can gain and use it in 
the near future

Ease of access to forbidden knowledge Existence of particular kinds of forbidden 
knowledge is known

Knowledge is classified and under control of 
specialized authorities or closed organiza-
tions

Technological requirements or knowledge 
itself are commercially available

Hardware, software and datasets are difficult 
to obtain

Amount of skills needed to gain forbidden 
knowledge

Individuals with low experience or expertise 
levels can gain forbidden knowledge

Only highly skilled individuals can gain forbid-
den knowledge

Ready-made software bundles or how-to 
manuals exist

Advanced persistent threats exist

Awareness about the emergence or malicious 
use of forbidden knowledge

Emergence or malicious use of forbidden 
knowledge was unforeseen but foreseeable 
or completely unforeseen

Emergence or malicious use of forbidden 
knowledge is easily discernable

https://www.talktotransformer.com
https://www.talktotransformer.com
https://www.ai21.com/haim
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papers, containing more or less details about particular 
software solutions. Open access, however, is not a “binary 
variable” (Brundage et al. 2018). There are gradations in the 
way research results can be shared, for instance, by adopting 
a staged publication release during which various (negative) 
effects of the released applications are monitored. Tangible 
information sharing rules relate to the kind of information 
or code that is exchanged or selectively made public. Docu-
ments about applications possessing certain risks of causing 
harm when used “in the wild” in an uncontrolled manner 
can contain rough descriptions of the achievement or simple 
proofs of concept. The next step is to publish pseudocode, 
parts of the code or machine learning algorithms without 
the necessary hyperparameters. Ultimately, papers can con-
tain appendices with fully working exploits or the complete 
code together with the trained model as well as tutorials 
(see Table 2).

Each level of sharing information raises the risk that 
third parties can use the research for malicious or criminal 
purposes. The fewer details that are shared by researchers, 
the higher the need for technical expertise on the part of 
third parties who wish to reproduce or harness the origi-
nal achievements. Apart from the extend of shared techni-
cal details, the availability or reproducibility of forbidden 
knowledge depends on many further conditions: the amount 
of monetary costs to acquire certain hard- or software, 
whether code is equipped with or without comments as well 
as their level of detail, whether code is compiled or raw, 
whether details about the types of the required hardware 
being used are known and so forth.

3.2  Areas of forbidden knowledge

In the following section, the paper sheds light on differ-
ent areas of forbidden knowledge. Examples of machine 
learning-based applications that were retracted or never got 
published are to be described. Various fields of application 
will be discussed, including contexts like sexuality, social 
manipulation, algorithmic discrimination, “artificial general 
intelligence” as well as further areas where sensitive infor-
mation can be produced or acquired.

Regardless of the particular area, one can differentiate 
between machine learning applications that aim at single 
individuals (e.g. “gaydar” applications) and applications 
that aim at a wider social context or whole societies (e.g. 

“artificial general intelligence”). Furthermore, one has to 
distinguish between single inventions or individual research 
works that result in forbidden knowledge (e.g. research on 
automatically winning commercial games) and the dynamics 
of many small inventions or consecutive research activities 
that gradually produce forbidden knowledge (e.g. research 
on deep fakes). Moreover, applications that gather or detect 
sensitive information (e.g. digital suicide risk detectors) have 
to be differentiated from applications that generate or make 
up fake sensitive or discrediting information (e.g. text gen-
erators). In addition to that, either information on machine 
learning applications itself or information in the form of an 
application’s output can be considered to have the status of 
forbidden knowledge.

3.2.1  Synthetic media

Research on synthetic media and the publication of cor-
responding findings and insights is delicate. This was per-
fectly shown by researchers at OpenAI. They developed a 
text generator called GPT-2 (Radford et al. 2019b) which 
is so powerful that they decided to follow a staged release 
policy (Clark et al. 2019; Radford et al. 2019a; Solaiman 
et al. 2019). OpenAI has teamed up with several partner 
universities studying the human susceptibility to artificially 
generated texts, potential misuse scenarios or biases in the 
produced texts. The original decision not to release the full-
fledged text generator was fueled by fears concerning the 
circumstance that GPT-2 could significantly lower the costs 
of disinformation campaigns or simplify the creation of 
spambots for forums or social media platforms. Although 
admitting that they found “minimal evidence of misuse” via 
their “threat monitoring” (Solaiman et al. 2019), doubts are 
justified as to whether their monitoring, which was mainly 
focused on online communities, was really reliable, since 
OpenAI and their partners can mostly monitor current pub-
lic plans or cases of misuse for their application, but not 
non-public or potential future misuse scenarios as well as 
advanced persistent threats.

In the overall view, machine learning technologies make 
it possible to automatically create any media, be it images 
(Karras et  al. 2017), videos (Thies et  al. 2016), audio 
recordings (Bendel 2017) or texts (Radford et al. 2019a). 
The quality of the media created is constantly improving, 
so that previously accepted principles, such as “seeing is 

Table 2  Grades of availability Availability Low High
Levels Mere 

idea or 
concept

Concept 
paper

Pseudo 
code

Detailed 
paper

Training 
data

Trained 
models

Source 
code

Ready-
made 
product

Further 
dimensions

Amount of monetary costs to acquire par�cular sets of hard- or so�ware/code equipped with 
or without comments/code equipped with or without hyperparameters/code is compiled or 
raw/details about the types of hardware being used
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believing” or “hearing is believing”, have to be abandoned. 
Whether the content corresponds with actual events does 
not matter. While researchers try to catch up and find solu-
tions to reliably detect fake samples produced by generative 
adversarial networks (Rössler et al. 2019; Valle et al. 2018), 
it remains true that generative models make it really easy to 
generate or edit media. Despite those technical solutions to 
detect synthetic media and approaches to educate humans on 
detecting machine manipulated media (Groh et al. 2019), a 
further, quite strict idea is to limit the availability of trained 
generative models. Against this background, it is astounding 
how unquestioningly papers have been published in recent 
years, in which leap innovations in the generation of fake 
media, especially videos, are described—although many 
research groups, for instance, the one behind Face2Face, 
did not release their code (Fried et al. 2019; Ovadya and 
Whittlestone 2019; Thies et al. 2015, 2016, 2018, 2019). 
Synthetic videos, no matter if they are generated through 
Face2Face, DeepFakes, FaceSwap or NeuralTextures, can 
have all sorts of negative consequences, from harm to indi-
viduals, national security, to the economy and democracy 
(Chesney and Citron 2018). Fake porn is used to intimidate 
journalists, fake audios to mimic CEOs and commit fraud, 
fake pictures to trick other people into disclosing sensitive 
information (Harwell 2018; Satter 2019) and so on. Despite 
obvious risks, the improvement of synthetic media also 
poses the risk of people claiming that real footage is fake, 
erroneously denying its verisimilitude. In this context, tech-
nical solutions to detect synthetic media should also operate 
in the opposite direction, meaning that they should be able 
to detect recordings that are real.

3.2.2  Social manipulation

Issues of social manipulation via machine learning appli-
cations came especially into public awareness after reports 
about the role of Cambridge Analytica during the successful 
UK’s Vote Leave campaign and the 2016 US presidential 
election. Some of the methods used during the elections 
trace back to research in the field of psychometrics. Here 
lies the origin of methods where individual’s psychological 
profiles are automatically extracted from their (harmless) 
digital footprints via machine learning to influence their 
behavior or attitudes. Researchers proved that very few 
data points a particular individual generates suffice to make 
accurate predictions about personality traits (Kosinski et al. 
2014, 2015; Lambiotte and Kosinski 2014; Youyou et al. 
2015), which can in turn be used for improved persuasive 
techniques, called “micro-targeting”. Micro-targeting, for 
instance, can significantly raise the click-through-rates of 
personalized online advertisements (Matz et al. 2017). How-
ever, it is not just advertisements. Several companies exploit 
techniques where psychometrics and machine learning are 

combined to conduce “behavioral change programs”, blur-
ring the lines between the military and civic use of (dis-)
information campaigns or “psy-ops” (Ramsay 2018). The 
scientists involved in the related research honestly talk about 
“considerable negative implications” (Kosinski et al. 2013) 
of their work. Psychometrics research, which builds the 
foundation for methods of social manipulation, was meta-
phorically called a “bomb” (Grassegger and Krogerus 2016). 
Others dubbed the methods used by Cambridge Analytica 
and similar organizations “weapon-grade communication 
techniques” (Cadwalladr 2019), which clearly point at the 
dangers certain machine learning applications can pose.

3.2.3  Discrimination

The emergence of (unintended) algorithmic discrimination 
can be a reason for retracting machine learning applications. 
To name just two examples: in 2016, Microsoft developed a 
chat bot called “Tay”. After a while, it was bombarded with 
racist, sexist language by trolls. And since “Tay” is based 
on machine learning algorithms, it inherited and automati-
cally reproduced the discriminatory language (Misty 2016). 
After 1 day, Microsoft had to retract the application. This 
popular example shows the danger of not anticipating that 
machine learning applications can be manipulated by adver-
sarial inputs or not anticipating to equip those applications 
with meta-rules, meaning that programmers define bounda-
ries, software agents are not allowed to overstep (Wallach 
and Allen 2009). Another example where failures to pre-
vent discrimination were an issue and lead to the retraction 
of machine learning-based tools is Amazon’s experimental 
hiring software. The software used machine learning tech-
niques to score job candidates (Dastin 2018). It discrimi-
nated against women, since it was trained with patterns 
in applications that were submitted over a 10-year period, 
which came mostly from men. Amazon had to shut down the 
project after they found out about its shortcomings.

Those two examples, to which many more could be added 
(Bolukbasi et al. 2016; Hagendorff 2019b), depict cases of 
discrimination through technology. Another strand of dis-
crimination occurs when technology is used to assist dis-
crimination. One can, for instance, think of using machine 
learning methods to sift through datasets containing demo-
graphics, profiling, biometric, medical or other behavio-
ral data to gain insights about racial, sexual or cognitive 
differences between different groups of persons. It must 
be stressed that in this context, research on the nature ver-
sus nurture debate can be very problematic not only due 
to potentially malicious interest of the involved research-
ers, but also due to the inability of the public to deal with 
corresponding research findings and due to the political 
consequences the publication of particular findings would 
likely have. The same holds true with regard to machine 
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learning-based research on mental illnesses or intelligence. 
For instance, researchers showed that social media profiles 
or especially Facebook posts can be used to predict depres-
sion (Choudhury et al. 2013; Eichstaedt et al. 2018). Those 
insights can be used for the common good, but also for pur-
poses of unjust social sorting or discrimination (Lyon 2003).

3.2.4  Sexuality

Issues related to sexuality are another area where machine 
learning applications can cause widespread harm. For 
instance, a software called “DeepNude” found rapid sales, 
allowing users to automatically render pictures (of women) 
into nude photos. Shortly after its release, the developers 
stopped offering the software (Quach 2019), but one can 
still use it via various online platforms. Deciding to stop 
selling the software did obviously not stop its further dis-
semination. Another case, where a particular machine learn-
ing application is more than just prone to abuse, is the use of 
deep neural networks for detecting sexual orientation from 
facial images. This was first demonstrated in the famous 
paper by Kosinski and Wang (2018). The study raised a lot 
of criticism (Todorov 2018). Some of its findings were later 
confirmed by a replication study (Leuner 2019), although the 
results of the study still leave the question open, to which 
extent the prediction of sexual orientation is influenced by 
biological features, such as facial morphology or by dif-
ferences in presentation, grooming and lifestyle. Notwith-
standing that and just assuming that the study engenders the 
mere expectation that a person’s sexual orientation can be 
derived from facial features, John Leuner, who conducted 
the replication study, correctly claimed that the research 
“may have serious implications for the privacy and safety 
of gay men and women” (Leuner 2019), a sentence which is 
nearly identical with the claim of Kosinski and Wang, who 
write that their findings “expose a threat to the privacy and 
safety of gay men and women.” (Kosinski and Wang 2018) 
To prevent this threat to a certain degree, Leuner did not dis-
close the source of his data, which he collected for his study. 
Otherwise, Kosinski and Wang stress that abandoning the 
publication of their findings “could deprive individuals of 
the chance to take preventive measures and policymakers the 
ability to introduce legislation to protect people.” (Kosinski 
and Wang 2018) The researchers hope that upcoming or cur-
rent post-privacy societies are “inhabited by well-educated, 
tolerant people who are dedicated to equal rights” (Kosinski 
and Wang 2018). This may sound naïve, especially in view 
of current political trends and raising group-focused enmity. 
Therefore, the misuse of the aforementioned research is a 
considerable concern, advising stronger caution when pub-
lishing research results in the context of machine learning 
applications dedicated to reveal or generate traits connected 
to sexuality or sexual orientation.

3.2.5  Further sensitive fields

What holds true for sexuality is at the same time applicable 
to further sensitive fields where machine learning techniques 
are applied to detect forbidden knowledge about an indi-
vidual’s intelligence, political views, ethnic origin, wealth, 
propensity to criminality, religiosity, drug use or men-
tal illnesses. Regarding the latter, Facebook, for instance, 
repeatedly ushered initiatives for suicide and self-harm 
prevention. By merely analyzing likes, comments or other 
interactions on their platform, Facebook can “sense” suicide 
plans and help affected persons or persons who are related 
to the affected ones via overlays with information on sui-
cide prevention. Due to its sensitive nature, this tool was not 
released in Europe and is, therefore, representing another 
case of forbidden knowledge (Keller 2018). Information, for 
instance, about one’s suicide risk is traditionally protected by 
privacy norms (Veghes et al. 2012). Those norms were first 
and foremost based on restricting access to or controlling 
the dissemination of personal information, for example via 
concepts of contextual integrity (Nissenbaum 2010; Tavani 
2008). With regard to existing machine learning techniques, 
those methods are obsolete (Belliger and Krieger 2018; 
Hagendorff 2019a). Now, intimate personal information like 
sentiments or personality traits can not only be automatically 
extracted from Social Media profiles (Youyou et al. 2015), 
but also from personal websites or blogs (Marcus et al. 2006; 
Yarkoni 2010), pictures (Segalin et al. 2017), smartphone 
usage (Cao et al. 2017; LiKamWa et al. 2013) and many 
more. Furthermore, particularly sensitive applications for 
purposes of reading one’s mind, for rudimentary brain-to-
brain interfaces or even the decoding of dreams are being 
developed (Horikawa and Kamitani 2017; Jiang et al. 2019). 
This new, machine learning-based research stands in a long 
tradition of trying to control, read or manipulate individual’s 
minds with different technologies (Wheelis 2012).

Apart from machine learning technologies which aim at 
single individuals, there are applications that have effects on 
a more general, societal level. Examples for such applica-
tions, that can likewise fall under the category of forbidden 
knowledge, could be innovative artificial trading agents used 
for market manipulation (Wellman and Rajan 2017), soft-
ware to conduct automated spear phishing (Seymour and 
Tully 2016), “AI 0-days” or other massive vulnerabilities 
in machine learning procedures itself, as well as methods 
for automated software vulnerability detection (Brundage 
et al. 2018), classified surveillance technologies, the combi-
nation of data from fleets of earth-observing satellites with 
news sources, mobile devices, social media platforms and 
environment sensors (Kova 2019) or even machine learning-
based applications build to assist with or conduct torture 
(McAllister 2017). In addition to such rather obvious areas 
where forbidden knowledge may occur, machine learning 
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applications have also been held back in less obvious places 
as a result of risk assessments. For instance, a 2019 pub-
lication (Brown and Sandholm 2019) demonstrated how 
“Pluribus”, a machine learning-based software, is stronger 
than professional human players in six-player no-limit Texas 
hold’em poker. With a short reference to the fact that the 
“risk associated with releasing the code outweighs the bene-
fits” (Brown and Sandholm 2019), the researchers decided to 
only release the pseudocode, but not the complete program 
to not harm the poker community, as well as online poker 
companies. Ultimately, not only in poker, but in any online 
game where players can win money, it is to be expected that 
machine learning applications can be used to win money 
illegitimately using computational agents. The fact that 
software developers decide not to publish programs in this 
context is just another symptom of an increasing amount of 
forbidden knowledge in machine learning.

Moreover, the creation of “artificial general intelli-
gence” is associated with the fear of technology developing 
an uncontrollable momentum of its own (Bostrom 2014; 
Omohundro 2008, 2014; Tegmark 2017). That is why some 
researchers demand to halt every research effort aiming for 
“artificial general intelligence”—despite the fact that dis-
cussions around “artificial general intelligence” are often 
quite far-fetched and speculative. Nevertheless, this does 
not mean that current technologies are completely rid of 
the risk of becoming uncontrollable. When Facebook, for 
instance, developed an “intelligent” bot for negotiation pur-
poses (Lewis et al. 2017), it happened that the negotiation 
software transitioned from using English language to a lan-
guage or dialect of its own, which humans cannot under-
stand. This phenomenon of computational agents developing 
code words for themselves (Das et al. 2017; Lazaridou et al. 
2016; Mordatch and Abbeel 2017) prompted the Facebook 
researchers to shut down the negotiation bot (Wilson 2017) 
to stay in control about what the system is communicating.

4  Governing forbidden knowledge

In stable societies, most tools or technologies that are 
inclined or designed to harm other people are subject to a 
certain degree of control. This is most obvious in gun con-
trol, but also in areas like biological or chemical weapon 
conventions. In this context, material goods are affected. 
However, through machine learning and the related possibil-
ities of harming other individuals or organizations, societies 
are increasingly entering a situation where similar regula-
tory measures for certain software or kinds of information 
need to be considered. This can be explained in particular 
by the fact that digital goods are easily scalable, which is 
not the case for material goods. This scalability, together 
with the observation that the global networking of technical 

artifacts generates a general loss of control over the distribu-
tion of digital goods, makes the new situation an immense 
technical as well as societal challenge. Information can be 
multiplied with virtually zero marginal costs and it can be 
transmitted without any or very few traces. Hence, export 
controls, reporting requirements as well as other mandatory 
regulations are very difficult to enforce. In fact, research 
on information control consistently states that “ontological 
friction”, meaning the forces that oppose the flow and dis-
semination of information, is constantly decreasing (Floridi 
2005, 2006; Hagendorff 2017, 2018, 2019c). Against the 
backdrop of digitization, the efforts required to generate, 
obtain, process and transmit information are becoming less 
and less, with the result that societies are “informationally 
porous” (Floridi 2010).

Notwithstanding these difficulties, however, a number of 
measures can be considered to control forbidden knowledge 
(see Table 3). Those measures or methods can comprise 
soft or hard laws. On the one hand, soft laws are gener-
ally accepted, voluntary norms about restrictive informa-
tion sharing principles without rigorous enforcement. On 
the other hand, hard laws are mandatory, legally enforce-
able measures. Following Jonathan Tucker (2012b), one 
can distinguish between more or less stringent governance 
measures, ranging from statutory regulations or report-
ing requirements to security guidelines or pre-publication 
reviews up to codes of conduct, transparency measures or 
risk education and general awareness raising with regard to 
the dual-use nature of machine learning techniques (Mine-
hata and Sture 2010). Although a bunch of international and 
national governance approaches (Daly et al. 2019) as well 
as legal norms already exist, regulating complexes like pri-
vacy, data protection, security, confidentiality, environmen-
tal protection, armament, labeling and many more, numer-
ous areas of machine learning research and development 
are unregulated and in need of legal enactment (Calo 2017). 
At the same time, one also has to keep in mind that the 
enactment of laws which are supposed to deal with complex 
dynamics in technology development, where potential harms 
can only be foreseen through vague technology assessment 
(Collingridge 1980), bears the risk of stifling innovations or 
smothering promising technologies in an early stage. In the 
end, governance measures must be able to accommodate to 
new developments and findings. Norms, laws, principles or 
rules should be modified or amended in an iterative man-
ner to adapt and keep pace to an ever changing and highly 
accelerated field of research and technological change which 
constantly creates new risks and benefits.

4.1  Limits on the pursuit of knowledge

A limitation of the approach described in this paper is that 
restrictions on publication practices in the field of machine 
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learning would not be necessary at all if research directions 
or strands which can obviously lead to harmful outcomes 
would not be pursued in the first place—an approach which 
Miller (2018) called “collective scientific ignorance”. This 
would also mean not to encourage pursuing those research 
directions or strands via call for abstracts or papers in the 
context of conferences or journals. However, machine learn-
ing is in most cases a general purpose or dual-use technol-
ogy, meaning that it has general capabilities, which are appli-
cable to countless varying purposes. Thus, any efforts to 
restrict foundational research in the field are misleading. The 
only reasonable way of limiting the pursuit of knowledge at 
all is to restrict very specific strands of applied research, for 
instance, in the field of synthetic media—which is again a 
problematic step since it undermines the scientific freedom.

Despite that, a popular argument which is used to counter 
the idea to restrict research strands or scientific publication 
practices is to say that “if we do not do research on X or 
develop X, someone else will”. This argument is used to 
wipe away all sorts of ethical concerns. However, it fails for 
several reasons. First, many studies show that moral behav-
ior is “contagious”, meaning that the morally desirable as 
well as the unacceptable behavior swiftly finds imitators and 
spreads (Bollinger and Gillingham 2012; Eker et al. 2019; 
Kraft-Todd et al. 2018). Applied to the field of ethics of 
science, this means that abstaining from pursuing certain 
research questions can be seen as an example and is imi-
tated, while an “if we do not do research on X or develop X, 
others will do it” attitude leads to a general lack of account-
ability and disregard for ethical concerns. Second, the argu-
ment fails because of the fact that leap innovations are of 

course not inevitably made. The correct formula would be: 
“If we do not do X, then others might do it with a certain 
likelihood.”

4.2  Publication processes

Demands for changing the common peer-review process in 
computer sciences with regard to a greater caution for “side 
effects” of machine learning technologies are nothing new 
(Hecht et al. 2018). The idea is that computer scientists shall 
at least be obliged to add paragraphs about all reasonable 
broader impacts, both positive and negative, to their papers 
and proposals. In case a research proposal or paper has pre-
dominantly negative impacts, it should discuss complemen-
tary technologies or other interventions that could mitigate 
these impacts—or reviewers should be encouraged to simply 
reject the proposal or paper.

Journal editors could be part of this process of a pre-
publication risk assessment (see Table 4). Although polls 
show that the majority of researchers disagree that journal 
editors should reject a paper, if the reviewers have con-
cerns about the social acceptability of the research findings 
(Kempner et al. 2011), this does not mean that the idea of 
journal editors rejecting papers for security concerns is 
completely declinable. Having said this, another option 
editors have is not to reject certain papers, but to demand 
a staged or delayed publication, so that unintended conse-
quences or misuse scenarios can be scrutinized for the time 
being. Nevertheless, one must consider two limitations of 
this approach. First, research also takes place in companies, 
where no typical academic publication process is entrenched. 

Table 3  Governance of 
forbidden knowledge, based 
on the spectrum of governance 
measures by Tucker (2012b)

Measures Poten�al side effects
Hard 
law

Legal regula�ons S�fling innova�ons/restric�ng scien�fic 
freedom

More 
stringent

Mandatory 
registra�on/repor�ng 
requirements

Some research may dri� off into secrecy

Export controls emergence of black markets
So� law Security guidelines Guidelines are not implemented in prac�ce

Organiza�onal self-
governance

Not all relevant organiza�ons will par�cipate

Interna�onal standards Standards are too abstract and not applicable 
to specific situa�ons 

Pre-publica�on risk 
assessment

Scien�sts downplaying risks in order to 
promote and publish their research

Informal Codes of conduct Trea�es having a “figleaf func�on”, fending off 
cri�cism

Informa�on sharing Abuse of confidence of partner organiza�ons 
Risk educa�on and 
awareness raising

Empowering malicious agents or organiza�ons

Whistle-blowing 
channels

Whistleblowers must endure repressions of all 
kinds

Less

Transparency measures Giving inspira�ons for abuse scenarios Stringent
Technical Central access licensing 

models
Concentra�on of power on a few par�cular 
organiza�ons
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Second, current publication practices embrace the possibility 
of releasing papers via preprint servers like arXiv, where 
no thorough peer-review takes place. For instance, when 
mathematicians were asked if they would publish a danger-
ous algorithm, say a solution to break encryption solutions 
via an algorithm for fast factorization, the typical response 
is: “‘I would publish it on arXiv immediately. It is my right 
to publish whatever mathematical work I do.’” (Chiodo and 
Clifton 2019) In this view, preprint servers can be an imped-
iment to responsible disclosure practices in the sciences. 
Responsible disclosure means—to stick to the example of IT 
security—to delay the publication of vulnerability descrip-
tions until patches or other precautionary measures are in 
place. But since there might be no “patches” when it comes 
to the dissemination of certain types of forbidden knowl-
edge in machine learning, it is an ethical requirement that 
researchers refrain from conducting research or publishing 
it in certain areas.

Every scientist has interests (Johnson 1999). Especially in 
the field of machine learning, one can become well known or 
even famous within one’s own community relatively easily, 
given that there are still numerous unexplored areas within 
research and due to newly available methods—in particular 
deep neural networks (Fan et al. 2019)— breakthroughs and 
innovations can be achieved in various fields. If scientists or 
research organizations decide to withhold certain research 
results from the public or to demonstrate it only to certain 
colleagues or media representatives, this can mean they are 
using this move as a marketing strategy. Apart from that, 
one has to think about how to compensate absent reputation 
gains in case of self-chosen or externally enforced publica-
tion restrictions. Delayed or absent publication means that 
opportunities for reputation gain or subsequent research are 
lost to mitigate or prevent potential risks. At the same time, 
however, the scientific reward system or career advance-
ment, which requires a long publication list and pushes sci-
entists to publish their research, can counteract security con-
cerns (Selgelid 2007). Furthermore, not releasing research 
papers at all or not to the full extent has the disadvantage that 
it is harder to replicate and, in this way, approve or refute 
particular research results. A possible solution to mitigate 
this situation is to establish robust communication channels 
between machine learning research organizations (Solaiman 
et al. 2019), following established information sharing prin-
ciples, for instance, in the computer security community.

4.3  Information sharing

In the context of information sharing rules, pre-existing 
considerations from the field of IT security and its practice 
of exchanging information on cyber threats can be drawn 
upon (Johnson et al. 2016; Sillaber et al. 2016). The IT 
security community already has standardizations for cyber 
security data sharing like, for instance, “Structured Threat 
Information eXpression” (STIX) or “Trusted Automated 
eXchange of Indicator Information” (TAXII) as well as more 
than twenty threat-sharing organizations or platforms like 
the “Malware Information Sharing Platform” (MISP), the 
“Information Sharing and Analysis Center” (ISAC) or the 
“Information Sharing and Analysis Organization” (ISAO) at 
their disposal, where companies can share risk information 
in a secure environment (Sauerwein et al. 2017). Such an 
infrastructure is missing for machine learning applications 
and their potentially harmful societal implications.

Nevertheless, some preliminary ideas for sensitive infor-
mation sharing rules in the field of machine learning can be 
drafted. The rules are supposed to set restrictions for shar-
ing and distributing research findings, training data, code or 
final-trained neural network models. Sharing is only sup-
posed to happen when the trustworthiness of the recipients 
can be guaranteed. Furthermore, the goals and objectives, 
as well as the scope of information sharing should be clear. 
Before sharing takes place, it should be considered whether 
parts of the information have to be anonymized or sanitized. 
Ultimately, the potential impacts of information sharing 
with particular third parties should be assessed. This can 
either mean not to share information outside of one’s own 
meeting or just verbally and in person. It can also mean to 
exchange information only inside of one’s own organization 
and with trustworthy clients. Or it can mean to share sensi-
tive information along a predetermined set of trusted partner 
organizations, which would be the laxest form of a selective 
sharing regime (Johnson et al. 2016).

Moreover, a further idea on how to deal with potential 
harmful machine learning applications to restrict access 
to them, while at the same time making them available to 
authorized persons, is to provide a central access licens-
ing model (Brundage et al. 2018). This means that author-
ized persons can access particular capabilities of a given 
machine learning application remotely via application pro-
gramming interfaces (APIs), while the application itself, 

Table 4  Paths of publication Publica�on process
Time 

No publica�on
Staged publica�on
Selected distribu�on

Pre-publica�on risk assessment

Full publica�on

Immediate release via preprint

Normal publica�on via peer-review
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and, respectively, its code, is stored at a secure location or 
storage, similar to a cloud provider. Advantages of such a 
model lie in the fact that restrictions like limitations to the 
frequency of the usage of particular capabilities or speed 
limitations might prevent at least some malicious or abusive 
use cases. Furthermore, the terms of service can legally pro-
hibit particular use cases. Central access licensing models 
cannot thwart the abuse of its services in general, but they 
can at least lower the likelihood of misusage.

4.4  Making forbidden knowledge public

Research results can be declared forbidden knowledge to 
thwart entrenched cultures of open access, while in fact the 
results do not sufficiently fulfill the criteria to be classified 
as such. This could be done mainly for economic reasons 
or for the purpose of shrouding an organization’s research 
in mysteries so as to paradoxically draw more public atten-
tion towards it. Open access, on the other hand, would 
ensure public availability of in many cases publicly funded 
research, raise its visibility and citability so that science 
can, thus, influence other social systems, foster the discov-
ery of (interdisciplinary) cooperation opportunities, make 
research controllable and replicable, help with preventing 
experiments from unnecessarily being carried out twice, 
make code transparent and auditable and much more (Suber 
2012). All these advantages cannot fully be applied to the 
case of forbidden knowledge. Thus, there might be cases in 
which it becomes difficult to gage the beneficial aspects of 
open and closed access. Those trade-offs are irrelevant if 
knowledge is kept secret for causes other than individuals’ 
protection, but become important when knowledge is not 
shared for legitimate reasons. At the same time, it is difficult 
to relinquish the many advantages of open access or public 
awareness and scrutiny of knowledge in general.

In this context, it can a matter of argument whether 
knowledge is rightly declared to be forbidden knowledge 
or not. But even in cases where this is not open to debate, 
withholding forbidden knowledge or, to be more precise, the 
existence of certain types of forbidden knowledge from the 
public is not per se appropriate (Bostrom 2017). Apart from 
research organizations, this holds true especially for intel-
ligence agencies, which may be ahead of time with regard 
to the use of certain machine learning technologies and pos-
sess ways of acquiring forbidden knowledge without public 
consent or public awareness (Kova 2019). Since a situation 
like this can contradict democratic norms, it may be ethi-
cally required to speak openly about forbidden knowledge 
in intelligence agencies to raise public awareness and to let 
democratic representatives, who oversee those agencies, 
decide whether the used methods are legitimate. Scientists, 
especially those who are working for intelligence or military 
agencies, may feel an obligation to speak truth to power 

and to warn the public about certain threats emerging from 
machine learning applications. In general, only through pub-
lic awareness wider societal mitigation measures can take 
place, for instance, new anti-discrimination norms (Hagen-
dorff 2019a), resilience against attacks via synthetic media 
(Chesney and Citron 2018) or research on technical counter 
measures (Li et al. 2018). This way of arguing is already 
established in large parts of synthetic biology, where scien-
tists stress that when making forbidden knowledge public, 
it is important to inform a wider scientific community about 
new threats to support understanding of those threats and to 
serve biodefence preparations (Atlas et al. 2003; Selgelid 
2007).

4.5  Post‑disclosure measures

Post-disclosure measures are important, because even if 
a particular research institute decides not to publish high-
stakes machine learning research results, other institutes may 
make simultaneous discoveries or inventions and choose not 
to refrain from publication. Furthermore, defectors who do 
not adhere to non-disclosure agreements of particular organ-
izations may decide to pursue or publish research results 
which depict forbidden knowledge and gain a competitive 
edge (Ovadya and Whittlestone 2019). Thus, in many cases, 
it is only a matter of time until the availability of methods 
to acquire forbidden knowledge is on the rise. Combined 
with the prospect of less and less possibilities of informa-
tion control, meaning that mechanisms to govern forbidden 
knowledge are in many cases highly unreliably, one has to 
decide: is it better to spend one’s resources on restricting 
the dissemination of forbidden knowledge or should one put 
effort into preparing the society to deal with high-stakes 
machine learning applications—or would the best option be 
to restrain from following particular research questions in 
the first place? While the former and the latter option cannot 
be generalized, since it can always be assumed that individu-
als or organizations with harmful motives exist, efforts to 
prepare societies for risky applications of machine learning 
can be generalized freely. This does not mean that only one 
of these approaches should be pursued. Rather, the combina-
tion of abstaining from specific research, restricting the dis-
semination of knowledge and educating people about risks 
is promising.

5  Conclusion

Discourses about publication restrictions are already 
entrenched in the field of IT security as well as in biotechnol-
ogy research. This paper makes the case for transferring this 
discourse to the field of machine learning research. In this 
context, one could object that the results, recommendations 
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and principles presented here should be applied to the very 
paper itself. This is a reasonable argument since the paper 
includes a broad overview of applications prone to misuse. 
Hence, it could serve as a vague inspiration for offenders. 
Nonetheless, the main counterargument is to say that the 
potential weak harm of giving loose inspirations without 
stating any practically actionable instructions does not 
trump the value of initiating and entrenching an important 
discourse about the necessity of altered publication norms 
to protect individuals and the public. All this must be done 
via publicly available texts so that policy makers as well 
as machine learning practitioners globally can be reached.

To sum it all up, inventions and scientific breakthroughs 
in machine learning can yield dual-use applications that 
pose massive threats for individual or public security. This 
paper is a plea to take those risks more seriously. All in 
all, a bunch of different methods have to be combined to 
deal with forbidden knowledge in an appropriate manner. 
Those methods comprise monitoring measures of forbid-
den knowledge, expert risk evaluation, education in respon-
sible research processes, pre-publication risk assessments, 
responsible information sharing as well as disclosure rules, 
technical restrictions, post-disclosure measures and many 
more. In sum, the idea of forbidden knowledge in machine 
learning should not put limits or constraints on science or 
the pursuing of legitimate research questions—but limits on 
the way research insights are shared. These limits should 
be established not because machine learning science itself 
is dangerous. Rather, it is the current political and cultural 
climate in many parts of the world that brings forth risks of 
misusing software as a tool to harm or suppress other people.

Having this in mind, a tangible political response not only 
to the increasing importance of machine learning technolo-
gies in more and more areas of life and work, but also to 
the emergence of forbidden knowledge or highly sensitive 
information, would have to establish specific authorities to 
deal with the responsible research, development and applica-
tion of machine learning. Just as environmental, civil pro-
tection or nuclear energy authorities are used to safeguard a 
country’s population, a centralized state “AI agency” could, 
among other things, institutionalize technology monitor-
ing as well as address the processes of managing forbidden 
knowledge as described in the text. Such an agency could 
help to keep certain sensitive information classified while, 
at the same time, educating the public about the existence 
of forbidden knowledge and potential consequences of its 
spreading. This education should aim at the promotion 
of tolerance and equal rights as well as collective moral 
responsibility on the part of machine learning scientists. As 
long as such an agency is not put into practice, the task of 
monitoring and governing forbidden knowledge in machine 
learning must be shared between teams of researchers, the 
administration of research institutions, journal editors or 

other independent committees, where everyone possesses 
a partial, individual share of the overall collective moral 
responsibility.

Funding Open Access funding provided by Projekt DEAL.

Open Access This article is licensed under a Creative Commons Attri-
bution 4.0 International License, which permits use, sharing, adapta-
tion, distribution and reproduction in any medium or format, as long 
as you give appropriate credit to the original author(s) and the source, 
provide a link to the Creative Commons licence, and indicate if changes 
were made. The images or other third party material in this article are 
included in the article’s Creative Commons licence, unless indicated 
otherwise in a credit line to the material. If material is not included in 
the article’s Creative Commons licence and your intended use is not 
permitted by statutory regulation or exceeds the permitted use, you will 
need to obtain permission directly from the copyright holder. To view a 
copy of this licence, visit http://creat iveco mmons .org/licen ses/by/4.0/.

References

Atlas R, Campbell P, Cozzarelli NR, Curfman G, Enquist L, Fink 
G, Flanagin A, Fletcher J, George E, Hammes G, Heyman D, 
Inglesby T, Kaplan S, Kennedy D, Krug J, Levinson R, Marcus 
E, Metzger H, Morse SS, O’Brien A, Onderdonk A, Poste G, 
Renault B, Rich R, Rosengard A, Salzberg S, Scanlan M, Shenk 
T, Tabor H, Varmus H, Wimmer E, Yamamoto K (2003) State-
ment on scientific publication and security. Science 299:1149

Belliger A, Krieger DJ (2018) Network public governance: on privacy 
and the informational self. Transcript, Bielefeld

Bendel O (2017) The synthetization of human voices. AI Soc J Knowl 
Cult Commun 82:737

Bollinger B, Gillingham K (2012) Peer effects in the diffusion of solar 
photovoltaic panels. Mark Sci 31:900–912

Bolukbasi T, Chang K-W, Zou J, Saligrama V, Kalai A (2016) Man is 
to computer programmer as woman is to homemaker? Debiasing 
word embeddings. arXiv :1607.06520 

Bostrom N (2011) Information hazards: a typology of potential harms 
from knowledge. Rev Contemp Philos 10:1–34

Bostrom N (2014) Superintelligence: paths, dangers, strategies. Oxford 
University Press, Oxford

Bostrom N (2017) Strategic implications of openness in AI develop-
ment. Glob Policy 8:135–148

Brown N, Sandholm T (2019) Superhuman AI for multiplayer poker. 
Science 365:885–890

Brundage M, Avin S, Clark J, Toner H, Eckersley P, Garfinkel B, Dafoe 
A, Scharre P, Zeitziff T, Filar B, Anderson H, Roff H, Allen 
GC, Steinhardt J, Flynn C, hÉigeartaigh SÓ, Beard S, Belfield 
H, Farquhar S, Lyle C, Crootof R, Evans O, Page M, Bryson J, 
Yampolskiy R, Amodei D (2018) The malicious use of artifi-
cial intelligence: forecasting, prevention, and mitigation. arXiv 
:1802.07228 

Cadwalladr C (2019) The Great Hack: the film that goes behind the 
scenes of the Facebook data scandal. https ://www.thegu ardia 
n.com/uk-news/2019/jul/20/the-great -hack-cambr idge-analy 
tica-scand al-faceb ook-netfl ix. Accessed 11 Oct 2019

Calo R (2017) Artificial intelligence policy: a primer and roadmap. 
SSRN, pp 1–28. https ://ssrn.com/abstr act=30153 50

Cao B, Zheng L, Zhang C, Yu PS, Piscitello A, Zulueta J, Ajilore 
O, Ryan K, Leow AD (2017) DeepMood. In: Matwin S, Yu S, 

http://creativecommons.org/licenses/by/4.0/
http://arXiv.org/abs/1607.06520
http://arXiv.org/abs/1802.07228
http://arXiv.org/abs/1802.07228
https://www.theguardian.com/uk-news/2019/jul/20/the-great-hack-cambridge-analytica-scandal-facebook-netflix
https://www.theguardian.com/uk-news/2019/jul/20/the-great-hack-cambridge-analytica-scandal-facebook-netflix
https://www.theguardian.com/uk-news/2019/jul/20/the-great-hack-cambridge-analytica-scandal-facebook-netflix
https://ssrn.com/abstract=3015350


779AI & SOCIETY (2021) 36:767–781 

1 3

Farooq F (eds) Proceedings of the 23rd ACM SIGKDD interna-
tional conference on knowledge discovery and data mining—
KDD ‘17. ACM Press, New York, pp 747–755

Cello J, Paul AV, Wimmer E (2002) Chemical synthesis of poliovirus 
cDNA: generation of infectious virus in the absence of natural 
template. Science 297:1016–1018

Chesney R, Citron DK (2018) Deep fakes: a looming challenge for 
privacy, democracy, and national security. SSRN, pp 1–59. https 
://ssrn.com/abstr act=32139 54

Chiodo M, Clifton T (2019) The importance of ethics in mathematics. 
LMS Newsl, pp 34–37

Choudhury M de, Counts S, Horvitz E (2013) Social media as a meas-
urement tool of depression in populations. In: Davis H, Halpin 
H, Pentland A, Bernstein M, Adamic L (eds) Proceedings of the 
5th annual ACM web science conference on—WebSci ‘13. ACM 
Press, New York, pp 47–56

Clark J, Brundage M, Solaiman I (2019) GPT-2: 6-month follow-up. 
https ://opena i.com/blog/gpt-2–6-month -follo w-up/. Accessed 23 
Aug 2019

Collingridge D (1980) The social control of technology. Pinter, New 
York

Crootof R (2019) Artificial intelligence research needs responsible 
publications norms. https ://www.lawfa reblo g.com/artifi cial -intel 
ligen ce-resea rch-needs -respo nsibl e-publi catio n-norms . Accessed 
9 Nov 2019

Daly A, Hagendorff T, Hui L, Mann M, Marda V, Wagner B, Wang W, 
Witteborn S (2019) Artificial intelligence governance and ethics: 
global perspectives. arXiv :1907.03848 v1

Das A, Kottur S, Moura JMF, Lee S, Batra D (2017) Learning coop-
erative visual dialog agents with deep reinforcement learning. 
arXiv:1–11

Dastin J (2018) Amazon scraps secret AI recruiting tool that showed 
bias against women. https ://www.reute rs.com/artic le/us-amazo 
n-com-jobs-autom ation -insig ht/amazo n-scrap s-secre t-ai-recru 
iting -tool-that-showe d-bias-again st-women -idUSK CN1MK 08G. 
Accessed 7 Oct 2019

Dürrenmatt F (1980) Die Physiker: Eine Komödie in zwei Akten. Dio-
genes, Zurich

Eichstaedt JC, Smith RJ, Merchant RM, Ungar LH, Crutchley P, 
Preoţiuc-Pietro D, Asch DA, Schwartz HA (2018) Facebook 
language predicts depression in medical records. In: Proceed-
ings of the national academy of sciences of the United States of 
America, pp 1–6

Eker S, Reese G, Obersteiner M (2019) Modelling the drivers of a 
widespread shift to sustainable diets. Nat Sustain 8:1–13

Fan J, Ma C, Zhong Y (2019) A selective overview of deep learning. 
arXiv :1904.05526 v2

Floridi L (2005) The ontological interpretation of informational pri-
vacy. Ethics Inf Technol 7:185–200

Floridi L (2006) Four challenges for a theory of informational privacy. 
Ethics Inf Technol 8:109–119

Floridi L (2010) Ethics after the information revolution. In: Floridi L 
(ed) The Cambridge handbook of information and computer eth-
ics. Cambridge University Press, Cambridge, pp 3–19

Freitas RA (2006) Molecular manufacturing: too dangerous to allow? 
Nanotechnol Percept 2:15–24

Fried O, Agrawala M, Tewari A, Zollhöfer M, Finkelstein A, Shecht-
man E, Goldman DB, Genova K, Jin Z, Theobalt C (2019) Text-
based editing of talking-head video. ACM Trans Gr 38:1–14

Grassegger H, Krogerus M (2016) Ich habe nur gezeigt, dass es die 
Bombe gibt. https ://web.archi ve.org/web/20170 12718 1034/https 
://www.dasma gazin .ch/2016/12/03/ich-habe-nur-gezei gt-dass-es-
die-bombe -gibt/. Accessed 6 Septe2019

Groh M, Epstein Z, Obradovich N, Cebrian M, Rahwan I (2019) Human 
detection of machine manipulated media. arXiv :1907.05276 v1

Hagendorff T (2017) Das Ende der Informationskontrolle: Zur Nut-
zung digitaler Medien jenseits von Privatheit und Datenschutz. 
Transcript, Bielefeld

Hagendorff T (2018) Vernetzung oder Informationskontrolle?: Analyse 
eines widersprüchlichen Verhältnisses. In: Eilders C, Jandura 
O, Bause H, Frieß D (eds) Vernetzung: Stabilität und Wandel 
gesellschaftlicher Kommunikation. Herbert von Halem Verlag, 
Köln, pp 342–363

Hagendorff T (2019a) From privacy to anti-discrimination in times of 
machine learning. Ethics Inf Technol 33:331–343

Hagendorff T (2019b) Maschinelles Lernen und Diskriminierung: 
Probleme und Lösungsansätze. Österreichische Zeitschrift für 
Soziologie 44:53–66

Hagendorff T (2019c) Resilienz und Mediennutzungsstrategien angesi-
chts des digitalen Kontrollverlusts. In: Steen P, Liedtke F (eds) 
Diskurs der Daten: Qualitative Zugänge zu einem quantitativen 
Phänomen. De Gruyter, Berlin, pp 25–40

Hagendorff T, Meding K (2020) The big picture: ethical considerations 
and statistical analysis of industry involvement in machine learn-
ing research. arXiv :2006.04541 v1

Harwell D (2018) Fake-porn videos are being weaponized to harass 
and humiliate women: ‘Everybody is a potential target’. https 
://www.washi ngton post.com/techn ology /2018/12/30/fake-
porn-video s-are-being -weapo nized -haras s-humil iate-women 
-every body-is-poten tial-targe t/?nored irect =on. Accessed 29 
Aug 2019

Hecht B, Wilcox L, Bigham J, Schöning J, Hoque E, Ernst J, Bisk Y, 
Russis L de, Yarosh L, Anjum B, Contractor D, Wu C (2018) 
It’s time to do something: mitigating the negative impacts of 
computing through a change to the peer review process. https 
://www.acm-fca.org/2018/03/29/negat iveim pacts /. Accessed 28 
June 2019

Horikawa T, Kamitani Y (2017) Hierarchical neural representation of 
dreamed objects revealed by brain decoding with deep neural 
network features. Front Comput Neurosci 11:1–11

Jiang L, Stocco A, Losey DM, Abernethy JA, Prat CS, Rao RPN (2019) 
BrainNet: a multi-person brain-to-brain interface for direct col-
laboration between brains. Sci Rep 9:1–11

Johnson DG (1996) Forbidden knowledge and science as professional 
activity. Monist 79:197–217

Johnson DG (1999) Reframing the question of forbidden knowledge 
for modern science. Sci Eng Ethics 5:445–461

Johnson C, Badger L, Waltermire D, Snyder J, Skorupka C (2016) 
Guide to cyber threat information sharing. NIST Spec Publ 
800–150:1–43

Karras T, Aila T, Laine S, Lehtinen J (2017) Progressive growing 
of GANs for improved quality, stability, and variation. arXiv 
:1710.10196 

Keller M (2018) Facebook-Scan zur Suizidprävention. https ://www.
pcspe ziali st.de/blog/2018/04/24/faceb ook-scan-suizi dprae venti 
on/. Accessed 30 Sept 2019

Kempner J, Merz JF, Bosk CL (2011) Forbidden knowledge: public 
controversy and the production of nonknowledge1. Sociol Forum 
26:475–500

King TC, Aggarwal N, Taddeo M, Floridi L (2020) Artificial intelli-
gence crime: an interdisciplinary analysis of foreseeable threats 
and solutions. Sci Eng Ethics 26:89–120

Knight W, Hao K (2019) Never mind killer robots—here are six real AI 
dangers to watch out for in 2019. https ://www.techn ology revie 
w.com/s/61268 9/never -mind-kille r-robot shere -are-six-real-ai-
dange rs-to-watch -out-for-in-2019/. Accessed 25 Jan 2019

Kosinski M, Wang Y (2018) Deep neural networks are more accurate 
than humans at detecting sexual orientation from facial images. 
J Pers Soc Psychol 114:246–257

https://ssrn.com/abstract=3213954
https://ssrn.com/abstract=3213954
https://openai.com/blog/gpt-2–6-month-follow-up/
https://www.lawfareblog.com/artificial-intelligence-research-needs-responsible-publication-norms
https://www.lawfareblog.com/artificial-intelligence-research-needs-responsible-publication-norms
http://arXiv.org/abs/1907.03848v1
https://www.reuters.com/article/us-amazon-com-jobs-automation-insight/amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCN1MK08G
https://www.reuters.com/article/us-amazon-com-jobs-automation-insight/amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCN1MK08G
https://www.reuters.com/article/us-amazon-com-jobs-automation-insight/amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCN1MK08G
http://arXiv.org/abs/1904.05526v2
https://web.archive.org/web/20170127181034/https://www.dasmagazin.ch/2016/12/03/ich-habe-nur-gezeigt-dass-es-die-bombe-gibt/
https://web.archive.org/web/20170127181034/https://www.dasmagazin.ch/2016/12/03/ich-habe-nur-gezeigt-dass-es-die-bombe-gibt/
https://web.archive.org/web/20170127181034/https://www.dasmagazin.ch/2016/12/03/ich-habe-nur-gezeigt-dass-es-die-bombe-gibt/
http://arXiv.org/abs/1907.05276v1
http://arXiv.org/abs/2006.04541v1
https://www.washingtonpost.com/technology/2018/12/30/fake-porn-videos-are-being-weaponized-harass-humiliate-women-everybody-is-potential-target/?noredirect=on
https://www.washingtonpost.com/technology/2018/12/30/fake-porn-videos-are-being-weaponized-harass-humiliate-women-everybody-is-potential-target/?noredirect=on
https://www.washingtonpost.com/technology/2018/12/30/fake-porn-videos-are-being-weaponized-harass-humiliate-women-everybody-is-potential-target/?noredirect=on
https://www.washingtonpost.com/technology/2018/12/30/fake-porn-videos-are-being-weaponized-harass-humiliate-women-everybody-is-potential-target/?noredirect=on
https://www.acm-fca.org/2018/03/29/negativeimpacts/
https://www.acm-fca.org/2018/03/29/negativeimpacts/
http://arXiv.org/abs/1710.10196
http://arXiv.org/abs/1710.10196
https://www.pcspezialist.de/blog/2018/04/24/facebook-scan-suizidpraevention/
https://www.pcspezialist.de/blog/2018/04/24/facebook-scan-suizidpraevention/
https://www.pcspezialist.de/blog/2018/04/24/facebook-scan-suizidpraevention/
https://www.technologyreview.com/s/612689/never-mind-killer-robotshere-are-six-real-ai-dangers-to-watch-out-for-in-2019/
https://www.technologyreview.com/s/612689/never-mind-killer-robotshere-are-six-real-ai-dangers-to-watch-out-for-in-2019/
https://www.technologyreview.com/s/612689/never-mind-killer-robotshere-are-six-real-ai-dangers-to-watch-out-for-in-2019/


780 AI & SOCIETY (2021) 36:767–781

1 3

Kosinski M, Stillwell D, Graepel T (2013) Private traits and attributes 
are predictable from digital records of human behavior. Proc Natl 
Acad Sci USA 110:5802–5805

Kosinski M, Bachrach Y, Kohli P, Stillwell D, Graepel T (2014) Mani-
festations of user personality in website choice and behaviour on 
online social networks. Mach Learn 95:357–380

Kosinski M, Matz SC, Gosling SD, Popov V, Stillwell D (2015) Face-
book as a research tool for the social sciences: opportunities, 
challenges, ethical considerations, and practical guidelines. Am 
Psychol 70:543–556

Kova A (2019)  I t’s  sent ient .  h t tps  : / /www.theve rge .
com/2019/7/31/20746 926/senti ent-natio nal-recon naiss ance-offic 
e-spy-satel lites -artifi cial -intel ligen ce-ai. Accessed 4 Sept 2019

Kraft-Todd GT, Bollinger B, Gillingham K, Lamp S, Rand DG (2018) 
Credibility-enhancing displays promote the provision of non-
normative public goods. Nature 563:245–248

Lambiotte R, Kosinski M (2014) Tracking the digital footprints of per-
sonality. Proc IEEE 102:1934–1939

Lazaridou A, Peysakhovich A, Baroni M (2016) Multi-agent coopera-
tion and the emergence of (natural) language. arXiv :1612.07182 
v2

Leuner J (2019) A Replication study: machine learning models are 
capable of predicting sexual orientation from facial images. 
arXiv:1-69

Lewis M, Yarats D, Dauphin YN, Parikh D, Batra D (2017) Deal or no 
deal? End-to-end learning for negotiation dialogues. arXiv:1-11

Li Y, Chang M-C, Lyu S (2018) In ictu oculi: exposing AI generated 
fake face videos by detecting eye blinking. arXiv :1806.02877 v2

LiKamWa R, Liu Y, Lane ND, Zhong L (2013) MoodScope. In: Chu 
H-H, Huang P, Choudhury RR, Zhao F (eds) Proceeding of the 
11th annual international conference on Mobile systems, applica-
tions, and services— MobiSys ’13. ACM Press, New York, p 389

Lyon D (ed) (2003) Surveillance as social sorting: privacy, risk, and 
digital discrimination. Routledge, London

Marcus B, Machilek F, Schütz A (2006) Personality in cyberspace: per-
sonal web sites as media for personality expressions and impres-
sions. J Pers Soc Psychol 90:1014–1031

Matz SC, Kosinski M, Nave G, Stillwell D (2017) Psychological tar-
geting as an effective approach to digital mass persuasion. In: 
Proceedings of the national academy of sciences of the United 
States of America, pp 1–6

McAllister A (2017) Stranger than science fiction: the rise of AI inter-
rogation in the dawn of autonomous robots and the need for an 
additional protocol to the UN convention against torture. Minn 
Law Rev 101:2527–2573

Miller S (2018) dual use science and technology, ethics and weapons 
of mass destruction. Springer, Cham

Minehata M, Sture JF (2010) Promoting dual-use education for life 
scientists: resources and activities. Appl Biosaf 15:164

Misty A (2016) Microsoft creates AI bot—internet immediately turns 
it racist. https ://socia lhax.com/2016/03/24/micro soft-creat es-ai-
bot-inter net-immed iatel y-turns -racis t/. Accessed 17 Jan 2018

Mordatch I, Abbeel P (2017) Emergence of grounded compositional 
language in multi-agent populations. arXiv :1703.04908 v2

Murgia M (2019) Why some AI research may be too dangerous to 
share. https ://www.ft.com/conte nt/131f0 430-9159-11e9-b7ea-
60e35 ef678 d2. Accessed 4 Nov 2019

Nissenbaum H (2010) Privacy in context: technology, policy, and the 
integrity of social life. Stanford University Press, Stanford

Omohundro S (2008) The basic AI drives: conference paper. Front 
Artif Intell Appl 171:483–492

Omohundro S (2014) Autonomous technology and the greater human 
good. J Exp Theor Artif Intell 26:1–13

Ovadya A, Whittlestone J (2019) Reducing malicious use of synthetic 
media research: considerations and potential release practices for 
machine learning. arXiv :1907.11274 v2

Perrault R, Shoham Y, Brynjolfsson E, Clark J, Etchemendy J, Grosz B, 
Lyons T, Manyika J, Niebles JC, Mishra S (2019) Artificial intel-
ligence index report 2019. https ://hai.stanf ord.edu/sites /g/files /
sbiyb j1098 6/f/ai_index _2019_repor t.pdf. Accessed 4 Mar 2020

Quach K (2019) DeepNude deep-nuked: AI photo app stripped clothes 
from women to render them naked. Now, it’s stripped from web. 
07.10.2019. Accessed 7 Oct 2019

Radford A, Wu J, Amodei D, Amodei D, Clark J, Brundage M, Sut-
skever I (2019a) Better language models and their implications. 
https ://opena i.com/blog/bette r-langu age-model s/#sampl e8. 
Accessed 21 June 2019

Radford A, Wu J, Child R, Luan D, Amodei D, Sutskever I (2019b) 
Language models are unsupervised multitask learners. https ://
d4muc fpksy wv.cloud front .net/bette r-langu age-model s/langu 
age_model s_are_unsup ervis ed_multi task_learn ers.pdf. Accessed 
21 June 2019

Ramsay A (2018) Cambridge Analytica is what happens when you pri-
vatise military propaganda. https ://www.opend emocr acy.net/en/
dark-money -inves tigat ions/cambr idge-analy tica-is-what-happe 
ns-when-you-priva tise-milit ary-propa ganda /. Accessed 10 Feb 
2019

Rössler A, Cozzolino D, Verdoliva L, Riess C, Thies J, Nießner M 
(2019) FaceForensics++: learning to detect manipulated facial 
images. arXiv :1901.08971 v3

Satter R (2019) Experts: Spy used AI-generated face to connect with 
targets. https ://www.apnew s.com/bc2f1 9097a 4c4ff faa00 de677 
0b8a6 0d. Accessed 29 Aug 2019

Sauerwein C, Sillaber C, Mussmann A, Breu R (2017) Threat intel-
ligence sharing platforms: an exploratory study of software 
vendors and research perspectives. In: Proceedings der 13. 
Internationalen Tagung Wirtschaftsinformatik, pp 837–851

Segalin C, Perina A, Cristani M, Vinciarelli A (2017) The pictures 
we like are our image: continuous mapping of favorite pictures 
into self-assessed and attributed personality traits. IEEE Trans 
Affect Comput 8:268–285

Selgelid MJ (2007) A tale of two studies: ethics, bioterrorism, and 
the censorship of science. Hastings Cent Rep 37:35–43

Seymour J, Tully P (2016) Weaponizing data science for social 
engineering: automated E2E spear phishing on Twitter, pp 
1–8.  https ://www.black hat.com/docs/us-16/mater ials/us-
16-Seymo ur-Tully -Weapo nizin g-Data-Scien ce-For-Socia 
l-Engin eerin g-Autom ated-E2E-Spear -Phish ing-On-Twitt er-wp.
pdf. Accessed 22 Aug 2019

Sillaber C, Sauerwein C, Mussmann A, Breu R (2016) Data qual-
ity challenges and future research directions in threat intel-
ligence sharing practice. In: Katzenbeisser S, Weippl E, Blass 
E-O, Kerschbaum F (eds) Proceedings of the 2016 ACM on 
workshop on information sharing and collaborative security—
WISCS’16. ACM Press, New York, pp 65–70

Smith DH (1978) Scientific knowledge and forbidden truths. Hast-
ings Cent Rep 8:30–35

Solaiman I, Brundage M, Clark J, Askell A, Herbert-Voss A, Wu J, 
Radford A, Wang J (2019) Release strategies and the social 
impacts of language models. arXiv :1908.09203 

Suber P (2012) Open access. The MIT Press, Cambridge
Tavani HT (2008) Informational privacy: concepts, theories, and 

controversies. In: Himma KE, Tavani HT (eds) The hand-
book of information and computer ethics. Wiley, Hoboken, 
pp 131–164

Tegmark A (2017) Life 3.0: being human in the age of artificial intel-
ligence. Alfred A. Knopf, New York

Thies J, Zollhöfer M, Nießner M, Valgaerts L, Stamminger M, Theobalt 
C (2015) Real-time expression transfer for facial reenactment. 
ACM Trans Gr 34:1–14

Thies J, Zollhöfer M, Stamminger M, Theobalt C, Nießner M (2016) 
Face2Face: real-time face capture and reenactment of RGB 

https://www.theverge.com/2019/7/31/20746926/sentient-national-reconnaissance-office-spy-satellites-artificial-intelligence-ai
https://www.theverge.com/2019/7/31/20746926/sentient-national-reconnaissance-office-spy-satellites-artificial-intelligence-ai
https://www.theverge.com/2019/7/31/20746926/sentient-national-reconnaissance-office-spy-satellites-artificial-intelligence-ai
http://arXiv.org/abs/1612.07182v2
http://arXiv.org/abs/1612.07182v2
http://arXiv.org/abs/1806.02877v2
https://socialhax.com/2016/03/24/microsoft-creates-ai-bot-internet-immediately-turns-racist/
https://socialhax.com/2016/03/24/microsoft-creates-ai-bot-internet-immediately-turns-racist/
http://arXiv.org/abs/1703.04908v2
https://www.ft.com/content/131f0430-9159-11e9-b7ea-60e35ef678d2
https://www.ft.com/content/131f0430-9159-11e9-b7ea-60e35ef678d2
http://arXiv.org/abs/1907.11274v2
https://hai.stanford.edu/sites/g/files/sbiybj10986/f/ai_index_2019_report.pdf
https://hai.stanford.edu/sites/g/files/sbiybj10986/f/ai_index_2019_report.pdf
https://openai.com/blog/better-language-models/#sample8
https://d4mucfpksywv.cloudfront.net/better-language-models/language_models_are_unsupervised_multitask_learners.pdf
https://d4mucfpksywv.cloudfront.net/better-language-models/language_models_are_unsupervised_multitask_learners.pdf
https://d4mucfpksywv.cloudfront.net/better-language-models/language_models_are_unsupervised_multitask_learners.pdf
https://www.opendemocracy.net/en/dark-money-investigations/cambridge-analytica-is-what-happens-when-you-privatise-military-propaganda/
https://www.opendemocracy.net/en/dark-money-investigations/cambridge-analytica-is-what-happens-when-you-privatise-military-propaganda/
https://www.opendemocracy.net/en/dark-money-investigations/cambridge-analytica-is-what-happens-when-you-privatise-military-propaganda/
http://arXiv.org/abs/1901.08971v3
https://www.apnews.com/bc2f19097a4c4fffaa00de6770b8a60d
https://www.apnews.com/bc2f19097a4c4fffaa00de6770b8a60d
https://www.blackhat.com/docs/us-16/materials/us-16-Seymour-Tully-Weaponizing-Data-Science-For-Social-Engineering-Automated-E2E-Spear-Phishing-On-Twitter-wp.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Seymour-Tully-Weaponizing-Data-Science-For-Social-Engineering-Automated-E2E-Spear-Phishing-On-Twitter-wp.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Seymour-Tully-Weaponizing-Data-Science-For-Social-Engineering-Automated-E2E-Spear-Phishing-On-Twitter-wp.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Seymour-Tully-Weaponizing-Data-Science-For-Social-Engineering-Automated-E2E-Spear-Phishing-On-Twitter-wp.pdf
http://arXiv.org/abs/1908.09203


781AI & SOCIETY (2021) 36:767–781 

1 3

videos. In: 2016 IEEE conference on computer vision and pat-
tern recognition (CVPR). IEEE, pp 2387–2395

Thies J, Zollhöfer M, Theobalt C, Stamminger M, Nießner M (2018) 
HeadOn: real-time reenactment of human portrait videos. ACM 
Trans Gr. https ://gvv.mpi-inf.mpg.de/proje cts/HeadO n/headO 
n.pdf. Accessed 18 Aug 2020

Thies J, Zollhöfer M, Nießner M (2019) Deferred neural rendering: 
image synthesis using neural textures. arXiv :1904.12356 v1

Todorov A (2018) Can We read a person’s character from facial 
images? The discredited “science” of physiognomy is making 
an unfortunate comeback. https ://www.blogs .scien tific ameri can.
com/obser vatio ns/can-we-read-a-perso ns-chara cter-from-facia 
l-image s/. Accessed 11 Oct 2019

Tucker JB (ed) (2012a) Innovation, dual use, and security: managing 
the risks of emerging biological and chemical technologies. The 
MIT Press, Cambridge

Tucker JB (2012b) Review of the literature on dual use. In: Tucker JB 
(ed) Innovation, dual use, and security: managing the risks of 
emerging biological and chemical technologies. The MIT Press, 
Cambridge, pp 19–44

Tucker JB (2012c) The decision framework. In: Tucker JB (ed) Innova-
tion, dual use, and security: managing the risks of emerging bio-
logical and chemical technologies. The MIT Press, Cambridge, 
pp 67–83

Valle R, Cai W, Doshi A (2018) TequilaGAN: how to easily identify 
GAN samples. arXiv :1807.04919 v1

Veghes C, Orzan M, Acatrinei C, Dugulan D (2012) Privacy literacy: 
what is and how it can be measuared? Annales Universitatis Apu-
lensis Seires Oeconomica 14:704–711

Wallach W, Allen C (2009) Moral machines: teaching robots right from 
wrong. Oxford University Press, New York

Wellman MP, Rajan U (2017) Ethical issues for autonomous trading 
agents. Mind Mach 27:609–624

Wheelis M (2012) The Use and misuse of LSD by the US army and 
the CIA. In: Tucker JB (ed) Innovation, dual use, and security: 
managing the risks of emerging biological and chemical tech-
nologies. The MIT Press, Cambridge, pp 289–301

Wilson M (2017) AI is inventing languages humans can’t understand. 
should we stop it? https ://www.fastc ompan y.com/90132 632/ai-is-
inven ting-its-own-perfe ct-langu ages-shoul d-we-let-it. Accessed 
30 Sept 2019

Yarkoni T (2010) Personality in 100,000 words: a large-scale anal-
ysis of personality and word use among bloggers. J Res Pers 
44:363–373

Youyou W, Kosinski M, Stillwell D (2015) Computer-based personality 
judgments are more accurate than those made by humans. Proc 
Natl Acad Sci USA 112:1036–1040

Zellers R, Holtzman A, Rashkin H, Bisk Y, Farhadi A, Roesner F, Choi 
Y (2019) Defending against neural fake news. arXiv :1905.12616 
v1

Zimbardo P (2007) The Lucifer effect: understanding how good people 
turn evil. Random House, New York

Publisher’s Note Springer Nature remains neutral with regard to 
jurisdictional claims in published maps and institutional affiliations.

https://gvv.mpi-inf.mpg.de/projects/HeadOn/headOn.pdf
https://gvv.mpi-inf.mpg.de/projects/HeadOn/headOn.pdf
http://arXiv.org/abs/1904.12356v1
https://www.blogs.scientificamerican.com/observations/can-we-read-a-persons-character-from-facial-images/
https://www.blogs.scientificamerican.com/observations/can-we-read-a-persons-character-from-facial-images/
https://www.blogs.scientificamerican.com/observations/can-we-read-a-persons-character-from-facial-images/
http://arXiv.org/abs/1807.04919v1
https://www.fastcompany.com/90132632/ai-is-inventing-its-own-perfect-languages-should-we-let-it
https://www.fastcompany.com/90132632/ai-is-inventing-its-own-perfect-languages-should-we-let-it
http://arXiv.org/abs/1905.12616v1
http://arXiv.org/abs/1905.12616v1

	Forbidden knowledge in machine learning reflections on the limits of research and publication
	Abstract
	1 Introduction
	2 Theory of forbidden knowledge
	2.1 Types of forbidden knowledge
	2.2 Intentions

	3 Monitoring forbidden knowledge
	3.1 Availability
	3.2 Areas of forbidden knowledge
	3.2.1 Synthetic media
	3.2.2 Social manipulation
	3.2.3 Discrimination
	3.2.4 Sexuality
	3.2.5 Further sensitive fields


	4 Governing forbidden knowledge
	4.1 Limits on the pursuit of knowledge
	4.2 Publication processes
	4.3 Information sharing
	4.4 Making forbidden knowledge public
	4.5 Post-disclosure measures

	5 Conclusion
	References




