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Abstract. Goos et al. (ITCS, 2015) have recently introduced the notion of Zero-
Information Arthur-Merlin Protocols (ZAM). In this model, which can be viewed as a
private version of the standard Arthur—Merlin communication complexity game, Alice
and Bob are holding a pair of inputs x and y, respectively, and Merlin, the prover,
attempts to convince them that some public function f evaluates to 1 on (x, y). In addi-
tion to standard completeness and soundness, G60s et al., require a “zero-knowledge”
property which asserts that on each yes-input, the distribution of Merlin’s proof leaks no
information about the inputs (x, y) to an external observer. In this paper, we relate this
new notion to the well-studied model of Private Simultaneous Messages (PSM) that
was originally suggested by Feige et al. (STOC, 1994). Roughly speaking, we show that
the randomness complexity of ZAM corresponds to the communication complexity of
PSM and that the communication complexity of ZAM corresponds to the randomness
complexity of PSM. This relation works in both directions where different variants of
PSM are being used. As a secondary contribution, we reveal new connections between
different variants of PSM protocols which we believe to be of independent interest. Our
results give rise to better ZAM protocols based on existing PSM protocols, and to better
protocols for conditional disclosure of secrets (a variant of PSM) from existing ZAMs.
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1. Introduction

In this paper we reveal an intimate connection between two seemingly unrelated mod-
els for non-interactive information-theoretic secure computation. We begin with some
background.

1.1. Zero-Information Unambiguous Arthur—Merlin Communication Protocols

Consider a pair of computationally unbounded (randomized) parties, Alice and Bob,
each holding an n-bit input, x and y respectively, to some public function f : {0, 1}"* x
{0, 1}* — {0, 1}. In our first model, a third party, Merlin, wishes to convince Alice and
Bob that their joint input mapped to 1 (i.e., (x, y) is in the language f~!(1)). Merlin
gets to see the parties’ inputs (x, y) and their private randomness r4 and rp, and is
allowed to send a single message (“proof™) p to both parties. Then, each party decides
whether to accept the proof based on its input and its private randomness. We say that
the protocol accepts p if both parties accept it. The protocol is required to satisfy natural
properties of (perfect) completeness and soundness. Namely, if (x, y) € £~!(1), then
there is always a proof p = p(x, y, ra, rp) that is accepted by both parties, whereas if
x,y)ef ~1(0), then, with probability 1 — § (over the coins of Alice and Bob), no such
proof exists. As usual in communication complexity games, the goal is to minimize the
communication complexity of the protocol, namely the length of the proof p.

This model, which is well studied in the communication complexity literature [5, 19,
20], is viewed as the communication complexity analogue of AM protocols [8]. Recently,
Go0s et al. [13] suggested a variant of this model which requires an additional “zero-
knowledge” property defined as follows: For any 1-input (x,y) € f~'(1), the proof
sent by the honest prover provides no information on the inputs (x, y) to an external
viewer. Formally, the random variable pyx , = p(x,y,ra,rp) induced by a random
choice of r4 and rp should be distributed according to some universal distribution D
which is independent of the specific 1-input (x, y). Moreover, an additional Unambiguity
property is required: Any l-input (x,y) € f~'(1) and any pair of strings (r4,rp)
uniquely determine a single accepting proof p(x, y,r4, rp).

This modified version of AM protocols (denoted by ZAM) was originally presented
in attempt to explain the lack of explicit nontrivial lower bounds for the commu-
nication required by AM protocols. Indeed, Goos et al., showed that any function
f {0, 1}" x {0, 1}* — {0, 1} admits a ZAM protocol with at most exponential com-
munication complexity of O(2"). Since the transcript of a ZAM protocol carries no
information on the inputs, the mere existence of such protocols forms a “barrier” against
“information complexity” based arguments. This suggests that, at least in their standard
form, such arguments cannot be used to prove lower bounds against AM protocols (even
with unambiguous completeness).

Regardless of the original motivation, one may view the ZAM model as a simple
and natural information-theoretic analogue of (non-interactive) zero-knowledge proofs
where instead of restricting the computational power of the verifier, we split it between
two non-communicating parties (just like AM communication games are derived from
the computational complexity notion of AM protocols). As cryptographers, it is therefore
natural to ask:
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Fig. 1. Flow of messages.

How does the ZAM model relate to other more standard models of
information-theoretic secure computation?

As we will later see, answering this question also allows us to make some (modest)
progress in understanding the communication complexity of ZAM protocols.

1.2. Private Simultaneous Message Protocols

Another, much older, notion of information theoretically secure communication game
was suggested by Feige et al. [10]. As in the previous model, there are three (compu-
tationally unbounded) parties: Alice, Bob, and a Referee. Here too, an input (x, y) to a
public function f : {0, 1}" x {0, 1}* — {0, 1} is split between Alice and Bob, which, in
addition, share a common random string c. Alice (resp., Bob) should send to the referee
a single message a (resp., b) such that the transcript (a, b) reveals f(x, y) but nothing
else. That is, we require two properties: (Correctness) There exists a decoder algorithm
Dec which recovers f(x, y) from (a, b) with high probability; and (Privacy) There
exists a simulator Sim which, given the value f(x, y), samples the joint distribution of
the transcript (a, b) up to some small deviation error. (See Sect. 4 for formal definitions.)

Following [14], we refer to such a protocol as a private simultaneous messages (PSM)
protocol. A PSM protocol for f can be alternatively viewed as a special type of random-
ized encoding of f[1,15], where the output of f is encoded by the output of arandomized
function F ((x, y), ¢) such that F can be written as F ((x, ¥), ¢) = (F(x, c), F2(y, ¢)).
This is referred to as a “2-decomposable” encoding in [17]. (See Remark 4.5.)

1.3. ZAM versus PSM

Our goal will be to relate ZAM protocols to PSM protocols. Since the latter object is
well studied and strongly “connected” to other information-theoretic notions (cf. [7]),
such a connection will allow us to place the new ZAM in our well-explored world of
information-theoretic cryptography.

Observe that ZAM and PSM share some syntactic similarities (illustrated in Fig. 1). In
both cases, the input is shared between Alice and Bob and the third party holds no input.
Furthermore, in both cases the communication pattern consists of a single message. On
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the other side, in ZAM the third party (Merlin) attempts to convince Alice and Bob that
the joint input is mapped to 1, and so the communication goes from Merlin to Alice/Bob
who generate the output (accept/reject). In contrast, in a PSM protocol, the messages
are sent in the other direction: from Alice and Bob to the third party (the Referee) who
ends up with the output. In addition, the privacy guarantee looks somewhat different.
For ZAM, privacy is defined with respect to an external observer and only over 1-inputs,
whereas soundness is defined with respect to the parties (Alice and Bob) who hold the
input (x, y). (Indeed, an external observer cannot even tell whether the joint input (x, y)
is a 0-input.) Accordingly, in the ZAM model, correctness and privacy are essentially
two different concerns that involve different parties. In contrast, for PSM protocols
privacy should hold with respect to the view of the receiver who should still be able to
decode.

The picture becomes even more confusing when looking at existing constructions. On
one hand, the general ZAM constructions presented by Goos et al. [ 13, Theorem 6] (which
use a reduction to Disjointness) seem more elementary than the simplest PSM protocols
of [10]. On the other hand, there are ZAM constructions which share common ingredients
with existing PSM protocols. Concretely, the branching program (BP) representation of
the underlying function have been used both in the context of PSM [10, 14] and in the
context of ZAM [13, Theorem 1]. (It should be mentioned that there is a quadratic gap
between the complexities of the two constructions.) Finally, both in ZAM and in PSM,
it is known that any function f : {0, 1} x {0, 1}* — {0, 1} admits a protocol with
exponential complexity, but the best known lower-bound is only linear in n. Overall,
it is not clear whether these relations are coincidental or point to a deeper connection
between the two models. !

2. Our Results

We prove that ZAM protocols and PSM protocols are intimately related. Roughly speak-
ing, we will show that the inverse of ZAM is PSM and vice versa. Therefore, the ran-
domness complexity of ZAM essentially corresponds to the communication complexity
of PSM and the communication complexity of ZAM essentially corresponds to the ran-
domness complexity of PSM. This relation works in both directions where different
variants of PSM are being used. We exploit this relation to obtain (modest) improve-
ments in the complexity of ZAM and the complexity of some variants of PSM (e.g.,
Conditional Disclosure of Secrets). We proceed with a formal statement of our results.
See Fig. 2 for an overview of our transformations.

2.1. From Perfect PSM to ZAM

We begin by showing that a special form of perfect PSM protocols (referred to pPSM)
yields ZAM protocols.
I The authors of [13] seem to suggest that there is no a-priori obvious connection between the two models.

Indeed, they explicitly mention PSM as “a different model of private two-party computation, [...] where the
best upper and lower bounds are also exponential and linear.”
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Fig. 2. Overview of the constructions.

Theorem 2.1. Let f be a function with a pPSM protocol that has communication
complexity t and randomness complexity s. Then f has a 1/2-sound ZAM scheme with
randomness complexity of t and communication complexity of s + 1.

A pPSM protocol is a PSM in which both correctness and privacy are required
to be errorless (perfect), and, in addition, the encoding should satisfy some regularity
properties.”

To prove the theorem, we use the combinatorial properties of the perfect encoding
to define a new function g(x, y, p) = (g1(x, p), g2(y, p)) which, when restricted to a
l-input (x, y), forms a bijection from the randomness space to the output space, and
when (x, y) is a O-input the restricted function g(x, y, -) covers only half of the range.
Given such a function, it is not hard to design a ZAM: Alice (resp., Bob) samples a
random point 4 in the range of g; (resp., rp in the range of g) and accepts a proof
p if p is a preimage of r4 under g; (resp. p is a preimage of rp under g). It is not
hard to verify that the protocol satisfies unambiguous completeness, 1/2-soundness and
zero-information. (See Sect. 5.)

Although the notion of pPSM looks strong, we note that all known general PSM
protocols are perfect. (See Appendices A and B.) By plugging in the best known protocol
from [7], we derive the following corollary.

Corollary 2.2. Every function f : {0, 1}" x {0, 1} — {0, 1} has a ZAM with com-
munication complexity and randomness complexity of O (2"/?).

Previously, the best known upper bound for the ZAM complexity of a general function
f was O(2") [13]. Using known constructions of BP-based pPSM, we can also re-prove
the fact that ZAM complexity is at most polynomial in the size of the BP that computes
f- (Though, our polynomial is worse than the one achieved by Go6s et al. [13].)

2.2. From ZAM to One-Sided PSM

We move on to study the converse relation. Namely, whether ZAM can be used to derive
PSM. For this, we consider a relexation of PSM in which privacy should hold only with

2Essentially, the range of F' = (F1, F>) can be partitioned into two equal sets Sy and S7 and for every
input (x, y) the function Fy y(c) that maps the randomness ¢ to the transcript (a, b) forms a bijection from the
randomness space to the set S¢y). In the context of randomized encoding, this notion was originally referred
to as perfect randomized encoding [1]. See Sect. 4 for formal definitions.
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respect to 1-inputs. In the randomized encoding literature, this notion is referred to as
semi-private randomized encoding [1,3]. In the context of PSM protocols we refer to
this variant as 1PSM.

Theorem 2.3. Let f : {0, 1} x {0, 1} — {0, 1} be a function with a §-sound ZAM
protocol that has communication complexity £ and randomness complexity m. Then, for
all k € N, the following hold:

1. f has (228%)-correct and 0-private 1PSM with communication complexity of km
and 2km bits of shared randomness.

2. f has (22"8% +27%)-correct and (2~)-private 1PSM with communication com-
plexity of km and 2Lk bits of shared randomness.

In particular, if the underlying ZAM protocol has a constant error (e.g., § = 1/2),
we can get a 1TPSM with an exponential small error of exp(—2(n)) at the expense of
a linear overhead in the complexity, i.e., communication complexity and randomness
complexity of O(nm) and O (€n), respectively.

Both parts of the theorem are proven by “inverting” the ZAM scheme. That is, as a
common randomness Alice and Bob will take a proof p sampled according to the ZAM’s
accepting distribution. Since each proof forms a rectangle, Alice and Bob can locally
sample a random point (r4, rp) from p’s rectangle (Alice samples r4 and Bob samples
rg). The 1PSM’s encoding functions output the sampled point (r4, rp). We show that if
(x, y) is a 1-input then (r 4, rp) is distributed uniformly, while in the case of the 0-input
the sampled point belongs to some specific set Z that covers only a small fraction of the
point space. Therefore, the 1PSM’s decoder outputs 0 if the sampled point is in Z and
1, otherwise.

The difference between the two parts of Theorem 2.3 lies in the way that the common
randomness is sampled. In the first part we sample p according to the exact ZAM’s
accepting distribution, whereas in the second part we compromise on imperfect sampling.
This allows us to reduce the length of the shared randomness in TPSM at the expense
of introducing the sampling error in privacy and correctness. The proof of the theorem
appears in Sect. 6.

2.3. From 1PSM ro PSM

Theorem 2.3 shows that a ZAM protocol with low randomness complexity implies
communication-efficient 1PSM protocol. However, the latter object is not well stud-
ied and one may suspect that, for one-sided privacy, such low-communication 1PSM
protocols may be easily achievable. The following theorem shows that this is unlikely
by relating the worst-case communication complexity of 1PSM to the worst-case com-
munication complexity of general PSM (here “worst case” ranges over all functions of
given input length.)

Theorem 2.4. Assume that for all n, each function f : {0, 1} x{0, 1}* — {0, 1} hasa
8(n)-correct e (n)-private 1PSM protocol with communication complexity t (n) and ran-
domness complexity s(n). Then, each f has a [ (n)+ (¢t (n))]-correct max(e(n), 6 (n)+
£(t (n)))-private PSM protocol with communication complexity t (t (n)) and randomness



From Private Simultaneous Messages to Zero-Information Arthur—Merlin Protocols and Back 967

complexity s(n) + s(t(n)). In particular, if every such f has a 1PSM with poly(n) com-
munication and randomness, and negligible privacy and correctness errors of n=®W),
then every f has a PSM with poly(n) communication and randomness, and negligible
privacy and correctness errors of n~ (1,

An important open question in information-theoretic cryptography is whether every
function f : {0, 1} x {0, 1} — {0, 1} admits a PSM whose communication and
randomness complexity are polynomial in n and its privacy and correctness errors are
negligible in n. Therefore, by Theorem 2.4, constructing 1PSM with such parameters
would be considered to be a major breakthrough. Together with Theorem 2.3, we con-
clude that it will be highly non-trivial to discover randomness-efficient ZAM protocols
for general functions.

2.4. Constructing CDS

In the CDS model [11], Alice holds an input x and Bob holds an input y, and, in addition,
both parties hold a common secret bit b. The referee, Carol, holds both x and y, butit does
not know the secret b. Similarly to the PSM case, Alice and Bob use shared randomness
to compute the messages m and m; that are sent to Carol. The CDS requires that Carol
can recover b from (m1, m») iff f(x, y) = 1. Moving to the complement f = 1 — f of
f, one can view the CDS model as a variant of 1PSM, in which the privacy leakage in
case of O-inputs is full, i.e., given the messages sent by Alice and Bob, one can recover
their secret b but on 1-input b remains secret. (Note that x and y are assumed to be public
in both cases.) Indeed, it is not hard to prove the following observation.

Theorem 2.5. Assume that the function f has a 5-complete g-private 1PSM with
communication complexity t and randomness complexity s. Then the function f =
1 — f has a §-correct and e-private CDS scheme with communication complexity t and
randomness complexity s.

Clearly, one can combine the above theorem with the ZAM to 1PSM transformation
and get a transformation from ZAM to CDS. However, one can do better by using a
direct construction that avoids the overhead in the ZAM to 1PSM transformation of
Theorem 2.3.

Theorem 2.6. Assume that the function f : {0, 1}* x {0, 1} — {0, 1} has a 8-sound
ZAM protocol with communication complexity £ and randomness complexity m. Then
the following hold.

1. The function f = 1 — f has a 8-correct and O-private CDS with communication
complexity m and randomness complexity 2m.

2. Foranyt € N, the function f has a (8 +27")-correct and (2~")-private CDS with
communication complexity m and randomness complexity (£ + t).

The communication complexity of CDS protocols was studied in several previous
works. Recently, it was shown by Ishai and Wee [18] that the CDS complexity of f is
linear in the size of the arithmetic branching program (ABP). (This improves the previous



968 B. Applebaum, P. Raykov

quadratic upper-bound of [11].) We can reprove this result by combining Theorem 2.6
with the ZAM construction of [13] whose complexity is also linear in the ABP size
of f. Interestingly, the resulting CDS protocol is different from the construction of
Ishai and Wee [18], and can be extended to work with dependency programs (DP). The
latter model was introduced in [22] and can be viewed as a generalization of arithmetic
branching program. (See Sect. 8 for a formal definition.) By applying the ideas of [13],
we derive the following result.

Theorem 2.7. Assume that the function f has a dependency program of size m. Then,
for every t € N, the function f has an 2™ -correct perfectly private CDS scheme with
randomness complexity and communication complexity of O (m - t).

The theorem extends to the case where the secret is a field element (see Theorem 8.2)
and to the case where f is computed by an arithmetic dependency program and so its
inputs are also field elements (see Remark 8.4). To the best of our knowledge, The-
orem 2.7 yields the first CDS whose complexity is linear in the dependency program
of the underlying function. This is incomparable to the best previous result, implicit
in [18, Section 7], which achieves linear dependency in the size of the arithmetic span
program (ASP) [21] that computes f.> Indeed, it is known that the size of the smallest
dependency program of a function is polynomially related to the size of its smallest span
program, but the transformation from one model to the other may incur some polynomial
overhead [6]. Hence, for some functions, Theorem 2.7 can potentially lead to polyno-
mial improvement over the ASP- (and ABP-) based schemes. On the other hand, the
construction of [18] achieves perfect correctness, while our construction suffers from a
nonzero decoding error.* We further mention that our construction can be viewed as dual
to the construction of [18]; See Remark 8.5. Finally, we note that CDS protocols have
recently found applications in attribute-based encryption (see [12]). For this application,
the CDS is required to satisfy some linearity properties which hold for our CDS-based
construction. (See Remark 8.3.)

3. Preliminaries

Eor an integer n € N, let [n] = {1, ..., n}. The complement of a bit b is denoted by
b = 1 — b. For a set S, we let S¥ be the set of all possible k-tuples with entries in S,
and for a distribution D, we let D¥ be the probability distribution over k-tuples such that

. . R .
each tuple’s element is drawn according to D. We let s <— S denote an element that is
sampled uniformly at random from the finite set S. The uniform distribution over n-bit
strings is denoted by U,,. For a boolean function f : § — {0, 1}, we say that x € S is

3 Arithmetic span programs [21] can emulate ABPs with constant overhead, while the converse is known
only with polynomial overhead [6]. Hence, the ASP-based CDS subsume, in terms of complexity, the above-
mentioned ABP-based construction.

4Moreover, the ABP-based construction of [18] applies not only to CDS, but also to a more general notion
of partial garbling schemes which can be viewed as an intermediate notion between CDS and PSM.
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O-input if f(x) = 0, and is 1-inputif f(x) = 1. A subset R of a productset A x Bisa
rectangle if R = A’ x B’ forsome A’ C X and B’ C Y.

The statistical distance between two random variables, X and Y, denoted by A(X; Y)
is defined by A(X;Y) = % ZZ |Pr[X = z] — Pr[Y = z]|. We will also use statistical
distance for probability distributions, where for a probability distribution D the value
Pr[D = z] is defined to be D(z).

We write A r  (F(x1,...,xx); G(x1,...,x;)) to denote the statistical

x1<Dq,..., X <Dy
distance between two distributions obtained as a result of sampling x;’s from D;’s and
applying the functions F and G to (x1, . .., x¢), respectively. We use the following facts
about the statistical distance. For every distributions X and Y and a function F' (possibly
randomized), we have that A(F(X), F(Y)) < A(X,Y). In particular, for a boolean
function F this implies that Pr[F(X) = 1] < Pr[F(Y) = 1]+ A(X; Y).

For a sequence of probability distributions (D1, ..., Di) and a probability vector
W = (wy, ..., w), welet Z = > w; D; denote the “mixture distribution” obtained by

sampling an index i € [k] according to W and then outputting an element z & D;.

Lemma 3.1. Forany distribution Z = Y w; D; and probability distribution S, it holds
that

k
A(S: Z) < D wiA(S: Dy).
i=1

Proof. By the definition of statistical distance we can write A(S; Z) as

Z%Z

Z

k
< %Zgwi 15() - D;(2)|

Z

k
%Zwi > 18@) - D;i(2)]
i=1 z

1
22

k
S@) = D wiDi(2)
i=1

k
> wi(5(z) = Di(2)
i=1

1
k

= > wiA(S; D;).
i=1

4. Definitions

4.1. PSM-Based Models

Definition 4.1. (PSM)Let 1 : {0, 1}" x{0, 1}* — {0, 1} be aboolean function. We say
that a pair of (possibly randomized 7) encoding algorithms Fy, F> : {0, 1}* x {0, 1} —

SIn the original paper [10], the functions F, F, are deterministic. We extend this model by allowing Alice
and Bob to use local randomness that is assumed to be available freely.
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{0, 1} are PSM for f if the function F(x, y, ¢) = (F1(x, ¢), F2(y, c¢)) that corresponds
to the joint computation of F and F> on a common c, satisfy the following properties:

3-CoRRECTNESS: There exists a deterministic algorithm Dec, called decoder, such
that for every input (x, y) we have that

Pr [Dec(F(x,y,c)) # f(x,y)] <4. (1)
o1y

g-Privacy: There exists a randomized algorithm (simulator) Sim such that for any
input (x, y) it holds that

A (SIm(f(x, y); F(x,y,0) <e. (@)

&1y

The communication complexity of the PSM protocol is defined as the encoding length ¢,
and the randomness complexity of the protocol is defined as the length s of the common
randomness.

One can also consider relaxations of this definition that are private only on a subset
of inputs. We study such a relaxation 1PSM [1,3] that is required to be private only on
I-inputs:

g-PRIvACY ON 1-INpPUTS: There exists a simulator Sim such that for any 1-input
(x, y) of f it holds that

A (Sim, (Fi(x,0), F2(y,0) < &. 3)

oy
A stronger variant of PSM is captured by the notion of perfect PSM [1].

Definition 4.2. (pPSM) Let f : {0, 1}" x {0, 1} — {0, 1}. A pair of deterministic
algorithms Fy, F> : {0, 1}" x {0, 1}* — {0, 1} isapPSM of f if (Fy, F>) is a O-correct,
0-private PSM of f such that:

BaLANCE: There exists a O-private (perfectly private) simulator Sim such that
SimU) = Uy;.
STRETCH-PRESERVATION: We have that 1 4+ s = 2z.

Remark 4.3. (pPPSM — combinatorial view) One can also formulate the pPSM defini-
tion combinatorially [1]: For f’s b-input (x, y), let Fy(c) denote the joint output of the
encoding (F1(x, c), F2(y,c)). Let Sp 1= {Fxy(c) | c € {0, 1}°, (x,y) € f‘l(b)} and
let R = {0, 1}’ x {0, 1}’ denote the joint range of (Fy, F»). Then, (Fy, F>) is a pPSM
of f if and only if (1) The O-image Sp and the 1-image S are disjoint; (2) The union
of Sp and S equals to the range R; and (3) for all (x, y) the function Fyy is a bijection
on S¢(x,y). One can also consider a case when F; and F, have arbitrary ranges, i.e.,
F; : {0, 1} x {0, 1}® — {0, 1}, In this case we say that (Fi, F?) is a pPSM of f if the
above conditions hold with respect to the joint range R = {0, 1}! x {0, 1}™.
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We consider a variant of CDS called conditional disclosure of the common secret [11].
As in PSM, Alice and Bob hold the inputs x and y, respectively, and, in addition, both
parties get a secret b € {0, 1}. The goal is to reveal the secret to an external referee Carol
only if some predicate f(x, y) evaluates to 1. Unlike the PSM model, we assume that
Carol knows both x and y. Formally, a CDS scheme is defined below.

Definition 4.4. (CDS) Let f : {0, 1}" x {0, 1}* — {0, 1} be a predicate. Let Fy, F, :
{0,1}" x {0,1} x {0,1} — {0, 1}' be (possibly randomized) encoding algorithms.
Then, the pair (F}, F») is a CDS scheme for f if and only if the function F(x, y, b, c) =
(F1(x, b, c), F,(y, b, ¢)) that corresponds to the joint computation of F| and F> on a
common b and c, satisfies the following properties:

3-CorRRECTNESS: There exists a deterministic algorithm Dec, called a decoder,
such that for every 1-input (x, y) of f and any secret b € {0, 1} we have that

Pr [Dec(x,y, F(x,y,b,c)) #b] <.

&1y

g-PrRivacy: There exists a simulator Sim such that for every O-input (x, y) of f
and any secret b € {0, 1} it holds that

A (Sim(x,y); F(x,y,b,c)) <e.

&1y

Similarly to PSM, the communication complexity of the CDS protocol is ¢ and its
randomness complexity is s.

The above definition naturally extends to the case where the secret comes from some
non-binary domain B, and where the domain of the randomness and of the output of F;
and F; is taken to be some arbitrary finite set. (When the output domain Z; of F; and
Z, of F, differ, we define the communication complexity to be max; log |Z;|.)

Remark 4.5. (CDS and PSM as Randomized Encoding) We can view PSM and CDS
protocols under the framework of randomized encodings of functions (RE) [1,15]. For-
mally, a function F(x, y, c) is a §-correct e-private RE of f(x, y) if F(x, y) satisfies
Egs. (1) and (2) from Definition 4.1. Under this terminology, PSM is simply an encod-
ing F(x, y, c) which can be decomposed into two parts, | which depends on x and
¢ but not on y and F, which depends on y and ¢ but not on x. Similarly, the notion
of pPSM and 1PSM can be derived by considering 2-decomposable perfect encodings
and 2-decomposable encoding with 1-sided privacy. We further mention that a CDS can
be also viewed as a randomized encoding. Indeed, (Fy, F») is a CDS of f if and only
if F(x,y,b,c) = (x,y, F1(x, b, c), F2(y, b, ¢)) encodes the (non-boolean) function
g(x,y,b) = (x,y, f(x,y) Ab).
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4.2. ZAM

Definition 4.6. (ZAM) Let f : {0, 1}" x {0,1}" — {0, 1}. We say that a pair of
deterministic boolean functions A, B : {0, 1} x {0, 1} x {0, 1}¥ — {0, 1} is a ZAM
for f if the predicate Accept(x, y,ra, rp, p) = A(x, ra, p) A B(y, rp, p) satisfies the
following properties:

UNAMBIGUOUS COMPLETENESS: For any l-input (x,y) and any randomness
(ra,rg) € {0,1})™ x {0,1}" there exists a unique p € {0, 1}’ such that
Accept(x, y,ra,rp, p) = 1.

ZERO-INFORMATION: There exists a distribution D on the proof space {0, 1}* such
that for any l-input (x, y) we have that

Vp € {0, 1} D(p) = Pr  [Accept(x,y,ra,rg, p) = 11.

rarp &0, 1)

The distribution D is called the accepting distribution.
8-SOUNDNESS: For any O-input (x, y) it holds that

Pr [3p € {0, 1}(Z : Accept(x, y,ra,rp, p) = 1] <6.

ra,rg<{0,1}"

The communication complexity (resp., randomness complexity) of the ZAM protocol is
defined as the length ¢ of the proof (resp., the length m of the local randomness).

The Zero-Information property asserts that for every accepting input (x, y) the distrib-
ution Dy y, obtained by sampling r4 and rp and outputting the (unique) proof p which
is accepted by Alice and Bob, is identical to a single universal distribution D.

Following [13], we sometimes refer to the proofs as “rectangles” because for each
(x, y) aproof p naturally corresponds to a set of points

{(ra,rp) : Accept(x, y,ra,rg, p) = 1}
={ra:A(x,ra,p) =1}y x{rp: B(y,rp, p) =1}

which forms a rectangle in {0, 1}"* x {0, 1}™.

5. From pPSM to ZAM

In this section we construct a ZAM scheme from a pPSM protocol. By exploiting the
combinatorial structure of pPSM, for each input (x, y) we construct a function A,
that is a bijection if (x, y) is a l-input and is two-to-one if (x, y) is a O-input. In the
constructed ZAM scheme Alice and Bob use their local randomness to sample a uniform
point in A’s range (Alice samples its x-coordinate 4 and Bob samples its y-coordinate
rp). Merlin’s proof is the preimage p for the sampled point, i.e., a point p such that
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hyy(p) = (ra,rp). In order to accept the proof p, Alice and Bob verify that it is a
preimage for the sampled point (4, rp).

First, the constructed ZAM is unambiguously complete because f.y is a bijection
if (x, y) is a 1-input of f. Second, the constructed ZAM satisfies the Zero-Information
property because the distribution of the accepted proofs is uniform. Third, the constructed
ZAM is sound, because if (x, y) is a O0-input, then A, is two-to-one, implying that with
probability at least 1/2 no preimage exists.

Theorem 2.1. Let f be a function with a pPSM protocol that has communication
complexity t and randomness complexity s. Then f has a 1/2-sound ZAM scheme with
randomness complexity of t and communication complexity of s + 1.

Proof. Let f : {0, 1}" x{0, 1}* — {0, 1} be a function withapPSM F}, F; : {0, 1}" x
{0, 1}* — {0, 1}. We show that there exists a 1/2-sound ZAM protocol for f with Alice’s
and Bob’s local randomness spaces {0, 1} and proof space {0, 1}* where m = t and
=12t

First, we prove some auxiliary statement about pPPSM. Let g(x, y, ¢) := (Fi(x, ¢),
F>(y, ¢)). For any (x, y), we define a new function A, : {0, 1}* x {0, 1} — {0, 1} x
{0, 1} as follows.

gx,y,¢), ifb=0;
g(xo0, yo, ¢), ifb = 1(where (xq, yo) is a canonical O-input for f).

hay(c, b) = {

The function A satisfies the following useful properties as follows from the combina-
torial view of pPSM (Remark 4.3).

Fact5.1. If (x,y) is a I-input for f, then the function hyy is a bijection. Otherwise,
if (x, y) is a O-input for f, then the image of the function hy, covers exactly half of the
range {0, 1} x {0, 1}".

We now describe a ZAM protocol for f in which the local randomness of Alice and
Bob is sampled from {0, 1}/, and the proof space is {0, 1}* x {0, 1}. Recall that (Fy, F>)
is a pPSM and therefore s +1 = 2¢ and {0, 1}* x {0, 1} = {0, 1}*". The ZAM’s accepting
functions A, B are defined as follows:

1, if (my = Fi(x,c)and b = 0) or (m| = Fi(xg,c) and b = 1);
0, otherwise.

A(x,my, (c, b)) = [

1, if (my = F2(y,c) and b = 0) or (my = F>(yg,c) and b = 1);
B(y, ma, (c, b)) = .
0, otherwise.

Observe that the following equivalence holds.

Claim 5.2. Vx,y,c,b,my, my [hxy(c, b) = (ml,mz)] o [A(x,ml, (c,b)) =1=
B(y, ma, (¢, b))].
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Now we verify that (A, B) is ZAM for f:

UNAMBIGUOUS COMPLETENESS: Consider any f’s l-input (x, y) and take any
(my,mz) € {0,1}" x {0, 1}". Since (x, y) is a 1-input for f, we have that &,
is a bijection. This means that there exists a unique (c, b) such that hy(c, b) =
(m1, my). By Claim 5.2, this proof (c, b) is the only proof which is accepted by
both Alice and Bob when the randomness is set to m1, m».

ZERO-INFORMATION: We show that the accepting distribution is uniform, i.e., for
any l-input (x, y) and for any p € {0, 1}* x {0, 1} it holds that

Pr [A(x,ra,p)=1=B(,rg, p)l=2"%".

FA.TB 2{0, 1y

Take any 1-input (x, y). Since (x, y) is a l-input for f, we have that h,, is a
bijection. Hence, there exists a unique (m7, m}) € {0, 1}" x {0, 1}"* such that
hyy(c, b) = (m},m3). By Claim 5.2, this means that Alice and Bob accept only
this (m7, m3). Hence, for all proofs p we have that

Pr [A(x,ra, p) =1 = B(y,rp, p)]
R
rA,rB<—{0,l}’
= Pr [ra =mi,rg =m3] = 272,
rarg <01}

1/2-SoUNDNESS: Fix some O-input (x, y), and recall that the image H of &, covers
exactly half of therange {0, 1}/ x {0, 1}",i.e., |H| = [{0, 1} x {0, 1}’| /2.Ttfollows
that, with probability 1/2, the randomness of Alice and Bob (m, m>) chosen
randomly from {0, 1}’ x {0, 1}’ lands outside H. In this case, the set h;yl (my, my)
is empty and so there is no proof (c, b) that will be accepted.

6. From ZAM to 1PSM

In this section we construct 1PSM protocols from a ZAM scheme and prove Theorem 2.3
(restated here for convenience).

Theorem 2.3. Let f : {0, 1} x {0, 1} — {0, 1} be a function with a §-sound ZAM
protocol that has communication complexity £ and randomness complexity m. Then, for

all k € N, the following hold:

1. f has (22"8%)-correct and O-private 1PSM with communication complexity of
km and 2km bits of shared randomness.

2. f has (22"8% + 2= -correct and (2~%)-private 1PSM  with communication
complexity of km and 2Lk bits of shared randomness.

Proof. Let f :{0, 1}* x {0, 1} — {0, 1} be a function with a §-sound ZAM protocol
(A, B) with Alice’s and Bob’s local randomness spaces {0, 1}"* and the proof space
{0, 1}*. Fix some integer k. We start by constructing the first 1PSM protocol.



From Private Simultaneous Messages to Zero-Information Arthur—Merlin Protocols and Back 975

We first define some additional notation and prove auxiliary claims. For a pair of
inputs (x, y) let

Exy = {(VA,VB) € {Ovl}m X {091}m | HP:A(X,’”A:P) =1 =B(yvr3’p)}

. k
and Z = U(x’y)ef—l(o) Exy.
Claim 6.1. |Z| < 22"(52%m)k.

Proof. By the soundness property of ZAM, we have that |E,,| < 82%™ for any 0-input
(x, y). Hence, each |E§y| < (822™)k . We conclude that

1Z| = U E)Iccy < Z ‘El;y‘ < 22n(§22myk — sko2nt2mk
(x.)ef~10) (,ef~10)
4
Let A} = {ra € {0,1}" | A(x,ra,p) =1} and B) := {rp € {0,1}" |
B(y,rg, p) = 1}.

Claim 6.2. Let D, be the accepting distribution of ZAM. Then, for any 1-input (x, y)
and p € {0, 1} we have that Dycc(p) = 2_2’”|.A’;,|IB}V,|.

Proof. By definition

{(ra,rp) €{0, 1}" x {0, 1} | A(x,ra, p) = 1 = B(y, g, p)}l
{0, 1}™[ - [{0, 1} '

Dacc(p) =

In order to derive the claim, note that since every proof forms a “rectangle” (see Sect. 4.2),
we have that

{(ra,rp) € {0, )™ x {0, 1} | A(x, 74, p) = 1 = B(y,r, p)} = A, x By,

O

We can now describe the encoding algorithms G| and G, and the decoder Dec. First,
G and G, use the shared randomness to sample a proof p according to the accepting
distribution. Then G| and G, sample (private) randomness that can lead to the acceptance

of p on their input (x, y), i.e., G| computes a <5 A),C, and G, computes b <R— BZ,. We
have that if f(x, y) = 1 then (a, b) is distributed uniformly, while if f(x, y) = 0O then
(a, b) is sampled from the set Z. The task of the decoder is to verify whether it is likely
that a point has been sampled from Z or uniformly. This is achieved by repeating the
protocol k times. Below is the formal description of the algorithms G, G», and decoder.
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— (Shared Randomness) The common randomness ¢ € {0, 1}¥'*" is used for sam-
pling k independent samples (p1, .. ., px) from D,cc. (Each such sample can be

obtained by sampling r = (ra, rp) <R— {0, 1}2’” and outputting the unique proof
p that corresponds to r and to some fixed 1-input (xg, yo).)

— (Encoders) The encoder G (x, ¢) outputs (ay, ..., ax) & A’I‘, X oo X A’;,k and

1
the encoder G, outputs (b1, ..., by) & By, % -+ % By,

— (Decoder) Dec((ay, ..., ax), (b1, ..., b)) outputs O if ((ay, by), ..., (ax, by)) €
Z; otherwise, it outputs 1.

Let us verify that the proposed protocol is a 1PSM for f.

(22”8]‘ )-Correctness. Since that the decoder never errs on O-inputs, it suffices to ana-
lyze the probability that some 1-input (x, y) is incorrectly decoded to 0. Fix some 1-input
(x, ¥). Below we will show that the message s = ((ay, by), ..., (ak, by)) generated by
the encoders G| and G is uniformly distributed over the set ({0, 1}’ x {0, 1}")*. Hence,
the probability that s lands in Z (and decoded incorrectly to 0) is exactly W

x{0,1Y")k|?
which, by Claim 6.1, is upper-bounded by 22§
Itis left to show that s is uniformly distributed. To see this, consider the marginalization
of (a;, b;)’s probability distribution: For a fixed (r4, rp) we have that

Pr{(a;, b)) = (ra,rp)] = Z Pr((a;, bi) = (ra,rp) | pi = p1Pr[p; = pl.
pef0,1}¢

Because of the unambiguous completeness property of ZAM, we have that there exists
a single p* such that (r4,rg) € A%, x B>.. Hence, all probabilities Pr[(a;, b;) =
(ra,rp) | pi = p] are zero, if p # p’f. This implies that

Prl(a;, bi) = (ra,rp)] = Prl(a;, b;) = (ra,rp) | pi = p*1Prlp; = p*].

We have that Pr[p; = p] = Djcc(p) = 2_2m|Af,||Bj;| (due to Claim 6.2), and

Pr[(a;, bi) = (ra,rp) | pi = p*]lis WIIB‘\ by the construction of the encoding func-
pl'1=p

tions. Hence, Pr[(a;, bj) = (ra,rp)] = 2-2m_ Because all pairs (a;, b;) are sampled
independently, we get that the combined tuple s = ((ay, b1), ..., (a, br)) is sampled
uniformly from ({0, 1} x {0, 1}")¥, as required.

Privacy for 1-inputs. As shown above, if (x, y) is a 1-input, then s is uniformly dis-
tributed over ({0, 1} x {0, 1}")*. Hence, the simulator for proving the privacy property
of PSM can be defined as a uniform sampler from ({0, 1} x {0, 1}")¥.

The second protocol. The second item of the theorem is proved by using the first
protocol, except that the point p = (p1, ..., px) is sampled from a different distribution
D'. For a parameter ¢, the distribution D’ is simply the distribution DX .. discretized into
2~ (tk+)_gize intervals. Such D’ can be sampled using only £k + random bits. Moreover,
for each point p, the difference between DX ..(p) and D' (p) is at most 2~“*+9)_ Since the
support of DX . is of size at most 2%, it follows that A (D’; DX ) < 2=k+1 .2tk = 2=,
As a result, we introduce an additional error of 2~ in both privacy and correctness. By
setting 7 to £k, we derive the second 1PSM protocol. (]
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7. From 1PSM to PSM

In this section we show how to upgrade a 1PSM protocol into a PSM protocol. We
assume that we have a way of constructing 1PSM for all functions. Our main idea is to
reduce a construction of a PSM scheme for f to two 1PSM schemes. The first 1PSM
scheme computes the function f, and the second 1PSM scheme computes the function
Decy, i.e., the complement of the decoder Dec ¢ of the first scheme. We show how to
combine the two schemes such that the first scheme protects the privacy of 1-inputs and
the second scheme protects the privacy of O-inputs.

Theorem 2.4. Assume that for all n, each function f : {0, 1}* x {0, 1}" — {0, 1}
has a §(n)-correct &(n)-private 1PSM  protocol with communication complexity
t(n) and randomness complexity s(n). Then, each f has a [§(n) 4+ §(¢t(n))]-correct
max(e(n), §(n) + £(t(n)))-private PSM protocol with communication complexity
t(t(n)) and randomness complexity s(n) + s(t (n)). In particular, if every such f has a
1PSM with poly(n) communication and randomness, and negligible privacy and cor-
rectness errors of n=®W then every f has a PSM with poly(n) communication and
randomness, and negligible privacy and correctness errors of n=®W.

Proof. Let f : {0, 1} x {0, 1}* — {0, 1}. Let Fy, F> : {0, 1}* x {0, 1}*™ — {0, 1}}™
be a §(n)-correct and & (n)-private on 1 inputs 1PSM for f with decoder Dec ¢ and simu-
lator Sim . Define a function g : {0, 1}'™ x {0, 1}'™ — {0, 1} tobe 1 —Dec s (m1, m»).
Let Gy, Go : {0, 1}™ x {0, 1}*¢@™) — 10, 1}}™) be a §(¢(n))-correct and (7 (n))-
private on 1 inputs 1PSM for g with decoder Dec, and simulator Sim,,.

We construct a (standard) PSM for f as follows. Let {0, 1}* = {0, 1}*"™ x {0, 1}*¢ )
be the space of shared randomness, let {0, 1}* = {0, 1}*™) be the output space and
define the encoding functions Hy, H; : {0, 1}* x {0, 1}* — {0, 1}", by

Hi(x, (c,r)) = Gi(Fi(x,c),r) and H(y,(c,r)) = G2(F2(y, c),r).

We show that (Hj, H>) is a PSM by verifying its security properties.

8(n) + 8(t(n))-CorRRECTNESS: On an input (e1, e2) define the decoding algorithm
Dec to output 1 — Dec,(eq, e2). The decoding algorithm Dec works correctly
whenever both Dec, and Dec ¢ succeed. Hence, the error probability for decoding
can be bounded as follows:

lR’r [Dec(H(x, (¢, 1)), Ha(y, (¢, 7)) # f(x, )]
(c,r)<{0,1}*

= b [1-Decg(Gi(Fi(x,0).r). G2(F2(y, ©). 1) # fx, )]
(. &i0.1y

= Pr [1— (1 —(Decs(Fi(x,c), Fa(y, ) # f(x, »)]+8(t(n))
c<{0,1}5

Pr [Decy(Fi(x,c), F2(y, ) # f(x, y)]+8(t(n))

Lo,y

<é8(n) +48(t(n)).
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e-PRIVACY: We define the simulator Sim as follows: on 0-inputs it outputs Simg and
on l-inputs it computes Sim ¢ = (m1, my), randomly samples r from {0, 1}*7),
and outputs (G1(m1, r), Ga(mo, r)). We verify that the simulator truthfully simu-
lates the randomized encoding (H;, H>) with deviation error of at most ¢.

We begin with the case where (x, y) is a O-input for f. For any c, let L. denote

the distribution of the random variable (G{(F;(x, c),r), Go(F2(y, ¢), r)) where r &
{0, 1340 Let M denote the “mixture distribution” which is defined by first sampling

c & {0, 1}*" and then outputting a random sample from L., that is, the distribution
M = Zce{o’l}s(n) Pr[Us(u) = c]L.. Due to Lemma 3.1, we have that

A(Simg; M)< Z Pr{Uyny = c]A(Simy; Le).
ce{0,1p™

Let C denote a subset of ¢ € {0, 1}*™ such that (Fj(x, ¢), Fa(y, ¢)) is a 1-input for g.
The set C satisfies the following two properties: (1) Ve € CA(Simg; L) < e(t(n)) and
(2) |C|/25™ > 1 — §(n). The property (1) holds because G1, G» is private on 1-inputs
of g. The property (2) holds because Dec; decodes correctly with the probability at
least 1 — &(n). After splitting the mixture sum in two, we have that

> PrlUsw = clA(Sim; L)

cef0,1p™
=ZZ_S(")A(Simg;LC) + ZZ_S(”)A(Simg;LC).
ceC cgC

Because of the properties of C, we have that the first sum is upperbounded by (¢ (n)) and
the second one is upperbounded by & (). This implies that A(Simg; M)<8(n) +¢(t (n)).
We move on to the case where (x, y) is a 1-input. Then

A (Simy; (Fi(x,0), F2(y,0))) < &(n).
c&i0,1p™

Consider the randomized procedure G which, given (m1, m2), samples r < {0, 1}5¢@)
and outputs the pair (G(m1,r), Ga2(ma, r)). Applying G to the above distributions we
get:
A (G(Simgir): G(Fi(x,c), Fa(y,c);r)) < e(n). “4)
e.n&i0,1y

Recall that, for a random r & {0, 1357 't holds that G(Sim ¢; r) = Sim(1), and for
every r, G(Fi(x, c), F2(y,c);r) = (Hi(x, (c, 7)), H2(, (c, r))). Hence, Eq. 4 can be
written as
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RA (Sim(1) 5 (Hi(x, (c, 7)), Ha(y, (¢, 1)) < &(n).
(c,r)<{0,1}*

Since e(n) < max(e(n), §(n) + (t(n))), the theorem follows. [l

8. Constructing CDS Schemes

8.1. From 1PSM ro CDS

In this section we construct a CDS scheme from a 1PSM protocol. Our construc-
tion is based on the observation (due to [11]) that constructing a CDS scheme for a
function f can be reduced to constructing a PSM scheme for the sharing function
f((x,s), (y,8)) = f(x,y) As. We show that one can strengthen this statement by
substituting PSM with a weaker security primitive 1PSM.

Theorem 2.5. Assume that the function f has a 8-complete e-private 1PSM  with
communication complexity t and randomness complexity s. Then the function f = 1— f
has a 8-correct and e-private CDS  scheme with communication complexity t and
randomness complexity s.

Proof Let f : {0, 1}" x {0, 1}" — {0, 1}. Let Fy, F» : {0, 1}" x {0, 1}* — {0, 1}/
be a §-correct and e-private on 1-inputs 1PSM for f with decoder Dec ; and simulator
Sim¢. Let g denote 1 — f. Then, (Fi, F>) is §-correct and e-private on O-inputs 1PSM
for ¢ with Decg = 1 — Dec and Sim, = Sim .

We construct a CDS scheme (H,, H;) for g as follows. Let (xg, yo) be some fixed
O-input of g. We define H{(x, b, ¢) to output Fy(xp, c) if b =0, and Fi(x,c) if b = 1.
Similarly, Hy(y, b, ¢) outputs F»(yg, ¢) if b = 0 and F>(y, ¢) if b = 1. The decoder
Dec simply applies the 1PSM decoder of g, namely: given two messages m and my,
we reconstruct the secret b by outputting Dec, (m1, m»). We define the simulator Sim
to run the simulator Sim,.

We prove that the pair (H;, H») is a CDS scheme for g.

6-CORRECTNESS: Take any 1-input (x, y) of g:

— If b = 0then my = Fi(xg, ¢) and my = F>(yg, ¢). By the correctness property of
1PSM, we have that Dec (m1, m2) = Decgy (Fi(xo, ¢), F2(yo, ¢)) = g(x0, yo) =
0 except with probability §.

—If b = 1thenm; = Fi(x, c) and my = F>(y, ¢). By the correctness property of
1PSM, we have that Dec, (m 1, m2) = Decg(Fi(x, ¢), F2(y,c)) = g(x,y) =1
except with probability §.

e-Privacy: Fix some O-input (x, y) of g. Then, by the 1-sided privacy of the 1PSM,
we have that, for b = 0,

A (Sim(x, y); (Hi(x,0,¢), Hx(y,0,¢)))
R .
c<{0,1}*
= A (Simg; (Fi(xo0,¢), F2(y0,¢))) <&,
&1y
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and, for b =1,

A (Sim(x, y); (Hi(x, 1,¢), Hx(y, 1, ¢)))
R
c<{0,1}%
= A (Simg; (Fi(x,¢), Fa(y,c))) <e.
R 5
c<{0,1} O

8.2. From ZAM to CDS

We now describe a direct construction of CDS from ZAM that avoids the overhead in
the transformation from ZAM to 1PSM (Theorem 2.3). The saving is mainly due to the
fact that, unlike the 1PSM setting, in the CDS setting the decoder is allowed to depend
on the inputs (x, y).

Theorem 2.6. Assume that the function f : {0, 1}" x {0, 1} — {0, 1} has a 8-sound
ZAM protocol with communication complexity £ and randomness complexity m. Then
the following hold.

1. The function f = 1 — f has a 8-correct and O-private CDSwith communication
complexity m and randomness complexity 2m.

2. Foranyt € N, the function f has a (8 +2")-correct and (27")-private CDSwith
communication complexity m and randomness complexity (£ 4 t).

Proof.  Let f : {0, 1} x {0, 1} — {0, 1} be a function with a §-sound ZAM protocol
(A, B) with randomness complexity of m and communication complexity of £. Fix some
integer k. We start by recalling some notation from Theorem 2.3. For a pair of inputs
(x,y) let

Exy :={(ra,rp) € {0, 1" x {0, 1" |3p : A(x,ra, p) =1 = B(y,rp, p)}.

Let AY = {ra € {0,1})" | A(x,ra,p)=1} and B, := {rzg € {0,1}" |
B(y,rp, p) =1}.

We construct a CDS scheme (Fj, F>) for g as follows. As common randomness
the scheme takes p sampled from the accepting distribution D, of the ZAM scheme
(as in Theorem 2.3, D,cc can be perfectly simulated using 2m uniform bits). On an

input (x, b, p) the function F; computed by Alice outputs r; <5 {0, 1}"if b = 1, and
T & A}‘j, otherwise. Similarly, on an input (y, b, p) the function > computed by Bob

outputs 7 <R— {0,1}"if b = 1, and rp <R— B, otherwise. The decoding procedure
works as follows: on input (x, y, r1, r2) the decoder outputs O if (1, r2) € Eyy, and 1
otherwise.

Now we prove that (Fy, F>) isa CDS scheme for f by verifying its security properties:

8-CORRECTNESs: Take any l-input (x, y) of f, which is a O-input of f.
— If the secret bit b = 0, then | and r, are sampled uniformly from A’;, and B[y,,

respectively. This means that with probability 1 the pair (71, r2) lands in E,, and
hence decoding of (x, y, r1, r2) never fails in this case.
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— If the secret bit b = 1, then ry and r, are sampled uniformly from {0, 1}"*. This
implies that the probability that (x, y, 1, 72) is decoded incorrectly to O is the
probability of (r1, ) landing in Ey,. Due to the soundness property of ZAM, the
latter probability is at most §.

PERFECT PrRIvAaCY: We define the simulator Sim to output a random point (ry, r3) €
{0, 1} x {0, 1}". Take any O-input (x, y) of f, which is a 1-input of f. We verify
that Sim perfectly simulates the distribution of (Fy, F») for any b € {0, 1}. For
b = 0 we have that F] and F, each output Uy, by construction. For b = 1 we use
the observation from the proof of Theorem 2.3 that the joint distribution of (71, r2)

sampled from .A);, and B; for p & D ¢ is uniform over {0, 1} x {0, 1}".

The second protocol. Similarly to Theorem 2.3, the second protocol is identical to
the first protocol except it uses an approximation of Dcc. We know that for any t € N
the distribution D,c can be approximated using (£ + ¢) bits at the cost of deviating by
27" in terms of the statistical distance from D,cc. This introduces an additional error of
2~ in both privacy and correctness of the second protocol. ([

8.3. CDS jor Dependency Programs

A dependency program is a model of computation introduced in [22]. The original model
captures functions over binary inputs.

Definition 8.1. (DP) A dependency program over a field I is a pair (M, p), where
M is a matrix over F and p is a labeling of the rows of M by the literals from
{x1,...,xn,X%1,..., %X} (every row is labeled with a single literal, and the same lit-
eral can be used in many rows). For an input # € {0, 1} let M,, denote the matrix
obtained from M by selecting only the rows assigned to the literals satisfied by u, i.e.,
a row labeled with x; (resp. X;) is chosen if the i bit of u is 1 (resp., 0). A dependency
program accepts an input # if and only if the rows of M, are linearly dependent. A
dependency program computes a Boolean function f if it accepts only 1-inputs of f.
The size of the dependency program is the number of rows in M. We also write |M| to
denote the number of row the matrix M has.

The number of columns s in DP is not counted toward its size. Without loss of
generality we may assume that s is upper-bounded by the number of rows (the size)
since the matrix M can be restricted to a maximal set of linearly independent columns
without changing the function that is computed (cf. [6, Remark 2.4]). It will also be
convenient to assume that the number of rows labeled by x; is equal to the number of
rows that are labeled by its complement ;. (If this is not the case and My, contains less
rows than My, then we can add new linearly independent rows labeled by x;, possibly
at the expense of increasing the number of columns. Overall, the size of the resulting
dependency program will be at most twice as large as the size of the original program.)
Observe that if the input is partitioned between Alice and Bob, then the above convention
guarantees that for every input x (resp., y) Alice (resp., Bob) will hold a matrix M, (resp.,
M) with a fixed number of rows which is independent of the input.
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We construct CDS for dependency programs. The following theorem generalizes
Theorem 2.7 from the introduction to arbitrary finite fields.

Theorem 8.2. (Theorem 2.7 generalized) Assume that the function f : {0, 1}" x
{0, 1}" — {0, 1} has a dependency program of size m over a finite field F. Then, for
everyt € N, the function f has an (1/|F|)!-correct perfectly private CDS scheme where
the secret is an element of F and the protocol communicates O (m - t) field elements and
consumes O (m - t) random field elements.

Note that for large fields, the scheme achieves low decoding error even for small values
of t (e.g., 1).

Proof. Let (M, p) be a dependency program for the function f : {0, 1} x {0, 1} —
{0, 1} over the finite field . Let s denote the number of columns in M, and let m (resp.,
my) denote the number of rows of M held by Alice for an input x (resp., held by Bob
for an input y). Recall that, by convention, m and m» are independent of x and y, and
that m’ = m; 4+ m» is at most m, the size of M.

We present a basic CDS scheme (F, F>) for f where the secret b can be an arbitrary
field element. The scheme communicates at most 2m field elements, and uses at most
2m random field elements. It achieves perfect privacy and has a completeness error
of 1/|F|. In fact, the decoder will either output the right answer or will output, with
probability 1/|FF|, a special failure symbol. Therefore, by repeating the protocol ¢ times
(with independent randomness), we can reduce the error to |F|~' with a multiplicative
overhead of ¢ in communication and randomness, as stated in the theorem.

The basic CDS scheme (Fi, F») is defined as follows. As common randomness the
scheme takes a pair of random vectors ¢ € F* and d € F™'. On an input (x, b, ¢, d), the
function F; computed by Alice outputs the pair (dy, r1) where d| € F™! is the first m
entries of the vectord,andr; = M, -c+b-d;. (Recall that b € F is a scalar.) Similarly,
on an input (y, b, ¢, d) the function F, computed by Bob outputs the pair (d>, rp) where
dr € ™2 is the last m; entries of the vector d and r, = My, - ¢ + b - d. For a 1-instance
(x, ¥), the decoding procedure decodes (d = (d1, d2), r = (r1, r2)) as follows: (1) The
decoder finds a nonzero vector v € F™ for which vTMxy = 0 (such a vector must exist
since the rows of M, are linearly dependent); (2) If the dot product (T - d) is nonzero
the decoder outputs the value b’ = (v” - r)/(v” - d), and otherwise it outputs a special
failure symbol.

We prove that the pair (F, F>) is a CDS for f.

CORRECTNESS: Fix some 1-input (x, y) of f. Since v is in the left nullspace of
My, it holds that

ol r =0T My e+ b-d)=b- (0" - a).

Therefore, decoding succeeds as long as (v’ - d) # 0. The latter event happens
with probability 1 — 1/|F| since d € F" is uniformly distributed.

PeERFECT Privacy: Fix some O-input (x, y) of f. We show that in this case the
random variables (dy, r1) = Fi(x, b, c,d) and (da, r2) = F2(y, b, ¢, d) induced
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by a random choice of ¢ and d, are just vectors of uniformly and independently
chosen field elements. First note that, by construction, d = (di, d2) is uniformly
chosen from F"'. Recall that r = M. xy - € + b -d, and therefore it suffices to show
that M, - c is uniform over ™. The latter boils down to showing that the image of
M,y is equal to F™ . Indeed, since (x, y) is O-input of f', the rows of the matrix M,
are linearly independent (i.e., the left nullspace of M, has rank 0), and so, by the
fundamental theorem of linear algebra, the linear space spanned by the columns
of My, equals to F™'. (]

Remark 8.3.  (Linearity) We say that a CDS (Fy, F») is linear [12] if for any fixed
1-input (x, y) the decoding function Dec, , which maps the messages of Alice and Bob
(viewed together as a vector over a field IF) to the secret b € F is linear over F. It is
not hard to verify that Theorem 2.7 yields a linear CDS. In fact, our scheme satisfies
a stronger notion of linearity: for any fixed input (x, y) the functions F; and F; are
degree 1 functions in the secret b and in the common randomness (c, d). These linearity

properties are useful for some applications such as attribute-based encryption schemes
(cf. [12,18]).

Remark 8.4.  (Extension to non-binary inputs) We can get CDS for functions whose
inputs are field elements, i.e., f : F" x F* — {0, 1}, by considering an arithmetic
generalization of dependencies programs. Formally, we define an arithmetic dependency
program (ADP) over a field F to be a triplet (W, V, p), where W,V € F"*5 and
p : [m] — [n]. For an input u € F", let M, denote the m X s matrix whose i-th
row corresponds to W; - u,) + Vi, where W; and V; denote the i-th row of W and
V, respectively. An ADP computes a Boolean function f if for every u € F" we have
f () = 1if and only if the rows of M, are linearly dependent. Theorem 8.2 and its
proof readily extends to ADPs. More generally, the CDS construction from Theorem 8.2

applies as long as Alice and Bob can locally compute matrices My and M, (respectively)
with the property that f(x, y) = 1 if and only if the rows of the matrix M = (%f ) are

linearly dependent.

Remark 8.5. (Comparison with CDS for span programs) It is instructive to compare
our construction to the CDS construction of span programs (implicit in [18, Section 7]).
Say that Alice’s input x defines a set of row vectors which together form the matrix My,
and that Bob’s input y defines a set of row vectors which together form the matrix M.
For span program the predicate accepts (x, y) if some target row vector ¢ € F* is in the

row-span of the m x s matrix M = (%f ) (At the extreme, the rows of M span the
whole space.) To get a CDS, Alice and Bob use a shared random column vector ¢ € F*
and output the vector Mc = ( %’i i) together with b + ¢ (i.e., the secret b is masked by
the dot product of f and ¢). In a more compact form, the CDS can be written as

(At/[) cc+b, ®)
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where b’ = (0 - --0b). It is not hard to show that this is a valid CDS. (Indeed, if ¢ can be
written as a linear combination of the rows of M, i.e., t = wTM, then the referee can
recover ¢ = wTMc and un-pad the secret; On the other hand, if ¢ is not spanned by
the rows of M then ¢c is uniformly distributed conditioned on Mc, and so the secret is
perfectly hidden.) Getting back to dependency programs, recall that a DP is satisfied if
the rows of M are linearly dependent (at the extreme no vector is spanned by the rows
of M), which intuitively correspond to the converse of span programs. Indeed, the PSM
for dependency programs can be written as

(Ma)-(,) 6)
where ¢ € F* and d € F™ are shared random inputs. Comparing (5-6), we see that for
span programs the secret is padded by a random image v of (an extended version of) M,

whereas for dependency programs the secret is hidden as part of the preimage of v. In
this sense, the two constructions are dual to each other.
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9. Appendix 1: [10] is pPSM

We show that the PSM construction given in [10] is also perfect, i.e., is a pPSM construc-
tion. We start by describing the [10] scheme (F}, F3) for a boolean f : [N] x [N] —
{0, 1}. (Our description is based on [7].) The shared randomness of the scheme is N
random bits r = (rg, ..., ry—1) and a random index s € [N]. The algorithms F; and
F> are defined as follows:

Algorithm Fi(x, (r, s)): Algorithm F,(y, (r, s)):

1. For eachi € {0,..., N — 1}, compute ¢; = 1. Compute u = ry and v =
f(x, i) +r;. y —s.

2. Foreachi € {0,..., N — 1}, compute d; = 2. Output my = (u, v).
Ci+s mod N -

3. Output m; = (dy, ..., dn—1).

Decoding is performed by outputting the value u + d,,. We have that F’s output space
is Ry = {0, I}N and the output space of F> is Ry = {0, 1} x [N]. Define Fyy(r, s) :
{0, }V"1 x [N] > R x R» by (F1(x, (r,s)), Fa(y, (r,5))). For b € {0, 1}, let S}, :=
{Fyy(r,s) | (r,s) € {0, }Y x [N], (x,y) € f~'(b)}. We prove that Sy and S satisfy
the required combinatorial properties of pPSM (Remark 4.3):

e SoNS; = @, since each Sy, consists of ((dp, ..., dy_1), (u, v)) suchthath = u-+d,.
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e SoUS] = R; X Ry, since Sp, consists of all pairs ((do, . .., dy—1), (4, v)) satisfying
the correctness requirement b = u + d,.

o For any fixed input (x, y), we show that F), is a bijection on S, y). First, we
prove thatitis an injection. Indeed, say that Fy, (r, s) = Fx,(r’,s") = (d, u, v) and
letc = (c1,...,cn—1) and ¢’ = (c], ..., c}y_,) denote the intermediate values
computed by Fi(x, (r, s)) and Fy(x, (r', s")), respectively. Then, by correctness, it
holds that y —s = y —s’. This means thats = s/, which, in turn, implies that c = ¢’
and sor = r’. It follows that Fy, is injective. Second, we claim that Fy, is a surjec-
tion on Sy, y). Toward this end, we show that any tuple ((do, ..., dy—1), (&, v))
from Sy(y,y) has a preimage (s, r) under Fyy. Indeed, let s := y — v, and for
eachi € {0,...,N — 1}, letr; := di_ymoan — f(x,7). By construction, we
have that (7, s) is a preimage of ((do, ..., dy—1), (u, v)), i.e., Fyy(7, s) equals to
(do, ...,dn-1), (u, v).

10. Appendix 2: [7] is pPSM

In this section we describe the PSM protocol of [7] and prove that it forms a pPSM. To
simplify the proof, our description slightly deviates from the original description though
the resulting protocol is identical.

Before constructing a pPSM for the function f : [N]x[N] — {0, 1}, we introduce some
auxiliary definitions. Let us view f as a function of four arguments by splitting its first
and second argument in half, i.e., f(x, y) = f(v1, v2, v3, v4) where each v; € [NV2].
Following [7], we associate f with a 4-dimensional cube as follows: each coordinate
(v1, v2, v3, vg) of the cube is associated with the value f(vi, v2, v3, v4). For any v €
[N1/2], 1et e, denote the N'/2-bit indicator vector which has 1 at location v, and 0
elsewhere. For any two N 172 _pit vectors uy, us let (uy, up) denote their inner product.
For four N'/2-bit vectors uy, us, us, ug we define the function G(uy, up, us, ug) to
compute the XOR of the subcube defined by the 1-coordinates in u1, us, u3, ua, i.e.,

G(uy, uz, uz, ug)

= D e u) - (ewy. ua) - (evy. u3) - (ew,. ua) - f (w1, 02, 3, v4),

v1,v2,v3,v4€[N1/2]

where addition and multiplication are computed over the binary field. The following fact
has been observed in [9].

Fact 10.1. Let vy, va, v3, va € [N'/2] be any four values and let uy, us, us, uyg be any
four NY2_pit vectors. For each k € [4), let ug = uy and let u}( = uy O ey, (Where @ is
a bit-wise XOR of vectors). Then, it holds that

b b b b
for,v2,v3,04) = > G(ull,u22,u33,u44).
(by.b2,b3,b4)€{0,1}*
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We now describe how Alice and Bob each holding input x = (x1, x3) and y = (y1, y2),
respectively, compute an encoding of f(x1, x2, y1, y2). Letuy, un, us, us be fourrandom
N1/2_bit vectors that Alice and Bob use as common randomness. For k € [4] and
b € {0, 1}, define additional vectors “Z as follows: for each k € [4], let ug = uy;
and let u{ =u; ® ey, ué = uy @ ey,, u% = u3 @ ey, u}‘ = u4 @ ey,. Alice and
Bob compute the encoding of f(x1, x2, y1, y2) by computing an encoding of the sum
2 (by.ba.by.b) (0.1 G, ub?, u, ul*). They do this by splitting the sum into two
summands:

1 1 1 1 by by b3 by
G(ul,uz,u3,u4)+ z G(ul,uz,u3,u4).
(b1,b2,b3,b4)€{0, 1}*\{(1,1,1,1)}

The first summand is encoded with the tuple (u}, ué u%, ui), i.e., the values ”11 are sent

by Alice and Bob in plain, so that the Referee can compute the term G (u}, u}, ul, u}).
As observed in [7], the second summand can be computed by a multiplicative depth-
1 circuit C(x, y, (u1, uz, u3, us)) of size O(N'/?) and so it can be encoded via the
following lemma whose proof is implicit in [16] (see also [2]).

Lemma 10.2. Every multiplicative depth-1 circuit of size m has a pPSM with ran-
domness and communication complexity of size O (m).

Let H; and H; denote the pPSM of the circuit C. Then, the encoding of the second term
is computed by Alice and Bob by applying H; and H;, respectively.
Formally, the resulting encoding Fi, F; for the function f is described below.

Parameters: Alice’s input x = (x1, x2), Bob’s input y = (y1, y2), four random N1/2.

bit vectors (u1, ua, u3, u4) = u and a common randomness c¢ used by H;, H;.

Alice’s algorithm F) (x, (u, c)): Bob’s algorithm F;(y, (1, ¢)):

1. Compute m; = Hi((x, u), ¢). 1. Compute mr = H>((y, u), ¢).

2. Compute u} = u; @ ey, and ué = 2. Compute u% = u3 @ ey, and "‘411 =
Uy @ ey,. ug @ ey,.

3. Output M| = (u{, u%, mi). 3. Output M, = (u;, ui, my).

The decoding algorithm works as follows: Given (u}, ué m1) and (u;, ”411’ my), the
decoder first uses a decoder of the pPSM (H, H>) to recover the bit z = C(x, y, u),
and then outputs z + G(u{, u%, u%, ui).

Lemma 10.3. The encoding (Fy, F) is a pPSM for f with randomness and commu-
nication complexity of O(N'/?).

Proof. We prove that (F|, F,) is a pPSM by viewing it as a composition of two perfect
encodings (see Remark 4.5). Consider the encoding J, which takes (x, y) as deterministic
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}NI/Z

inputs and u = (uy, un, uz, ug) where u; € {0, 1 as common randomness, and

outputs the pair
(Cryou), i u, w3 ul)) € (0, 1) x [N'1Y,

where each u}( are computed as in (Fy, F>). We prove that J (x, y, u) isapPSM of f by
showing that J satisfies the required combinatorial properties of pPSM as formulated
in Remark 4.3.

Let Jyy(u) = J (x, y, u) and, forb € {0, 1}, define Sp := {Jyy(u) |u € [NV/2]*, (x,y) €
f —1(b)}. Then the following hold:

e So NSy = @ since each S, consists of (d, (wy, wy, w3, wyg)) such that d +
G(wy, wy, w3, wg) = b.

e We prove that So U S§1 = {0, 1} x [N1/21*, Take any (d, (wy, w2, w3, wq)) from
{0, 1} x [N/21* Letz =d + G(wy, wa, w3, wa). Take any z-input (x, y) of f.
Define u; = wy @ ey, up = wr ® ey,, u3 = w3 G ey, and ug = w4 O ey,. By
construction we have that Jyy (u1, uz, u3, ug) = (d, (wy, w2, w3, ws)).

o For any fixed input (x, y), we show that Jy, is abijection on S (. y). First, we prove
that it is an injection. Indeed, say that Jyy (1) = Jy, (1) = (d, (w1, wa, w3, wy)).
Then, we have that u = (w1 @ ey,, w2 D ey,, w3 D ey, wsDey,) = u’. It follows
that Jy, is injective. Second, we claim that J,, is a surjection on Sz, y). Toward
this end, we show that any tuple (d, (w1, w2, w3, w4)) from S¢(y, yy has a preimage
(w1, uz, u3, ug) under Jy. Indeed, define u; = wy @ ey, us = wr ® ey,, u3 =
w3 @ ey, and uy = wy @ ey,. By construction, we have that u is a preimage of
(d, (w1, wa, w3, wa)).

Finally, we observe that (F, F>) can be viewed as an encoding of J since it encodes the
C(x, y, u) part by the pPSM (H, H;) and outputs (u}, ué, ué, “411) as is. It follows, by
standard properties of pPSM [1, Lemmas 4.10 and 4.11], that the encoding (Fy, F») is
alsoapPSMof f.Letsp, sy, sg (resp., tr, ty, tg) denote the randomness complexities
(resp., communication complexities) of the encodings (Fy, F2), J, and (H;, Hz). By
construction, we have that sy and ¢; are in O(Nl/z) and, by Lemma 10.2, we also have
that sy and 7 are in O(N'/2). Since sp = s; + sy and tp = t; + ty we conclude that
F has a communication and randomness complexity of O(N!/2). ]
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