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Abstract. A time-bound hierarchical key assignment scheme is a method to assign
time-dependent encryption keys to a set of classes in a partially ordered hierarchy,
in such a way that each class can compute the keys of all classes lower down in the
hierarchy, according to temporal constraints.

In this paper we design and analyze time-bound hierarchical key assignment
schemes which are provably-secure and efficient. We consider two different goals: se-
curity with respect to key indistinguishability and against key recovery. Moreover, we
distinguish security against static and adaptive adversarial behaviors. We explore the
relations between all possible combinations of security goals and adversarial behaviors
and, in particular, we prove that security against adaptive adversaries is (polynomi-
ally) equivalent to security against static adversaries. Finally, we propose two different
constructions for time-bound key assignment schemes. The first one is based on sym-
metric encryption schemes, whereas the second one makes use of bilinear maps. Both
constructions support updates to the access hierarchy with local changes to the public
information and without requiring any private information to be re-distributed.

Key words. Access control, Key assignment, Time-bound, Provable security, Effi-
ciency.

1. Introduction

The access control problem deals with the ability to ensure that only authorized users
of a computer system are given access to some sensitive resources. According to their
competencies and responsibilities, users are organized in a hierarchy formed by a cer-
tain number of disjoint classes, called security classes. A hierarchy arises from the fact
that some users have more access rights than others. In the real world there are several
examples of hierarchies where access control is required. For example, within a hospital
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system, doctors can access data concerning their patients such as diagnosis, medication
prescriptions, and laboratory tests, whereas researchers can be limited to consult anony-
mous clinical information for studies. Similar cases abound in other areas, particularly
in the government and military.

A hierarchical key assignment scheme is a method to assign an encryption key and
some private information to each class in the hierarchy. The encryption key will be used
by each class to protect its data by means of a symmetric cryptosystem, whereas the pri-
vate information will be used by each class to compute the keys assigned to all classes
lower down in the hierarchy. This assignment is carried out by a central authority, the
Trusted Authority (TA), which is active only at the distribution phase. Such schemes
assign keys that never expire and new keys are generated only after inserting or deleting
classes in the hierarchy. However, in practice, it is likely that a user may be assigned
to a certain class for only a certain period of time. In such cases, users need a different
key for each time period, which implies that the key derivation procedure should also
depend on the time period as well as the hierarchy of the classes. Once a time period
expires, users in a class should not be able to access any subsequent keys if they are not
authorized to do so. There are several applications requiring time-based access control.
For example, a web-based electronic newspaper company could offer several types of
subscription packages, covering different topics. Each user may decide to subscribe to
one package for a certain period of time (e.g., a week, a month, or a year). Subscription
packages could be structured to form a partially ordered hierarchy where leaf nodes
represent different topics. For each time period, an encryption key is then assigned to
each leaf node in the hierarchy. This key is then computed by each user that subscribes
to that package and for that period of time. A similar solution was employed by Bertino
et al. [11], who showed how to control access to an XML document according to tem-
poral constraints. Hierarchical key assignment schemes which also consider temporal
constraints are called time-bound hierarchical key assignment schemes.

1.1. Related Works

Akl and Taylor [2] first proposed an elegant hierarchical key assignment scheme. In their
scheme each class is assigned a key that can be used, along with some public parameters,
to compute the key assigned to any class lower down in the hierarchy. Subsequently,
many researchers have proposed schemes that either have better performances or allow
insertion and deletion of classes in the hierarchy (e.g., [3,29,31,34,35,37,40]) or support
more general access control policies [21,36,48]. Despite the large number of proposed
schemes, many of them lack a formal security proof and have been shown to be insecure
against collusive attacks [17,41,46,48], whereby two or more classes collude to compute
a key to which they are not entitled. A detailed classification of many schemes in the
literature, as well as an evaluation of their merits can be found in [19].

Atallah et al. [3] first addressed the problem of formalizing security requirements for
hierarchical key assignment schemes. A scheme is provably-secure under a complexity
assumption if the existence of an adversary A breaking a scheme is equivalent to the
existence of an adversary B breaking the computational assumption. Atallah et al. [3]
also proposed the first provably-secure constructions based on pseudorandom functions
and a symmetric encryption scheme. Constructions for provably-secure key assignment
schemes, improving those in [3], have been proposed in [23]. Tzeng [43] first addressed
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the problem of designing time-bound hierarchical key assignment schemes. However,
his scheme is very costly since each user must perform expensive computations in order
to compute a legitimate key. Most importantly, Tzeng’s scheme has been shown to be
insecure against collusive attacks [50]. Subsequently, other time-bound hierarchical key
assignment schemes were proposed in [18,30,47], and later shown to be insecure against
collusive attacks [7,22,42,49]. Afterwards, Wang and Laih [45] and Tzeng [44] have
shown how to construct a time-bound hierarchical key assignment scheme starting from
the Akl-Taylor scheme. However, since they did not formalize the definition of security
and the adversarial model, it was not clear under which assumption their schemes could
have been considered provably-secure. Subsequently, D’ Arco et al. [20] have shown that
these constructions are secure under the RSA assumption, provided that the parameters
of the Akl-Taylor scheme are properly chosen.

1.2. Our Contributions

In this paper we design and analyze time-bound hierarchical key assignment schemes
which are provably-secure and efficient. We consider two different security goals: secu-
rity with respect to key indistinguishability and security against key recovery. Security
with respect to key indistinguishability formalizes the requirement that the adversary is
not able fo learn any information about a key that it should not have access to, i.e., it
is not able to distinguish it from a random string having the same length. On the other
hand, security against key recovery corresponds to the requirement that an adversary is
not able to compute a key that it should not have access to. We also provide definition of
security with respect to static adversaries and adaptive ones. Informally, a static adver-
sary chooses at random the class to attack, whereas the adaptive one makes its choices
on the ground of the information he progressively learns.

The two above security goals were first introduced by Atallah et al. [3] with respect to
adaptive adversaries for hierarchical key assignment schemes. We extend the definitions
in [3] to include temporal constraints. Moreover, we also consider static adversaries
and characterize the four security notions determined by all possible combinations of
goals and adversarial behaviors, by exploring the relations between the resulting defini-
tions. In particular, we prove that security against adaptive adversaries is (polynomially)
equivalent to security against static adversaries. Hence, it is sufficient to consider static
adversaries in order to prove the security of a scheme with respect to a more realistic
scenario modeled by adaptive adversaries. This allows to simplify the security analysis
and to provide less complicated security proofs. Notice that relations and separations
among the security notions also apply to key assignment schemes without temporal
constraints. Indeed, these schemes can be seen as time-bound schemes with a single
period of time.

Finally, we propose two different constructions for time-bound key assignment
schemes. The first one, which we call Two-Level Encryption-Based Construction
(TLEBC), is based on symmetric encryption schemes, whereas the second one, which
we refer to as Two-Level Pairing-Based Construction (TLPBC), makes use of bilinear
maps. Both constructions support updates to the access hierarchy with local changes to
the public information without requiring any private information to be re-distributed.
Compared with other proposals, these schemes provide a more efficient procedure to
compute the keys assigned to all classes lower down in the hierarchy.
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A preliminary version of our results appeared in [7]. Our model and security defini-
tions have been adopted to develop new provably-secure constructions for time-bound
hierarchical key assignment schemes [5,24]. Specifically, such constructions use as a
building block any provably-secure hierarchical key assignment scheme without tem-
poral constraints.

2. Time-Bound Hierarchical Key Assignment Schemes

Consider a set of users divided into a number of disjoint classes, called security classes.
A binary relation < partially orders the set of classes V. The poset (V, <) is called a
partially ordered hierarchy. For any two classes u# and v, the notation u# < v is used
to indicate that the users in v can access u’s data. Clearly, since v can access its own
data, v < v holds, for any v € V. We denote by A, the set {u € V : u < v}, for any
v € V. The partially ordered hierarchy (V, <) can be represented by the directed graph
G* = (V, E*), where each class corresponds to a vertex in the graph and there is an
edge from class v to class u if and only if u < v. We denote by G = (V, E) the minimal
representation of the graph G*, that is, the directed acyclic graph corresponding to the
transitive and reflexive reduction of the graph G* = (V, E*). Such a graph G has the
same transitive and reflexive closure of G*, i.e., there is a path (of length greater than
or equal to zero) from v to u in G if and only if there is the edge (v, u) in E*. Aho et al.
[1] showed that every directed graph has a transitive reduction which can be computed
in polynomial time and that such a reduction is unique for directed acyclic graphs. In
the following we denote by I" a family of graphs corresponding to partially ordered
hierarchies. For example, I" could be the family of the rooted trees, the family of the
d-dimensional graphs [4,23,40], etc.

Let T = (11, ..., 1) be the sequence composed of distinct time periods. In the fol-
lowing we denote by ¢t € T the fact that the time period ¢ belongs to the sequence T.
Each user may belong to a class for a certain non-empty contiguous subsequence A of T'.
Let P be the set of all non-empty contiguous subsequences of 7. Such a set is called
the interval-set over T. A time-bound hierarchical key assignment scheme is a method
to assign a private information s, to each class v € V for each time sequence A € P
and an encryption key k, ; to each class u € V for each time period ¢ € T. The gen-
eration and distribution of the private information and keys is carried out by a trusted
third party, the TA, which is connected to each class by means of a secure channel.
The encryption key k, ; can be used by users belonging to class u in time period ¢ to
protect their sensitive data by means of a symmetric cryptosystem, whereas the private
information s, ; can be used by users belonging to class v for the time sequence A to
compute the key k, ; for any class u € A, and each time period t € A.

A time-bound hierarchical key assignment scheme for a family of graphs I" corre-
sponding to partially ordered hierarchies is defined as follows.

Definition 1. A fime-bound hierarchical key assignment scheme for I' is a pair of
algorithms (Gen, Der) satisfying the following conditions:

1. The information generation algorithm Gen is probabilistic polynomial time. It
takes as inputs the security parameter 17, a graph G = (V, E) in I', and the
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interval-set P over a sequence of distinct time periods 7, and produces as out-
puts

(a) aprivate information s, », for any class # € V and any time sequence A € P;

(b) akey k, ;, for any class u € V and any time period ¢ € T';

(c) a public information pub.

We denote by (s, k, pub) the output of the algorithm Gen where s and k denote
the sequences of private information and of keys, respectively.

2. The key derivation algorithm Der is deterministic polynomial time. It takes as
inputs the security parameter 17, a graph G = (V, E) in I, the interval-set P over
a sequence of distinct time periods 7', two classes u and v such that v € A, a
time sequence A € P, the private information s, ; assigned to class u for the time
sequence X, a time period ¢ € A, and the public information pub, and produces as
output the key k, ; assigned to class v at time period ¢.

We require that for each class u € V, each class v € A, each time sequence
A € P, each time period ¢ € A, each private information s, ;, each key k, ;, each
public information pub which can be computed by Gen on inputs 17, G, and P, it
holds that

Der(1%, G, P u, v, A, Sy, t,pub) =ky .

Notice that in Definition 1 we have not specified the structure of the public informa-
tion pub and of the graph G. In order to improve the efficiency of key derivation, pub
and G could be structured in such a way that, whenever class u# performs key derivation
to compute the key of a class v € A,,, it does not need to input the algorithm Der with
the whole pub and G, but only those parts of them involved in the computation.

2.0.1. Security Requirement

Unauthorized users should not be able to compute keys to which they have no access
right. More precisely, for each class u € V and each time period ¢ € T, the key k, ;
should be protected against a coalition of users belonging to each class v such that
u ¢ A, in all time periods, and users belonging to each class w such that u € Ay, in
all time periods but . We denote by F, ; the set {(v,A) e V xP:u g A, ort €A},
corresponding to all users which are not allowed to compute the key &, ;.

2.0.2. Evaluation Criteria

The efficiency of a time-bound hierarchical key assignment scheme is evaluated ac-
cording to different parameters: storage requirements, which correspond to the amount
of secret data that need to be distributed and stored by the users and the amount of data
that need to be made public; the complexity of both key derivation and key update pro-
cedures (it is desirable that updates to the access hierarchy require only local changes
to the public information and do not need any private information to be re-distributed);
the computational assumption on which the security of the scheme holds (it is desirable
to employ standard assumptions).
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3. Notions of Security

We use the standard notation to describe probabilistic algorithm and experiments fol-
lowing [28]. If A(-,-,...) is any probabilistic algorithm then a <— A(x, y,...) denotes
the experiment of running A on inputs x, y, ... and letting a be the outcome, the prob-
ability being over the coins of A. Similarly, if X is a set then x <— X denotes the ex-
periment of selecting an element uniformly from X and assigning x this value. If w is
neither an algorithm nor a set then x <— w is a simple assignment statement.

A function € : N — R is negligible if for every constant ¢ > 0 there exists an integer
n¢ such that e(n) < n=¢ for all n > n,.

We consider two different security goals: with respect to key indistinguishability and
against key recovery. We also provide definitions of security with respect to static and
adaptive adversaries.

A static adversary, given a class u# and a time period ¢, is allowed to access the pri-
vate information assigned to all users not allowed to compute the key k, ;, as well as all
public information. An adaptive adversary is first allowed to access all public informa-
tion as well as all private information of a number of users of its choice; afterwards, it
chooses the class u it wants to attack and the time period ¢ for which the attack will be
mounted. We explore the relationships of the security notions determined by all possible
combinations of goals (key indistinguishability/key recovery) and adversarial behaviors
(static/adaptive). In particular, we show whether one notion implies another and vice
versa. Figure 1 summarizes our results.

3.0.1. Security with Respect to Key Indistinguishability

We first consider the case where there is a static adversary STAT, ;, which attacks a
class u € V at a certain time period ¢ € T and which is able to corrupt all users not
allowed to compute the key k, ;. We define an algorithm Corrupt, , which, on input
the private information s generated by the algorithm Gen, extracts the secret values
sy, associated to all pairs (v, A) € F, ;. We denote by corr the sequence output by
Corrupt, ,(s). The computations performed by the adversary involve all public infor-
mation generated by the algorithm Gen, as well as the private information corr held
by the corrupted users. Two experiments are considered. In the first one, the adversary
is given the key k, ;, whereas in the second one it is given a random string p hav-
ing the same length as k, ;. It is the adversary’s job to determine whether the received

Th. 4.8
IND-ST REC-ST
Th. 4.9
Th. 4.4 Th. 4.7
IND-AD REC-AD

Fig. 1. Hierarchy of security notions for time-bound hierarchical key assignment schemes.



Provably-Secure Time-Bound Hierarchical Key Assignment Schemes 249

challenge corresponds to k, ; or to a random string. We require that the adversary will
succeed with probability only negligibly different from 1/2.

Definition 2 [IND-ST]. Let I" be a family of graphs corresponding to partially
ordered hierarchies, let G = (V, E) € I" be a graph, let T be a sequence of distinct time
periods, let P be the interval-set over 7', and let (Gen, Der) be a time-bound hierarchical
key assignment scheme for I". Let STAT,, ; be a static adversary which attacks a class
u € V in a time period ¢ € T. Consider the following two experiments:

Experiment Expéggi ¢lt 1%, G, P) Experiment Expgl%]gi lot (1, G, P)
(s, k, pub) < Gen(17, G, P) (s, k, pub) < Gen(1%, G, P)
corr < Corrupty, +(s) corr < Corrupty ((s)
d < STATy (1%, G, P, pub, corr, ky 1) p < {0, 1}lengthku)
return d d < STAT, (1%, G, P, pub, corr, p)
return d

The advantage of STAT,, ; is defined as
AdviiRr, (17, G, P) = |Pr[Expgran, (17, G, P) = 1]
— PrlExpgian, (17, G, P) = 1]|.

The scheme is said to be secure in the sense of IND-ST if, for each graph G = (V, E)
in I", each sequence of distinct time periods T, each class u € V and each time pe-
riod 7 € T, the function Advgrzy, (17, G, P) is negligible, for each static adversary
STAT, , whose time complexity is polynomial in 7.

Now, consider the case where an adaptive adversary ADAPT first gets all public in-
formation generated by the algorithm Gen, and then chooses, in an adaptive order, a
number of users to be corrupted. We assume the existence of an oracle which can pro-
vide the adversary with the private information held by the corrupted users. Each adver-
sary’s query to the oracle consists of a pair (v, A) € V x P, which the oracle answers
with the private information s, ;. Afterwards, the adversary chooses the class u it wants
to attack and the time period ¢ for which the attack will be mounted, among the classes
and time periods such that the corresponding key &, ; cannot be computed by the cor-
rupted users. Two experiments are considered. In the first one, the adversary is given
the key k, ;, whereas in the second one it is given a random string p having the same
length as k, ;. After this stage, the adversary is still allowed to corrupt other users of
its choice, among those who cannot compute the key &, ;, making queries to the oracle.
The adversary is challenged to determine whether the received value corresponds to k;, ;
or to a random string. We require that the adversary will succeed with probability only
negligibly different from 1/2.

Definition 3 [IND-AD] . Let I" be a family of graphs corresponding to partially or-
dered hierarchies, let G = (V, E) € I" be a graph, let T be a sequence of distinct time
periods, let P be the interval-set over T, and let (Gen, Der) be a time-bound hierar-
chical key assignment scheme for I". Let ADAPT = (ADAPT], ADAPT>,) be an adaptive
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adversary that is given access to the oracle Oy (-) during both stages of the attack, where
s is the private information computed by Gen. Consider the following two experiments:

Experiment Expigggql. %, G, P) Experiment Expzigggg 1%, G, P)
(s, k, pub) < Gen(1*, G, P) (s, k, pub) < Gen(1%, G, P)
(u, t, state) < ADAPT?“(') (1%, G, P, pub) (u, t, state) < ADAPT?S(')(IT, G, P, pub)
d <—ADAPT§9S(')(1’, G,P,pub,u,t, p < {0, 1ylength(ku.r)
state, ky 1) d < ADAPT?X(')(IT, G,P,pub,u,t,
return d state, p)
return d

It is required that the pair (u, f) output by ADAPT is such that (v, A) € F,,;, for any
pair (v, 1) already queried to the oracle Os(-). Moreover, it is also required that ADAPT,
never queries the oracle O (-) on a pair (v,A) € V x P such thatu € A, and r € A. The
advantage of ADAPT is defined as

Adv;3Rer (17, G, P) = [PriExp;pier (17, G, P) = 1]
— PrExpyzer (17, G, P) =1]|.

The scheme is said to be secure in the sense of IND-AD if for each graph G = (V, E)
in I" and each sequence of distinct time periods T, the function Advxnapr(17, G, P)
is negligible, for each adaptive adversary ADAPT whose time complexity is polynomial

inT.

3.0.2. Security Against Key Recovery

We first consider the case where there is a static adversary STAT, ; which wants to
compute the key assigned to a class u € V at a certain time period ¢ € 7. As done
before, we denote by corr the sequence output by the algorithm Corrupt,, ,, on input the
private information s generated by the algorithm Gen. The adversary, on input all public
information generated by the algorithm Gen, as well as the private information corr,
outputs a string k;, , and succeeds whether k,, , = k, ;. We require that the adversary

will succeed with probability only negligibly different from 1 /2'enethCur)

Definition 4 [REC-ST]. Let I" be a family of graphs corresponding to partially
ordered hierarchies, let G = (V, E) € I" be a graph, let T be a sequence of distinct time
periods, let P be the interval-set over T', and let (Gen, Der) be a time-bound hierarchical
key assignment scheme for I". Let STAT, ; be a static adversary which attacks a class
u in a time period 7. Consider the following experiment:

Experiment ExpgggTu [(17,G,P)
(s, k, pub) < Gen(1%, G, P)
corr < C()rruptu’t (s)
ky ;< STATy (17, G, P, pub, corr)

/
return ku’ ‘

The advantage of STAT, ; is defined as

Advgisy, (17, G, P) = Prlk, , = ku].
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The scheme is said to be secure in the sense of REC-ST if, for each graph G = (V, E)
in I', each sequence of distinct time periods T, each class u € V and each time pe-
riod t € T, the function Advé%%Tw(lf, G, P) is negligible, for each static adversary
STAT,,; whose time complexity is polynomial in 7.

Now, we consider an adaptive adversary. As done before, we assume the existence
of an oracle which can provide the adversary with the private information held by the
corrupted users. We require that the adversary will guess the key k, ; with probability
only negligibly different from 1/2'engthtu.o)

Definition S [REC-AD] . Let I" be a family of graphs corresponding to partially or-
dered hierarchies, let G = (V, E) € I" be a graph, let T be a sequence of distinct time
periods, let P be the interval-set over T, and let (Gen, Der) be a time-bound hierar-
chical key assignment scheme for I". Let ADAPT = (ADAPT|, ADAPT;) be an adaptive
adversary that is given access to the oracle Os(-) during both stages of the attack, where
s is the private information computed by Gen. Consider the following experiment:

Experiment ExpRESo (17, G, P)
(s, k, pub) < Gen(1%, G, P)
(u, t, state) < ADAPT?‘(')(F, G, P, pub)
k,’“ <« ADAPT;QS(‘)(I’, G, P, pub,u,t, state)
return k;, ,

It is required that the pair (u, ) output by ADAPT is such that (v, A) € F,,;, for any
pair (v, A) already queried to the oracle O (-). Moreover, it is also required that ADAPT,
never queries the oracle O;(-) on a pair (v,A) € V x P such thatu € A, and t € A. The
advantage of ADAPT is defined as

AdvingAPT(lr’ G, P) = P”[k,/,,; =ky ]

The scheme is said to be secure in the sense of REC-AD if, for each graph G = (V, E) in
I', each sequence of distinct time periods T, each class u € V and each time period ¢ €
T, the function Advipsprn(17, G, P) is negligible, for each adaptive adversary ADAPT
whose time complexity is polynomial in t.

3.1. Implications and Separations

In the following we prove that security against adaptive adversaries is (polynomially)
equivalent to security against static adversaries.

Theorem 1 [IND-ST<IND-AD]. Let I' be a family of graphs corresponding to
partially ordered hierarchies. A time-bound hierarchical key assignment scheme for I
is secure in the sense of IND-ST if and only if it is secure in the sense of IND-AD.

Proof. The implication IND-AD=>IND-ST is trivial, since any adaptive adversary
could behave as a static one attacking a class u in a time period ¢, simply by querying
the oracle Os(-) on all pairs (v, ) € F,; and by choosing the pair (u, ) in the first stage
of the attack.



252 G. Ateniese et al.

Now we prove that IND-ST=>IND-AD. Let (Gen, Der) be a time-bound hierarchi-
cal key assignment scheme for I" secure in the sense of IND-ST and assume by con-
tradiction the existence of an adaptive adversary ADAPT = (ADAPT|, ADAPT,) whose
advantage Adv; D, on input a given graph G’ = (V/, E’) in I" and an interval-set P’
over a sequence of distinct time periods T is non-negligible. Let (u, #) be a pair output
by ADAPT; with probability at least IV’\IW’ where the probability is taken over the coin
flips of Gen and ADAPT]. This means that (u, t) belongs to the set of the most likely
choices made by ADAPT;. We show how to construct a static adversary STAT,, ;, using
ADAPT, such that AdvgyZ,  on input G’ and P’ is non-negligible. In particular, we
show that STAT, ;’s advantage is polynomially related to ADAPT’s advantage.

The algorithm STAT, ,, on inputs the graph G’, the interval-set P’, the public in-
formation pub output by the algorithm Gen, the private information corr assigned by
Gen to all corrupted users, and a challenge value x, corresponding either to the key &,
or to a random value having the same length as k, ;, runs the algorithm ADAPT|, on
inputs G’, P’, and pub. Notice that STAT,, ; is able to simulate the interaction between
ADAPT and the oracle O;(-), for each query (v, A) € F, ;. Indeed, STAT, ; simply re-
trieves from corr the private information s, ; and gives it to ADAPT]. On the other hand,
if ADAPT; queries the oracle on a pair (v, A) such that u € A, and t € A, then STAT,, ;
outputs 0, because it is not able to reply with the private information s, », which is
not included in corr. In such a case (u, t) cannot be the pair output by ADAPT]. Let
(v, 1, state) be the triple output by ADAPT. If u = v and 7 = ¢/, then STAT, , outputs
the same output as ADAPT,, on inputs G’, P/, pub, u, t, state and x. On the other hand,
ifu#vorr#t', STAT, , outputs 0.

It is easy to see that whether G = G’ and P = P/, it holds that

Advir, (17,G,P)=Prlu=vandt =1']- Adv; 3 . (17, G, P).

Since (u, t) is chosen by ADAPT, with probability at least W and Advjhnpp ON
input G” and P’ is non-negligible, it follows that also AdvgyR, | on input G” and P’ is
non-negligible. Contradiction. ]

The next result can be proved following the lines of the proof of Theorem 1.

Theorem 2 [REC-ST<REC-AD]. A time-bound hierarchical key assignment
scheme for a family of graphs I' is secure in the sense of REC-ST if and only if it
is secure in the sense of REC-AD.

It is easy to see that security with respect to key indistinguishability implies security
against key recovery, whilst the opposite does not hold (see [6] for formal proofs).

Theorem 3 [IND-ST=REC-ST]. Let I" be a family of graphs corresponding to
partially ordered hierarchies. If a time-bound hierarchical key assignment scheme for
I’ is secure in the sense of IND-ST, then it is also secure in the sense of REC-ST.

Theorem 4 [REC-ST#AIND-ST]. Let I' be a family of graphs corresponding to
partially ordered hierarchies. If there exists a time-bound hierarchical key assignment



Provably-Secure Time-Bound Hierarchical Key Assignment Schemes 253

scheme for I which is secure in the sense of REC-ST, there exists a time-bound hierar-
chical key assignment scheme for I which is secure in the sense of REC-ST but which
is not secure in the sense of IND-ST.

Figure 1 shows the hierarchy of security definitions for time-bound key assignment
schemes, resulting from Theorems 1, 2, 3, and 4.

4. Constructions

A time-bound hierarchical key assignment scheme can be easily obtained by applying
an instance of a key assignment scheme without temporal constraint to each time period.
Unfortunately, this naive solution results in impractical schemes. In particular, these
schemes present the following drawbacks:

1. users need to store up to |T'| private keys, where |T'| is the total number of time
periods;

2. the amount of public information depends not only on the number of classes but
also on the number of time periods;

3. the key derivation procedure is expensive.

Our constructions improve on the above naive solution in order to overcome its draw-
backs. In particular, we aim to provide schemes with a very efficient key derivation pro-
cedure. Unfortunately, we are not able to design a scheme which is optimal with respect
of all three items at the same time. The first proposal provides a solution to drawbacks
1 and 3. Indeed, each user is required to store only one key and the key derivation
procedure consists of only one symmetric decryption. The second proposal provides a
solution to drawbacks 2 and 3. Indeed, the public information depends only on the num-
ber of classes and the key derivation procedure consists of only one pairing evaluation.
Both solutions are optimal in terms of key derivation complexity.

4.1. A Scheme Based on Symmetric Encryption Schemes

In this section we show how to construct a time-bound key assignment scheme using
as a building block a symmetric encryption scheme. We refer to the resulting scheme
as the Two-Level Encryption-Based Construction (TLEBC). Such a scheme provides an
efficient key derivation procedure and requires each user to store only a single private
key. On the other hand, the public information could be very large since it depends not
only on the number of classes but also on the number of time periods. We prove that the
security property of such a scheme depends on the security property of the underlying
encryption scheme. We need to recall the definition of a symmetric encryption scheme
and its notions of security.

4.1.1. Symmetric Encryptions and Their Security Notions

We first recall the definition of a symmetric encryption scheme.

Definition 6. A symmetric encryption scheme is a triple IT = (IC, £, D) of algorithms
satisfying the following conditions:
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1. The key-generation algorithm K is probabilistic polynomial time. It takes as input
the security parameter 17 and produces as output a string key.

2. The encryption algorithm & is probabilistic polynomial time. It takes as inputs
17, a string key produced by KC(17), and a message m € {0, 1}*, and produces as
output the ciphertext y.

3. The decryption algorithm D is deterministic polynomial time. It takes as inputs
17, a string key produced by K(17), and a ciphertext y, and produces as output
a message m. We require that for any string key which can be output by /C(17),
for any message m € {0, 1}*, and for all y that can be output by £(17, key, m), we
have D(1%, key, y) =m

Now, we define what we mean by a secure symmetric encryption scheme. We con-
sider two different security goals: with respect to plaintext indistinguishability and
against plaintext recovery.

We start with the definition of security with respect to plaintext indistinguishability,
which is an adaption of the notion of polynomial security as given in [27]. We imag-
ine an adversary A = (A, A2) running in two stages. In advance of the adversary’s
execution, a random key key is chosen and kept hidden from the adversary. During the
first stage, the adversary A; outputs a triple (xg, x1, state), where x¢ and x| are two
messages of the same length, and state is some state information which could be useful
later. One message between xo and x; is chosen at random and encrypted to give the
challenge ciphertext y. In the second stage, the adversary A, is given y and state and
has to determine whether y is the encryption of x¢ or x;. Informally, the encryption
scheme is said to be secure with respect to a non-adaptive chosen plaintext attack, de-
noted by IND-P1-CO0 in [33], if every polynomial-time adversary A, which has access
to the encryption oracle only during the first stage of the attack and never has access to
the decryption oracle, succeeds in determining whether y is the encryption of xo or x;
with probability only negligibly different from 1/2.

Definition 7 [IND-P1-C0] . Let/I = (K, &, D) be a symmetric encryption scheme
and let T be a security parameter. Let A = (A1, A») be an adversary that has access to
the encryption oracle only during the first stage of the attack and never has access to the
decryption oracle. Consider the following two experiments:

Experiment EprND P1=CO—1 (17 Experiment EprND P1-C0—-0 7
key < K(17) key < K(17)
(xq, x1, state) <—Algkey(') anH (x0, x1, state) <—Algkey(') an
y<Ekey(x1) y<Ekey (x0)
d < Ay(17, y, state) d < Ay(17, y, state)
return d return d

The advantage of A is defined as

Adv II_[N]Z Pl— CO( ) |Pr[EXpIND P1-CO0— l(l )21]

—P}’[EXPIND P1-CO0— 0(1 ):1]|
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The scheme is said to be secure in the sense of IND-P1-CO if the advantage func-
tion Adv,I-INi_Pl_CO(IT) is negligible, for any adversary A whose time complexity is

polynomial in 7.

In the following we consider a weaker definition of security, namely plaintext recov-
ery. We imagine an adversary A whose goal is to recover the plaintext corresponding
to a given ciphertext. In advance of the adversary’s execution, both a random key key
and a random message x, having a certain length, are chosen and kept hidden from
the adversary. The message x is then encrypted and given to the adversary as the chal-
lenge ciphertext y. Informally, the encryption scheme is said to be secure with respect
to a non-adaptive chosen plaintext attack, which we denote by PR-P1-C0,! if every
polynomial-time adversary A, which has access to the encryption oracle and never has
access to the decryption oracle, succeeds in determining the plaintext x corresponding
to the challenge ciphertext y with probability only negligibly different from 1/2'ength()

Definition 8 [PR-P1-C0]. Let [T = (K, €&, D) be a symmetric encryption scheme
and let T be a security parameter. Let A be an adversary that has access to the encryption
oracle and has never access to the decryption oracle. Consider the following experiment:

Experiment Exp%RZ PL=CO(Ty

key < KC(17)

x < {0, 1}°

y‘_gkey(x)

x <~ Agkey(')(y)

if x = x’ then return 1
else return 0

The advantage of A is defined as
AV (1) = Pr{Bxp 0 (1) = 1]

The scheme is said to be secure in the sense of PR-P1-CO if the advantage function
Adv%l?gpl_co (17) is negligible, for any adversary A whose time complexity is polyno-
mial in 7.

4.1.2. The Two-Level Encryption-Based Construction

We consider a graph transformation, starting from the graph G = (V, E) and P. The
output of such a transformation is a graph G,, = (V,,,, E,;), where V,,, =V, UV,
and V, NV, =0, constructed as follows:

— for each class u € V and each time sequence A € P, we place a class u; in V;

— for each class u € V and each time period ¢ € T', we place a class u; in V;;

— for each class u € V, each time sequence A € P, and each time period ¢ € A, we
place an edge between uy and u; in G, , i.e., (uy,u,;) € Ex;

! The security notion PR-P1-CO is known in literature as PR-CPA. For instance, its description may be
found in [8].
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Fig. 2. The graph transformation used in our construction.

— for each pair of classes u and v connected by a path in G, each time sequence
A € P, and each time period ¢ € A, we place an edge between u; and v; in G,
ie., (un,v) € Epp

Figure 2 shows an example of the graph transformation described above, where P =
(A1, A2, A3}, A1 = (1), A2 = (11, 12), and A3 = (7).

In the following we describe the TLEBC. Let I" be a family of graphs corresponding
to partially ordered hierarchies, let G = (V, E) € I be a graph, let T be a sequence
of distinct time periods, let P be the interval-set over 7', and let IT = (I, £, D) be a
symmetric encryption scheme.

Algorithm. Gen(17, G, P)

1. Perform a graph transformation in order to obtain the two-level partially ordered
hierarchy G, = (V,,;, E,;), where V,, =V, U V,;

2. For each class u) in V,, let 5, ) < KC(17);

3. For each class u; in V,,, randomly choose a secret value &, ; € {0, 1}7;

4. Let s and k be the sequences of private information and keys, respectively, com-
puted in the previous two steps;

5. For any pair of classes (u;,v,) € V, x V; such that (u, v;) € E,,, compute the
public information p ), w,1) = s, ; (kv,1);

6. Let pub be the sequence of public information computed in the previous step;

7. Output (s, k, pub).

Algorithm. Der(17, G, P,u, v, X, sy s, t, pub)
1. Extract the public value p(, 1), (,s) from pub;
2. Output the key &, ; = DSM (P2, .0))-
4.1.3. Analysis of the Scheme

In the following we show that the security property of the TLEBC depends on the se-
curity property of the underlying encryption scheme. We prove that if the encryption
scheme 1T = (IC, D, £) is secure in the sense of IND-P1-C0O (PR-P1-CO, respec-
tively), then the TLEBC is secure in the sense of IND-ST (REC-ST, respectively).
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Theorem 5. If the encryption scheme I1 = (IKC, D, £) is secure in the sense of TND-
P1-CO, then the TLEBC is secure in the sense of IND-ST.

Proof. Let I" be a family of graphs corresponding to partially ordered hierarchies and
let G = (V, E) be any graph in I". The proof uses a standard hybrid argument. Let
usx € V; be a class and assume there exist m classes in V,, which are able to access ux.

W.lo.g., let ULy s -ees Uy, be such classes. Let STAT,, ;+ be a static adversary attacking
class uy+. We construct a sequence of m + 1 experiments Exp,i,,*, el Exp;"ttl, all de-

fined over the same probability space. In each experiment we modify the way the view
of STAT, (+ is computed, while maintaining the view’s distributions indistinguishable
among any two consecutive experiments. Forany ¢ = 1, ..., m + 1, experiment EXpZ’ o
is defined as follows:

Experiment EXpZ’ (17, G, P)
(s, a, pub) < Gend (17, G, P)
corr < Corrupt,, ¢+(s)
d < STAT, (17, G, P, pub, corr, oy ¢+)
return d

The algorithm Gen? used in Expz’t* is the same algorithm Gen used in the TLEBC with
the following modification: for any 7 =1, ..., g — 1, the public value p(y, 4,),u,) 18
computed as the encryption, with the key sy, »,, of arandom value g, € {0, 1}7, instead
of the encryption of the key assigned to u;+, which is denoted by o, ;. Notice that
experiment Eprlm* is the same as Expggi}ﬁ . Indeed, the adversary STAT,, ;+ is given
the value o, ;+ and for each h =1, ..., m, the public value p(,, 1,),u,r+) computed by
Gen' corresponds to the encryption of oy <. On the other hand, experiment Exp” !

u,t*
the same as Expgypy 0, Indeed, the adversary STAT, + is given the value a, ;+ and,

m—+1

is
foreach h =1, ..., m, the public value p(y, 1,),u.r+) computed by Gen™ ™" corresponds
to the encryption of the value B;,11.

In the following we show that, for any ¢ = 2,...,m + 1, the adversary’s view in
the (¢ — 1)th experiment is indistinguishable from the adversary’s view in the gth one.
Hence, it follows that the adversary’s views in experiments EXpéggil,t* and Expgi;ﬁ[*
are also indistinguishable.

Assume by contradiction that there exists a polynomial-time distinguisher B, which
is able to distinguish between the adversary STAT, ;+’s views in experiments Epo;*1
and Epo’ + with non-negligible advantage. We show how to construct a polynomial-
time adversary A = (A1, A2), using B, which breaks the security of the encryption
scheme IT = (I, £, D) in the sense of IND-P1-CO0. The algorithm Ay, on input 17,
makes queries to the encryption oracle ey (-) and outputs a triple (xo, X1, state), where
x0, x1 € {0, 1}7, and state is some state information.
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Algorithm A‘fkey(') (1%)

xg,x1 < {0, 1}F

//construction of secret values

for each class w) € V,, \ {quq }
sy < K1)

for each class w; € V. \ {us}
ky,r < {0, 1}7

//construction of public values

forh=1,...,q—1
Pwn ). 1% < sy, (X1)

forh=q+1,....m
Pp ), ) < Esyy 5, (X0)

for any class w; € V;. \ {us+} such that (vqlq ,wp) € By
P(vg,rg),(w,1) <_“Skey(kw,t)

for any two classes z, € Vj; \ {”qxq} and wy € V. \ {uy+} such that (z;, wy) € Ep;.
P(z,0),(w,r) < Es.; kw 1)

//construction of the view

pub’ < all public values constructed as above

corr <— secret values held by classes in the set {w), € V : (wy, ur+) & Epp}

state < (pub’, corr, xq, x1)

return (xg, x1, state)

Let y be the challenge for the algorithm A, corresponding to the encryption of either
xp or x; with the unknown key key. The algorithm A, constructs the view for the
distinguisher B, adding the value p(, 1,).u.r) = ¥ to the public information pub’
constructed by A1, and outputs the same output as B, on inputs such a view, the class
u, the time period ¢*, and xo. More formally, the algorithm A» is defined as follows:

Algorithm A, (17, y, state)
let state = (pub’, corr, xq, x1)
pub < pub” with p(y, 3y, (u.r+) et equal to y
d < B4;(1%, G, P, pub, corr, xp)
return d

Notice that if y corresponds to the encryption of xi, then the random variable as-
sociated with the adversary’s view is exactly the same as the one associated with the
adversary view in experiment EXpZ;*l , whereas, if y corresponds to the encryption of
Xo, it has the same distribution as the one associated with the adversary’s view in exper-
iment Expz, -

Hence, if the algorithm B, is able to distinguish between such views with non-
negligible advantage, it follows that algorithm A is able to break the security of the
encryption scheme I7T = (IC, £, D) in the sense of IND-P1-C0. Contradiction.

Hence, for any g =2, ..., m + 1, the adversary’s view in the (¢ — 1)th experiment is
indistinguishable from the adversary’s view in the gth one. Therefore, the adversary’s

view in experiment Expglggi it* is indistinguishable from the adversary’s view in exper-

iment EXngiot* . This concludes the proof. O

Following the lines of Theorem 5 we can prove that the next result also holds.
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Theorem 6. If the encryption scheme IT = (IC, D, £) is secure in the sense of PR-
P1-CO, then the TLEBC is secure in the sense of REC-ST.

4.1.4. Performance Evaluation

In this section we evaluate the TLEBC with respect to different criteria. Regarding space
requirements, the scheme requires a public value for each edge in the graph G, used
in the construction. It is easy to see that |E, | = o(V?) - Z:@li (T —i+ 1=
O(IV|? - |IT1}). More precisely, |E,,| = O(|E*| - |T|*), where G* = (V, E*) is the
directed graph that can be obtained from G = (V, E) by adding to E all self-loops and
edges which are implied by the property of the transitive closure. On the other hand,
each user belonging to a certain class for a time sequence has to store a single secret
value. Moreover, users are required to perform a single decryption in order to derive a
key.

To obtain a time-bound hierarchical key assignment scheme secure in the sense of
IND-ST we can use the IND-P1-CO secure symmetric encryption scheme, called the
XOR construction, defined in [10]. This construction makes use of a function family F.
Assuming that F is a pseudorandom function family [26], the XOR construction has
been shown to be secure in the sense of IND-P1-CO (see [10,33]). The most efficient
constructions for pseudorandom function families were proposed by Naor and Reingold
[39]. In their proposals, the cost of evaluating a pseudorandom function is comparable to
two modular exponentiations. An efficient implementation of the resulting time-bound
hierarchical key assignment scheme could be obtained by using the HMAC [9] to realize
the function family . More details about the instantiation of the TLEBC with the XOR
construction may be found in [6].

In the following we show how to manage changes to the hierarchy, such as addition
and deletion of nodes and edges, in such a way that no private information held by
users need to be re-computed by the TA. Indeed, such updates can be handled by local
changes to the public information.

Insertion of an edge Let (u, v) be an edge to be added to the hierarchy, starting from
time period 7; through 7;,. Such an update can be managed by the TA by adding to the
public information pub the public value p,, . (.t)) = Esm 5 (ky s j), for each sequence of
time periods A = (f,...,t,) € P, wherei <x < j <y.

Deletion of an edge Let (u, v) be an edge to be deleted from the hierarchy, starting from
time period #; through 7. In order to forbid users belonging to class u from computing
the key of class v in any time period ¢;, where j =1, ...,|T|, the TA has to choose
a new key k,’J,,j € {0, 1}* for class v at time period #;. On the other hand, in order to
allow authorized users to compute such a new key, the TA has to update the public
information pub, by recomputing the public value pw,1),w.;) = s,z (kz/;,t,-)’ for each
edge (w, v) € E and each time sequence A = (,...,ty) € P, wherei <x < j <y.

Insertion of a node Let u be a node to be added to the hierarchy, along with new incom-
ing and outgoing edges, starting from time period 7; through 7, . Foreach j =i, ..., [T,
the TA first chooses a random key ky,; € {0, 1}". Then, for each time sequence
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A= (ly,...,ty) € P, where i <x <y < |T|, the TA computes the private informa-
tion s, 5 < KC(17) and uses it to compute the public value Pty = Esui (Ku,z;), for
any j = x,...,y, which is added to the public information pub. Finally, the updates
involving the addition of incoming and outgoing edges are managed by using the above
procedure for edge insertions.

Deletion of a node Let u be a node to be deleted by the hierarchy, starting from time
period #; through 7. The TA first uses the above procedure for edge deletions to delete
all edges incident on u# and then removes the node from V.

4.2. A Scheme Based on Bilinear Maps

In this section we design a time-bound hierarchical key assignment which provides an
efficient key derivation procedure and the amount of public information does not de-
pend on the number of time periods. On the other hand, the private information could
be as large as the number of time periods. Our scheme uses as a building block a bi-
linear map between groups. We refer to such a scheme as the Two-Level Pairing-Based
Construction (TLPBC). Bilinear maps have been used in cryptography to construct key
exchange schemes [32], public-key cryptosystems [12,14,16], signature schemes [15],
etc. We need to recall the definition of a bilinear map and the computational assumption
on which the security of our scheme is based.

4.2.1. Bilinear Maps, BDH and BDDH Assumptions

We first recall the definition of a bilinear map.

Definition 9. A functione: G| x G 1 = G is said to be a bilinear map if the follow-
ing properties are satisfied:

1. Gy and G, are two groups of the same prime order ¢;

2. For each o, 8 € Z,, each g € Gy, and each h € (fl, the value e(g“,hﬂ) =
e(g, h)*B is efficiently computable;

3. The map is non-degenerate (i.e., if g generates G| and h generates G\, then
e(g, h) generates G»).

Typically, the group G is a subgroup of the additive group of points of an elliptic curve
E(Fp), where p denotes the size of the field where the elliptic curve is defined. The
group G isa subgroup of E(F,n), where n > 0 is the embedding degree of the map,
whereas the group G is a subgroup of the multiplicative group of the finite field F 1’,“,7.
Given a security parameter 7, let G be a randomized algorithm, called a BDH parameter
generator, which, on input 17, outputs a prime number g of 7 bits, the description
of three groups G, G and G, of order g, and the description of a bilinear map e :
G| x G| — G». The running time of G is polynomial in 7. We denote the output of G
by G(17) = {q. G1.G1. G2, e).

The Bilinear Diffie—Hellman Problem (BDH) in (G 1, G», e) is as follows [14]: given
the tuple (g, g%, g, g?), for randomly chosen «, B,y € Z*, and a random generator g

of G1, compute e(g, g)""ﬂ'y € Gy.



Provably-Secure Time-Bound Hierarchical Key Assignment Schemes 261

Definition 10 (BDH assumption). Let G be a BDH parameter generator. The advan-
tage of an algorithm A in solving the BDH Problem for G is defined as

Advgi(17) = Pr{A(s. 8% 7. 87) = e(s. )77 ],

where the probability is over the random choices of G(17), the random choice of g in
G7, the random choice of &, 8, y in Z}, and the random bits of A.

The BDH problem is said to be hard in groups generated by G if the function
Advg7{(17) is negligible, for each randomized algorithm A whose time complexity
is polynomial in 17.

The Bilinear Decisional Diffie—Hellman Problem (BDDH) in < G1, Gy, e > is as
follows [14]: given the tuple (g, g%, g’s, g7, x), for randomly chosen o, 8,y € Z*, x €

G», and a random generator g of G, decide whether x = e(g, g)"'ﬁ'V.

Definition 11 (BDDH assumption). Let G be a BDH parameter generator. The advan-
tage of an algorithm A in solving the BDDH Problem for G is defined as

Advg R (17) = [Pr[A(s. 8%, 8. 7. %) = 1]
—PrlA(g. 8% 87,87 e(g. )" P7) =1]J,

where the probability is over the random choices of G(17), the random choice of g in
G7, the random choice of , 8, y in Z;‘, the random choice of x in G,, and the random
bits of A.

The BDDH problem is said to be hard in groups generated by G if the function
AdvgRH(17) is negligible, for each randomized algorithm A whose time complexity
is polynomial in 17.

4.2.2. The Two-Level Pairing-Based Construction

In the following we describe a time-bound hierarchical key assignment scheme based
on a bilinear map. For simplicity, we focus on symmetric bilinear maps (i.e., such that
G| = G), but our scheme works in the more general asymmetric setting (in particular,
this implies that we could use the highly efficient MNT curves [38]). We consider a
two-level partially ordered hierarchy, where each level contains the same number of
classes and there are no edges between classes at the same level. We remark that this
is not a restriction, since any directed graph representing an access control policy can
be transformed into a two-level partially ordered hierarchy having the above features,
using a technique proposed in [21]. For the reader’s convenience, we first explain how
such a graph transformation works. Let G = (V, E) be the graph corresponding to a
partially ordered hierarchy. We can construct a two-level partially ordered hierarchy
G' = (V',E", where V' =V, UV, and V, NV, =0, as follows:

— for each class u € V, we place two classes u and u” in V', where u’ € Ve and
u" ev,;
— for each class u € V, we place the edge (u*,u") in E';
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Fig. 3. The graph transformation used in our construction.

— for each pair of classes v and u connected by a path in G, we place the edge

@4 u")in E'.

It is easy to see that the graphs G and G’ define exactly the same access control policy.
Figure 3 shows an example of the graph transformation described above.

We stress that the graph transformation has the only purpose of simplifying the de-
scription of the scheme. It is not required in practice. Therefore, it does not introduce
any extra efficiency cost.

In the following we describe the TLPBC. Let I” be a family of graphs corresponding
to partially ordered hierarchies, let G = (V, E) € I" be a graph, let T be a sequence of
distinct time periods, let P be the interval-set over T, let G’ = (V’, E’) be the two-level
partially ordered hierarchy obtained from G, and let G be a BDH parameter generator.

Algorithm. Gen(1%, G', P)

1.

Nk wn

Run G(17) to generate a prime ¢, two groups G and G, of order ¢ and a bilinear
map e: G x G1 — Gy;

Choose a generator g € G¥;

For each class u® € V,, randomly choose a secret value yr,f €Zy;

For each class v" € V,,, randomly choose a secret value mr} € Zys

For each pair of classes u’ € V; and v" € V, connected by an edge, i.e., such that
(uﬁ, v") € E’, compute the public information p,, , = g”g/”ﬁ;

Let pub be the sequence of public information computed in the previous step,
along with the bilinear map e and the generator g;

For each time period ¢ € T', randomly choose a secret value §; € Z;

For each class u* € V; and each time period ¢ € T, compute the private informa-

. e,

tion s,,,, = g™u"%;

For each class u? € V; and each time sequence A € P, where A = (fy, ..., ty),
compute the private information s, ) = (Su,z. - -, su,ty);

10. For each class v" € V, and each time period ¢ € T, compute the key &, ; =

e(g, )™

11. Let s and & be the sequences of private information and keys, respectively, com-

puted in previous steps;

12. Output (s, k, pub).

Algorithm. Der(17,G', P, u’, v", A, s,.1. t, pub)

1.

Extract the public value p, , = g™/ T from pub;
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2. Compute the key k, ; as follows

£, r L
e(su,lv pu,v) = e(gnu 8[7 gnv/ﬂu)

=e(g, g)™%

- kv,t~

4.2.3. Analysis of the Scheme

Now we are ready to prove that if the BDDH (BDH, respectively) problem is hard in
groups generated by G, then the TLPBC is secure in the sense of IND-ST (REC-ST,
respectively).

Theorem 7. The TLPBC is secure in the sense of IND-ST, assuming the BDDH prob-
lem is hard in groups generated by G.

Proof. We show that any polynomial-time adversary breaking the security of the
scheme in the sense of IND-ST can be turned into a polynomial-time adversary solv-
ing the BDDH problem. Let I" be a family of graphs corresponding to partially or-
dered hierarchies and let G = (V, E) be any graph in I". Assume there exists a static
adversary STAT, ;+ whose advantage Advgrzy (17, G) is non-negligible. In the fol-
lowing we show how to construct a polynomial-fime adversary A that, given an instance
(g,8% gP, g7, x) of the BDDH problem, uses the adversary STAT, + to decide whether
x =e(g, g)*P7. The adversary A, on input the instance (g, g%, g#, g7, x), constructs
the inputs for the adversary STAT,, ;+ by means of a simulation of the scheme, as shown
in the following. In order to construct the public information pub to be given as input to
STAT, s+, the adversary A performs the following steps:

1. For each class uf € V,, randomly chooses a value Ulf €2y,

2. For each class v" € V,,, randomly chooses a value o, € Zy;

3. For each pair of classes connected by an edge, computes the public information
according to the three following distinct cases:
(a) For each class u’ € V; such that (u%,v") € E’, computes the value p, , =

(gh)ov/ % . Note that this means that the secret values n! and 7’ associated
with the classes u® and v" during the initialization phase of the simulated
scheme correspond to the values « - af and « - B - o, , respectively.

(b) For each pair of classes (u¢, w") € Vy x V, \ {v"} such that (u’, w") € E" and
(u®,v") € E', computes the public information Duw = g"t@/ % . Note that this
means that the secret values 7/, and 7/ associated with the classes w” and
u® during the initialization phase of the simulated scheme correspond to the
values « - o) and « - o.%, respectively.

(c) For each pair of classes (ut, w") € Vy x V,\ {v"} such that (u*, w") € E’ and
b, v ¢ E’, computes the public information p,, ,, = (g“)”rz/ % . Note that
this means that the secret values 7/, and 77} associated with the classes w’” and
u® during the initialization phase of the simulated scheme correspond to the
values « - o/, and 0%, respectively.
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Mg = -0y r LT

Fig. 4. The two-level hierarchy of Fig. 3 with the public information constructed by A and the secret values
corresponding to the classes.

Observe that each pair of classes connected by an edge in E’ is involved in ex-
actly one of the above three cases. On the other hand, each single class may be
involved in more than one case. However, it is easy to see that the secret value
corresponding to each class is consistent with the others.

Figure 4 shows the two-level hierarchy of Fig. 3 with the public information con-
structed by A and the secret values corresponding to the classes, assuming b is the
attacked class.

In order to construct the private information corr held by corrupted classes, to be
given as input to STAT, ;+, the adversary A performs the following steps:

1. For each time period ¢ # t*, randomly chooses a value 8; € Z, and for each class

. . . 4
u® € Vy, computes the private information Sy = g™« % where the value nf cor-
responds either to « - o or to o according to the above construction. More pre-
cisely, we distinguish the following two cases:
(a) For each class ut € V; such that (ue, v") € E’, A computes the value s, ; =
( ga)a,f~8,;
(b) For each class u® € V; such that (uf, v") € E’, A computes the value s, ; =
gof-& .
2. For the time period ¢*, randomly chooses a value ¢ € Z, and for each class ut eV,
. . . 4
such that (1%, v") ¢ E’, computes the private information Sy = (g7)%¢. Note
that this means that the secret value §;+ associated with the time period ¢* during

the initialization phase of the simulated scheme corresponds to the value y - ¢.

The last input for STAT, ;+, corresponding either to the key k, ,« or to a random value
having the same length as k, ;+, is computed as x% %.

It is easy to see that the adversary STAT, ;’s view in the above simulation cannot
be distinguished from the one obtained in a real execution of the scheme, since the
random variables associated with such views are exactly the same. Moreover, all the
computations needed to construct STAT, ;+’s view can be performed in polynomial
time.

Clearly, since STAT, + distinguishes the key k, « from a random string having the
same length, with non-negligible advantage, it follows that the adversary A decides
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whether x is equal to e(g, g)*#7 with non-negligible advantage. Hence, the theorem
holds. -

Following the lines of Theorem 7 we can prove that the next result also holds.

Theorem 8. The TLPBC is secure in the sense of REC-ST, assuming the BDH prob-
lem is hard in groups generated by G.

4.2.4. Performance Evaluation

With respect to storage requirements, notice that the TLPBC requires a public value for
each edge in the graph G’ = (V’, E’) used in the construction, thus the total number of
public values is |E’| = |E*| = O(|V|?), which does not depend on the number |T'| of
time periods. This means that the number of time periods for which the scheme must be
active does not need to be known in advance. Moreover, we stress that each public value
is typically 171 bits long. On the other hand, each user belonging to a certain class for
a time sequence has to store as many secret values as the number of time periods in the
sequence. Hence, the number of private values for each user is O (|T|). Moreover, users
are required to evaluate the bilinear map at two given points, in order to perform key
derivations. Finally, notice that BDH parameter generators believed to satisfy the BDH
and BDDH assumptions can be efficiently constructed from the (modified) Weil [12]
and Tate pairings [25] defined within elliptic or hyperelliptic curves over finite fields.

In the following, we show how to manage changes to the hierarchy, such as addition
and deletion of nodes and edges, in such a way that no private information held by
users need to be re-computed by the TA. Indeed, such updates can be handled by local
changes to the public information.

Insertion of an edge Let (u, v) be an edge to be added to the hierarchy, starting from
time period #; through - Such an update can be managed by the TA by adding the

value p, , = g™/ u T to the public information pub.

Deletion of an edge Let (u, v) be an edge to be deleted from the hierarchy, starting
from time period #; through ¢ - In order to forbid users belonging to class u from
computing the key of class v in time period ¢;, where j =1i,...,|T|, the TA has to
assign a new key k; ;. to v. This is done by choosing a new secret value for 7] € Z,
and computing k, 4 accordlng to such a value. On the other hand, in order to allow
authorized users to compute such a new key, the TA has to update the public information
pub, by recomputing the public value p(,,v), for each edge (w, v) € E according to the
new value of 77} € Z,.

Insertion of a node Let u be a node to be inserted to the hierarchy, along with new
incoming and outgoing edges, starting from time period #; through 7, . The TA first

chooses two random values n,f, 7, € Z4 and then computes the value p(, ) = g”u/ i

which is added to the public information pub. Finally, the updates involving the add1t10n
of incoming and outgoing edges are managed by using the above procedure for edge
insertions.
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Deletion of a node Let u be a node to be deleted from the hierarchy, starting from time
period #; through 7,,. The TA first uses the above procedure for edge deletions to delete
all edges incident on # and then removes the node from V.

5. Comparisons

This section shows a comparison among the constructions proposed in this paper and
all other provably-secure proposals which are summarized in Table 1.

Wang and Laih [45] and Tzeng [44] have shown how to construct a time-bound hi-
erarchical key assignment scheme starting from the Akl-Taylor scheme. Since they did
not formalize the definition of security and the adversarial model, it was not clear under
which assumption their schemes could have been considered provably-secure. Subse-
quently, D’Arco et al. [20] have shown that these constructions are secure under the
RSA assumption, provided that the parameters of the Akl-Taylor scheme are properly
chosen. Unfortunately, the Akl-Taylor based schemes perform key derivation in a very
expensive way. Indeed, although the key derivation procedure consists of only one mod-
ular division and one modular exponentiation, such operations become very impractical
for most hierarchies because the numbers involved are very large. Moreover, Akl-Taylor
based schemes only provide security with respect to key recovery.

Building on the present work, and using some constructions for hierarchical key
assignment schemes without time constraints proposed in [23], two families of time-
bound hierarchical key assignment schemes have been proposed in [24]: Time-Bound
Encryption-Based Family (TBEBF) that uses as building block the encryption-based
hierarchical key assignment scheme in [23]; Time-Bound Broadcast Encryption-Based
Family (TBBEBF) which makes use of the broadcast encryption-based scheme in [23].
Such families exhibit a tradeoff among the amount of secret data that need to be dis-
tributed and stored by the users, the amount of data that need to be made public, the
complexity of key derivation, and the computational assumption on which the security
of the scheme is based.

Table 1. Comparisons among provably-secure time-bound key assignment schemes.

Scheme Public Private Key Computational Security
info. info. derivation assumption Notion

TLEBC At most One One IND-P1-CO IND-ST
§4.1 |V\2 . \Tl3 decrypt. secure enc.
TLPBC At most Atmost  One pairing BDDH IND-ST
§4.2 V|2 IT| eval.
Akl-Taylor based |V|-T| One One modular division RSA REC-ST
schemes [20,44,45] and one exponent.
TBEBF At least Atleast  Atleast PathLength IND-P1-CO IND-ST
[24] |E|-|T| one decrypt. secure enc.
TBBEBF At least Atleast  One (V|- |T2 |)-BDDHE  IND-ST
[24] |V|-|T| one (complex) decrypt.
Atallah et al. At least Atmost  Atleast PathLLength  IND-P1-CO IND-ST
schemes [5] |E|-|T| three decrypt. and PRF eval. secure enc. + PRF
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Atallah et al. [5] have shown a different framework to construct time-bound hierar-
chical key assignment schemes starting from any scheme without temporal constraints.
By using as building block a scheme in [3] they have shown time-bound hierarchical
key assignment schemes where each user has to store at most three private information
and the amount of public information is inversely proportional to the complexity of the
key derivation.

Table 1 shows lower bounds on the parameters exhibited by the TBEBF, TBBEBF
and the Atallah’s et al. schemes. We refer the reader to [5,24] for the exact values.

Compared to our schemes, all such constructions require a more expensive key
derivation procedure. The key derivation procedures of both TBEBC and Atallah et
al.’s schemes require a user in a class u to perform at least as many operations as the
length of the path PathLength between class u and a class v, in order to derive a
temporal key corresponding to class v. In particular, besides PathLength decryp-
tion operations, the key derivation procedure of the Atallah et al.’s schemes also needs
to perform PathLength pseudorandom function (PRF) evaluations. Notice that the
complex decryption needed by the key derivation procedure of the schemes in TBBEBF
may require O(|V| - |T?|) group operations. Moreover, the computational assumption
required by the constructions in TBBEBC, which is the m-Bilinear Decisional Diffie—
Hellman Exponent assumption (m-BDDHE) introduced in [13], is not as well studied
as the assumptions on which the other proposals rely.

We remark that our solutions are optimal with respect to key derivation complexity
and that no scheme in Table 1 is superior to the others with respect to all parameters.
An open problem would be to find a time-bound hierarchical key assignment scheme
which optimizes all parameters at the same time.

6. Summary and Extensions

In this paper we have designed and analyzed time-bound hierarchical key assignment
schemes that are provably-secure and efficient. We have distinguished between two dif-
ferent goals: security with respect to key indistinguishability and against key recovery.
We have also distinguished security against static and adaptive adversarial behaviors.
Then, we have introduced two different constructions for time-bound key assignment
schemes. The first one is based on symmetric encryption schemes, whereas the second
one makes use of bilinear maps. Both schemes support updates to the access hierarchy
with local changes to the public information and without requiring any private informa-
tion to be re-distributed.

In this paper we have considered hierarchical time-bound key assignment schemes,
however, the model could be extended to the case where the graph G represents a gen-
eral access control policy (i.e., which cannot be represented by a partially ordered hier-
archy). Moreover, we have considered the case where the graph G has the same structure
for any time period, since it represents the same access control policy. The model could
be generalized to the case where there are different access control policies, one for each
time period. For example, consider a web-based electronic newspaper company which
offers several types of subscription packages, organized as a partially ordered hierarchy,
where leaf nodes represent different topics. Assume that the newspaper company is go-
ing to offer some subscription packages in some fixed time periods. In such a case a user
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may subscribe to a package only for the time periods in which the newspaper company
offers it. Such a situation can be modeled by using a different graph to describe the
access control policy for each time period. More precisely, for any i = 1,...,|T|, we
could represent the access control policy for time period #; by a graph G; = (V;, E;),
where V; denotes the set of classes affected by the policy at time period ¢;, whereas E;
represent the access relation between the classes.

Throughout this paper, for the sake of simplicity, we have analyzed the case usually
considered in literature where the access control policy can be represented by a partially
ordered hierarchy which is the same for any time period. However, all our results could
be routinely extended to a more general setting.
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