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Abstract. A Boolean function b is a hard-core predicate for a one-way function f if
b is polynomial-time computable but b(x) is difficult to predict from f (x). A general
family of hard-core predicatesisafamily of functions containing a hard-core predicate
for any one-way function. A seminal result of Goldreich and Levin asserts that the
family of parity functionsis a general family of hard-core predicates. We show that no
general family of hard-core predicates can consist of functions with O(n1~¢) average
sengitivity, for any ¢ > 0. Asaresult, such families cannot consist of

functionsin AC?,

monotone functions,

functions computed by generalized threshold gates, or
symmetric d-threshold functions, for d = O(n%/2=¢) and ¢ > 0.

* The results in this article were originally presented at CRY PTO 1997 [6] and STACS 2000 [7]. Part of
this research by the first author was done while visiting McGill University. The research of the second author
was done at the Royal Institute of Technology, Stockholm. The third author was supported by NSF NY | Grant
No. CCR-9457799 and a David and Lucile Packard Fellowship for Science and Engineering. Part of this
research was done while he was a postdoctoral fellow at the University of Texas at Austin and the University
of California, Berkeley, and part done while visiting McGill University.
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The above bound on sensitivity is obtained by (lower) bounding the high-order terms of
the Fourier transform. We also explore lower bounds on the size of small-depth circuits
implied by the above bound on the average sensitivity.

Key words. Cryptography, One-way function, Hard-core predicate, Pseudorandom
generator.

1. Introduction

A basic assumption on which much of modern (theoretical) cryptography rests is the
existence of one-way functions. In general, such functions may have quite pathological
structure, and the devel opment of useful cryptographic primitives from general one-way
functions (often with additional properties) is one of the triumphs of modern cryptogra-
phy. Oneof the moretroubling waysthat aone-way function may be unsatisfactory isthat
it may “leak” information about x into f (x): in particular, it may be possible to compute
nearly al of x from f (x) in polynomial time. The problem of showing that f (x) hides
at least one bit of information about x is the hard-core predicate problem, identified in
the seminal work of Blum and Micali [3]. Specifically, they show how to construct a
pseudorandom bit generator from a specific permutation (exponentiation modulo alarge
prime) under the assumption that computation of discrete logarithms is difficult. The
generator startswith aseed xq and then iteratively computes X1 = g mod p, where g
is agenerator of Zg. In every iteration the generator outputs a pseudorandom bit b(x ),
which is, more or less, the most significant bit of x;. The proof of security of the Blum—
Micali generator relies on the fact that if computing discrete logarithms is hard, then
it is difficult to predict b(x) given g* mod p—the predicate b is a hard-core predicate
for modular exponentiation. As they point out, their construction can be applied to any
given one-way permutation and a hard-core predicate for that permutation.

At this point it was natural to ask if hard-core predicates exist for all one-way permu-
tations. An affirmative, and quite satisfactory, answer was given by Goldreich and Levin
[9] who demonstrated that every one-way function has a hard-core predicate.> Specifi-
cally, they show that for any one-way function f, there is a polynomial-time predicate
b: sothat b (x) isdifficult to compute from f (x). A hard-core predicate, though abasic
primitive, has remarkable potency.

o If f isapermutation, ahard-core predicate immediately gives rise to a pseudoran-
dom generator (by the Blum—Micali construction).

e If f is a permutation, a hard-core predicate immediately gives rise to a secure
bit-commitment scheme (see[2]).

e If f isaoneway trapdoor permutation, a hard-core predicate for f immediately
givesrise to asemantically secure encryption scheme (see [10] and [27]).

e The Goldreich—Levin construction of a hard-core predicate for any one-way func-
tion is an important ingredient in the proof that the existence of one-way functions
implies the existence of pseudorandom generators [18], [13], [14].

1 Specifically, anonuniform hard-core predicate can be found for any one-way function f . If onecantolerate
aminor alteration to the one-way function f, auniform predicate can aways be found.
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Considering their importance (and theresult of Goldrei ch and L evin mentioned above),
it is natural to wonder how simple such predicates can be. For specific conjectured one-
way functions such as RSA or discrete exponentiation, extremely simple hard-cores
can be found, e.g., [1], [3], [17], and [16], but each of these proofs relies heavily on
the specific structure of the relevant one-way function. In general, one seems to need
relatively complex predicates.

In thisarticle we demonstrate that, in general, hard-core predicates must be quiterich,
having a nonnegligible portion of their Fourier transform concentrated on high-degree
coefficients. From this follows a number of richness conditions for such predicates:
genera hard-core predicates

e cannot have small average sensitivity (specifically, they cannot have average sensi-
tivity O(n'~¢) for any ¢ > 0),

cannot be computed in AC°,

cannot be monotone,

cannot be computed by generalized threshold functions, and

cannot be computed by symmetric d-threshold functions, with d = O(n%/?-¢) for
any ¢ > 0.

It is interesting to note that these results parallel those for universal hash functions
obtained by Mansour et al. in [24]. See also [20] for related work on the complexity of
pseudorandom generators.

Section 2 defines the notions of one-way function and hard-core predicate. Section 3
briefly erects the framework of Fourier analysis for Boolean functions. Sections 4 and
5 are devoted to proving the main theorem and discussing some applications. Section 6
refines the result for AC® functions by providing strong lower bounds on the size of
constant-depth circuits computing hard-core predicates.

Preliminary versions of the resultsin this article were originally presented in [6] and
[7]. Theresultsin Section 6 of this article were originally obtained in [6] using Hastad's
switching lemma[12] rather than the bounds on sensitivity used here.

2. One-Way Functions and Hard-Core Predicates

A function f: {0, 1}* — {0, 1}* islength-preserving if f ({0, 1}") c {0, 1}" for dl n.
We write f™ for f restricted to inputs of length n. For convenience, we restrict our
attention to length-preserving one-way functions. This restriction does not affect the
generality of the discussion: any one-way function can be modified so as to be length-
preserving by a standard padding argument.

Definition 1. A (length-preserving) function f: {0, 1}* — {0, 1}* isaone-way func-
tionif f iscomputablein polynomial time, and for all functions A: {0, 1}* — {0, 1}*
computable by polynomial-size circuits and for al k > O,

Prf(A(f™(x))) = f™(x)]=0Mn™),

this probability taken uniformly over al x € {0, 1}".
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In this cryptographic setting we consider A to be a polynomially bounded adversary
attempting to invert the function f.

Asdiscussed in the Introduction, a hard-core predicate for aone-way function f isa
polynomial-time predicate b for which the value b(x) is difficult to predict from f (x).
For reasons which will become clear later, it is convenient for us to express Boolean
functions as functions taking values in the set {£1}.

Definition 2. The Boolean function b: {0, 1}* — {+£1} is a hard-core predicate for
alength-preserving one-way function f if b is computable in polynomia time and for
al functions A: {0, 1}* — {£1}, computable by polynomial-size circuits, and for all
k>0,

PrA(F™(x) =b™(x)] = 1 + O(n™),
this probability taken uniformly over al x € {0, 1}".

Clearly, it would be desirable to have a predicate that is hard-core for any one-way
function, but this is too much to hope for. Assuming that one-way functions exigt, it is
easy to see that for any predicate b one can construct a one-way function f for which
b(x) is easy to compute given f (x). However, Goldreich and Levin showed that there
is afixed predicate b that is a hard core predicate for a padded version of any one-way
function.

Theorem 1[9]. Let f beaone-way function, and define gs (x, w) = f (X) o w where
o denotes concatenation, and |X| = |w|. Then bg, (X, w) = (—1)292‘1"' “i isa hard-core
predicate for g .

In Section 5 we discuss the concept of a general family of hard-core predicates, a
family of functions containing a hard-core predicate for any one-way function. We also
discuss there issues of uniformity for such predicates.

For amore detailed discussion of one-way functions, hard-core predicates, and their
uses in modern cryptography, see [8] and [23].

3. Fourier Analysisof Boolean Functions

Let L(Z3) = {f: Z§ — R} denote the set of real-valued functions on Zj = {0, 1}".
Though our interest isin Boolean functions, it istemporarily convenient to consider this
richer space. L(Z3) is a vector space over R of dimension 2", and has a natural inner
product: for f, g € L(Z}), we define

1
(.o =2 > F00g00.

xe{0,1)"

Forasubset C {1, ..., n}, wedefinethefunction x,: {0, 1}" — R sothat x,(X) =
[Tace (—1)*. These functions x,, arethe charactersof Z3 = {0, 1}". Among their many
wonderful propertiesisthefact that the charactersforman orthonormal basisfor L(Z3):
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Proposition 2.

1. Va C [n],

> - fZ feo

¢ 0 otherwise,

xe{0,1}"

2. Ya, B C [n], xa(X)xg(X) = Xaop(X), Where o @ B denotes the symmetric
difference of « and 8, and

3. Ve, 8 C[N],

)1 ifa =8,
(xes x5) = {0 otherwise.

Considering item 3, the characters{x, | « C [n]} are orthogonal and have unit length.
Sincethere are 2" characters, they span L (Z3), aspromised. Any function f: {0, 1}" —
R may then be written in terms of this basis:

f= Z f;Xaa

acln]

where f; = (f, xo) isthe projection of f onto x,. These coefficients f; a C [n], are
the Fourier coefficients of f, and, as we have observed above, uniquely determine the
function f.

Given the above, it is easy to establish the Plancherel equality:

Proposition 3. Let f ¢ L(Z}). Then |f|3 = Y, f2, where || f[3 = (f, f) =
(/2" Y yeoar FO2

Asaways, fy = Exp[ f] and, when f isBoolean,

Y R2=fi=1

It isinteresting to note that if welet an n-bit string w encodeaset «(w) C {1,...,n}
in the natural way, then the Goldreich—Levin predicate bg (X, w) = X g () (X).
A prominent themeinthestudy of (continuous) Fourier analysisislocal-global duality:

. .. the speed of convergence of aFourier seriesimproveswith the smooth-
nessof f. Thisreflectsthefact that local featuresof f (such assmoothness)
are reflected in global features of f\(such as rapid decay at n = 4o00).
This local-global duality is one of the major themes of Fourier series and
integrals,. . .

Dym and McKean [5, p. 31]

This very same duality (between smoothness of f and rapid decay of ﬂ is central for
our study. In our framework, a natural measure of smoothness for a Boolean function f
isits average sensitivity:
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Definition 3.  The average sensitivity of aBoolean function f : {0, 1}" — {1} isthe
quantity

1 L) — f(xee)l
> 2

S(f) = > ,

xe{0, 1" i=1
where g € {0, 1}" denotes the vector containing asingle 1 at positioni and ¢ denotes
coordinatewise sum modulo 2. (The % factor appearing in the last term here reflects the
choice of {+1} asthe range for Boolean functions.)

Welook at some examples. The average sensitivity for the n-input parity functionisn,
since for any input x, flipping any of the n input bitswill change the parity. The n-input
OR function has average sensitivity 2n2~": if the input is al 0, then flipping any bit
changes the value of the function (for thisinput the inner sum is equal to n), for any of
the n inputs with weight 1, flipping the single 1 bit will change the value of the function
(for each of these n inputs the inner sum is equal to 1), and for al inputs with weight at
least 2, the inner sumis equal to 0.

Observe that average sensitivity is proportional to the likelihood that a random pair
of neighboring points take on different values: “smooth” functions, where neighboring
points are likely to agree, evidently have small average sensitivity.

The connection between average sensitivity (smoothness) and rapid decay of the
Fourier transform is given by the following equality, dueto Kahn et al. [19]:

S(fy= Y lal f,2 6]
ac[n]

Considering theaboveequality, andrecallingthat || f ||, = 1for aBooleanfunction f,the
average sengitivity of f isexactly determined by the distribution of thisunit massamong
the terms ﬂz_ This is a manifestation of the local-global duality principle mentioned
above: functions having their Fourier transform concentrated on small coefficients (those
for which |«| is small) have small average sensitivity and, as such, are smooth. In this
case, we opt to define our notion of smoothness in terms of the Fourier transform as
follows:

Definition 4. We say that afunction f: {0, 1}" — {£1} is (t, §)-smooth iff

Yo f2<e.

la|>t
A function g: {0, 1}* — {£1} is (t(n), §(n))-smooth iff there exists ng > 0, so that
for al n > ng, g™ is (t(n), §(n))-smooth.

A final word on notation: we frequently study functions f (x, y) that take two strings
X, y asinput. Using Iy and |y asthe (digoint) index setsfor x and y, respectively, it is
convenient to index the Fourier coefficients of f with two setsa, 8, wherea C I and
B Cly:

FOCY) =) fapXavpX V) = D TapXa()X5(Y),

aClx acClx
Bcly BCly

where Xqup(X, ¥) = Xo (X)X g(y) Sincea N g = 0.
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4. Main Result

Before proceeding we discuss the relevance of sensitivity to the problem of finding hard
core predicates.

4.1. Motivation and Proof Outline

First, notice that simple (and natural) candidates such as individua bits of x, eg.,
b(x) = Isb(x) (the least significant bit) will in general fail to be hard-core predicates.
A simple counterexample can be found by taking any one-way function g and defining
f(Xn—1---X0) = g(Xn_1- - - X1) 0 Xg. Though f isaone-way function, computing Isb(x)
from f (x) istrivial. Asmentioned in the Introduction one-way functionsmay, in general,
“leak” substantial information about the input. The proof of our main result capitalizes
on this. One can think of the proof asaconstruction of aone-way function f which leaks
so much information about the input x, that for any sufficiently smooth function b, b(x)
is often determined by the information f leaks.

Now, to consider a somewhat more complicated candidate than Isb(x), suppose that
f isaone-way function of the form f(x) = g(x;) o Xy where J C [n], |J| = k, and
where x; denotes x;, Xi, - - - Xi,, ij € J,i1 <ip < --- < ik Inother words, f appliesthe
one-way function g to a part of x and outputs the rest of x unchanged. The hardness of
inverting f isnow reduced to the hardness of inverting g, and the length of the argument
of g (g's security parameter) is decreased. As long as this length reduction is within a
polynomial factor, f will be aone-way function. We briefly take the perspective of the
adversary: given f (x), we should like to predict some function b(x). We know a part of
theinput tob, i.e. x5, but not al of it. Now, if the sensitivity of b islow and the unknown
part of x issmall, thenit islikely that the unknown bits, x;, are irrelevant to the output,
b(x). In particular, substituting random values for these bits together with the known
bitsislikely to produce the correct value, b(x).

Our planisto construct afunction f asabove, which requires choice of an appropriate
set J. Clearly, we cannot hope that a fixed J will work since we could then also find
afunction b that only depends on the bitsin x; that are hidden to us; such a b could
then very well be unpredictable. This suggests that we use a random J. Choosing a
single random J (for al x of agiven length, say) and defining f in terms of this J also
fails: first, this would lead to a nonuniform function f which is undesirable, but more
importantly, it would lead to a considerably weaker result than we are aiming for. We
wish to prove that “there exists a one-way function f such that every smooth predicate
b fails to be a hard-core predicate for f.” However, picking a random fixed J would
only (naively) show that “for every smooth predicate b there is a one-way function f
such that b fails to be a hard-core predicate for f” (which we already knew). Selecting
arandom J for every input x aleviates this difficulty. This randomness must be taken
from somewhere and we do this by “borrowing” randomness from x itself since x is
assumed to be random. Thisapproach can berealized asfollows. Writing the n input bits
asx oy (where|x| = |y| = n/2), wenow interpret (in some way) y as an encoding of a
subset J = J(y) of the bitsin x. We then compute f as f (X, y) = g(Xj(y)) © X355 © Y-

This encoding could potentialy introduce a problem. Since al information on J is
availableiny (whichisalso supplied to the candidate hard-coreb), thisencoding must be
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X X1
nt/2
Xr X - k¢
L)+ 21
on| |
Xn—r41 - - Xp—i4+1
. A\./().H», % :
nt/2
Xy Xn
A I ¥
n/2logn :
¥y Y
Fr—s+1 Yn—s41
n/2logn 3
‘ @ ® :
¥ JOGYy=J, T ¥n

Fig. 1. Construction of f.

rich enough to avoid b “figuring out” which bitsit should use, namely thosein J, hidden
by g. To this end, we use the fact that we are assuming that b has low sensitivity and
define J in terms of highly sensitive (but still polynomial-time computable) functions,
namely XORs, see Fig. 1.

4.2. The Spectral Bound

We can now beginworking toward our main result which assertsthat if one-way functions
exist, then there are one-way functions for which every hard-core predicate is highly
nonsmooth. In Section 5 we explore the consequences of this theorem for general hard-
core predicates.

Theorem 4. If there exists a one-way function, then for every ¢ > Othereisa one-way
function f,. such that no (y n*~¢, §)-smooth Boolean function b: {0, 1}* — {41} can
be a hard-core predicate for f, ify +§ < %

As is shown in Section 5, this implies the bound on sensitivity claimed in the
Introduction.
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Proof. Let g: {0, 1}* — {0, 1}* be a (Ilength-preserving) one-way function. Fix an
arbitrary constant ¢ > 0. We describe below a one-way function f, = f(x,y) of n
variables so that if

bV (X, y) = Y bW, X0 (X)X (Y)
a.B

and Zla\+\ﬁl>y e (0™ 6)2 < §, then, given f (X, y), one can guess b(x, y) with high
probability.

Assume that n is even and define f (X, y) where [x| = |y| = n/2 asfollows. For an
dement w € {0, 1}* and asubset S= {s;,...,5} C {1,..., Kk}, let ws = wg, - - - wy,
wheres; < --- < §. Theinput x is divided into ty % hi-¢ blocks each consisting of
n®/2 bits. Similarly, y is divided into t, ® logn'— blocks of n/(2logn’—*) bits. For
simplicity, we ignore issues of integrality for these quantities. Then the value f (x, y)
is computed as follows. Writey = yg, --- Y8y where yg is theith block of y. Let
J = @yep Yk bethe parity of the bitsin yg , and interpret theresult Jy, . . ., Jiogm-- &
abinary coded integer J(y) € {0, ..., n*~¢ — 1}. We define the set

Ty =iy a1 py+nt -1l
(Y)—{ (y)?, (Y)E-i- e [JY) + >~ }

these are precisely theindices of the J(y)th block of x. Finaly, define f (x,y) = (z, y)
wherez; = x; wheni & J(y) and 27y, = 9(X7(y)). Clearly, f isaone-way function,
since inverting f in polynomial time implies inversion of g on n-bit inputs in time
polynomial in (2n)Y/.

Now, let b: {0, 1}* — {£1} bea (y n'~¢, §)-smooth Boolean predicate. Our goal is
to show that b cannot be a hard-core predicate for f. For the remainder of this section,
fix the input length to n, an integer large enough so that b™ is (y n'~¢, §)-smooth and
4y < n?/logn'~¢. To simplify notation, for the remainder of this section we write b
rather than b™.

The following lemma then implies the theorem.

Lemmab. If b(x,y) is (y n'~¢, §)-smooth, then there is a probabilistic polynomial-
time algorithm Ay, such that

PrIAL(f (X, y)) =b(x,y)] = 1—-8(y +9),

this probability is taken over uniformly random choice of x and y and the coin tosses
of Ap.

Remark 1. Hard-core predicates are defined with respect to adversaries that are poly-
nomial-size circuits. However, since probabilistic polynomial-time algorithms are less
powerful than polynomial-size circuits, the above lemmaiis sufficient.

Describing Ay is easy. Given f (X, y), vy, and hence J(y), is known. Also, al of
X except X7y IS known. Form x’ by letting x{ = x; wheni ¢ J(y), and picking
x/ﬂy) uniformly at random. Finaly, let Ay(f (X, y)) = b(X’, y). The guess is correct
when b(x, y) = b(x’, y). Note that x" and y are independent and uniformly distributed.
However, x and X" are of course highly dependent.
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By the above discussion, Lemma 5 follows from Lemma 6, below.

Lemma6. If b(x,y) is (y ¢, §)-smooth, and x, X', y are generated as described
above, then

Prib(x, y) = b(X', y)] = 1 —8(y +9).

Let Z be the indicator function

(1 ifANB#4, and
Z(A.B) = {O otherwise.
and define
ex.y) = Y BusXa()Xs(NA— Zie T(Y)).
la|+|Bl<y ni=e
howy) = ) BupXa®Xp(Y)Z(@. T(y). and
la|+|Bl<y nt=e
reGy) = Y bupXa(0Xp(Y).
la|+|B]>y nt=e

Now, b(x,y) = e(X,y) + h(X,y) + r(x, y), and note that e(x, y) depends only on
inputs exposed by f(x,y) (i.e., it does not depend on X (y)), whereas each term in
h(x, y) depends on some hidden bits (i.e., bitsin X 7y)).

Observethat when x, x’, y are generated according to the above procedure, e(x, y) =
e(x’, y). We will prove that for random (x, y), with high probability both |r (x, y)| and
Ih(x, y)| are small. Since (X', y) has the same distribution as (X, y) these bounds hold
for |r (x'y)| and |h(x', y)| aswell. Thisis sufficient to prove that with high probability
b(x, y) = b(x’, y).

The contributions of r (x, y) and h(x, y) are bounded by the following two lemmas.

Lemma7. Ifb(x,y)is(y n'¢, §)-smooth, and x, y are uniformly distributed, then

Prir(x,y)l > 1] < 172.

Proof. The probability is bounded with the Chebychev inequality: for a real-valued
random variable X,

Pr{|X — Exp[X]| = A] < A2 Var[X]. 2)

Observe that the expectation of eachterminr (x, y) isO since either || > Oor |8| > 0;
hence Expl[r (X, y)] = 0and

Prir(x,y)| = A] < 272 Var[r (x, y)] .

As the terms appearing in r (X, y) are pairwise independent, the variance of the sum is
equal to the sum of the variances. Then

Var{by s o () x5 (V)] = 0. )% Varlxaus (%, V)]
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and, sincea U B # @ for thetermsin this sum, Var[ x,us (X, ¥)] = 1 so that

Varr (x, y)] = Z (Ea,,B)Z <3,

lee|+|B|>y nt=*

as desired. O
Lemmas8. If 4y < n¥/logn'~¢, thenPrlh(x, y)| > A] < A7 2%y.

The proof of Lemma 8 is dlightly technical, so we first see that Lemmas 7 and 8
together imply that with high probability b(x, y) = b(X’, y).

Proof. [Proof of Lemmas6] Since [b(x, y)| = |b(x’, y)| = Litisenough to show that
with high probability
Considering that e(x, y) = e(x’, y), applying the triangle inequality we have
Ib(x, y) —b(X, V)| < Ir(x, I+ [rxX, )| + [hx, v + [hX, y)] .
Therefore,
Pr{b(x,y) —b(X,y)| = 2] < Prlr(x,y)| = 5] +Pr{[rx.y)| = 3]
+ Pr[lh(x, y)I = 3] +Pr[|h(x, y)| = 3]

< 85+ 8y.
The last inequality follows by two applications of Lemma 7 and two applications of
Lemma8 (with = 3). O
As mentioned above, Theorem 4 follows from Lemma 6. |

It remainsto prove Lemma 8.

Proof of Lemma 8. Asbefore, we use the Chebychev inequality,

Priih(x, y)l = 4] < &~ Var[h(x, y)] = Exp[(h(x, ¥))’] — Exp[h(x, y)]*.
By linearity of expectation and independence of x and vy,

ExplhOG Y] = ) Bu EXpLXL OO] EXPLZ(e, T ()X 5 (V)]
la|+18] <y ni-e

Now, Z(%, J(y)) = Ofor al y, and when o # ¥ then Exp[ X, (X)] = O; hence each term
in h(x, y) has expectation 0 and Exp[h(x, y)] = 0, and we have

Var[h(x, )] = Exp[(h(x, y))?]

= > bupbe s EXPIX(OXa (0]

lr|+11 <y n1—¢
o’ |+]8’| <y nl=e

"Exp[X ()X g (V) Z(et, T(YNZ (', T (Y)].
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ASEXp[Xo (X)X o (X)] = 84,07, We have

varh(x,y)] = Y bugbes ExplXpe s (V) Z(@. T(Y)]-

|+l <y nl—¢
lal+| | <y n1—¢

Accept, for the moment, the following claim.

Claim 9. For any g, 8’ with max(|8|, |8']) < ¥ n*%, Xga s (y) and Z(a, J(y)) are
independent.

This allows us to estimate the variance:

Var[h(X, y)]

Y bugbuy EXplXg0 s (NI EXPIZ(a, T (¥))]

la|+|pl<y n1=¢
lal+| /| <y nt=¢

= D bugbupdpp BXP[Z(@, T(y))]
la|+|pl<y n1=¢
al+| /| <y n1=¢

= ) (bup)’E(Z@, T
la|+|Bl<y ni-e

R nl—s

= Z (b(:z,ﬂ)zynl7‘9
||+ Bl <y nl-e

=Vv.

We have used the Plancherel equality to conclude that 3, ., 5/ <p- (EX,,;;)2 < 1. Also,
Exp[Z(x, T (¥))] is exactly the probability that the fixed set « intersects the randomly
chosen block indicated by y; this probability is at most |«| divided by the number of
blocks.

It remains to prove the claim. We need to show that X g ¢ g (y) and Z(«, J(y)) are
independent. However, this follows from the fact that each “bit” in J(y) is the parity
of n/(2logn’=¢) bits, whereas X 4 4 5 (y) depends on the parity of |8 & p'| < 2yn'—*
bits. By the assumption stated in the lemma, 2yn'~¢ < n/(2logn'~*). Therefore, even
whenall thebitsin g @ g’ arefixed, thebitsof J(y) arestill uniformly and independently
distributed. O

In the next section we explore the ramifications of Theorem 4 for general families of
hard-core predicates.

5. Applicationsto General Families of Hard-Core Predicates

In this section and the next, we adopt a stronger notion of efficient computation with
respect to hard-core predicates. Specifically, we broaden our consideration to include all
predicates for which there is afamily of polynomial-size Boolean circuits {C,, | n > 0}
so that b(w) = Ch(w) for dl w € {0, 1}". As we have adopted the convention that
Boolean functionstake valuesin the set {1}, we must demand the same of our circuits.
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For concreteness, then, we treat all Boolean circuits as though the map taking 0 to 1 and
1to —1isimplicitly applied to their outputs.

Thereason for considering this nonuniformnotion of hard-core predicateisthat rather
than focusing on the behavior of a single predicate, we wish to explore families of
predicates guaranteed to contain a hard-core predicate for any one-way function f . Such
families are called general hard-core predicates. Typicaly, as in the Goldreich-Levin
construction, a randomly chosen member of the family of predicates is likely to be a
hard-core predicate for f, and folding this “random choice” into the definition of b
(naively) requires nonuniformity. This does not greatly affect the resultsin the previous
section. The only differenceisthat the algorithm Ay, requires a (polynomial-size) circuit
for the predicate b so that it can evaluate b on an input x, y.

Definition 5. A family B c {+1}{®Y" iscalled ageneral family of hard-corepredicates
if for every one-way function f there is a (nonuniform) polynomial-time computable
predicate b € B, such that b is a hard-core predicate for f.

It is a consequence of the proof of Theorem 1 that the collection of functions
BoL = {p: {0, 1}* — {£1}|Vn, p™ = x,m, for somea™ c {1,...,n}}

isageneral family of hard-core predicates. For completeness, we outline a proof below.

Proof Sketch. For afamily A = (@@, a®@,...), with each «™ c [n], define ba:
{0, 1}* — {41} to be the predicate ba(ws, ..., wn) = xem(w). Our god is to show
that for any one-way function f, there is a family A for which the function b, is a
hard-core predicate for f. To simplify notation, we only consider the case where f isa
permutation.

For apredicate b and an input length n, the hardness of b is defined as H¢ (b, n) = s
wheresisthelargestinteger suchthat every circuit C of size < shasPrye(o, 10 [C(f (X)) =
b(x)] < % + s71. Since f isapermutation, Hs (b, n) is always finite. It is easy to see
that b is a hard-core predicate for f if and only if for al c and al sufficiently large n it
holds that H¢ (b, n) > n°®.

Let A= (@@, a@,...), wherea™ c [n] ischosen to maximize H (x,m, n). Then
ba is a hard-core predicate. Assume to the contrary that thereisac > 0 so that for
infinitely many n, Hs(ba,n) < n® We show that in this case, one can construct a
polynomial-size circuit family that inverts f with nonnegligible probability oninfinitely
many input lengths n; this contradicts that f is one-way.

Implicit in the proof of Theorem 1 (due to [9]) is a construction of a (uniform)
polynomial-time oracle machine M B which has the property that

11 1
LB, ) = xe®] > 5+ = Pr[MB(f(x))=X]>E, 3

acln]

where ¢ is any positive constant and ¢; depends on ¢y. The latter probability is taken
over the choice of x and the coin tosses of M. Furthermore, the «; for which M queries
B(f (X), «j) depend only on the coin tosses of M; they are independent of f (x) and the
answers of the oracle B.
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We consider an arbitrary n such that H; (ba, n) < n®, and let C[«] be a circuit of
size n® such that Pr[Cla](f (X)) = x«(X)] > % + n~C, Let the oracle B be defined
by B(f(x),a) = Cla](f(x)). Then Pr[MB(f(x)) = x] > n~° for some c'. Fix the
random bits of M in such away that it inverts f on at least afraction n=¢ of theinputs.
This fixes the «; for which the oracle is queried, and we can replace the oracle by the
circuits C[e;], giving us apolynomial-size circuit. This construction can be repeated for
the infinite collection of integers n for which H¢ (ba, n) < n®, asdesired. |

By being more careful, one can prove a stronger, but still nonuniform, result. Specif-
ically, we show that if A is constructed by picking «™ c [n] uniformly at random for
each n, then with probability 1, b is ahard-core predicate.

Proof Sketch. The basic structure of the proof is analogous to that of the above exis-
tenceproof. First, notethat for any constantsc, d > 0, if Procpn[Ht (o, N) < N°] > n-9,
then we can repeat the above construction of the oracle B, thistime letting C[«] be the
circuit of size n® that maximizes Pryc(o, 130 [Clee] (f (X)) = xo (X)]. Then

PrIB(T (), &) = xa ()] = 3+ Pry[Hi (o, ) <0 -n¢> 4 n~d

and as before we may construct a polynomial-size circuit that inverts f.

Now, let A = (@@, «@, ...) be the random variable determined by independent
(and uniform) selection of each o™ in {0, 1}". For any ¢ € N, let E., be the event
H: (xom, N) < n°.Bytheabovediscussion, thereisaconstantng > 0sothat Pr,m[Ecn] <
n=2foraln > no. Thus Y, Prym[Ecn] < No+ Y_,n~2 < oo. Now, by the Borel—
Cantelli lemma (see, for example, Section 8.3 of [4]),

F;r[EInCVn > N, Ecpn]l = 1.

As the union of countably many sets of zero measure has zero measure, we conclude
that

Pr¥c € N, 3ncvn > ne, Ecn]l =1

Thus, with probability 1, ba isahard-core predicate. O

One consequence of thetheorem of thelast sectionisthat general familiesof hard-core
predicates cannot be smooth:

Corollary 10. If Bisageneral family of hard-core predicates, then, for every ¢ > 0,
it must contain a function which is not (n1—¢, 1—17)—smooth.

The close connection between smoothness and average sensitivity implies the
following.

Corollary 11. If B isa general family of hard-core predicates then, for every ¢ > 0,
B must contain a function with average sensitivity greater than n'—¢ for all sufficiently
largen.
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Proof. The lower bound on the sensitivity follows from (1) coupled with the lower
bound on smoothness. Specifically, let b be aBoolean function and assumethat S(b™) <
n'~2¢ for somefixed ¢ > 0. Then

N2 >50") > Y el 0™)? >0t Y (00,)2

|| >nl-¢ |a|>nl-¢

and thus 3, (b™,)2 < n~¢ so that b™ is (n'~¢, n~¢)-smooth. The corollary
follows. O

A celebrated theorem of Linial et al. shows that functionsin AC® are smooth:

Theorem 12[22]. Let f: {0, 1}* — {£1} beaBoolean function with polynomial-size
constant depth circuits. Then f is (log®® n, o(1))-smooth.

An immediate corollary is that general hard-core predicates cannot be computed in
AC®:

Corollary 13. If B isageneral family of hard-core predicates, then it must contain a
function which is not in ACP.

In Section 6 we derive strong bounds on the size of small-depth circuits that compute
genera hard-core predicates.

It is interesting to note the folklore theorem [21] which asserts that any monotone
function f has small average sensitivity:

Lemmal4. Let f beamonotone Boolean function, then S(f) = O(/n).

Proof. Focuson f™: {0, 1} — {—1, 1}). For an element x € {0, 1}" let wt(x) =
> X denote the weight of x and let N(X) = {x @& g |i = 1,..., n} denote the set of
neighbors of x. A mintermof f isan element x € {0, 1}" sothat for al y € N(x) with
wt(y) < wt(x), f(y) < f(x). Similarly, amaxtermof f isan element x € {0, 1}" so
that for all y € N(x) with wt(y) > wt(x), f(y) > f(x). Consider the following two
rules:

e Rule A. Let x be a minterm of f with wt(x) < n/2. Transform f into f’, the
Boolean function equal to f on all points except for x, where f'(x) = —1.

e Rule B. Let x be a maxterm of f with wt(x) > n/2. Transform f into f’, the
Boolean function equal to f on all points except for x, where f'(x) = 1.

Observethat these transformations preserve monotonicity and, furthermore, the applica-
tion of either ruleto afunction f resultsinafunction f’ with S(f) < S(f’). Repeated
application of these rules (in any order) results in a monotone function g for which
neither rule is applicable; hence

M! <g=< M,
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where MI(x) = 1 & wt(x) > n/2and MI(x) = 1 & wt(x) > n/2. For such
functions g, S(g) = O(/N), so that S(f) < S(g) = O(/n), which establishes the
lemma. O

Clearly, the same bound holds for any generalized monotone function (a generalized
monotone function is obtained by negating some of the inputs to a monotone function).
In light of the above, the following isimmediate;

Corollary 15. If B isa general family of hard-core predicates, then it must contain a
nonmonotone function.

A Boolean function f: {0, 1})" — {41} is a d-threshold function if there exists
a real multivariate polynomia p € R[Xy,..., X,] of total degree d or less so that
V(Xla LI ) Xn) € {05 1}n1

f(Xe, ..., %Xy =Sign p(Xg, ..., Xn).

When d = 1 such functions are generalized threshold functions and are generalized
monotone functions; their average sensitivity is addressed in Lemma 14 above.

In general, it has been shown by Gotsman and Linia [11] that d-threshold functions
are (d, 1 — eq)-smooth, for a constant ¢4 > 0 independent of n. Though this is not
strong enough for our application, they show that under the added assumption that f is
symmetric, one has

S(f) < 2_n+1§ ([(n _nk)/2]> <n - [%ﬂ) ’

where [x] is the integer part of x. Observe that when d = O(n'/2-¢), this quantity is
O(n*~#). Then the following isimmediate.

Corollary 16. If B is a general family of hard-core predicates, then it must contain
a function which, for large enough n, cannot be expressed as the sign of a symmetric
polynomial of degreed = O(nY/?=¢), for any ¢ > O.

6. Boundson Circuit Size and Depth

Instead of characterizing functions by smoothness, we can use circuit complexity as
a measure of simplicity. In this section we derive strong lower bounds on the size of
small-depth circuits for general hard-core predicates.

Definition 6. A circuit is a directed acyclic graph having gates as vertices. A gate
can be of type OR or AND and computes the corresponding Boolean function of its
incoming edges, the incoming edges being outputs of other gates or one of the inputs,
Xi,i =1,2,...,n,or anegated input. The fan-in of a gate is the number of incoming
edges. There is a unique gate the output of which is the output of the whole circuit;
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as mentioned above, we actually treat this output as a £1 value. The output gate can
therefore be considered as asink, and the vertices corresponding to inputs are sourcesin
the graph. The size of the circuit is the number of gates and the depth is the maximum
path length from an input to the output gate.

A circuit c computing aBoolean function b issaid to depend on mbitsif thereisafixed
m-subset, J C {1, 2, ..., n}, such that for al x, |x] = n, c(x) is uniquely determined
by x;.

We assume that the circuit is “leveled.” That is, the gates at level i take their inputs
from gates at level i — 1 and @l gates at a given level are of the same type (AND/OR),
types alternating from level to level. Hence all inputs x; (and negations X;) are at level O,
and the depth of the circuit isthusthe number of levels. Therestrictionsthat all negations
are at the input level and that the circuit isleveled are not severe; converting an arbitrary
circuit with unbounded fan-in gatesto this form increases its depth by at most 1, and its
size increases by a constant factor. As usual, AC® denotes the set of Boolean functions
computable by circuits of constant depth, polynomial size, and unbounded fan-in.

Consider the function f, in Theorem 4, and let b be a hard-core predicate for f..
The lower bound on the sensitivity of b implies alower bound on the size of a depth-d
AND/OR circuit that computes b.

Theorem 17. If bisa hard-core predicate for f., then a depth-d AND/OR circuit for
b must have size at least 22"

Proof. We use Theorem 4 and the following result dueto Linial et al.

Lemma 18[22]. Letb bea Boolean function computed by a circuit of depth d and size
M, and let t be any integer. Then

552 < auz- .

lo|>t

Lett = n~¢/40. If 2M2-"""//800 < &, thenbis (n'~¢/40, %)-smooth, and cannot
be a hard-core predicate for f.. The lower bound on M follows. O

7. Hard-Core Predicates for Padded Functions

Wereturn to the Goldreich—L evin construction. It assertsthat thereisafixed function bg.
that isahard-core predicatefor g¢, apadded version of an arbitrary one-way function, f.

One can consider a generalized construction, any one-way function f (x) yielding a
padded version gs (X, w) = f(X) o w, where |w| = p(|x]) for some polynomial p, so
that afixed predicate b (independent of f) isahard-core predicate for g¢. What kind of
lower bounds can one show for, for instance, the sensitivity of b?

Our results can be extended to such padded functions: a predicate such as b above
must have average sensitivity greater than |x|*—¢ for all ¢ > 0. Note that this is not that
far from optimal since the Goldreich—Levin predicate has average sensitivity ® (|x|).
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Thelower bound follows from the following simple argument. For an arbitrary ¢, take
f to be the function f, constructed in Section 4.2. Now, the task of the adversary isto
guess b(x, w) given f (x) and w (using x to mean both inputs of f.). However, once w
is known, b depends only on x, and hence is easy to guess from f (x) if it has average
sensitivity less than |x|* 2.

Finally, one can consider more general ways than padding to modify a one-way func-
tion f so asto offer a guarantee that a fixed predicate b will be a hard-core predicate
for the result. In this general setting, however, the spectral properties of b cannot be
bounded as above. Consider the example of a one-way function f (x) modified to pro-
duce h¢ (x, w, z), where |x| = |w|, zisasingle bit, and we define

hi(X,w,2) = f(X)owo Z,

where
Z=(1+4+2z-1) - bg (X, w))/2

andletb’(x, w, z) = (2z—1). Clearly, hs isone-way if f isone-way, anditisnot hardto
see that predicting b’ (x, w, 2) from h; (X, w, ) isas hard as predicting bg (X, w) from
f (x) and w. On the other hand, the sensitivity of b’ is 1 for all inputs.

8. Conclusion and Open Questions

The results presented here indicate a certain degree of optimality on behalf of the
Goldreich—Levin construction (see also [6]). (Observe that with probability 1 afunction
selected from BgL will have linear average sensitivity.) Also, it suggests a connection
between families of universal hash functions and genera hard-core predicates. On the
one hand, several well-known examples of universal hash functions have been shown to
be general hard-core predicates[9], [25], [26], and, on the other hand, smooth functions
make poor hash functions as well as poor hard-core predicates. An interesting problem
is to determine if there is a more precise connection between universal hash functions
and hard-core predicates.
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