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Abstract. In this paper an attack on block ciphersisintroduced, the interpolation at-
tack. This method is useful for attacking ciphersthat use simple algebraic functions (in
particular quadratic functions) as S-boxes. Also, attacks based on higher-order differ-
entialsareintroduced. They are special and important cases of the interpolation attacks.
The attacks are applied to severa block ciphers, the six-round prototype cipher by Ny-
berg and Knudsen, which is provably secure against ordinary differential cryptanalysis,
amodified version of the block cipher SHARK, and ablock cipher suggested by Kiefer.
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1. Introduction

In an r-round iterated cipher the ciphertext is computed by iteratively applying in r
rounds around function g to the plaintext, such that

Xi =0k, Xi—1),

where Xg isthe plaintext, k; istheith round key, and x; = y isthe ciphertext. A specia
kind of iterated ciphers are the Feistel ciphers. A Feistel cipher with block size 2m and
r roundsis defined asfollows. Let x5 and x§ be theleft and right halves of the plaintext,
respectively, each of m bits. The round function g operates as follows:

X=X,
and the ciphertext is the concatenation of x* and x-. Note that f can be any function
taking as arguments an m-bit text and a round key k; and producing m bits. “+” isa
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commutative group operation on the set of m-bit blocks. For the remainder of this paper
it assumed that “+" is the exclusive-or operation ().

The attacks presented in this paper are classified according to the taxonomy of [5].
In a key-recovery attack an attacker finds the secret key. In a global deduction an at-
tacker finds an algorithm, which encrypts any plaintext into a valid ciphertext without
knowing the secret key. In an instance deduction an attacker finds an algorithm, which
encrypts a subset of all plaintexts into valid ciphertexts without knowing the secret
key.

The reduced cipher is the cipher that one gets by removing the final round of the
original cipher. The output from this cipher is denoted ¥ = (¥, Yr)-

In akey-recovery attack one often triesto find the value of the last-round key. A guess
of thisvalueis used to decrypt the ciphertext by one round and in thisway one hopesto
obtain the output from the reduced cipher. If there exists amethod to distinguish whether
thisisthe actual output from the reduced cipher or not, then one can find the last-round
key. Once this key has been found, attacks similar to the ones presented here can be
mounted on a cipher one round shorter than the original. As the measurement of the
time needed by an attack, the total number of encryptions of the attacked block cipher is
used. Note that this general description of an attack can be extended to the case where
the attacker looksfor the first-round key instead of the last-round key or both at the same
time.

This paper considers two types of attacks. First, attacks based on higher-order differ-
entials are given. Generalizations of this attack are then introduced under the name of
interpolation attacks.

L et the ciphertext bits y; be expressed as multivariate polynomials g; (x) € GF(2)[ X1,
..., Xm], where the x;’s are the plaintext bits. The algebraic degree of the encryp-
tion function is then defined to be the maximum total degree of these polynomials,
max; deg q;. The higher-order differential attack is applicable if the algebraic degree d
of the ciphertext from the reduced cipher as a function of the plaintext is low. Since a
dth-order differential over such a cipher is a constant, it is possible to predict certain
values of the output of the reduced cipher, which can be used to recover the last-round
key.

In the univariate version of the interpolation attack, the ciphertexts are expressed as
polynomials p(x) € GF(2™)[x] of theplaintextsx. If suchapolynomia hasasufficiently
low degree or alow number of nonzero coefficients, it is possibleto reconstruct it froma
collection of plaintextsand their corresponding ciphertexts. This can be used to construct
an algorithm which can encrypt and decrypt without knowledge of the secret key, and it
can be used to recover the secret key in iterated ciphers. By viewing the plaintexts and
ciphertexts as the concatenation of s blocks of m/s bits, where s divides m, the attack
is generalized to multivariate polynomials. It follows that the higher-order differential
attack isthe special case wheres = m.

This paper is organized as follows. Section 2 gives new attacks based on higher-order
differentialsand in Section 3 anew attack on block ciphersis presented, theinterpolation
attack. In Section 4 the attacks are applied to the cipher by Nyberg and Knudsen [10]
and to a modification hereof, to a modified version of SHARK [11], and to a cipher by
Kiefer [4]. Conclusions are in Section 5.
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2. AttacksUsing Higher-Order Differentials

In[7] La gaveadefinition of higher-order derivatives of discrete functions. Later Knud-
sen used higher-order differentials to cryptanalyze ciphers presumably secure against
conventional differential attacks, that is, attacks based on first-order differentials[6]. An
extension of Knudsen's attacks is given next. The reader isreferred to [6] and [7] for the
definitions of higher-order differentials.

Consider a Feistel cipher with block size 2m. Suppose that xg is kept constant and
consider the right side §r of the output from the reduced cipher. Since xg is a constant,

each bit of yr can be expressed as a multivariate polynomial GF(2)[X1, X2, ..., Xm] in
the bitsof x, = (Xg, Xo, ..., Xm). Assume that none of these polynomials have degree
higher than d. Then according to Proposition 2 of [7] (see aso [6]), we have
> px) =c, (1)
XLeLq

where L4 denotes a d-dimensional subspace of GF(2)™, ¢ is a constant for any space
parallel to L4, and p is afunction which computes the output from the reduced cipher.
It follows that

cw)= Y px.+w) =0 fordl weGF2™ 2

XL €Ld 1

if and only if p(x) is a polynomial of degree d or lower. In the following agorithm
the variables x = (x,Xg) and y = (y., yr) hold the plaintext and the ciphertext,
respectively, T isafull rank (d 4+ 1) x m matrix over GF(2), and f isthe round function.

1. Let Xxg and w be m-bit constants.

2. For dl a € GF(2)9+1:

(8 Letx, =aT + w.

(b) Obtain the ciphertext y(a) of plaintext (x., Xg).
3. For al values, k, of the last-round key:

(@ Leto =0.
(b) Foral a e GF(2)9+%:
(i) Lety =y(@).

(i) Let Yyr =y @ T(k, yR).
(iii) Leto = o & ¥Rr.

The keys for which o ends up being zero are candidates for the correct value of the
last-round key. If it is assumed that for a wrongly guessed value of the last-round key
the values of ¢ are random and uniformly distributed one can repeat the algorithm with
another choice of w or xg until only one value of the key remains suggested. This method
is easily generalized to any iterated cipher, and we get the following result, extending
that of Theorem 11 of [6].

Theorem 1. Given an iterated block cipher, let d denote the maximum polynomial
degree of m" > 1 ciphertext bits of the round next to the last expressed as a function of
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theplaintext bits. Furthermore, let b denotethenumber of last-round key bits. Assumethat
the maximum polynomial degree of the m’ bits resulting from a wrongly guessed value of
thelast-round keyislarger thand and that theval ues obtai ned when computing them’ bits
in these cases are uniformly distributed. Then there exists a dth-order differential attack
of expected time complexity 2°+9 requiring 29+1. g chosen plaintexts with g = [b/m']
which will successfully recover the last-round key.

Proof. We give the proof in the case of a Feistel cipher. The proof in the general case
issimilar. Consider iteration 3(b). Let k denote the correct value of the last-round key,
and let k' denote any wrong value. Then

Yr = VL& Tk Yr),
Vo = VL ® f(K, yr)
=% fk yr @ fK,yr).

Thedifference between ¥, obtai ned using the correct key, and ¥, obtained with awrong
key, is two applications of the function f. Therefore it seems plausible to assume that
the maximum polynomial degree of the m’ bits of ¥y, is larger than that of yr. By the
assumption an incorrect value of the last-round key will be suggested with probability
2~ After oneattack about 2°~™ valueswill be candidatesfor the correct key. Repeating
the attack g = [b/m’] times discards most wrong values of the key. The maximum time
complexity of the attack is 2°+d 4 20+d—m" 4 ob+d=2m' 4 4 1 whichisat mogt 20+d+1
whennm' > 1. O

The attack can be improved by afactor of two, if the constant of (1) can be predicted.
In that case iterations 2 and 3(b) of the above algorithm are performed only for all
a € GF(2%). Thekey for which o = cwill bethe correct key with some high probability.
For most ciphers, depending on the f -function, there are possible extensionsto the above
attack. It may be possible to perform the attack for only a subset of the bits in the last-
round key, and it may also be possible to search for (subsets of) the first-round key.

3. TheInterpolation Attack

In this section a new attack is introduced on block ciphers. The attack is based on the
following well-known formula.

Let F beafield and let 2n elements Xq, ..., Xn, Y1, ..., ¥n € F be given, where the
X 'saredistinct. Define

fo0=Yy a— 3
i=1 1<j<n,j#i !
Then f (x) isthe only polynomial over F of degree at most n — 1 suchthat f (x;) = V;
fori =1,...,n.Equation (3) isknown asthe Lagrangeinterpolation formula (see, e.g.,
page 185 of [2]).
In the interpolation attacks presented in this paper one constructs polynomials using
some plaintexts and the corresponding ciphertexts. For these attacks it is not aways
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necessary to find all the coefficients of the polynomial, merely to compute the value of
f (x) for one or afew valuesof x. Inthefollowing it isshown how to evaluate f inlinear
timein some point X (in particular x = 0) using n (other) evaluations of f.

Assume that f has degree at most n — 1. Also assume that there are given n points
{(X1, Y1), (X2, ¥2), - .., (Xn, Yn)} Where x; = o' for some primitive element « € F and
yi = f(X). Thento evaluate f inapoint X # X1, X2, ..., Xn, We use the Lagrange
interpolation formula:

n
foo=Yy J] —&
1

1=j=njzi X T X

Evaluating this expression for x = 0 yields

n

o=y [ — =Xn:yi-9
7 Xj — X hi’

l<j=n,j#

where (with x; = o)

o (244 )
g = i — Oln(n-‘,—l)/Z—l

(XI
and
hi = l_[ (o) —ab).
l<j<n,j#

Rewriting one gets

n
hh=]]@ -
j=2
and the recurrence relation

" — 1)

al — ol

hij1=hi-

Inasimilar way, more general formulasfor computing f (x) for arbitrary values of x can
be derived. Using these expressions, it is possible to compute f (0) (or more generally
f (X)) inlinear time O(n) and constant memory.

Note that the values of g; and h; can be precomputed since they are independent of
the y; values.

Next it is explained how to utilize the above in attacks on block ciphers. Consider an
m-bit secret-key block cipher for a fixed (unknown) key. The ciphertext y can be de-
scribed asapolynomia p(x) € GF(2™)[x] of the plaintext. |f the number of coefficients
of these polynomials is sufficiently low, one can reconstruct it with sufficiently many
plaintext/ciphertext (p/c) pairs by solving a simple system of linear equations. Subse-
guently, one has an algorithm which can encrypt and decrypt plaintexts and ciphertexts
but without knowledge of the secret key.

In a chosen plaintext variant of this attack it is possible for an attacker to establish
polynomials with a reduced number of coefficients by fixing some of the bits in the
chosen plaintexts. In that case, the result is an instance deduction, since the obtained
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algorithm can only encrypt plaintexts for which a number of bits are fixed to a certain
value.

Consider a key-recovery variant of the attack. Instead of specifying the ciphertext
as a function of the plaintext, the output from the reduced cipher ¥ is expressed as
a polynomia p(x) € GF(2™)[x] of the plaintext. Assume that this polynomia has
degree d (hence has d + 1 unknown coefficients) and that d + 2 known p/c pairs are
available. Then for all values of the last-round key one decrypts the ciphertexts one
round, constructs the polynomia with d + 1 pairs, and checks whether the polynomial
is correct for the remaining p/c pair. If this is the case, then the correct value of the
last-round key has been found with some high probability, by reasoning similarly asin
the proof of Theorem 1. In this variant of the attack, it suffices to be able to construct
afunction value of the polynomial, and the method in the beginning of this section can
be applied. Moreover, even if the key guess is wrong, the value of the polynomial may
still be accepted with some probability. However, if it is assumed that for a wrongly
guessed value of the last-round key the resulting polynomial has a degree higher than
d and that the values obtained in trying to construct a unique polynomial are uniformly
distributed, then the probability of success of the attack can be increased by simply
checking additional pairs with the polynomial until only one value of the key remains.

One may also consider a multivariate generalization of the interpolation attack. An
m-bit plaintext can be viewed as the concatenation of s sub-blocks each of m/s bits
corresponding to elements in GF(2"/S). Accordingly, the ciphertext may then also be
viewed ass sub-blocksof m/s hits. Each of these ciphertext sub-blocksisthen expressible
as amultivariate polynomial evaluated in the plaintext sub-blocks.

Notethat an unknown polynomial of degreed has exactly d + 1 unknown coefficients.
However, as we demonstrate later, in some cases (for some ciphers) the number of
unknown nonzero coefficients will be less than that. Therefore, in the following we use
the number of nonzero coefficients rather than the polynomial degree of the involved
polynomials to estimate the success of the interpolation attack.

The following result sums up the attack.

Theorem 2. Consider an m-bit iterated block cipher with s sub-blocks each of m/s
bits. Express an output sub-block from the penultimate round as a (uni- or multivariate)
polynomial in GF (2"/%) of some plaintext blocks and | et n denote the number of nonzero
coefficientsin the polynomial. Furthermore, let b denotethe number of last-round key bits
involved in the attack. Assume that the number of nonzero coefficientsin the polynomials
resulting from a wrongly guessed value of the last-round key is larger than n and that
values obtained in trying to construct a unique polynomial are uniformly distributed.
Then there exists an inter pol ation attack of expected time complexity 2°(n+ 1) requiring
n 4+ A known (or chosen) plaintexts with A = [bs/m] which will successfully recover
the last-round key.

Proof.  Letk denote the correct value of the last-round key, and let k’ denote any wrong
value. Let ¥ and y’ be the text obtained from the ciphertexts by decrypting one round
with the correct key Kk, respectively awrong key k'. Then

¥ =gky),
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y =g 'K,y
= g (K, 9(7. k).

The difference between §, obtained using the correct key, and y’, obtained with awrong
key, is one application of the round function g and one of its inverse with a wrong
key. Therefore it seems plausible that for a wrongly guessed value of the key one will
not succeed in generating a correct polynomial. The probability of guessing correctly
a random m/s-bit value is 27"S, Repeating the feat A times has probability 2=/,
Therefore the expected number of false positivesist = 2°~*™/s for which the expected
number of textsneeded follows. Themaximumtimecomplexity is (2°(n+1)+2°~™/S(n+
2) + 29-2W/s(n 4 3) 4 ...) which isat most 2°*1(n + 1) form > s. O

Similar to the attack of Theorem 1 it may be possible to perform the attack for only a
subset of the bits of the last-round key, and it may also be possible to search for (a subset
of) the first-round key, depending on the structure of the round function. Similarly for
some round functions it may be advantageous to solve algebraicaly for the round key
in the last round instead of trying all possible 2° values, asillustrated in [12].

In the above interpretation, the higher-order differentia attack is a special case with
s = m, 1-bit sub-blocks, and polynomialsinmvariables. However, notethat inthehigher-
order differential attacks typically one attacks many 1-bit sub-blocks simultaneously.

For some ciphers it is possible to mount attacks for several, different values of s.
It depends on the specific block cipher which of these attacks is the most efficient. In
Section 4 examples are given to illustrate this.

Meet-in-the-Middle Approach

The attacks described in this section are extensions of the attacksin the previous sections
using a meet-in-the-middle technique. Only the extension of the key-recovery attack is
described; the extensions of the global and instance deductions follow easily.

Once again, onetriesto guess the correct last-round key and use this to obtain (hope-
fully) y, the output from the reduced cipher. In the following, only the verification of ¥
is described. Given an iterated cipher of r rounds, let z denote the output of round r’,
wherer’ < (r — 1). The value of z is expressible via the plaintext x as a polynomial
h1(x) € GF(2™[x] wheremistheblock size. Similarly, z can be expressed as a polyno-
mial hy(§) € GF(2™[¥] of the output ¥ of the reduced cipher. Let the degree of hy(x)
be d;, let the degree of h,(y) bed, and let d = d; + d,. Thus, the following equation,

h1(X) = ha(9), 4

has at most d + 2 nonzero unknowns. One can show that the equation isuniquely solvable
up to amultiplication and an addition of both h; and h, with a constant. To ensure that
anontrivial and unique solution is obtained, the coefficient corresponding to the highest
exponent is set equal to 1 and the constant term equal to 0. After this, the equation
is solved by using d known or chosen plaintexts. What is left is to check whether yet
another p/c pair (X, y) satisfies hy(x) = ha(y). If it does, then it is assumed that the
correct value of the last-round key has been found.
The following result sums up the attack.
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Theorem 3. Consider an m-bit iterated block cipher with s sub-blocks each of m/s
bits and with r rounds. Express the output fromroundr’, r’ < r — 1, asa multivariate
polynomial of (some of ) the plaintext blocks and let n; denote the number of coefficients
in the polynomial. Also, express the output from round r” as a polynomial of the output
sub-blocks from round (r — 1), and let n, denote the number of coefficients in the
polynomial. Furthermore, set n = n; 4+ n, and let b denote the number of last-round key
bits. Assume that the number of nonzero coefficients in the polynomials resulting from
awrongly guessed value of the last-round key is larger than n and that values obtained
in trying to construct such polynomials are uniformly distributed. Then there exists an
interpolation attack of expected time complexity 2°(n + 1) requiring n + g known (or
chosen) plaintextswith g = [bs/m] which will successfully recover the last-round key.

The best known methodsfor solving asystem of n linear equationsin n unknownsthat the
authors are aware of , require O(n?) words of memory and run in time (approximately)
O(n%). However, it is not necessary to solve the systems of equations, merely to have an
algorithm which can detect whether asolution exists. Furthermore, (4) hasavery special
form and it is expected that special methods will exist which require less memory and
time.

4. Examples

In this section the attacks of the previous sections are applied to a range of proposed
block ciphers.

4.1. Nyberg and Knudsen’s Cipher

Based on the use of aquadratic function over aGaloisfield, Nyberg and K nudsen demon-
strated in [10] how to construct a cipher which is provably secure against differential
cryptanalysis [1]. The cipher is a Feistel cipher with the nonlinear function f given by
F : GF(2*?) — GF(2%) with

f(k,x) = d(h(e(x) @ k)),

where h : GF(2%) — GF(2%), h(x) = x3, k € GF(2®), e : GF(2%*) — GF(2®) is
a function which extends its argument by concatenation with an affine combination of
the input bits, and d : GF(2%) — GF(2%) discards one bit from its argument. With at
least six rounds one can show that the probability of any differential can be bounded
sufficiently low and subsequently there is a proof that this yields a secure cipher (with
respect to conventional differential cryptanalysis). Also, the cipher is secure against the
linear attack [8], which follows from [9].

Inthefollowing the higher-order differential attack isapplied. Choose plaintextswhere
theright halvesarefixed. Sincethe output bitsfrom the round function are only quadratic
intheinput bits, the polynomial degree of the bitsin the reduced cipher as afunction of
the plaintext bitsis not higher than eight.

Therefore from Theorem 1 it follows that there exists an attack, which requires only
28+1 = 512 chosen plaintexts and an expected running time of order 2**. A variant
of the attack searching for the keys in the last two rounds requires about 32 chosen
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Table1l. Higher-order differential attacks on the Nyberg—Knudsen cipher.

Number of rounds Number of chosen plaintexts Running time
6 29 241
6 25 270
7 217 249
7 29 274
8 217 282

plaintexts and an expected running time of order 27°. Similarly, there are attacks on
versions with seven and eight rounds, the complexities are given in Table 1. The attack
has been implemented on scaled-down versions, and it recovers the last-round key as
predicted.

Also, in[12] it was shown that for these attacks the round key in the last round can be
solved for algebraically as opposed to trying all possible 2° values.

4.2. A Dedicated Cipher

Consider the Feistel cipher with the round function given by f (k, X) = h(x @ k) where
h : GF(2%) — GF(2%), h(x) = x3, that is, the input to the cubing function is not
extended and the output not truncated as in the previous case. This cipher is similar to
thecipher inthe previoussection, and isal so secure against the (conventional) differential
attacks [10] and against the linear attack [8]. The cipher is as vulnerable to the higher-
order differential attack asthepreviousone, but much morevul nerabletotheinterpolation
attack for s > 1, as shown in the following.

Express the ciphertext halves after r rounds of encryption as polynomials of the
plaintext halves in GF(2%?)[x]. It follows by easy calculations that these polynomials
have at most 3% ~* + 3" 4 3~ 4 1 nonzero coefficients. Note, that degrees of xg and
X, areat most 3" and 32, respectively. Thus, this polynomial can be reconstructed by
considering at most 32 ~* + 3" 4 31 + 1 p/c pairs using, e.g., Lagrange interpolation.
Withr = 6theattack needsat most 28 known p/c pairs, which yields an algorithm for a
global deduction. Note that the number of coefficientswill belower than specified, since
not all elements x| x4 for 0 <i < 3 and 0 < j < 3"~ will appear in the polynomial.

For the key-recovery attack withr = 6 assumethat theright half xg of the plaintext is
fixed (that is, consider achosen plaintext attack), and consider theright side of the output
Yr = p(xL) from the reduced cipher expressed as a polynomial p(x.) € GF(2%?)[x_].
Thispolynomial has degreeat most 3° = 27 sincethe degree does not increasein thefirst
round and since §r equals the left half of the output of the fourth round. Consequently,
28 pairs of corresponding values of x and y are enough to determineit uniquely (using
Lagrange interpolation). It is then tested whether ¥ is actually output from the reduced
cipher or not. Thisisdone by verifying whether a29th p/c pair agrees with the obtained
polynomial. If it does, thenitisassumed that the correct key hasbeen found. The expected
time complexity is 29 x 2321 ~ 2%,

The meet-in-the-middle variant can be applied as follows. Let r = 6 and assume
again that the right half xg of the plaintext is fixed. Let z_ denote the left half of the
output from round four. The value of z_ is expressible viathe plaintext as a polynomial
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g(x) € GF(2%?)[x_]. Thispolynomial has degree at most 32, that is, there are at most 10
nonzero coefficientsing(x. ). Similarly, z. can beexpressed asapolynomial h(y,, ¥r) €
GF(2%)[¥, ¥r] of the output from the reduced cipher. It follows that h(y, Jr) =
V2 @ ay? @ by ® ¢ @ Yr, Where a, b, and ¢ are some key-dependent constants. Thus,
there are at most 10 + 3 = 13 unknown coefficients of the equation

g(x) = h(¥L, ¥r). 5

Setting the constant term of g to equal 0 (the coefficient corresponding to the highest
exponent in h has already been found to equal 1), one proceeds to solve the resulting
system of equations by using 12 p/c pairs from the reduced cipher. Thus, one obtains
the polynomials g and h. It is then checked whether yet another p/c pair (x, V) satisfies
g(xy) = h(y, ¥r). If it does, then it is assumed that the correct key has been found.

Similar attacks can be applied to versions of the cipher with up to 32 roundsat least in
theory. Consider the version with 32 rounds. Let g(x.) € GF(2%%)[x,] be an expression
of theleft half z_ of the output from round 22. The degree of this polynomial is at most
3%, Let h(¥, Yr) € GF(2*?)[¥L, Yr] be an expression of z_ from the output of the
reduced cipher. In the bivariate polynomia h(¥y, ¥r), the number of exponentsin ¥
and Y isat most (3°+ 1) and (3% + 1), respectively. Thus, the number of coefficientsin
h(¥L, Yr) isat most (3% + 1)(31° + 1) ~ 3%°. This meansthat the number of coefficients
in (5) isat most 3%° 4 319 &~ 2%,

4.3. Attacks on Modified SHARK

Theiterated cipher SHARK is proposed by Rijmen et al. in[11]. The cipher has ablock
size of nm bits and each round has anonlinear layer and a diffusion layer. The nonlinear
layer consists of n parallel m-bit S-boxes. The diffusion layer consists of an nm-bit
linear mapping constructed from a Reed-Solomon code. There are two suggestions
for introducing the keys into the cipher. The first is by a simple exclusive-or with the
inputs to the S-boxes, the other uses a key-dependent affine mapping. Also, an output
transformation is applied after the last round of SHARK. The transformation consists of
akey addition and an inverse diffusion layer.

Denote by SHARK (n, m, r) the version with a block size of nm bits using n parallel
m-bit S-boxesin r rounds. In [11] an implementation SHARK (8, 8, r) (64-bit blocks)
is given. The eight S-boxes are identical and constructed from the permutation h :
GF(2™) — GF(2™) given by h(x) = x~1, with an affine mapping in the output bits.
The cipher isanalyzed with respect to linear and differentia attacks, and it isargued that
eight roundsof SHARK (8, 8, r) giveasecurity level comparablewith that of triple-DES,
and from Table 1 of [11] it follows that four rounds of this version give a security level
comparable with that of DES.

In the following it is shown that there are many instances of SHARK that can be
broken significantly faster than expected.

First, thenumber of roundsof SHARK must bedetermined with respect tothealgebraic
degree of the S-boxes. Assume that the outputs of the S-box are of degree d in the input
bits. Sincethe S-boxes represent the only nonlinear component in SHARK, the algebraic
degree of the ciphertexts after r rounds of encryption will beat most d". To avoid attacks
based on higher-order differentials it must be ensured that d" is high, preferably that
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d" > nm. Thus, for a 64-bit block cipher, if d = 2, e.g., using the cubing function in a
Galoisfield, the number of rounds must be at least six.

Consider versionsof SHARK wherethekeysaremixed with thetextsby theexclusive-
or operation. As will be shown there are instances of SHARK (n, m, r) for which the
interpolation attacks are applicable. Consider 64-bit versions using asthe S-box h(x) =
x~Lin GF(2™). The inverse permutation in a Galois field has a high algebraic degree,
note that h(x) = x~1 = x¥"~2 in GF(2™). However, as will be shown, the interpolation
attack isapplicablewith acomplexity which depends only on the number of S-boxesand
on the number of roundsin the cipher. Note that the attacks presented are not applicable
to the specific instance of SHARK from [11].

Consider firstaversionwith n = 1. It followsby easy calcul ationsthat the ciphertext y
after any number of rounds can be expressed as afraction of polynomials of the plaintext
X (or, similarly, x can be expressed as a polynomial of y) asfollows:

Xoda

yszeac’ (6)

where a, b, ¢ are key-dependent constants. These three constants can be found using
the interpolation attack with only four known p/c pairs by considering and solving
y-(bx @ c) = (x @ a). The result is a globa deduction, that is, an algorithm that
encrypts (decrypts) any plaintext (ciphertext).

For n > 1 the number of coefficientsin the polynomials used in the attacks increases
with the number of diffusion layers in the cipher. Note that because of the inverse
diffusion layer in the output transformation there are only r — 1 diffusion layersin an
r -round version of SHARK. Inthefollowing consider aversion of SHARK(n, m, r). Let
the plaintext words each of m bits be denoted x, .. ., X,, and let the ciphertext words
bedenoted y1, . . ., yn. Expressthe ciphertext words as polynomialsin GF(2™) in terms
of the plaintext words. For r = 1, one gets expressions of the form y; = ax; /(bx; & c).
For r = 2 each ciphertext word can be written as a fraction of polynomials where
in the denominator one gets an expression of degree at most n. Also, the degree of the
polynomial inthe enumerator isat most the degree of the polynomial in the denominator.
Thus, the number of coefficients in the fraction of polynomialsis at most 2 x 2". By
doing similar calculationsfor r = 3 and so on, it follows that the number of coefficients
in the polynomialsfor r roundsis at most

2.-(n" 24+ D",

This is aso the number of known plaintexts for the interpolation attack on an r-round
version yielding aglobal deduction. It followsthat the attack is independent of the sizes
of the S-boxes, and depends only on the number of S-boxes and the number of rounds.

The interpolation attack with the meet-in-the-middle technique can also be applied
for these ciphers. Consider the interpolation attack with known plaintexts. One first
establishes

qj,l(yla R ) yﬂ) — pl,l(xla ) Xn)
q2(Y1 -5 Yn)  Pra(Xe, .., Xn)

that is, expressions of the ciphertextsin one middle round, wherei + j =r — 1, using
polynomials of both the plaintext and the ciphertext. Subsequently, one can solve the

)
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Table2. Complexities of the interpolation attack on variants of SHARK using as S-box h(x) = x~1.

Number of rounds Number of S-boxes Known plaintexts Memory Time
Any 1 3
6 2 29 218 227
6 4 27 2> 28
3 8 217 234 251
4 8 235 270 2105
5 8 252 2104 2156
6 8 275 2150 2225

following systems of equations:
Qj,1(Y1, - - Yn) - Pi2(Xe, oo, Xn) = Pia(Xe, ..., Xn) - Gj2(Y1, - -0, V). €]
The number of known plaintexts required to solve (8) is
2. (" (et

wherer;+r, =r —landrq, r, > 1, which followsby calculations similar to the above.

Theround keysfor SHARK aretypically quitebig, so the general key-recovery attack
described earlier in this paper may be impractical. However, it is possible to perform
the attack for only a subset of the first-round and/or last-round keys. As an example,
one can repeat the attack for all values of the first s words of the first-round key and
express the ciphertext (of amiddle round) asapolynomia pi 1(S(x1 ® K1), ..., S(Xs ®
Ks), Xst1, - . . Xn), Where S(-) are the S-boxes and x; are the plaintext words. The values
of the key words for which the interpolation succeeds are candidates for the secret key,
and the attack is repeated sufficiently many times until one value of the secret key is
found.

Table 2 givesthe complexities of theinterpolation attack on variants of SHARK using
asthe S-box h(x) = x~* in GF(2™). It follows that using eight S-boxes, a 64-bit block
variant with up to five rounds and a 128-bit block variant with up to eight rounds are,
at least in theory, vulnerable to our attacks. The required amount of memory and time
for the versions with five and six rounds are of course unrealistic today. However, as
discussed earlier, the linear equations obtained in the attacks are of avery special form.
Therefore there might exist methods solving such systems faster than for systems of
arbitrary linear equations. Furthermore, the complexities were computed assuming that
the number of coefficients in the polynomials are maximum. A closer analysis might
reveal that this number is smaller. Also, the attacks can be faster than an exhaustive
search for the keys depending on the chosen key length. In achosen plaintext attack the
number of coefficients in the polynomials used in the attack can be reduced by fixing
some plaintext bits. As examples, there exist interpolation attacks on the variant with
eight S-boxes and four rounds using about 22! chosen plaintexts and on the variant with
eight S-boxes and seven rounds using about 251 chosen plaintexts.

It hasbeen demonstrated that certaininstantiationsof SHARK areinsecure. Theresults
also demonstrate a case where the use of bigger and fewer S-boxes does not result in



Attacks on Block Ciphers of Low Algebraic Degree 209

more secure ciphers. Finally, it is noted that the designers of SHARK expressed their
concern with the use of the inverse in a Galoisfield as S-boxes [11].

4.4. Kiefer's Scheme

In this section the scheme by Kiefer [4] is attacked in a higher-order differential attack.
The cipher is probabilistic and uses the following encryption rule:

Xi > (F(K) @ ri, fi(ri) & %), 9

where F : GF(2™) — GF(2™) is a one-way function, fx : GF(2™) — GF2M) is
a function depending on the key k € GF(2™) in some complex way, ri € GF(2™) is
arandom value, and x; € GF(2™) is a message block. The function fy has the form
fx = mx o g where mry : GF(2™) — GF(2™) is abitwise linear transform depending on
k,and g : GF(2™) — GF(2™) is a public, aimost perfectly nonlinear, function of the
form g(x) = xZ+* for somes.

Assume that enough plaintext is available to have four pairs of ciphertexts of the form

(@, b)) = (FK) &ri, fiki)), i=1...,4 (10)
suchthat ay @ a, = a3 ® ay. Define g = @ _, b andy = @;_, g(ri). Then

4

4
B=EPb = (@ g(n)) = 7 (¥)- (11)
i i=1

Since{ay, ..., a4} isatwo-dimensiona subspace of GF(2"), theelementsin{ry, ..., r4}
also constitute atwo-dimensional subspace which, with afixed key, isparallel to thefirst
one. Note also that the Hamming weight of the exponent in the definition of g expressed
as a binary number is only two, implying that the output bits are only quadratic in the
input bits. By (1), thisimplies that one can compute the value of y = @i“zl ag(&).

If repeated m times, one obtains m corresponding pairs of 8 and y. This makes it
possible to solve (11) with respect to the unknown function 7y (itisalinear transform).
After having found i, invert fy and thus obtain a value of r;. Subsequently, compute
F (k) and the system is broken.

It remains to compute the minimum number t of known plaintexts needed to obtain m
timesfour pairs (g, b;) with the required property; recall that the cipher is probabilistic
and thus the attacker has no control over the values of r;. By using a birthday paradox
type argument it can be shown that t ~ (m-2™*+2)1/4_ For atypical block sizeof m = 64
thisgivest ~ 218,

5. Concluding Remarks

A new attack on block ciphers, theinterpolation attack, wasintroduced. Theinterpolation
attack is a natural extension of the higher-order differentia attack, but in many cases
much more efficient than the latter. It was demonstrated that the attack works on several
proposed block ciphers. In particular, it was shown that a cipher provably secure against
differential and linear cryptanalysisis very vulnerable to the interpolation attack. Also,
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variants of the attack were used to cryptanalyze the (unmodified) cipher by Nyberg and
Knudsen, variants of the cipher SHARK, and a cipher by Kiefer.

Recently, a probabilistic version of the interpolation attack was introduced [3]. This
version of theattack findsapolynomial relation between plaintextsand ciphertextswhich
hold only for afraction of all cases. It was demonstrated that this attack can also be used
to break the cipher by Nyberg and Knudsen [10].
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