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Abstract The use of previous generation networks like 4G was vastly used in the 
Internet of Things (IoT) devices. The constant need to grow and develop just so the 
network can fulfill the requirement of IoT devices is still going on. The exponential 
growth of the data services substantially challenged the security and the networks of 
IoT because they were run by the mobile internet requiring high bit rate, low latency, 
high availability, and performances within various networks. The IoT integrates 
several sensors and data to provide services and a communication standard. Fifth 
Generation Communication System (5G) enabled IoT devices to allow the seamless 
connectivity of billions of interconnected devices. Cellular connections have become 
a central part of the society that powers our daily lives. Numerous security issues 
have come to light because of the exponential expansion of 5G technologies and the 
adaptation of the slow counterpart of IoT devices. Network services without security 
and privacy pose a threat to the infrastructure and sometimes endanger human lives. 
Analyzing security threats and mitigation is a crucial and fundamental part of the IoT 
ecosystem. Authorization of data, confidentiality, trust, and privacy of 5G enabled 
IoT devices are the most challenging parts of the system. And to provide a solution to 
these, we need a robust system to handle cyberattacks and prevent vulnerabilities by 
countermeasures. This paper includes a comprehensive discussion of 5G, IoT funda-
mentals, the layered architecture of 5G IoT, security attacks and their mitigation, 
current research, and future directions for 5G enabled IoT infrastructure. 
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Introduction 

Fifth Generation Communication (5G) networks are constantly developing, and it is 
becoming a significant catalyst for the growth of Internet of Things (IoT) devices 
(I-Scoop 2018). Future applications of IoT related application are going to be inte-
gration of various other technologies. IoT integration with other technologies can 
facilitate seamless connections between heterogeneous devices and promote ubiqui-
tous computing infrastructure throughout our daily life. However, multiple complex 
integration challenges have emerged because of the heterogeneity and fragmenta-
tion of the connectivity system that hampers IoT development (Rahimi et al. 2018a). 
Moreover, as the 5G technology is emerging, this is considered the pioneer of IoT 
development. As the application of IoT is becoming widespread and diverse, the secu-
rity and vulnerability of 5G IoT networks are becoming a significant concern (Haque 
et al. 2021). The services 5G integrated IoT provides need to be secured against 
cyberattacks and data loss. Even though there are no discrete security systems for 
IoT devices, they mostly rely on detecting vulnerabilities and taking countermeasures 
(Li et al. 2018). 

Security is an integral part of any infrastructure. The same is true for IoT and 
5G integrated architecture. Therefore, it is crucial to address the issues of cyber-
attack vectors, analysis, prevention, and countermeasures of 5G IoT networks. IoT 
devices are interconnected, combining various types of sensors, actuators, embedded 
software, and operating systems to run the network (Gautam et al. 2019). The applica-
tion vectors have also spread across from our day-to-day hose hold toward industrial 
implementation. IoT devices are generally equipped with low-power capacity, rela-
tively smaller physical architecture, and closely attached wireless and ward links. 
Some of these attributes of IoT are used by the cyber attackers to exploit the network 
by probing, inserting malicious codes, and unauthorized access to the network. 

Third Generation (3G) communication and Fourth Generation (4G) communi-
cation technology are widely used in different walks of lives and around our daily 
environment. However, both the 3G and 4G technologies are not completely opti-
mized for the applications of IoT. 5G technology is drastically improving and their 
integrations with IoT have proven to be reliable and capable. For the last 20 years, 
many M2M technologies have been implemented like BLE (Rahimi et al. 2018a), 
ZigBee (Alam et al. 2015), RPMA (Girson 2018), SigFox (Chen et al. 2017), LoRa 
(Palanisamy et al. 2022), etc. There are many other technologies like these, and they 
bring in a new set of challenges for the 5G technology (Mehbodniya et al. 2022). 
However, they are required to meet the necessities of IoT applications as well (Singla 
et al. 2021). 

Motivated by the factors mentioned above, in this paper, we have comprehensively 
analyzed the integration factors of 5G IoT and security threats and countermeasures 
(Dener 2014; Teniou and Bensaber 2018; Sinha et al. 2017). We have analyzed 
various security threats at different levels of 5G enabled IoT devices from existing 
literatures and comprehensively presented the countermeasures as well. We have 
also outlined the research challenges associated with 5G IoT, which were not limited
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to reliability and communication issues. As 5G incorporates several technologies 
(Howe 2006; Rahimi et al. 2018b; Ahmad et al. 2018), it poses a significant impact 
on IoT applications. The paper’s primary objective is to gain insights on the overview 
of the 5G network IoT devices, analyze the security issues, and develop solutions 
to prevent them from happening. The major contribution of this paper is listed as 
follows:

• This paper highlights the key features, architectural description, and extensive 
review of the 5G network.

• This paper provides an in-depth understanding, insights, and comprehensive 
description of IoT.

• This paper comprehensively discusses the integration trend, layered architectural 
analysis, and state-of-the-art technologies involved in 5G and IoT.

• This paper postulates various types of threats existing in 5G IoT networks.
• This paper also holistically analyzes the threat analysis and countermeasures of 

5G IoT networks.
• Finally, this paper discusses the research gaps and future research directions of 

5G IoT. 

The paper was introduced in “Introduction” section; Second section includes 
the “Overview of 5G”; Section “Overview of IoT” provides a background on IoT; 
Section “5G Enabled IoT” contains the outline of the 5G and IoT integration; 
Section “5G Enabled IoT Architecture” includes the architectural description of 5G 
IoT integration; Section “Technologies in 5G Enabled IoT” introduces the technolo-
gies of 5G and IoT integration; threat analysis and countermeasures are comprehen-
sively described in section “Threat Analysis in 5G IoT”; Eighth section demonstrates 
the “current Research for 5G and IoT”; Section “Future Research Directions and 
Challenges” demonstrate the current research trends and future research directions 
for 5G enabled IoT devices; and lastly, “Conclusion” section concludes the paper. 

Overview of 5G 

In telecommunications, the mobile network that has been launched is 5G which is 
available in different cities all over the world. After the launch of 5G, it has come 
to attention that it is far more significantly enhanced than 4G LTE, especially in 3 
aspects. In the advanced 5G core network, a support network function virtualization 
and network slicing are present, which is actually, Software Defined Networking 
(SDN) (Bosshart et al. 2014; Lin et al. 2018; Chuang et al. 2018). The SDN in a 
network decouples the data, as well as the control planes, and these control planes 
are the ones who play a role in issuing instructions for the SDN switches in the data 
plane, and this control plane is present in the SDN controller. 

Programmability, centralized policy management, and a global network state are a 
few of the advantages of SDN to the 5G system. Still, the benefits have to be properly 
looked at in the 5G core network. For this very reason, it is a must to maintain security
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within the communication channel to prevent potential attacks and safely guard the 
privacy and security of the data. In today’s time, 5G, the state-of-the-art technology, 
can create new interfaces for regularly used devices and networking components. 
One of the essential roles of a 5G connection is to build connections between huge 
numbers of users so that it can provide more competent and faster communications. 
The design of 5G was done in a way where it can provide better coverage, bandwidth, 
reliability, and latency because these are what make 5G better than any other mobile 
network that was launched before 5G. However, even being better than other mobile 
networks, like any other, there are security issues, and there are several issues that 
look into these 5G security issues. 

Ferrag et al. (2018) show 5G authentication and privacy-preserving surveys. 
Prasad et al. (2018) show privacy surveys, replay, bidding down, attacks on control, 
and user planes. But there was, this study in Basin et al. (2018) gives a formal 
analysis of the authentication of 5G. Jover and Marojevic 2019 showed a few unre-
alistic assumptions made by 5G specifications, which caused the adversarial attacks 
because of the vulnerability in the 5G systems until other optional security features 
were added. And potential security attacks or threats were shown by Teniou and 
Bensaber (2018) which measures are to be taken for the security of 5G. It also indi-
cates that IPsec, a security protocol, is used primarily on LTE and to make IPsec more 
secured for the communication of 5G, IPsec tunneling can be done by authentication 
integration, integrity, and encryption. 

As the mobile communication network is actually on the way to completing the 
5G network cycle, it is becoming capable of supporting novel usage scenarios with 
stringent performance requirements. But 5G is not just stuck to seamless broadband 
connectivity only. It is already on the verge of advancement toward the vision of 
IoT. It has been prepared in order to be able to enable a wide range of machine-type 
applications. In today’s world, wireless media is the way to have most communica-
tions that are actually open to various attackers. For this reason, efficient security 
operations must include and have (Sinha et al. 2017). 

Overview of IoT 

Nowadays, the advancement of technology, the IoT, is a significant paradigm shift 
in mobile service providers and the manufacturer of electronic devices. It helps to 
contemplate their business models and innovation context. IoT helps create an inter-
connection of billions of devices via the internet and has a tremendous growth rate. 
IoT is a network of devices consisting of sensors and actuators and helps to enable 
multiple applications and services by exchanging data between each other. The end-
user does need compute-intensive operations, and along with it, there is a need for 
huge storage and real-time communication, and it is thought to be not an efficient 
way by the cloud service providers. And one of the essential features of all is the 
authentication of legitimate IoT devices (Howe 2006). And the authentication is
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addressed with the help of certificates given by a specific Certificate Authority (CA) 
but is one of such which offers a lightweight solution. 

Smart city, among a large number of applications, is an integral field of IoT that 
is increasing the number of smart services within IoT systems (Rahimi et al. 2018b; 
Ahmad et al. 2018). The IoT application focuses on cities that are always composed 
of and controlled by computing units (Bosshart et al. 2014). Different definitions 
are given to smart cities like intelligent and digital cities (Lin et al. 2025). Smart 
cities focus on improving the service quality of the people and taking advantage 
of resources or decreasing the costs of public administration (Chuang et al. 2018). 
Smart lighting or smart traffic, and many other services are seen to grow exponentially 
(Ferrag et al. 2018). But with efficiency and advanced technology comes security. 
Security is the most crucial and the most significant feature of any smart device 
with an IoT architecture. Data confidentiality, authorization, trust, and client privacy 
are security challenges IoT systems face nowadays. So, to challenge these security 
problems, secured taxonomy is applied in order to handle cyberattacks and all other 
vulnerabilities using forensic techniques (Prasad et al. 2018). 

Without efficient and strong security, IoT devices can create trouble rather than 
making life of people easier and more efficient because these devices end up endan-
gering the privacy and safety of the people. There might be no trusted security, but 
the advancement and growth in the IoT systems and their services depend on recog-
nizing potential security breaches and not being able to defy them. Security breaches 
occur due to various communication technologies being used in different layers of the 
wireless sensor network. The security and privacy issues were looked at with more 
details of the three-layer IoT architectures (Basin et al. 2018), and those defects were 
further investigated in Jover and Marojevic (2019). 

5G Enabled IoT 

Various types of research from the academic and industrial point of view focusing 
on 5G and IoT have been conducted (Ahmad et al. 2017; Liyanage et al. 2018; 
Bhushan and Sahoo 2017). Currently, advances are seen in theory, applications, and 
standardizations, especially in the implementations of the technologies related to 5G. 
The most crucial focus is to offer them a place to grow within IoT scenarios. And in 
the past few years, various work has been done on 5G and IoT as well (Ahmad et al. 
2017). On 5G, a wireless research project was initiated by CISCO, Intel, Verizon 
combinedly to launch a novel set, “Neuroscience-Based Algorithms,” and for the 
requirement of the human eye, adaptive video quality was launched where a hint 
was shown that it even has wireless networks which would include built-in human 
intelligence (Liyanage et al. 2018). 

5G played a crucial role in the advancement of IoT because of 5G, billions of 
smart devices could create an inter-connection and interact and share data without 
the help of any users (Bhushan and Sahoo 2017). But recently, different application 
domains are making it more complicated for IoT to recognize devices that meet the
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application needs requirements (Bhushan and Sahoo 2017). IoT system which exists 
vastly uses fixed application domain like

• BLE
• ZigBee, etc. 

There are other technologies like

• WiFi
• LP-WA networks
• Cellular communications, e.g., MTC using 3GPP and so. 

IoT is constantly evolving quickly but with evolved proposals and new application 
domains. But IoT is growing and becoming more efficient to make people’s lives more 
efficient and fast paced and trying to make more efficient inter-connection networks 
between smart devices. But with the growth of Industry IoT (IIoT), new challenges 
and obstacles are also coming in the way, like, the need for new advanced addition to 
the existing business models and products and solutions for the betterment (Ta-Shma 
et al. 2018). And there are technical challenges in Industry IoT:

• Reliabilities
• Timeless
• Connection robustness, and so on. 

There are most used communication techniques within the IoT connectivity and 
are, 3GPP and LTE (Rathore et al. 2016), which are offered to the IoT systems also 
like (Zanella et al. 2014),

• Wide coverage
• Low Deployment costs
• High-security level
• Access to dedicated spectrum
• Management simplicity. 

However, MTC communication cannot bear the cellular networks present because 
those present cellular networks are the primary key in IoT, which is one of the 
problems. But this isn’t a problem when instead of MTC communication, the 5G 
network is used because the present cellular networks are making it faster in terms 
of data rate, and it occurs because of low latency and the better version of MTC 
communication with respect to current 4G (LTE) and which results in more efficient 
IoT applications and devices.
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5G Enabled IoT Architecture 

More efficient and advanced architecture is needed, which will help achieve more 
sustainable and efficient new technologies. More scalable architectures of IoT devices 
will be better than the present 5G IoT architecture (Jin et al. 2014). The advantage 
of using new technology during the development is that it makes the architecture

• More simple
• Convenient for scalability
• Analysis
• Modularity
• Efficiency
• Agility
• Accessibility to high-demand services
• Eight layers interconnected along with data exchange capability, two-way, this 

architecture has been designed, explained below (Jin et al. 2014). 

L1 Physical Device Layer 

The general layer of the architecture of the IoT includes

• Wireless sensors
• Actuators
• Controller 

L2 Communication Layer 

The two sub-layers discussed below. 
Device to Device Communication Sub-Layer: 5G enhances D2D communication 

in this sub-layer and is an important participant that provides connectivity for devices 
with Machine-Type Communication (MTC) (Mohammadi et al. 2018). 

Connectivity Sub-Layer: Cell phones, tablets, etc., are the devices connected to 
the BSs communication centers within the sub-layer. These devices proceed with 
data analysis and are then sent to the storage units through centers with an Intranet 
connection (Millr 2015; Conti et al.  2018). Those are specified with

• High Reliability
• Performance
• Agility.
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L3 Fog Computing Layer 

Within this layer, in order to make decisions, edge processing is applied on the data 
by the nodes (Kumar and Patel 2014). 

L4 Data Storage Layer 

Physical devices send the information of edge processing to the data storage units 
here in this layer (Zhao and Ge 2013). And here, large amounts of data are handled 
and the traffic of the future devices and applications but not without the data security, 
which is the key of this layer. 

L5 Management Service Layer 

Here in this layer, there are three sub-layers, and these are 
Network Management Sub-Layer: Communication purposes occur between 

devices and data centers in this layer. 5G IoT or ZigBee are communication proto-
cols where the network type is consistent with the technology present in this layer: 
Wireless Network Functionality Virtualization (WNFV). IoT networks are managed, 
and network reconfiguration is enabled because of the Wireless Software Defined 
Network (WSDN) (Xu et al. 2014) technology. Because of this technology, traditional 
network monitoring for performance enhancement is unnecessary. 

Cloud Computing Sub-Layer: The data from a layer from Fog Computing Layer 
can be reprocessed in this sub-layer, and then the processed information is generated 
in the final step. 

Data Analytics Sub-Layer: For generating values for decision-making in this 
layer, new learning algorithms of data analytics can be implemented to the last sub-
layer information (Millr 2015; Conti et al.  2018). Since the information from the IoT 
networks is collected, it starts turning more dominant and expanding with time. 

L6 Application Layer 

Business related people make the most of use of this layer because they need to plan 
with the correct data, and it also helps in revolutionization, which are (Kumar and 
Patel 2014).

• Vertical markets and business need by control applications
• Vertical and mobile applications
• Business intelligence and analytics.
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L7 Process and Collaboration Layer 

Collaborations and communications are permitted in these layers within IoT devices 
and services. That occurs because the data and information cannot be utilized with 
a single entity since they come from the previous layers (Rahimi et al. 2018a). 

L8 Security Layer 

This is the protection layer for all the other previous layers, and this protection is 
done without impacting the different previous layers’ functionality. Also, the security 
taxonomy for blocking and foreseeing the dangers of cyberattacks is protected here 
in this layer. 

The Fig. 7.1 added below shows a brief overview of the 5G IoT architecture. 

Technologies in 5G Enabled IoT 

In the last decade, much research has been done on 5G enabled IoT (Mohammadi 
et al. 2018). To build the state-of-the-art IoT and 5G systems, extensive research is 
done by academics and industry (Millr 2015; Conti et al.  2018; Kumar and Patel 
2014). 5G enabled IoT devices can significantly impact the interconnections of IoT 
devices. Heterogeneous networks currently are unable to satisfy the needs of the 
application of IoT devices (Zhao and Ge 2013). Popular IoT systems include BLE, 
ZigBee, WiFi, LP-WA, etc. (Hošek 2016). The current systems focus on improving 
our regular life, making a better-quality life, and engaging interconnections between 
smart homes, smart cities, agriculture, and healthcare (Mohammadi et al. 2018; 
Millr 2015; Conti et al.  2018). 3G and LTE networks are currently the most used 
connectivity technologies that offer low cost and wide coverage. However, these

Fig. 7.1 5G IoT architecture 
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Table 7.1 Technologies in 5G enabled IoT 

Technology Use cases 

Heterogeneous 
networks (HetNet) 

Enables on demand transmission rate for 5G IoT (Millr 2015; Conti 
et al. 2018) 

Direct device to 
device (D2D) 

D2D was proposed to create communications between short ranges. 
power efficient, optimized power and communication load occur here 
and are expected to provide an efficient spectrum (Millr 2015; Conti 
et al. 2018) 

Spectrum sharing To enable the technology in covering the traffic load imbalance, 
spectrum management is the key. Massive MIMO is centerpieces of 
spectrum sharing (Mohammadi et al. 2018; Millr 2015) 

Zigbee It’s a power optimized and cost efficient mesh network widely used in 
WSNs and primarily used in Industrial IoT applications (Millr 2015; 
Conti et al. 2018) 

Other technologies Other enabling technologies include machine-type communication 
(MTC), mmWave, SDN, NFV, and NB-IoT 

present networks cannot manage to support MTC, which is the key to enabling the 
factor in IoT devices (Jin et al. 2014; Mohammadi et al. 2018). 

Several 5G enabled IoT technologies have been developed in the last few years, 
and some are developing. Some of these are described in Table 7.1. 

Threat Analysis in 5G IoT 

As security in IoT is emerging as one of the significant factors in security schemes, 
it is essential to analyze and mitigate the attacks. In this section, categorization of 
various attacks and countermeasures to emphasize the contribution to this paper are 
done. 

Eavesdropping 

The attackers of eavesdropping try to intercept some of the confidential information 
but detecting the legitimacy of the transmitters or receivers is challenging to locate 
or trace since the attackers do not transmit any signals (Xu et al. 2014; Kaplan 2018). 

Interception 

The attackers can easily detect the authentication of the communication since they 
snoop within the nearby wireless environment. With this technique the attacker can
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capture the information about the network. The network information can include the 
configuration, sensory data transfer protocol, etc. Eavesdropping through intercep-
tion is one of the most effective and oldest techniques to exploit the security (Hošek 
2016; Liyanage et al. 2018). 

Traffic Analysis 

Cryptographic algorithms may encrypt the critical information in legitimate commu-
nication. In this case, attackers intercept the transmitted signal. Still, they cannot 
obtain significant content, but traffic analysis can come in handy for the tracking of 
communication patterns in order to realize other forms of attacks (Wang et al. 2019). 

Contaminating 

In this type of attack the attackers try to gain illicit access to the network and contam-
inate the channel estimation stage as well (Astely et al. 2013; Palattella et al. 2016). 
This sort of attack can be categorized into two types of contamination according to 
different channel. 

Spoofing 

Attackers inject fake identity information to destroy or join communications. The 
attacker is able to establish a fake communication channel between two or more 
legitimate points. In this way, unknowingly, two legitimate parties communicate 
with each other through a fake entity (Liyanage et al. 2018). 

Here, malicious nodes can copy other nodes, claim fake identities, and generate 
a random number of different identities only using hardware devices (Li et al. 2021; 
Lin et al. 2019). Sybil types of attacks make the system generate false reports, and 
that can make users get spam and lose privacy (Wang et al. 2021). 

Jamming 

Here the target of the attackers is to block legitimate communication using noise 
(Haque and Bhushan 2021), and an adversary can send continuous signals by 
decreasing signal to noise ratio (Xu et al. 2014) through the channel only to hamper 
communication. It can also prompt DoS attacks at the physical layer (Kaplan 2018). 
There are three types of signal jamming, in general, such as pilot jamming, proactive 
jamming, and reactive jamming (Hošek 2016).
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Pilot jamming is launched when a channel is trained (Hasan and Hossain 2013; Ge  
et al. 2014; Ahmad et al. 2020) and aims to create an illegitimate connection without 
the exact pilot sequences. An adversary can launch the attack when he knows the 
pilot length and sequence. Pilot jamming is also very efficient as only the signals 
need to be corrupted (Millr 2015; Conti et al.  2018; Haque et al. 2020). 

Physical Layer Security 

5G and IoT are the fundamental paradigms of today’s time, and for the security of 
wireless communication, physical layer security is becoming a growing prospect. 
PLS protects the confidentiality of data by exploiting the intrinsic randomness of the 
communication medium (Padmavathi and Shanmugapriya 2009; Shiu et al. 2011). 
This technique plays an aid in improving 5G IoT security from two main aspects, 

The network latency on the Internet of Vehicles (IoV) and Unmanned Aerial Vehi-
cles (UAV) can be reduced. The vehicles can randomly join and leave the network, 
making the UAV highly dynamic (Steinmetzer et al. 2018). PLS will offer an efficient 
and quickest authentication by exploring radio frequency (RF) fingerprint otherwise, 
roaming in different networks will lower communication performance. Different 
schemes in PLS can be additional protection that cooperates with the existing security 
architecture to provide better protection for 5G IoT devices. 

Random wireless channel use cases are done to generate keys in PLS schemes 
that can release the burden (Zhou et al. 2012) in 5G IoT networks; it becomes 
difficult or rather challenging to achieve effective key distribution and management. 
Reinforcing communication security can be done without encryption and decryption 
using information theory. 

Massive MiMo 

Core 5G technology received considerable attention in IoT research (Nitsche et al. 
2014; Ylmaz and Arslan 2015). It helps in providing numerous communication supe-
riority based on the beamforming technology like an array that gains channel hard-
ening and nearly orthogonal channels (Ylmaz and Arslan 2015). In the meantime, 
MiMo techniques for PLS are also discussed in Zeng et al. (2010), Newsome et al. 
(2004). 

Passive eavesdropping (Xiao et al. 2009) and also the active attacks in massive 
MiMo were investigated by many authors. The analysis showed that PLS against 
passive eavesdropping could increase pilot contamination attacks (Zhang et al. 2014), 
and it is fatal for MiMo communication since an active attacker can send the same 
pilot sequence.
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NoMa 

IoT with NoMa and non-orthogonal resources can improve spectral efficiency and 
also reduce low transmission latency and signaling cost (Mpitziopoulos et al. 2009), 
and it can also be used where the number of sensors is huge, like in smart farming and 
intelligent manufacturing (Bhushan and Sahoo 2020). Allocating two users to a single 
orthogonal resource block for user pairing is a technique for balancing complexity 
and efficiency (Clancy 2011). The capacity to superpose numerous signals into an 
orthogonal resource is achieved via superposed coding technology. 

MmWave 

A 5G technology that can improve network transmission (Mpitziopoulos et al. 2009; 
Yang et al. 2018) helps the devices connect to higher bandwidth communication 
channels (Wood et al. 2007). Characteristics like blocking effect, highly directional 
transmissions are new in mmWave (Wood et al. 2007). The new characteristics of 
mmWave channels can help in improving the efficiency of traditional PLS techniques 
(Wang et al. 2018; Hamamreh et al. 2018; Arsh et al.  2021). Because of the tiny 
wavelengths of mmWave, dozens to hundreds of antenna elements may be put in an 
array on a small physical platform, which significantly aids the application of MiMo 
and the integration of different 5G technologies (Zeng 2015; Lu et al.  2014, 2018; 
Araujo et al. 2016). 

Trust Mechanism in WSN 

This mechanism in WSN has been emerging as a significant factor when it comes to 
security schemes, and so, it is really a necessity to analyze how these attacks can be 
resisted with the help of trust schemes (Zhou et al. 2012; Goyal et al. 2021; Zhu et al. 
2014; Kapetanovic et al. 2015). Recently these mechanisms have been remodeled 
to filter the fake nodes in a sensor network. This approach was first introduced 
in E-commerce to choose dependable transaction objects, and many researchers in 
different fields have since developed it (Zhou et al. 2012). Because the evaluation 
of trust is entirely based on past behaviors of participants or indirectly mixed with 
the reputation of other recommenders, this mechanism has the potential to be more 
efficient, but higher standards are required to develop an effective trust framework 
in WSNs because of

• Limitations of energy
• Limited Storage Space
• Wireless communication’s inherent vulnerabilities.
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Crowdsourcing Analysis 

In 5G networks, crowdsourcing is a potent tool against hackers. The major goal of 
this analysis is to present the problem to a participatory community that is eager 
to solve the problem and then anticipate a reward (Zhou et al. 2012). This concept 
has been used in the IoT in a variety of ways by users and their IoT devices for a 
variety of reasons. (Ding et al. 2017) However, there hasn’t been enough discussion 
of how these features can help mitigate the impact of cyberattacks in truly complex 
networks, which are particularly vulnerable due to the wide range of technologies at 
various levels of abstraction, as in the case of 5G networks (Li et al. 2018; Gautam 
et al. 2019; Rahimi et al. 2018a). The concept of crowdsourcing connects both the 
5G and the IoT network world naturally

• Participant’s interests are defined (users and providers)
• Motivating mutual cooperation to stop cyberattacks 

Commercial Purposes 

The 5G business model requires infrastructure sharing among service providers, 
and in this case it is very important to use crowdsourcing analysis between the 
service providers to identify attacks (Millr 2015; Conti et al.  2018). It is essential 
to use security mechanisms to mitigate potential attacks and ensure privacy and 
confidentiality. Malware Information and Sharing Platform also uses a similar system 
to develop countermeasures for threats (Ding et al. 2018). 

Removing Physical Attacks 

Data coming from mobile phones are used in crowdsourcing analysis, and it is used 
to provide a warning system. Software and physical attacks are very different and 
require more research (Ding et al. 2016). A novel way of solving problems like finding 
the attacker’s location is to expand the security controls at the edge of the user’s IoT 
device, and crowdsourcing analysis can be implemented to identify potential attacks 
(Rappaport et al. 2013). 

Social Media 

Social media like WhatsApp, Twitter, and Facebook are the biggest platforms for 
crowdsourcing (Niu et al. 2015). Social media is a gateway for crowdsourcing, and 
it can be done in two ways: 1. by the traditional method, which involves humans but 
focuses on the attacks on the systems of the whole infrastructure, or 2. the other is 
done by extracting relevant information and identifying attack patterns (Heath et al. 
2016).
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Attacks at the Architecture Level 

Today’s world is becoming more interconnected, and smart cities are the key. In smart 
cities, various IoT devices are integrated, and nodes in smart cities are vulnerable to 
security threats like DoS attacks and manipulation of data (Wang and Wang 2016). 

L1 Physical Device Layer 

Various threats and attacks can damage the sensor nodes in the architecture (Gautam 
et al. 2019). Some attacks in the L1 are described below.

• Unauthorized Access to Tags: Attackers can easily access tags in RFID due to 
the lack of proper authentication techniques.

• Tag Cloning: RFID tags can be cloned in the physical layer, and reverse 
engineering can extract relevant information.

• Sleep Deprivation Attack: Unstoppable sending of control information is done 
in this attack and it keeps the nodes constantly in a working state in the network. 

L2 Communication Layer

• DoS Attack: DoS attacks engage the user to overflow the victim’s system with a 
large amount of network traffic.

• Sybil Attack: This attack deceives the victim to do one task multiple times as it 
shows pseudonymous identities in the node.

• Replay Attack: During eavesdropping, a valid data packet is collected from the 
network and every time the user connects to the network, and the attackers collect 
resources from them.

• Sinkhole Attack: The flow of data is attracted from other nodes residing nearby 
by using another compromised node. 

L3 Fog Computing Layer 

Fake gateways and attackers replace edge devices to collect data from these edges 
(Zhou et al. 2012). 

L4 Data Storage Layer 

Data privacy, confidentiality, and integrity are concerned with any IoT data storage 
system.
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L5 Management Layer 

The attackers attack the server, database, and other services in this layer.

• VM Manipulation: VMs run in the host system, and the adversary controls it. 
This can be attacked, and the range of these attacks is from extracting information 
and manipulating data in the VM (Xu et al. 2014).

• Flooding Attacks in Cloud: This attack is done in the sub-layer of the cloud, and 
the attackers frequently send service requests (Xu et al. 2014).

• Cloud Malware Injection: Malicious services can be inserted into the cloud and 
used to manipulate the system, and sensitive data could retrieve sensitive data. 

L6 Application Layer 

Attacks in this layer are mainly to access the data of users.

• Code Injection: Attackers insert worms and other malicious codes to exploit the 
errors in the program and gain system control.

• Buffer Overflow: Attackers use programs to violate the data buffer or codes to 
overflow the entire system.

• Permission Manipulation: This attack mainly leads to the illegitimate adminis-
tration of data and violates user privacy. 

Current Research for 5G and IoT 

This section discusses the current research topics and solutions that can also be 
introduced to future research directions. 

The number of research done on mobility is minimal, and it is a fascinating subject 
matter in terms of mobility in physical layer attacks on both user and attacker sides. 
The attacker may use the mobility feature to find the best area of attack and try to 
avoid detection. Mobility can also be used to counter this attack. But users might 
also have to consider the performance if mobility is implemented and investigating 
the 5G IoT mobility system is a current research topic (Mohammadi et al. 2018). 

mmWave and NOMA are new features currently available in 5G technology. Few 
studies show exploitations of these new features to achieve physical layer attacks. 
And schemes for these new features are yet to be found (Millr 2015). 

Trust models for securing data are another field where data sensing and aggre-
gation are focused. The wide range of data types and privacy safety increases the 
obstacles and brings in newer problems (Haque et al. 2021; Li et al.  2018; Gautam 
et al. 2019). Current threats and attacks in the WSN can be identified with trust 
models, and also trusted models can be used to plan the attack itself. And currently, 
the analysis of existing and potential threats is the objective (Mohammadi et al. 2018; 
Conti et al.  2018; Conti et al.  2018).
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Future Research Directions and Challenges 

Even though 5G satisfies the requirements for IoT security, it also opens up newer sets 
of challenges like architecture security of IoT and verified communications between 
devices. In this section, we have reviewed future research areas for 5G IoT security. 

Characteristics Synthesis 

The 5G framework is a synthesis of many technologies (Mohammadi et al. 2018). 
A combination of MIMO, mmWave, and NOMA increases the spectrum efficiency. 
An IoT environment with low-cost and low-power different virtual channel models 
can help build a powerful Access Point. It can help distinguish between multiple 
users which can help prevent attacks like pilot contamination attacks. Researching 
the field of synthesis characteristics of 5G IoT can be a boost to novel solutions. 

Signal Revoking 

Detection of any active attack in the network is the primary step toward any kind of 
countermeasure. It is expected for IoT devices to maintain secure communication 
even if it is under any attack. And it is very challenging to eliminate the attacks even 
while maintaining contact. Waveform designs (Wang et al. 2018) can be an additional 
functionality, and they could be used to recognize if the signals are coming from the 
same user. Afterward, a filter mechanism might be developed to filter eavesdroppers 
in the network using this technology. 

Location Awareness 

Location awareness can be a positive factor for removing threats and preventing 
threats, as 5G location services can accurately provide location data (Jaitly et al. 
2017). Location awareness could help mitigate threats in the network, and there 
are many prospective characteristics of the 5G network to attain location aware-
ness (Goyal et al. 2021). And to achieve more efficient communication, location 
information is an exciting research direction.
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Technical Challenges 

Many works have been made to mitigate any challenges for the 5G enabled network. 
But there are still many technical challenges. There are design-related issues at the 
architecture level that includes Scalability and network management, which is a 
major issue in managing the state of the information (Fuentes et al. 2013). 

Interoperability and heterogeneity allow devices to connect seamlessly, and it is a 
major concern as it is used to collect information about smart networks or applications 
(Zeng 2015). 

Wireless Software Defined Network 

Even though WSDN solves the scalability issue in the 5G network, many cases need 
to be resolved in SDN. It needs to provide flexibility and separation of control and 
data plane, which is the most challenging part of SDNs. 

Security Assurance and Privacy Analysis 

Next-generation 5G enabled IoT devices, security, and privacy needs to be added to 
the network and device levels as they will address many different complex applica-
tions, including smart cities and intelligent networks. 5G is a diverse system, and 
security system is very complicated, and security assurance must be considered at 
the device and network levels during the design process. 

Standardization Issues 

As 5G is being developed, it has also enabled to provide many IoT solutions. And 
the calibration of IoT will make the implementation of 5G IoT even easier. Lack of 
consistency and standardization (Li et al. 2018; Gautam et al. 2019; Rahimi et al. 
2018a) has made it a big hurdle and challenge for closing the gap between humans 
and environment control. IoT as a service (Haque et al. 2021) might one day be a 
possible result.
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Conclusion 

This paper focuses on various security attacks and their countermeasures, the impact 
of 5G enabled IoT, and possible solutions for mitigating threats in a 5G enabled 
network. We have reviewed 5G and IoT characteristics and physical layer threats. We 
also categorized various types of threats with different kinds of attacking purposes. 
The open issues for 5G enabled IoT were also discussed, and current and future 
research trends were also introduced in the last section of the paper. The development 
of 5G enabled IoT devices will open many more gates for the future, bringing in 
possible data privacy and security issues. And it is essential to acknowledge what is 
associated with 5G enabled IoT and its security and different solutions under the wide 
spectrum of the 5G network. The paper’s main aim was to provide a comprehensive 
insight into the 5G enabled IoT and threat analysis and discuss the future research 
areas. We hope this paper will help further research on the future of 5G enabled 
devices. 
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