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Abstract Here we mainly provide a probability inequality about GGH public-key
encryption scheme. Given a constant o, we first choose a lattice vector v € Z", and a
small error vector e is generated satisfying |e| < o. The ciphertext result ¢ could be
computed by the function fp (v, ¢) = Bv + e with a public basis B. To extract the
message v, the function f B, (17 (¢) = B~ '[c]g will be used based on the private basis
R. In this work we produce a bound for the error probability of v # B~![c]z. We
also illustrate the way choosing o such that the error probability is arbitrarily small.
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1 Introduction

Given a full-rank lattice L C Z", we denote the public basis of L by B and private
basis of L by R. Both B and R are n x n invertible matrices. In the GGH public-key
encryption scheme, for a plaintext vector v € Z", the random error vector e is chosen
by setting the absolute value of each entry no more than a constant o', where o is a pos-
itive real number. The ciphertext ¢ is computed by ¢ = fp,(v,e) = Bv+e € R".
Using the results of BaBai and some other ones (Ajtai, 1996; Ajtai & Dwork, 1997;
Babai, 1986; Coppersmith & Shamir, 1997; Goldreich et al., 1997; Micciancio, 2001;
Hoffstein et al., 2017, 1998), we can decipher the plaintext v = B~ '[c]r given B,
R and ciphertext c. Here the lattice point [c]g is obtained by representing c as a
linear combination on the columns of R and rounding the coefficients in this linear
combination to the nearest integers. The problem is that how o should be chosen
so that we can get a right plaintext v or guarantee a low error probability. We show
three theorems to solve this problem. A probability inequality is given to estimate
the bound of inversion error probability.
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2 Main Results

Theorem 1 B is the public basis and R is the private basis of lattice L. v € 7", e
is the random error vector, |e|oc < 0, ¢ = fp.o(v,e) = Bv +e. Then B clg =v
ifand only if [R™'e] = 0, here [R™'e] denotes the vector in Z" which is obtained by
rounding each entry in R 'e to the nearest integer.

Proof Let T = B~'R, then
B 'clg =B '[Bv+elg =B 'RIRT'(Bv+e)l=T[T v+ R 'e]

since T = B~!R is a unimodular matrix, 7! is also a unimodular matrix. v € Z",
soT v eZ".
B clg =T[T v+ R el =v+T[R'e]

Thus B~![c]z = v is equivalent to T[R~'e] = 0, and this equality holds if and only
if [R™'e] = 0.

Remark 1 This theorem gives an equivalent condition to check whether the decryp-
tion result is accurate.

Theorem 2 Let R be the private basis of lattice L. e is the random error vector
such that |e|s < 0. Suppose the maximum L norm of the rows in R is p. Then if
o < <, [R™'e] = 0 holds.

2p’°

Proof Let R™' = (¢ij)uxn, R'e = (a1, a2, ...,a,)",ie.,q; = e, 1<i <
n.

n n

1

la;| = | E cijej| < lejl| E Cij|<0/0<§
= =1

This means that [R~'e] = 0.

Remark 2 Theorem 2 shows how o can be chosen so that no inversion error occurs.

Theorem 3 Letann x n matrix R be the private basis used in the inversion of 5 ;,
and denote the maximum Lo, norm of the rows in R~ by JLE Then the probability
of inversion errors is bounded by

PuR—%]¢0}<2n-ap<— ! ),

802r2

heree = (ey, e, ...,e,)T andey, ey, ..., e, are n independent random variables such
that le;| < o and E(e;) =0for1 <i < n.
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Lemma 1 For any non-negative random variable X with finite expectation E(X)
and any positive real number (i, we have

Proof Here we treat X as a random variable of continuous type. For the other situ-
ations, the proof is similar. Let f(x) be the probability density function of X. Since
EX) = [y xfdx > [[¥xf)dx = [ puf (x)dx = pP{X > ), then we
have P{X > u} < %

Lemma 2 Given random variable X satisfying —a < X < a with E(X) = 0, here
a > 0. For any real number A, we have

)\’2 2
E@*) < exp (Ta) .

Proof For any real number A, f(x) = e** is a convex function. Notice that

x+a a—x
X = -a—+ -(—a), —a<x<a
2a 2a
then
X +a a—x
fx) < fla)+ f(=a)
2a 2a

x+a a—x _
ekx g e)\a + e ra
2a 2a

X+a a—X
eka+

E(¥) < E
@) (2a 2a

1
e*)\a) — E(eka _I_ef)»a)

Let t = Aa, next we prove that %(e’ +e ") < exp(%). This inequality is equivalent
to t t 2
e +e” t

In— < —

2 2

Letg(t) = % —1In e’“;‘fr ,theng/(t) =t — i:;i: and g’(0) = 0. Since g’ (t) > 0, we
getg'(t) <0ifr < 0Oandg'(r) > 0ift > 0. Then g(¢) > g(0) = 0 and we complete

the proof.

Lemma 3 Suppose X1, X,, ..., X, are n independent random variables. For 1 <
i <nwehave —a < X; <aand E(X;) =0, herea > 0. Let S,, = Z?:l X, e >0,

then
&2
P{|S,| > e} < 2exp(—
2na?

).



34 T. Kun

Proof For any A > 0, based on Lemma 1, we can get

E (e*5n
PIS, > 6} = Pl > &) < )
e &
Since X, X», ..., X,, are independent random variables, combine with Lemma 2,

n n
1242
E(e™r) = ]_[E(e“‘f) < l_[e T =
i=1 i=1

AS,
E(e*r) < e_)\'8+”kia2
ere =

P{S, > ¢} <

Let A = ;7 therefore, the above inequality becomes to

&2
P{S, > e} <exp <_F>
na

In the same way, we can prove that

&2
P{S, < —e} <exp <—2 2)
na

2
P{|Su| = €} < 2exp (——>

2na?

Thus

Proof of Theorem 3. Now we can prove Theorem 3 given at first according to Lemma

3.

Let R°! = (Cij)nxn, € = (€1, €, .. e, here ey, e, ..., e, are n independent ran-

dom variables such that |¢;| < o and E(e;))=0forl <i <n.

We denote R~ le = (a1, az, ..., a,)T, ie., a; = ijl cijej, 1 <i<n.

Since |¢;j| < ’T and |e;| < o, then the random variable c;;e; is limited to the interval
ro

— = <Z]. Based on Lemma 3,

1 1 (3 1
P{la;| > E P{| chjej > 5 SS 2eXp(_F%)z) = 2eXP(—W)
PUR 1 £0) < Y Pllal > 1) < ZP{Ia > ) <o exp(— i)

Thus the inequality in Theorem 3 holds.
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—1
Corollary 1 P{[R'e] #0} < ¢ ifo < <2r,/2ln %) )
—1
Proof o < (Zrm> & 2n - exp (——8012r2) < g, from Theorem 3,

P{[R7'e] # 0} < 2n -exp (_Flw) <e

Remark 3 Theorem 3 provides a way to estimate the bound of inversion error prob-
ability, and Corollary 1 gives a detailed bound for o based on Theorem 3 to get the
error probability no more than a constant €.

3 Conclusions

In this work we mainly present a probability inequality about GGH public-key
encryption scheme. In this scheme, we first take a lattice vector v € Z" and gen-
erate a small error vector e such that |e| < o. Given a public basis B, the function
fB.o(v,e) = Bv + e computes the ciphertext result c. To decrypt, the private basis
R and the function fo f,(c) = B~ '[c]g will be used to extract the message v. We
give a bound for the error probability of v # B~![c]x and explain how to choose o
in order to obtain the error probability no more than a given constant €.
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing,
adaptation, distribution and reproduction in any medium or format, as long as you give appropriate
credit to the original author(s) and the source, provide a link to the Creative Commons license and
indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.
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