Two Novel Image-Based CAPTCHA Schemes
Based on Visual Effects

Ping Zhang, Haichang Gao®™), Zhouhang Cheng, and Fang Cao

Institute of Software Engineering, Xidian University,
Xji’an 710071, Shaanxi, People’s Republic of China
hchgao@xidian.edu.cn

Abstract. CAPTCHA is a security mechanism designed to differen-
tiate between computers and humans, and is used to defend against
malicious bot programs. Text-based and image-based CAPTCHAs are
two of the most widely deployed schemes, but most of the existing
CAPTCHA schemes are either too difficult for humans to solve or
not safe enough since a lot of researchers have attacked them success-
fully. These CAPTCHAs are also language-dependent and they can-
not be automatically generated. So it is urgent to explore new possible
schemes of CAPTCHA. In this paper, we mainly made two contributions
to CAPTCHA. First, we propose two novel image-based CAPTCHA
schemes based on visual effects. DeRection is one CAPTCHA scheme
that takes advantage of human ability on capturing deformed regions
of an image in the case of contrast. CONSCHEME is another one that
capitalizes on human ability of understanding the content in a three-
dimensional space. We conducted preliminary experiments over more
than 110 users to verify the usability and security of two schemes. Sec-
ond, by analyzing the characteristics of these two schemes proposed in
this paper and comparing them with the existing image-based ones, we
propose a set of new guidelines for the design of image-based CAPTCHA.
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1 Introduction

CAPTCHA (Completely Automated Public Turing Test to Tell Computers and
Humans Apart) [1] is a program which is used to tell computers and humans
apart. It can protect the websites from cracking password, automated voting,
receiving spam mails, automated registering accounts and attacking password
systems.

Currently, most websites adopt text-based CAPTCHA that using sophisti-
cated distortion, rotation or noise interferences to prevent from machines recog-
nition. Users need to decipher characters within an image. However, the distorted
characters really reduce human accuracy, and such schemes were broken by [2—-
8]. Therefore, image-based CAPTCHA becomes a promising alternative because
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these schemes have many advantages, for example, being not vulnerable to seg-
mentation attacks, and being user-friendly by mouse-based interaction. But it
also suffers from various drawbacks, the images adopted by many image-based
CAPTCHAS need to be manually tagged which means these schemes are not
automatically generated, and most image-based CAPTCHASs are still dependent
on language. Furthermore, with the rapid development of the deep learning algo-
rithm, most text-based and image-based schemes that based on classification can
be well attacked. In addition, audio and video-based CAPTCHAs have lower uti-
lization rate and require higher bandwidth, many websites don’t support these
types of CAPTCHASs. Therefore, it is urgent and difficult to design a widely
usable CAPTCHA.

In this paper, we present two schemes that can overcome the issues above.
In the DeRection (Deformed Regions Detection in a GIF image) scheme, we
present a GIF image which contains ten frames and every frame randomly has
2 to 6 deformed regions. Users need two steps to pass the challenge. First, click
the GIF image to focus on one frame. Second, click all the deformed regions in
this frame. In the CONSCHEME (Counting the Number of Stacking Cubes in
a Three-dimensional scene) scheme, we use Unity to create a three-dimensional
space with several cubes stacking together. Interacting with mouse and keyboard,
users can get any perspectives of the scene. This challenge requires users to count
the quantity of the cubes.

The two mechanisms have many features in common. Firstly, both of them
have low language dependence since users only need to click on the deformed
regions within the image in the DeRection and enter a number of cubes in
the CONSCHEME. Besides, they can be generated online automatically. The
images of DeRection can be obtained from websites and all we need from the
CONSCHEME is a Unity plugin that can be embedded into web browser and
reused once generated. In contrast, many existing image-based CAPTCHAs
need a database of manually tagged images. By definition, they are not real
CAPTCHAs which must be a completely automated public Turing test. We
have demonstrated experiments to evaluate these two schemes and the results
indicate that they both have good robustness and usability. The limitations of
the proposed schemes are that they require higher bandwidth compared with
traditional image-based CAPTCHAs. And users need to set up the Unity plugin
when using CONSCHEME for the first time.

The rest of this paper is organized as follows. In Sect. 2, we introduce the
related works. In Sect. 3, we provide the details of design and implement of the
schemes. In Sect.4, we present the experiments and analysis of the proposed
scheme. And in Sect.5, we propose a set of image-based CAPTCHA design
guidelines. Finally, we make a brief conclusion in Sect. 6.

2 Related Works

CAPTCHA relies on the capability gap between humans and computers in solv-
ing Artificial Intelligence problems. Existing CAPTCHA systems can be broadly
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grouped into three classes: (1) text-based, (2) image-based, and (3) audio or
video-based.

Text-based CAPTCHAs are the most widely used schemes [2]. Designers
usually use sophisticated distortion, rotation, noise and complex background on
English letters and Arabic numerals to prevent automatic attack from achieving
a high success rate.

Security is the most worrying factor of text-based CAPTCHAs. A large num-
ber of attack methods have been proposed. In 2003, Mori and Malik [2] broke
EZ-Gimpy and Gimpy by analyzing the shape context with a success rate of
92% and 33% respectively. In 2008, Yan and El Ahmad [3] proposed a new seg-
mentation method to attack Microsoft MSN with 92% segmentation and 60%
overall success rate. In 2013, Gao et al. [4] broke several hollow CAPTCHAs
with a generic method with the success rate range from 36% to 89%. In 2014,
Goodfellow et al. [5] using deep CNN solving reCAPTCHA with 99.8% success
rate. In 2015, Karthik and Recasens [6] applied CNN-based method on Microsoft
CAPTCHAs with 57.05% CAPTCHA suc-cess rate of. More recently, in NDSS
2016, Gao [7] found a simple generic attack that firstly employed Gabor filter
on attacking a wide range of CAPTCHAs.

With each failed CAPTCHA scheme, CAPTCHA designers accumulate expe-
riences and then design better schemes, with increased friendly usability and
improved security. Image-based CAPTCHASs have been proposed as an alterna-
tive for the text-based CAPTCHA systems. They can be broadly divided into
two types.

First type is to find a corresponding word to describe images, such as Naming
CAPTCHA [8] and IMAGINATION [9]. Naming CAPTCHA requires user to
type a word to describe the common object in six images. IMAGINATION asks
user to click an image’s geometry center from a synthetic image then select a
correct label from a given list. However, typing a word may cause misspelling and
polysemy, and the random guess rate of selecting from a list is relatively high.
This type also has strong language dependence. IMAGINATION was attacked
by Zhu et al. [10].

Second type is to classify the given images. For example, Asirra [11] shows
12 images of cats and dogs, asking user to select all the cats. SEMAGE [12]
shows 8 real or cartoon images of animals, allowing user to choose images of
same animals. 12306.cn scheme [13] shows 8 images, users need to recognize the
text above the images and pick out all the targets to match the text. This type
requires a database of correctly tagged images, which causes a waste of resources.
And once the dataset is obtained, it will be much easier to break them. Zhu et
al. [10] have broken Asirra with a success rate of 10.3%.

There are some other types of image-based CAPTCHAs. “What’s up” [14]
asks user to adjust the orientation of three images. ARTiFACIAL [15] asks user to
identify a face and click its six points from a synthetic image and it has been bro-
ken by Li [16]. FR-CAPTCHA [17] and FaceDCAPTCHA [18] are two face-based
schemes, the former asks user to select two face images of the same person while
the latter is to distinguish human faces from cartoon-face images. Our team has
broken these two CAPTCHASs with 42% and 48% success rate respectively [19].
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3 Design and Implement

3.1 DeRection

In DeRection scheme, the users are given a GIF image, every frame of this image
has 2 to 6 deformed regions. Users need to find out all of the deformed regions in
the frame to pass the challenge. Users can click the “Change an Image” button
to change the GIF image and click the “Change a Frame” button to change a
frame of the GIF image.

Every GIF image is made up of 10 images with randomly 2 to 6 deformed
regions. We download a picture from the Internet and judge if it is appropriate to
be deformed by calculating its texture complexity. If it is, we use it to generate 10
images with different deformed regions and the position to be deformed should
also be suitable. So the whole problem relies on finding a method to calculate
texture complexity of an image.

There are many methods to extract features from an image and measure the
texture complexity. Among these methods, GLCM (Gray-level co-occurrence
matrix) [20] is a widely-used and well-performed one, we also adopted it in this
paper. GLCM is the statistical method of examining the textures that considers
the spatial relationship of the pixels. The GLCM characterizes the texture of
an image by calculating how often pairs of pixel with specific values and in a
specified spatial relationship occur in an image, creating a GLCM, and then
extracting statistical measures from this matrix.

According to [20], we calculated the ASM (Angular Second Moment), Entropy,
Contrast, IDM (Inverse Different Moment) and Correlation values and set
weights to them based on the GLCM of three directions, they are 0°, 45°
and 90°. The texture complexity of a region in an image is measured by the
formula:

R =

(2

J, H, G, @ and Cov represents ASM, Entropy, Contrast, IDM and Correlation
respectively. al, a2, a3, a4 and ad are constant parameters and their values are
0.2012, 0.2673, 0.2814, 0.1517 and 0.1126.

However, in our experiments, we cannot find a suitable threshold to accu-
rately divide the regions. To solve this, we tested each of the feature parameters
separately and there are many discoveries. For example, the complexity of the
image is not strictly related to the value of Correlation. Through a series of
experiments, finally we adopted Entropy and Contrast and introduced Variance,
a new feature parameter to measure the texture complexity. Variance describes
the discrete degree of the value of the variables to their mathematical expecta-
tion. We used Variance to measure the degree of discrete of the grayscale value
of an image. Finally, we calculated according to the formula:

(a1-Ji+as-Hi+as -G+ as-Q; +as - Conv;) (1)
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We calculated the GLCM of three directions, and we set the final threshold
of R’ to 14. This method is acceptable for classifying effect and time. Then, we
compared the value of R and R’ and we found that the images got with R has a
large ambiguous area, which made it hard to divide the regions into two parts.
We testd 50 different regions in more than 450 different images and got the R
and R’, and we found that ambiguous area got from R is about 62.4%. So we
finally choose R’ to determine whether a region is suitable to be deformed and
got a relatively satisfactory result. If the region is selected as deformed region,
then we need to perform deformation. Deformation is all about moving pixels
from one coordinate to another coordinate. We use the formulas below:

(z — cenX)+/(z — cenX)? + (y — cenY)?
radius

newX = + cenX (3)

(y — cenY)\/(z — cenX)2 + (y — cenY)?
radius

newY = + cenY 4)

(newX,newY) is the coordinate of the pixel in the original image and (z,y)
is the coordinate in the processed image. (cenX,cenY’) and radius are the coor-
dinates of the center and the radius of the deformation region. Figure2 shows
the effect of convex lens deformation. The origin of the deformation is at the
origin of all four different color concentric circles. While calculating mapping,
the mapping point of the original point within the deformation area, which is a
circle, moves along the direction away from the center of the circle.

The original version of DeRection is presenting users with a static image.
But the results did not reach our expectations. Through analysis we found that
the deformation regions are hard to find in a static image, but in GIF image,
they can capture people’s eyes. So we generated many GIF images and users
need to click the GIF image to get one frame of the GIF image. The verification
mode remains the same but it is much easier for users to pass the challenge.
But the problem came that crackers can solve our scheme by comparing the
pixels between frames to find out the deformation regions. To overcome this, we
modified every pixel value after generating deformed regions. Figure 2 shows one
frame of final version of DeRection.

3.2 CONSCHEME

CONSCHEME is another image-based CAPTCHA scheme we proposed, which
is an interactive three-dimensional CAPTCHA system created by Unity.

We use Unity to create a three-dimensional room on the floor of which are a
lot of cubes stacked. The walls, ceiling and floor are labeled the same stickers as
the cubes. An example of CONSCHEME and its three views are shown in Fig. 3.
The original version of this scheme had no floor or walls and the cubes just float
in the air with no texture, and people felt dazzled when rotate the cubes. With
texture and walls, people can focus on the cubes in proper perspective. Benefit
from Unity’s good interactivity, users can scroll the mouse wheel to zoom in or
zoom out the cubes, click the arrow keys on the keyboard to rotate the object
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and drag with the left mouse button to change the perspective of the cubes.
When a unity-plugin is produced, we export it into web format and embed it
into the web page. It can produce different number of cubes stacked together in
different ways. Users are asked to count out the number of cubes and input it
to pass the challenge.

4 Experiment and Analysis

To verify the design idea of our schemes, we carried out an experiment and
asked human users to use our proposed CAPTCHAs and record relevant data
such as accuracy and recognition time. Participants are more than 110, mostly
sophomores in Xidian University. We built a website to present users with the
challenge of our schemes to collect data. Users can submit their homework only if
they have passed the challenge. It took us months to collect and analyze the data
of all sets. We then improved our schemes according the data and the feedback
information from the users and got the final versions of both schemes. The legal
data of each scheme are shown in Table 1.

Table 1. The accuracy rate and recognition time of each set.

Scheme The right number | Total number | Accuracy rate | Recognition time
DeRection 911 1054 86.43% 12.77s
CONSHEME | 832 978 85.07% 15.12s

As shown in Table 1, the accuracy rate of DeRection and CONSCHEME are
roughly the same and higher than 85%. We can draw a conclusion from the
data that for both of the schemes, users can pass approximately eight to nine
challenges when they are given ten of our CAPTCHAs. The Table1 also shows
the recognition time of each scheme. It takes 12.77s and 15.12s to complete the
DeRecion and CONSCHEME. It is widely accepted that CAPTCHA should be
completed no more than 30s [1], so the two schemes are satisfying under this
principle.

4.1 Design Analysis

Usability and robustness are the most important features that all the CAPTCHA
schemes focused on. We tried but failed to find a CAPTCHA similar to ours from
the existing CAPTCHAs. Finally, we decided to take the Asirra to compare with
ours for its complete data. Asirra, as showed in Fig. 1, shows 12 images of cats
and dogs and asks users to pick out all the cats. Similar to our first scheme, users
need to click some regions in an image. And the solution space is finite for the
limited pictures in the image, which makes it comparable to our CONSCHEME.
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Please select all the cat photos:

EE R R

Adopt me
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(b) IMAGINATION (c) Asirra

e > e @
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(e) 12306.com (f) what's up

@
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AT TR A4 O B

(g) AETiFACIAL (h) faceDCAPTCHA (i) FR-CAPTCHA

Fig. 1. Examples of existing image-based CAPTCHA schemes.

[ [ [
() (b) (c)

Fig. 2. The effect of convex deformation and an example of DeRection: (a) Original
image; (b) After deformed; (c) An example of DeRection.

Usability analysis. Good usability indicates that users can quickly and accu-
rately pass the test. However, in pursuit of robustness, many schemes usually sac-
rifice the usability too much. Some image-based CAPTCHA schemes carry out
excessive deformation, noise and rotation. For example, the CAPTCHA scheme
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©)

Fig. 3. Three views of the stacked cubes in CONSCHEME: (a) Example of CON-
SCHEME; (b) Top view; (c) Main view and left view; (d) General view.

adopted by 12306.cn [13] mainly adopt 8 low-resolution images thus it is very
difficult for users to recognize and distinguish all of the objects, so the usability
of it is reduced. In fact, when firstly put into use, the 12306.cn scheme got a huge
number of complaints. Asirra has good usability because the small images are
clearly and orderly placed and users only need to click the cats. The schemes of
ours are also user friendly. In DeRection, users can capture the different regions
in GIF image easily. The CONSCHEME utilizes human’s ability to recognize
objects in three-dimensional space, which is a capability that human have been
trained and used since their birth. What’s more, the feedback messages say this
scheme is attractive and interesting.

Generation analysis. According to the definition of CAPTCHA, can be auto-
matically generated and evaluated is the basic criterion for CAPTCHA design.
However, due to the difficulties in generation, most of existing image-based
CAPTCHA schemes adopt a tagged images database that already existed or
established during the generation process of the designers. While generating,
they just use tagged images from the database and put them together in some
ways. Asirra adopted a tagged images database to generate their challenges. On
the contrary, both of our proposed CAPTCHASs can be generated online and do
not adopt any tagged images database. In the DeRection scheme, all the original
images we adopt can be downloaded from the Internet real time, so it does not
adopt any image database. As with the CONSCHEME scheme, once the unity
plugin is finished, it can generate different number of stacked cube while using.

Language independence. Our designs are language independent which can be
used by people all over the world. As mentioned above, users using our schemes
only need to count out how many cubes there are in the space or pick out all of the
deformed regions in the image, thus it is not necessary for user to master English
or other specific language. Asirra is also language independent. Unfortunately,
some image-based CAPTCHA systems are strongly language dependent, such
as IMAGINATION [9] asks users to select a correct label from a given list and
Naming CAPTCHA [8] requires users to understand the objects and type a word
that describe the object of images in the textbox.
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4.2 Security Analysis

Random guess attack. In the DeRection, the size of every image is 450 * 350
pixels, and the maximum radius of the deformed regions is 50 pixels. Considering
there are three deformed regions, the accuracy rate of random guess attack is
about 0.0046%. Not to mention the rate of quantity of the deformed regions
and the tolerance of the clicked zone is smaller than 50* 50 pixels. As with
CONSCHEME scheme, the number of stacked cubes is between 5 and 17 so
the random success rate is 1/13. Nevertheless, we can set multiple rounds of
challenge. Such technique is already in use in Assira [11] and SEMAGE [12].
Furthermore, web service providers using our scheme can adopt CAPTCHA
Token Buckets [11] to make it stronger and more secure that attackers cannot
break our schemes without efforts.

Other attacks. During our design, we considered a lot of issues to achieve
better robustness. In DeRection, after generating deformed regions, we modified
every pixel value to resist attack through simple comparison between pixels.
In CONSCHEME, the cubes’ color and texture are the same as backgrounds,
and the angles to get the three views are missed so bots cannot easily attack it
by mathematical means. However, Asirra is broken at 10.3% by support vector
machine classifiers trained on color and texture features extracted from images.
Furthermore, some traditional image-based CAPTCHA schemes adopt a limited
tagged image database and the labels and images are both limited, once we get
the whole database by constantly refreshing and saving, we can solve out them
without too much price. For example, the 12306.cn scheme contains about 580
categories and not more than one million images through a rough estimate. If the
time is long enough, people can get the whole database thus break this scheme.

5 Image-Based CAPTCHA Design Guidelines

We analyzed the design process and the characteristics of our proposed
CAPTCHA schemes and summarized a series of guidelines as follows:

— Automate generate (AG): The challenge should be generated automati-
cally. But many existing schemes need human labor to gather raw material
or tag images. For example, the images adopted “what’s up” [14] CAPTCHA
should be preprocessed by removing bad images by human.

— Machine attacks (MA): The challenge should be strong enough and the
best existing techniques are far from solving the problem or there is no existing
specific ways to attack the test successfully.

— Resistance to no-effort attacks (RTNA): The challenge should survive
no-effort attacks. No-effort attacks are those can solve a CAPTCHA challenge
without solving the hard AI problem. For example, “What’s up” CAPTCHA
was broken by random guess attack with success rate of 4.48% [10].

— Secret database (SD): Whether the adopted database is open or not.
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— Get the database (GTD): Whether the attackers are able to access the
secret database. Some databases are available while others are not. For exam-
ple, Asirra’s image database is provided by a novel, mutually beneficial part-
nership with Petfinder.com and attackers may get the database from the
website. And images adopted by 12306.cn are kept secret and crackers need
to keep refreshing the login interface to get the whole database.

— Easy to human (ETH): The challenge should be quickly and easily used by
a human user. Any test that requires longer than 30s becomes less useful in
practice. And the average success rate of the user to pass this challenge should
be as large as possible. The CAPTCHA adopted by the 12306.cn scheme got
a huge number of complaints when firstly put into use.

— Input modality (IM): The challenge should be easy for users to interact
with. The basic interactive forms include typing the keyboard, clicking the
mouse and touching screen. The clicking is better than typing in to the spec-
ified textbox.

— Language dependence (LD): The challenge is related to a changing key-
word. After users have acquired verification mode of the CAPTCHA, there
are still some variations of the keywords in many tests, and users need to
understand what these keywords mean to pass the challenge. For example, in
every 12306.cn challenge, there is a changing distorted keyword that repre-
senting in the upper images for users to recognize.

— Educational difference (ED): Whether educational differences have an
impact on passing this challenge. Some categories of objects need to be known
by learning, and people may know something in different ways due to cultural
differences.

According to the factors above, we can summarize guidelines about evalu-
ating a CAPTCHA scheme. Firstly, a good CAPTCHA scheme should be gen-
erated automatically without a database of tagged images or with a database
accessible to all of us. Besides, a good scheme can resist to common machine
attacks and easy no-effort attacks such as random guess algorithm. What’s more,
to reach a good usability, the higher the success rate and the faster the pass time,
the better. Generally it is acceptable that the accuracy rate should not be lower
than 80% and the recognition time should not be longer than 30s. It is better but
not necessary to offer an interesting CAPTCHA. Then, the operation method
should be as simple as possible, it is best for users to just use the mouse. But
typing with keyboard is also generally accepted since nearly all of the text-based
and many image-based CAPTCHAS require users to input something. Last but
not least, the CAPTCHA scheme is best to be language independent and the
users should not be required with any educational background.

As is shown in Table 2, the two schemes of ours are promising. They can be
generated automatically with no database and there are no existing machine
attacks or no-effort attacks against them. And users only need mouth and
keyboard to use. The accuracy rate and recognition time are both acceptable
but might be worse than the others in Table?2, but we have to take different
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Table 2. The guidelines and evaluation of existing CAPTCHAs. (“—” means no data
available or required, K&M means Keyboard and Mouse).

Schemes AG | MA RTNA |SD |GTD ETH IM LD |ED
Naming No |98.44% [21] Yes Yes | Easy | 74%/24s Keyboard | Yes | Yes
What’s up No |— No [10] | Yes | Hard | 84% Mouse No |No
Asirra No |10.3% [10] Yes Yes | Easy | 83.4%/15s Mouse No |No
ARTiFACIAL Yes | 18%/1.47s [16] | Yes No |— 99.7%/14s Mouse No |No
SEMAGE No |— Yes Yes | Hard | 94.8%/11.64s | Mouse No |No
IMAGINATION |No |4.95%/0.96s [10] | Yes Yes | Easy | 85% Mouse Yes | Yes
12306.cn No | — Yes Yes | Hard | — Mouse Yes | Yes
FaceDCAPTCHA | No |48%/6.2s [19] Yes Yes | Easy | 92.47% Mouse No |No
FR-CAPTCHA |No |42%/<14s [19] |Yes Yes | Easy |94% Mouse Yes | No
DeRection Yes | — Yes No | — 86.43%/12.77s | Mouse No | No
CONSCHEME Yes | — Yes No |— 85.07%/15.12s | K&M No | No

experimental backgrounds into consideration. For example, the results of the
Naming CAPTCHA are not that convincing because they came from 20 users
who were paid $10-$15 for completing 100 rounds challenge.

6 Conclusion

In this paper, we propose two image-based CAPTCHA schemes both of which
are based on visual effects. The DeRection asks users to find all of the deformed
regions in one frame of a GIF image. And the CONSCHEME CAPTCHA asks
users to count the number of stacking cubes in a three-dimensional scene.

By analyzing the results obtained using demographically diverse group of vol-
unteers, we can assert that both the DeRection scheme and the CONSCHEME
scheme are convenient to use and easy to solve. Moreover, we summarized a
series of guidelines for design good image-based CAPTCHAs. We believe that
the proposed DeRection and CONSCHEME schemes facilitate security against
bots in online services without compromising user convenience. And the guide-
lines can be widely adopted by researchers on further researches on image-based
CAPTCHAS.
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