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Chapter 8
Synthetic Biology Brings New Challenges 
to Managing Biosecurity and Biosafety

Andrew Jin and Igor Linkov

Novel biology technologies like gene editing and genetic engineering are creating a 
proliferation of breakthroughs in engineered biological systems that will change our 
world in areas ranging from medicine, to textiles, to energy. New developments in 
gene editing technologies, especially CRISPR-Cas9, have shown early signs of 
extraordinary potential in a variety of fields, including from basic research, applied 
biotechnology, and biomedical research. While the possibility of directly targeting 
and modifying genomic sequences in almost all eukaryotic cells could significantly 
improve standards of living, these technologies have the potential to pose serious 
biological hazards.

These potential threats have traditionally been categorized into biosafety and 
biosecurity concerns (Bakanidze et al. 2010). Biosafety mainly relates to the dam-
aging effects from a biological agent that unintentionally impacts workers and the 
environment. On the other hand, biosecurity risks refer to the potential misuses of 
synthetic biology, such as bioterrorism, biowarfare or bioattacks that could derive 
from the genetic engineering of organisms. Because both biosafety and biosecurity 
share many of the same mechanisms for adverse outcomes, we must consider them 
concurrently. For example, a laboratory worker who was infected by a harmful virus 
may spread the virus in a similar mechanism as a lab worker who intentionally 
released a virus. Biosecurity and biosafety concerns about both the intentional and 
unintentional release of harmful biological agents is not a new phenomenon, but the 
growth of synthetic biology as a less expensive and more accessible field has dra-
matically changed the potential risks of synthetic biology.

The existing risk management frameworks for biological hazards were originally 
developed for different biosafety and biosecurity considerations, prior to the recent 
acceleration of developments in synthetic biology (Trump 2017). The development 
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of biological technologies currently leaves us unprepared and vulnerable in the face 
of synthetic biology’s potentially negative environmental consequences. Strategies 
of risk assessment and resilience, or the ability to prevent and to detect and recover 
from harmful releases of genetically engineered organisms before they permanently 
alter the environment, must now be developed for robust twenty-first Century bio-
safety and biosecurity.

The existing risk-based management strategy applied to chemical, biological, 
radiological, nuclear, and explosive hazards (CBRNE) is to either (a) manage threat 
(i.e., prevent the spread of such materials or eliminate the capacity to produce them 
through nonproliferation activities) or (b) reduce system vulnerability (i.e., foster-
ing resources and protocols that harden infrastructural and social capacity to mini-
mize the impact of such threats should they occur). Historically, these actions, 
derived from foundational principles of risk assessment, worked well in situations 
where the manipulation, use, and consequences of the hazardous materials were 
reasonably detectable and measurable. Further, CBRNE security principles focus 
more on hazardous substances that (a) are capable of development by a limited 
subset of actors, and (b) could be contained within a specific physical area upon 
release. Security policy against such hazardous substances has been one of preven-
tion, where malicious actors are deprived of the knowledge and tools to foster harm-
ful outcomes while others were prevented from incurring harmful accidents in their 
work. Given concerns of nuclear and chemical weapons as the dominating focus of 
CBRNE discussion, such principles were sensible for their time.

However, CBRNE strategies emphasizing the role of prevention and nonprolif-
eration are insufficient in protecting against modern biological hazards for three 
main reasons. First, security threats stemming from synthetic biology are funda-
mentally different from those posed by chemicals, explosive, or radioactive mate-
rial. For example, in the increasingly globalized and diversified field of synthetic 
biology, actors can use genetic engineering and editing technologies to alter or cre-
ate a variety of platforms, including viruses, microorganisms, multicellular organ-
isms, prions, and even cell-free systems (Gronvall 2019). In such circumstances, the 
threat in question is the engineered platform, not the passive propagation of materi-
als through the environment. Engineered biological systems have the capability to 
persist, multiply, spread, and mutate beyond experimental and/or intended environ-
mental deployment bounds, making it difficult to keep such systems under control 
or from interfering with the natural environment. Nuclear and chemical weapons 
are physically contained to the location of their use but engineered biological weap-
ons could sweep across entire continents.

Second, exposure and vulnerability to synthetic biology threats are difficult, if 
not impossible, to quantify at present. We cannot confidently predict which platform 
might be used to generate a biological threat or weapon. Likewise, we cannot know 
what the target of a biological attack will be, whether it be humans, important crops, 
livestock, native species, the environment, or other assets. Third, it is hard to predict 
the consequences of release as we do not know how the weapon will be deployed 
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against the target. The new ability to modify almost all eukaryotic cells means that 
any biological system could be a mechanism of disruption for such a weapon. As 
discussed in related literature, strategies of disruption could range from releasing an 
aerosolized spray containing the pathogen into the center of mass transport, to lac-
ing the feed of cattle, to sending a computer virus encoded in genetic material to a 
classified laboratory in order to hack into computers upon sequencing. Even if we 
were able to implement systems to capture all exposures and vulnerabilities of a 
biological attack on a specific system, the increasingly interconnected social, tech-
nical, and economic networks with which novel biotechnologies will interact fur-
ther makes risk analysis of many individual components cost and time prohibitive.

To remain in-step with the shifting biosecurity landscape, systemic capabilities 
for biosecurity governance must incorporate elements of resilience alongside exist-
ing tools of prevention and nonproliferation. In contrast to risk-based approaches, 
resilience-based approaches acknowledge that, given the broad uncertainty of the 
threat landscape in biotechnology, threat events are difficult to predict but inevitably 
will occur in some form. Figure 8.1 highlights the key differences between the tra-
ditional risk-based method and a resilience-based strategy. Unlike risk-based strate-
gies, resilience tracks both the impact of an attack as well as the system’s ability to 
recover.

Fig. 8.1 Traditional (risk-based) and recovery-oriented (resilience-based) strategies system 
response. Risk-based approaches help prevent and mitigate the release of biothreats, while 
resilience- based strategies improve system recovery (Trump et al. 2020c)

8 Synthetic Biology Brings New Challenges to Managing Biosecurity and Biosafety



120

8.1  Resilience as a Complimentary Philosophical 
Framework to Managing Potential Biohazards

Government officials and risk assessors are already grappling with the challenge of 
characterizing synthetic biology’s hazards and identifying countermeasures to miti-
gate possible harms. This is against a backdrop of an explosion of activity in the 
synthetic biology landscape and increasingly inexpensive and widely available tools 
and techniques available to execute synthetic biology. This explosion is co- occurring 
with increasingly complex and interconnected global systems of infrastructure 
where new biological technologies will interact with systems across sectors, includ-
ing the healthcare, agriculture, and energy sectors. The potential for an actor to 
engineer biological threats, either intentionally or unintentionally, is a real and pres-
ent threat. A lack of a robust risk assessment and recovery strategy adds a further 
dimension of concern that may be impossible to ameliorate using existing safety 
and security operating paradigms (Greer and Trump 2019).

A 2012 National Academy of Sciences (NAS) report on “disaster resilience” 
defines resilience as the ability of a system to perform four functions with respect to 
adverse events: (1) planning and preparation, (2) absorption, (3) recovery, and (4) 
adaptation. While this definition has largely dominated resilience literature, this 
definition may conflate risk and resilience, which are two fundamentally different 
concepts. In this definition, adapt and recover are resilience concepts, while with-
stand and respond are concepts related to risk assessment; as such, risk is clearly 
added as a component of the definition of resilience. While risk assessment quanti-
fies the likelihood and consequences of an event to identify critical vulnerabilities 
of a system and to harden vulnerable components of a system to avoid losses, 
resilience- based methods adopt a “threat agnostic” viewpoint. Thus, resilience is 
defined regardless of which specific threat hits the system. This is especially impor-
tant for synthetic biology where new threats vary in type (e.g virus, bacterium, pro-
tozoan), source (e.g. agricultural, pharmaceutical, bioweapon, etc), and adverse 
implications (e.g. environmental destruction, tainted agricultural products, adverse 
health impact, etc.). By developing threat agnostic resilience capabilities, resilient 
systems can absorb and recover from biosecurity and biosafety threats quickly, 
regardless of the specific nature of the threat.

Resilience is a philosophy as much as a methodological practice. Resilience 
emphasizes the role of recovery post-disruption as much as absorption of a threat 
and its consequences. Resilience is grounded upon ensuring system survival, as well 
as a general acceptance that it is virtually impossible to prevent or mitigate all cat-
egories of risk simultaneously, and before they occur. Methodologically, resilience 
practitioners seek to optimize limited financial and labor resources to prepare their 
system against a wide variety of threats—all the while acknowledging that, at some 
point in the future and regardless of how well the system plans for such threats, 
disruption will occur. The more conventional practice of risk assessment and man-
agement is concerned with accounting for systemic threats, typically undertaken on 
a threat-by-threat basis in order to derive a precise quantitative understanding of 
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how a given threat exploits a system’s vulnerabilities and generates harmful conse-
quences. Resilience complements traditional risk-based approaches by reviewing 
how systems perform and function in a variety of scenarios, agnostic of any spe-
cific threat.

Thus, resilience is not a substitute for principled system design or risk manage-
ment. Both system design and risk management will be integral to preventing the 
spread of harmful biological agents into the environment, which will be key in mini-
mizing biosecurity and biosafety risks of synthetic biology. Resilience is a comple-
mentary attribute that uses strategies of adaptation and mitigation to improve 
traditional risk management. Strategies to build resilience can take the form of flex-
ible response, distributed decision making, modularity, redundancy, ensuring the 
independence of component interactions or a combination of adaptive strategies to 
minimize the loss of functionality and to increase the rate of the recovery. To address 
these biosecurity and biosafety challenges, risk analysis should be used where pos-
sible to help prepare for and prevent consequences of foreseeable events, but resil-
ience must be built into systems to help them quickly recover and adapt when 
adverse events inevitably occur.

8.2  COVID-19 Pandemic as a Call to Action for Resilience 
in Biosafety and Biosecurity

On March 11, 2020, the World Health Organization officially declared the corona-
virus disease 2019 (COVID-19) a global pandemic. COVID-19, an infectious dis-
ease caused by severe acute respiratory syndrome coronavirus 2 (SARS-CoV-2), is 
a clear indicator that we are unprepared for the potential widespread impacts of a 
biological hazard. The growing complexity and interdependence within various sys-
tems, such as transportation, public health, and economic systems, have made them 
susceptible to widespread, irreversible, and cascading failures. COVID-19 as a bio-
logical threat has shown potential catastrophic impacts of lack of resilience.

The COVID-19 pandemic is a key example where traditional risk analysis failed 
to accurately quantify the potential impact of a biohazard. While the possibility of a 
global pandemic has been a consistent concern for risk practitioners, the specific 
nature of the COVID-19 threat (e.g. physical symptoms, origins, rate of transmis-
sion) were likely not as predictable. Furthermore, the probability of a global pan-
demic occurring was not something that was cognizant on the minds of risk 
managers of the diverse sectors that COVID-19 would subsequently impact such as 
energy infrastructure, agricultural systems, or transportation. It is in such cases that 
developing resilient systems which can recover quickly from shocks, regardless of 
their sources of failure, is paramount to reducing the impact of a hazard.

Before the COVID-19 crisis, supply chains of goods and services emphasized 
and defined success through the efficiency in the operation, management, and out-
comes of various economic and social systems, largely driven by the incentives of 
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individual components. The COVID-19 pandemic revealed the importance of resil-
ience within these highly complex, nested, and interconnected systems that deliver 
goods and services. Resilience is foundational for systems to absorb and manage 
shocks and prevent failures from cascading from one system component to another. 
(Hynes et al. 2020) For example, lack of resilience in medical supply chains to pro-
vide both preventative and diagnostic tools likely exacerbated the pandemic, caus-
ing failures to cascade into other sectors such as the food supply system(Dyal et al. 
2020) and education(Viner et al. 2020). These failures elucidate the fact that miti-
gating hazards of a specific biotechnology, such as CRISPR-Cas9, on a specific 
sector requires cross-sectoral resilience to quickly respond to and absorb the adverse 
effects of failures before they cascade. Resilience requires an intersectoral perspec-
tive to understand key interdependencies between systems to enable them to quickly 
recover from adverse events and prevent cascading failures.

Given the high uncertainty and inability to fully predict or even characterize the 
wide universe of shocks and stresses that may challenge a given system over time, 
we argue that a systems theory serves as a beneficial resilience framework as it 
helps focus upon a given system functionality, agnostic of any given shock or stress. 
In other words, a systems-level approach to evaluating and enhancing resilience 
seeks to look internally at the structure and interrelationships of systems to review 
how impact or change to one node of a system generates cascading effects, in vari-
ous degrees, to other directly and indirectly connected nodes. Within the next sec-
tion, we explore how a resilience-based framework to adapting from the COVID-19 
pandemic can benefit our understanding of biosecurity and biosafety, as these 
adverse events similarly entail biologically-grounded threats and uncertainties that 
entail implications for society at large.

8.3  A Domain-Based Resilience Framework to Adapt 
to Biosecurity and Biosafety

Linkov et al. (2013) assert that the Network-Centric Warfare (NCW) doctrine can be 
used to organize the key domains of components in a resilient system in conjunction 
with the four stages of the event management cycle defined by the NAS: (i) (pre-
pare/plan, (ii) absorb, (iii) recover, (iv) adapt (Linkov et al. 2013). The NCW doc-
trine identifies four domains that create shared situational awareness and inform 
decentralized decision-making as follows:

 1. Physical: sensors, facilities, equipment, system states, and capabilities
 2. Information: creation, manipulation, and storage of data
 3. Cognitive: understanding, mental models, preconceptions, biases, and values
 4. Social: interaction, collaboration and self-synchronization between individuals 

and entities
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All four of these are key to biosecurity in the future. By understanding resilience 
recourses throughout these domains, we consider the wide breadth of characteristics 
and decision inputs that may factor into system performance. Each domain is influ-
enced in a different yet equally important manner when a critical or disruptive event 
arises, and success in one domain may not guarantee the same outcome another 
area. Without resilience all four components of these systems, a system cannot be 
resilient.

8.3.1  Physical Domain

The physical domain represents where the event and responses occur across the 
environment and is typically the most obviously compromised system in the midst 
and aftermath of an external shock or critical risk event. Physical elements can be 
represented by a portfolio of resilient engineering and design options that limit the 
exposure and damages given a biological threat. These engineering and design 
options include longstanding approaches of physical barriers and chemical reme-
diation to emerging solutions related to biological engineering. They also include 
the development of economically feasible tools and techniques for the passive and 
active detection of biosecurity threats that must be developed, as early detection is 
an essential component in a resilience-based biosecurity policy.

While synthetic biology introduces new threats to biosafety and biosecurity, it is 
also an enabling technology to solutions that allow the engineering of components 
of biosystems that are resilient to failure. For example, Chan et al. (2016) described 
two microbial kill switches as “engineered safe-guard systems” to give synthetic 
biologists the ability to couple cell survival with a specific input signal, or to require 
complex environmental inputs to control circuit function (Chan et al. 2016).

The physical domain also consists of infrastructural characteristics ranging from 
transportation (e.g., roads, highways, railways, airports) to healthcare networks that 
deliver services to the public and support private business activities. As such, the 
physical domain of resilience thinking generally includes those infrastructural fac-
tors that are most directly impacted by a hazardous event, where the other domains 
include outcomes and actions that are a response to damage to physical capabilities 
and assets. In the physical domain, the objective of resilience analysis is to bring the 
infrastructural or systems asset back to full efficiency and functionality for use by 
its original owner or user. Recent events have shown how insufficient reserves or 
reliance on the global supply chain of medical supplies can make individual coun-
tries less resilient to potential biohazards when they rely on imported personal pro-
tective equipment and medical supplies (Ranney et al. 2020).
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8.3.2  Information Domain

The information domain is where knowledge and data exist, change, and are shared. 
The field of synthetic biology has used open-sourcing platforms as a critical compo-
nent to aid in new technology development. While these open-data resources allow 
for the quick dissemination of information regarding different biological systems, 
they also create opportunities for the dual use research of concern (DURC), in 
which scientific research can be used for either beneficial or malevolent purposes. 
In 2001, a group of Australian researchers engineered a strain of the mousepox 
virus, obtaining a new and more lethal strain which contributed to the understanding 
of poxviruses. However, this new strain could be used to engineer strains of the 
poxvirus that were far more lethal and transmissible for humans. (Gómez-Tatay and 
Hernández-Andreu 2019).

Similarly, the open-sourcing of biotechnologies opens up a wide range of con-
cerns with “do-it-yourself” (DIY) synthetic biology. Biotechnology is becoming 
increasingly accessible to a larger number of people. This is especially true for 
synthetic biology, which aims to simplify genetic procedures and enable access to 
science for students. Such accessibility is exemplified by the international 
Genetically Engineered Machine (iGEM) competition for students and by practic-
ing synthetic biology techniques and methods by non-professionals (DIYbio). It is 
unlikely that regulatory devices such as professional codes, export controls, or clas-
sification will be effective in the context of a deskilled, de-professionalized com-
munity of practitioners, nor is it likely that such regulatory devices could even cover 
the wide range of use cases for synthetic biology (Evans 2015).

One potential solution could be to expand information system responses in bios-
ecurity and biosafety by learning from other DURC concerns, such as in cybersecu-
rity. Within cybersecurity, a market has developed for the production and distribution 
of software exploits, with buyers sometimes paying over USD 100,000 for exploits 
and software vendors offering bounties for the disclosure of underlying vulnerabili-
ties. This practice that is generating a transnational debate about control and regula-
tion of cyber capabilities, the role of secrecy and disclosure in cybersecurity, and the 
ethics of exploited production and use (Kuehn and Mueller 2014).

Informational resilience during adverse events also requires quickly assembling 
knowledge about the threat and its recovery. However, key challenges exist in how 
to manage the release of data with concerns about privacy and data secrecy. For 
example, throughout the COVID-19 pandemic agencies have had to carefully con-
sider questions about how to prevent reidentification of anonymized health data 
while balancing the need to disseminate data for researchers to improve understand-
ing of the pandemic (Piller 2020). Big data collection and use has recently empha-
sized the particularization of data more so than the aggregation and generalization 
of data, and key questions have mounted concerning the legality, data quality, dis-
parate data meanings, and process quality (Wigan and Clarke 2013). While the use 
of digitally available data and algorithms for prediction and surveillance of a poten-
tial biohazard (e.g. using cell-phone data to identifying people who have traveled to 
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areas where the hazard has spread or tracing and isolating the contacts of effected 
people) will be paramount importance in the fight against the COVID-19 pandemic, 
it is equally important to use these data and algorithms in a responsible manner, in 
compliance with data-protection regulations and with due respect for privacy and 
confidentiality (Ienca and Vayena 2020). A key need for synthetic biology practitio-
ners will be to manage the level of data particularization and dissemination.

8.3.3  Cognitive Domain

The cognitive domain refers to the frameworks that utilize the information and 
physical domains to make decisions and includes perceptions, beliefs, values, and 
levels of awareness, which inform decision-making. Along with the social domain, 
the cognitive domain is the “locus of meaning, where people make sense of the data 
accessed from the information domain” (Linkov et al. 2013). Such factors are easy 
to overlook or dismiss due to a reliance upon physical infrastructure and communi-
cation systems to organize the public in response to a disaster. However, percep-
tions, values, and the level of awareness of the public regarding the strategies to 
overcome shocks and stresses are essential to the successful implementation of 
resilience operations. In other words, without clear, transparent, and sensible policy 
recommendations that acknowledge established beliefs, values, and perceptions, 
even the best-laid plans of resilience will fall to disrepair. A robust accounting for 
the cognitive domain is particularly important for instances where policymakers and 
risk managers may have a disconnect with the local population, such as with inter-
national infrastructure development projects of health-based interventions.

A key need to resilience in synthetic biology is developing the appropriate oper-
ating procedures, scientific methods and tools, and analytical capabilities must be 
readily available to quickly identify, recover from, and remediate the release of a 
harmful engineered biological system (Kelle 2013). Rapid diagnostic tools are 
needed after a threat has been detected to absorb the threat. These diagnostic tools 
and approaches must be able to determine (a) the type and purpose of the genetic 
modification made, (b) who made the modification and where, and (c) what technol-
ogy or techniques were used to accomplish the modification. The clarity provided 
through the answers to the above questions will allow stakeholders and decision 
makers to better understand the present threat and prevent similar future threats. 
Proposed policy strategies address some of these questions, but capabilities are still 
lacking.
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8.3.4  Social Domain

The social domain represents interactions between and within entities involved. 
This includes the organization structure and communication for making cognitive 
decisions. Within the context of synthetic biology, this domain contains key stake-
holders throughout academia, industry, and regulatory domains. It also consists of 
the international organizations and governments which guide synthetic biology to 
maturity.

Within the field of synthetic biology, many individuals and organizations are 
actively tackling the biosecurity challenge. Many established synthetic biology 
organizations, such as the iGEM synthetic biology competition, mandate that orga-
nizational leaders and judges conduct rigorous reviews of the materials and planned 
experiments of each team with any concerns screened for potential hazards by a 
commercial partner; all of this is part of the competition’s guidance for participating 
students (Millett et al. 2019).

Another potential solution for stakeholder engagement for resilience assessment 
is the Responsible Research and Innovation (RRI) approach to assess societal impli-
cations of emerging research to better align processes and expected outcomes with 
the needs and values of society. Where top-down governance proves insufficient, 
other actors such as universities, non-profits, and companies will need to act as 
gatekeepers and watchdogs to protect against nefarious actors. Top-down gover-
nance may then support such initiatives, which will require harmonization and com-
munication at the international level.

Within the context of adverse event response, resilience will require largescale 
national and international cooperation. In the context of the global COVID-19 pan-
demic, countries that had improved intragovernmental coordination due to past 
experiences with pandemic response such as 2002–03 in Hong Kong and Singapore, 
and the H5N1 avian influenza in 1997 in Hong Kong, were able to quickly devel-
oped plans to sustain routine health-care service, open lines of international coordi-
nation, and train staff to adhere to new prevention and control measures 
(Legido-Quigley et al. 2020).

The social domain also provides an area to which careful attention should be 
paid in overall community resilience. Social aspects of society have impacts on 
physical health (Ebi and Semenza 2008). Throughout both the HIV epidemic and 
the COVID-19 pandemic, both governmental denialism and unsubstantiated regard-
ing home remedies that could cure or prevent illness strongly influenced adverse 
outcomes (Mian and Khan 2020; Linkov et al. 2021). Even with strong public health 
leadership, other events, such as the democratic protests in Hong Kong, can erode 
the public trust of authority figures. (Legido-Quigley et al. 2020).
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8.4  Discussion

The domain framework outlined here ensures policymakers and risk managers 
acquire a holistic understanding of how a shock or stress could trigger consequences 
that were previously difficult to comprehend. These domains overlap highly and 
work together in a system. While much of the focus on synthetic biology has been 
on the development of biocontainment through engineering organisms, (Lee et al. 
2018; Chan et  al. 2016) these developments are just one portion of the physical 
domain that consists encompasses the larger ecosystem of biotechnologies.

Emerging technologies, like synthetic biology, often develop out of sight of 
social scientists and policy commentators because institutional incentives to advance 
science and technology usually do not create opportunities for inquiry and discus-
sion between developers, risk assessors, ethicists, and policy analysts at the early 
stages of research (Trump et al. 2020b). However, a key component of developing 
biosecurity and biosafety will be the co-development of the social science tools and 
frameworks that can elucidate the ethics, morals, and risk to health, are often rele-
gated to an afterthought and isolated within institutions or organizations. Biosecurity 
and biosafety resilience will require understanding the key stakeholders that make 
decisions in how we prepare for, respond to, recover from and adapt to stresses, and 
how those stakeholders utilize new information to make biosafety and biosecurity 
decisions.

Biosecurity policies and practices must be updated to accommodate the novel 
challenges associated with synthetic biology and acknowledge the globalized and 
diverse nature of its threat space (Trump et al. 2020a). However, biosecurity efforts 
remain mired in uncertainty about the capabilities of SB and its practitioners’ moti-
vations in the growing number of contexts in which it is applied. Two decades into 
the twenty-first century, governments are still imposing old rules on a new technol-
ogy, an insufficient strategy to provide security in the future. Given that such threats 
can arise at any time across the globe, scientists and policymakers have a narrow 
and closing window in which to develop systems-level prevention and recovery- 
based resilience strategy for twenty-first Century biosecurity.
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