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Chapter 13
Predicting Biosecurity Threats: 
Deployment and Detection of Biological 
Weapons

Kaitlin M. Volk and Trajan J. Gering

Understanding what kinds of biological weapons can be made with what sort of 
technology and by whom is an important component of biosecurity. An equally 
important component is understanding the different potential targets a biological 
weapon could be designed to attack, how the weapon would be deployed against 
these targets, and the available strategies to detect the creation and deployment of an 
illegal biological weapon. Understanding how a weapon could be deployed against 
specific targets affords decision makers a better picture of the current state and capa-
bilities of biowarfare and bioterrorism that need to be protected against. 
Understanding current detection capabilities allows for a more informed discussion 
on biosecurity tools, and, more importantly, allows for the identification of critical 
gaps and research needs to improve risk-screening, detection, environmental reme-
diation, and various other normatively beneficial and legitimate uses of emerging 
biotechnologies (Trump et al. 2020a). These two topic areas are discussed in this 
chapter.

13.1  Methods of Deployment

The Center for Disease Control and Prevention (CDC) classifies disease transmis-
sion into two primary categories: direct transmission and indirect transmission 
(CDC 2011). Concerning direct transmission, individuals pick up the disease 
through direct contact with an infected person or from direct contact with an envi-
ronmental reservoir. This also includes droplet spread, in which the close-range 
spray of a sneeze or cough transmits a pathogen without the assistance of an inter-
mediate object. Examples of natural outbreaks spread primarily through droplets 
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include the COVID-19 virus and the plague (Carniel 2002; Linkov et al. 2021). 
Additionally, researchers in 2012 modified a strain of avian influenza to be trans-
missible between mammals via respiratory droplets (Evans and Selgelid 2015). 
While direct transmission with droplets would restrict spread to only close-range 
encounters, it has proven to be a highly effective mode of transmission particularly 
in densely populated areas like cities.

In indirect transmission, a pathogen from a sick individual is left on/in an inter-
mediate object and is transmitted to a healthy individual when they come into con-
tact with the infected object. The CDC delineates three categories of indirect 
transmission: vehicle, vector, and airborne. In vehicle-based transmission, inani-
mate objects like food, water, biological products (e.g. blood), and fomites (e.g., 
clothing and utensils) are contaminated with the pathogen. A number of bioterror-
ism acts that utilized vehicle transmission exist. Letters were used in the 2001 
anthrax attack that targeted media outlets and politicians. The Rajneeshee cult poi-
soned salad bars with Salmonella in order to influence a local election, using food 
as the vector for their biological attack. Researchers modeling a bioterror attack 
determined that terrorists could affect several hundred thousand individuals if 
they could cultivate and deploy enough biotoxin into a single milk-processing facil-
ity (Wein and Liu 2005). This is because the dairy processing industry is so heavily 
centralized. Many realms of the agriculture and food production industry are simi-
larly centralized, increasing the risk of the transmission of pathogens to consumers 
through the ingestion of contaminated food or drink (Sobel et al. 2002). Contaminated 
blood, medicine, and other inanimate objects could also be used as vehicles 
(Shinwari et  al. 2014), and the vehicle method could be particularly effective at 
attacking sequencing machines, as discussed further below (Faezi et al. 2019).

In vector-based transmission, organisms carry a pathogen and transmit it upon 
contact with humans (CDC 2011). Animal vectors are a common mode of transmis-
sion of natural outbreaks (e.g. mosquitos transmitting malaria and rats transporting 
the plague) (CDC 2011; Carniel 2002) and have been used in previous biological 
attacks (e.g., plague-ridden fleas released into China by Japan) (Franconi et  al. 
2018; Zilinskas 2017). Additionally, the majority of the novel human infectious 
agents that have emerged over recent decades have been zoonotic, meaning they 
were transmitted from animals to humans following a mutation (Franconi et  al. 
2018). Despite their proven effectiveness, little attention has been paid to animals as 
a means to start a biological attack, potentially due to the difficulty of obtaining, 
keeping, and releasing large amounts of any organism discreetly.

While much of the published biosecurity literature does not address specific 
modes of pathogen transmission, the airborne mode has received the most attention 
for its potential use in a biological attack (Yeh et al. 2013, NRC 1997, Anand 2018). 
In airborne-based transmission, pathogens are attached to dust or droplet nuclei 
suspended in the air. Concerns over the aerosolization of pathogens have existed for 
decades. The US Army Chemical Corps ran a series of experiments in the 1950s and 
1960s to understand patterns of aerosol dispersal of biological weapons over short 
distances in cities, medium distances in rural communities, and extremely long dis-
tances across entire continents (NRC 1997). Using planes, the Chemical Corps 

K. M. Volk and T. J. Gering



197

dispersed zinc cadmium sulfide, Serratia marcescens, and Bacillus globigii over 33 
urban and rural sites and large swaths of land from ocean to ocean and border to 
border. These latter experiments are known as Operation LAC, standing for “Large 
Area Coverage,” and demonstrated that airborne biological weapons could cover 
extremely large geographical areas (NRC 1997). Japan, Iran, and Iraq at different 
times created bombs or missiles designed to aerosolize pathogens upon explosion 
(Zilinskas 2017). Similar concerns exist today with malicious terrorist or cult groups 
(Zilinskas 2017; Shinwari et al. 2014), in addition to concerns over the possibility 
of these groups using drones to remotely disperse pathogens (Anand 2018) or con-
cealed aerosol containers to release an airborne pathogen in crowded and confined 
areas (Yeh et al. 2013).

Overall, while a synthetic pathogen could be spread in a variety of ways, the 
airborne mode of transmission would likely be the most effective mode for a large- 
scale biological attack as it could be easily released by land or air, spread over a 
large area in a relatively short amount of time, and easily enter people’s bodies 
through respiration.

13.2  Targets

Four main categories that biological weapons could be engineered to attack were 
identified in the literature. These targets include humans, agriculture, technology, 
and the environment. The ease with which these attacks could be carried out, conse-
quences of the attack, and potential strategies to prevent the attack are presented 
below for each target.

13.2.1  Humans

Unsurprisingly, much of the focus on biological weapon production and defense 
have used humans as the target. A biological attack against humans could result in 
direct human deaths or illness, widespread fear and panic, economic loss, and costs 
related to the response and remediation of the pathogen (Elbers and Knutsson 2013). 
Human pathogens can be readily obtained from the environment or natural outbreak 
events and are found in laboratories of various security levels around the world 
(Gronvall 2015). Most of the work being done on synthesizing viruses from DNA 
ordered through DNA synthesizing organizations is done on human pathogens (De 
Vries 2017, Noyce et al. 2018, Berger 2019). With a few exceptions, including the 
U.S.’s use of biological weapons against plants in Vietnam, the majority of state- 
sponsored synthetic biological weapon programs have focused on zoonotic human 
pathogens, especially Bacillus anthracis and Yersinia pestis (Kelle et  al. 2010; 
Zilinskas 2017).
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The probability of an attack in the near future with biological weapons from 
state-actors, sub-state actors, and non-state actors seems to be admittedly low based 
on the low number of previous biological attacks, but the outcome of such an attack 
would be catastrophic and warrants preventative measures. Biological attacks will 
also become more likely as the cost and effort associated with synthetic biology and 
the creation of pathogens decreases. As demonstrated by natural outbreak events, 
pathogens have an innate ability to persist in a given location indefinitely, essen-
tially remaining dormant in human or environmental reservoirs between outbreaks. 
Thus, an initial biological weapons attack could have long-term and cascading 
effects unseen in attacks with more-traditional weapons (Plianbangchang 2005).

Many laboratories that handle human pathogens have protective measures com-
mensurate in level to the danger of the pathogens they are handling. Biosecurity 
levels range from 1, requiring the least amount of protective measures, to 4, requir-
ing the most. These regulations are put in place to reduce the risk of a pathogen 
being accidently released or of unauthorized personnel gaining access to the patho-
gen. However, not all laboratories around the world handling dangerous pathogens 
properly follow biosafety regulations, or take measures to reduce biosafety chal-
lenges via a ‘safety-by-design’ approach (Trump et al. 2020c). Outreach and sup-
port, both monetarily and intellectually, may be needed between countries to ensure 
all biological laboratories are properly protected. Biological journals also need to 
take responsibility for screening papers so that information that could be easily used 
by nefarious actors to create biological weapons doesn’t become readily available. 
This debate over the risk of publishing dual-use research and the role of academic 
journals is evident in the ongoing scrutiny of a publication detailing the synthesis of 
horsepox, a close relative to the smallpox virus (Noyce and Evans 2018; Yong 
2018), and is yet to be resolved.

13.2.2  Agriculture

Biological attacks against agriculture and livestock, also known as agroterrorism, 
would result in large negative consequences despite receiving less attention in the 
literature. Agroterrorism is defined as the introduction of an animal or plant infec-
tious disease to induce fear in people, threaten social stability, and cripple a nation’s 
economy (Yeh et  al. 2013). Animal and plant infectious diseases include both 
viruses, such as foot in mouth disease (FMD), rinderpest, and avian influenza; and 
bacteria, such as anthrax, brucellosis, and glanders (Yeh et al. 2012). While syn-
thetic viruses and bacteria are of the most serious concern currently, agroterrorism 
could be susceptible to larger multicellular organisms as advancements in synthetic 
biology are made on that front. Traditional agricultural pests or diseases, such as the 
Russian wheat aphid (Diuraphis noxia) or ring rot (Clavibacter machinanensis), 
could be modified to be more resistant to pesticides or environmental conditions, 
thereby increasing their potential damage (Anand 2018; Getz and Dellaire 2018).
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Agroterrorism lacks some of the cognitive and cultural shock of bioterrorism and 
has rarely been used in the past. One of the few examples of an offensive agroterror-
ism program is the Japanese Unit 100, which was dedicated to creating biological 
weapons for use against animals during WWII (Zilinskas 2017). Agroterrorism 
could be an easier and safer avenue of attack for the attacker (Elbers and Knutsson 
2013; Anand 2018). Animal and plant infectious diseases are often abundant in the 
natural environment, making them relatively easy to obtain. Would-be attackers can 
handle the disease with little to no threat to their own lives or the lives of those 
people they care about. For example, while the use of a human pathogen during war 
has a very high risk of spreading back to the home nation, agricultural pathogens 
will be more contained and less likely to backfire especially if strains of a crop or 
livestock specific to the attacked location are targeted. Farms are often unsecured 
and geographically dispersed, making it easy for attackers to deploy a pathogen. 
Livestock and crops are kept in highly concentrated areas and livestock are fre-
quently exposed to other herds or flocks during long-distance transport, effectively 
providing a built-in dispersal mechanism. Lastly, livestock often lack any resistance 
to pathogens that are prevalent in other countries, and veterinarians or agricultural 
officials are less likely to test for or recognize diseases that aren’t endemic to their 
region (Elbers and Knutsson 2013).

Overall, agroterrorism with a synthetic pathogen is an easier route of attack for a 
terrorist organization than a traditional biological attack against humans. A biologi-
cal attack against important crops or livestock could have devastating effects on the 
economy and social well-being of a country, as has been seen in natural agricultural 
outbreaks (e.g. the Irish potato famine in 1845 or the mass culling of pigs infected 
with African swine fever in Ukraine in 2012). The threat of a biological attack 
against agriculture could be reduced by preventing actors from acquiring agricul-
tural pathogens, increasing security on farms, developing early detection systems 
(including the education of farmers and veterinarians on foreign agricultural patho-
gen identification) and stockpiling livestock vaccines (Yeh et al. 2013; Anand 2018). 
Restrictions on the use of agricultural pathogens in synthetic biology experiments 
could also be applied in a way similar to those on human pathogens.

13.2.3  Technology

Synthetic biology has also been shown to be effective at attacking technology 
(Berger 2019; Ney et al. 2017). DNA is a relatively stable platform capable of stor-
ing large amounts of information. Normally this information is biological, but sci-
entists have begun to look at DNA as a way to store large data and datasets, including 
images, audio, and videos (Berger 2019). To demonstrate the capability of technol-
ogy to store and recover data from DNA, researchers at Harvard University recently 
used CRISPR-based tools to encode a GIF of a galloping horse into the genomes of 
living bacteria (Escherichia coli) (Shipman et al. 2017). However, if one is able to 
store data and code in DNA, then one should also be able to store malicious code. 
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In the same year that scientists at Harvard were storing GIFS in E. coli, scientists at 
the University of Washington were encoding malware into a segment of DNA to 
successfully gain remote control of the computer that sequenced the malicious DNA 
(Ney et  al. 2017). Many next-generation DNA sequencing (NGS) systems use a 
2-bit DNA encoding scheme to read and store genetic information – A is coded as 
00, C as 01, G as 10, and T as 11. The authors of the study encoded a straight- 
forward and commonly available computer bug and then transferred the computer 
code into the corresponding nucleotide sequence. They then bought this sequence 
from a gene synthesis company that creates synthetic gene fragments. Upon receiv-
ing the malicious synthesized DNA fragment and running the fragment through a 
sequencer and downstream analysis program, the authors gained full control of the 
computer attached to the sequencer.

It is important to note that the authors deliberately introduced a vulnerability into 
the analysis program they attacked prior to sequencing the malicious DNA. However, 
the authors of this study analyzed a number of NGS analysis programs and found 
that they are 11 times more likely to use insecure programming functions than non- 
NGS control programs (p  =  0.027, Ney et  al. 2017). They concluded that NGS 
programs do not follow best software security practices and need to be updated so 
as to be more robust against attacks. The authors were limited in the kind of mal-
ware they could encode into DNA because of current restrictions in the length of 
DNA fragments that can be sequenced and requirements for sequence stability. 
Advancements in NGS systems to sequence longer segments of DNA will increase 
the length and complexity of malware that can be encoded in DNA, and advance-
ments in synthesizing DNA could overcome current structural requirements and 
also allow for a wider variety of malware. Advancements in DNA sequencing and 
synthesizing are ongoing as researchers innovate in pursuit of beneficial synthetic 
biology applications.

With the encoding of malware into DNA, any laboratory or company that 
sequences DNA becomes vulnerable to an attack on their computer system. 
Attackers could target the human biobanks of companies like 23andMe or 
AncestryDNA to expose the genetic information of earth’s population. This could 
allow attackers to synthesize a pathogen that is fatal to a small subset of people with 
the targeted genetic sequence but is benign to the general population (Faezi et al. 
2019). Attackers could also target high-level laboratories that work with pathogens 
to crash their computers or gain access to confidential files. Malicious DNA could 
be sent directly to these sequencing services (e.g., a spit sample sent to an ancestry 
database) or introduced by spraying malicious DNA on surfaces that are likely to be 
swabbed for DNA analysis (e.g. a countertop during a health inspection or criminal 
investigation) or come into contact with the sequencing machine (e.g. rubber gloves 
or lab coats) (Faezi et al. 2019).

As advancements in NGS systems are made, updates to bring NGS software in 
line with best security practices should be prioritized to reduce the risk posed by 
malicious DNA (Ney et al. 2017). Sequencing companies should also take more 
responsibility in identifying suspicious DNA sequences and denying or reporting 
the order. One group of researchers had already started to develop a technique to 
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detect and exclude malicious DNA by checking the sequenced DNA against known 
sequences before it was fully processed (Islam et al. 2019). As this is a new emerg-
ing threat, more effort needs to be applied to increase security at every level, includ-
ing synthesizing DNA, sequencing DNA, analyzing sequenced data, and securing 
valuable genetic databases.

13.2.4  The Environment

To date, no literature that discussed using synthetic biology to directly attack the 
natural environment has been found. There is ongoing research focused on using 
gene drives and horizontal gene transfer in the open environment for beneficial pur-
poses, including modifying mosquitos so that they are resistant to malaria (Gantz 
et al. 2015) and modifying coral symbionts to be more resistant to coral bleaching 
(Cleves et al. 2018). There are inherent risks of releasing engineered organisms into 
the environment since the effects of such organisms on the local community are 
largely unknown. However, that debate has been ongoing for decades and is outside 
of the scope of biosecurity. Theoretically, it could become possible for malicious 
actors to utilize gene drives to purposefully collapse species critical to the function-
ing of an ecosystem without detection. However, the technique is complicated and 
still in its infancy. Gene drives would be particularly ineffective against long-living 
species with long generation times since it would take an exorbitantly long time to 
propagate the deleterious gene throughout the population through natural reproduc-
tion. Overall, biological attacks against the natural environment are a very indirect 
route of causing harm to an enemy. Humans and agriculture are much more likely 
targets since harm can be inflicted almost immediately and research in engineering 
these sorts of pathogens is more robust. Advancements in synthetic biology that 
enhance the capabilities of gene drives or other methods that could be deployed 
against the natural environment should still be tracked as this could become a target 
in the future.

13.3  Screening Techniques

Effective biosecurity should be able to identify when (a) a biological weapon is 
being produced in order to prevent its full production and deployment and (b) a 
biological weapon has been deployed in order to attribute the attack and to start 
remediation. Current screening methods and gaps are discussed below for both of 
these phases.
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13.3.1  Pre-deployment: Gene Synthesis

Production of a biological weapon with synthetic biology has the potential to be 
identified and prevented as soon as a nefarious actor tries to purchase DNA frag-
ments from gene synthesis companies. Many U.S. companies conduct background 
checks on people placing orders and compare the ordered sequence against libraries 
of listed pathogens as advised by the U.S.  National Institute of Health (NIH) 
(Gronvall 2015; Ahteensuu 2017). If an ordered sequence too closely matches that 
found within the genome of a listed pathogen then the order isn’t fulfilled and 
authorities may be contacted. However, not all gene synthesis companies follow 
these steps, and the same recommendations are not in place in other countries 
(Gronvall 2015). The International Gene Synthesis Consortium (IGSC) is one entity 
trying to fix this issue by alerting all member companies if one company receives a 
suspicious order. This prevents malicious actors from simply ordering from another 
member company if they are denied. However, members of IGSC make up a minor-
ity of companies that synthesize DNA but do represent the majority of the market 
share (Frazar et al. 2017). As a growing number of smaller businesses performing 
gene synthesis open with increased ease and decreased cost of synthesis, security at 
this level could become more of a concern. Effort should be made to create similar 
legislature/recommendations as the NIH in other countries for gene synthesis com-
panies, or to incorporate more of these companies into the IGSC.

Even with the IGSC and national recommendations, however, there is no formal 
or widely accepted method for prioritizing and listing pathogens (Salerno and 
Hickok 2007), and the current list of pathogens is not comprehensive (it does not 
include many agricultural diseases). The list will quickly become insufficient as 
synthetic biology progresses, and the process of screening gene sequences will 
become more complicated (Elbers and Knutsson 2013). For instance, scientists 
have created strains of yeast that can produce opiates and biological toxins 
(Cirigliano et al. 2017), but it would be illogical to categorize yeast as an agent of 
concern since it is usually benign and a key research organism. Additionally, mali-
cious actors could hide and later extract desired sequences in a longer sequence or 
split the sequence among multiple companies to avoid detection (Frazar et al. 2017). 
Using a list of pathogens to screen for dangerous orders also does not address the 
encoding of computer malware into DNA as discussed above (Ney et  al. 2017). 
Stronger international policies that require gene synthesis companies to run checks 
on people placing orders and the orders themselves could be enacted. The govern-
ment could also monitor the sale and movement of the equipment needed to cut, 
combine, and propagate gene sequences. The U.S. Department of Commerce cur-
rently maintains a list of equipment of concern, but almost none of this equipment 
relates to synthetic biology (Frazar et al. 2017).
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13.3.2  Post-deployment: Pathogen Detection

Once a pathogen is created and deployed, there are ways to identify that an outbreak 
is occurring and what engineered pathogen is responsible (Trump et  al. 2018). 
Pathogens are often identified using traditional molecular diagnostic methods dur-
ing natural outbreaks. Some techniques are specific for humans, animals, or plants, 
but all can be used for an intentional outbreak. Examples include basic and advanced 
polymerase chain reaction (PCR) technology, fluorescence in situ hybridization 
(FISH), antibody-based immuno-assays, biochemical testing, mass spectrometry, 
and enzyme-linked immunosorbent assay (ELISA) (Anand 2018; Krishan et  al. 
2017). ELISA has been suggested as a viable and rapid way of testing for patho-
gens/biotoxins released into centralized food processing plants (Wein and Liu 
2005). The majority of these techniques, however, must be processed in a laboratory 
and are constrained by the number of samples they can analyze. Some are also 
expensive, prone to false-positives, and insensitive to certain bacteria. Optical tech-
niques, such as immunofluorescence (IF), flow cytometry (FCM), thermography, 
and gas chromatography are useful in detecting diseases in plants (Anand 2018). 
These too are limited by sensitivity to environmental conditions during measure-
ments and some, like thermography, indicate that a disease is present but cannot 
diagnose specific diseases.

Synthetic biology can be used to create pathogens that circumvent standard 
methods of detection, meaning that existing diagnostic tools could return a false 
negative when analyzing a new synthetically-developed pathogen (Gronvall et al. 
2015). For example, the primary way of identifying Y. pestis was through the detec-
tion of antibodies to the F1 protein found on the outer membrane of the of bacteria. 
Knowing this, Russia successfully created a strain of Y. pestis that lacked the F1 
protein in the 1980s, thereby rendering traditional identification methods useless 
(Zilinskas 2017). This demonstrates that pathogens could be deliberately engi-
neered to avoid available detection techniques, which would delay detection and 
intervention and subsequently increase the outbreak severity (Gronvall 2015; 
Plianbangchang 2005). Synthesized pathogens’ ability to avoid detection strength-
ens the argument for ever-evolving detection techniques, in addition to stronger 
policies around the creation of such pathogens in the first place.

Advancements in the fields of biotechnology, nanotechnology, and information 
technology should improve detection techniques (Trump et  al. 2020b). Nano- 
phytopathology is an emerging technique for the early detection of plant diseases 
(Anand 2018). Software programs utilizing crowdsourced data and evaluations are 
also becoming popular for detecting and mapping diseases, and could be used to 
identify biological attacks against both agriculture and humans (Anand 2018; 
Berger 2019). The first biological surveillance platform for human outbreaks, 
ProMed Mail, was created in 1994. It works by sharing and monitoring media, offi-
cial reports, online information, local observations, and more to identify symptoms 
or signals that a new or unusual disease outbreak or toxic exposure is occurring 
(Berger 2019). This program is still alive today and includes over 70,000 members 
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in 185 countries that review reports and engage in discussions on infectious dis-
eases. A number of similar text analysis platforms that compile and analyze data-
bases to identify biological attacks or natural outbreaks have also been launched. 
These platforms are all affected by the people reviewing the data, the type and lan-
guage of data sources, region of incidents, and types of cases collected. For instance, 
the text analysis platform HealthMap identified the 2014 Western African Ebola 
outbreak a week before WHO declared the outbreak, but a failure in human modera-
tors to recognize the trend identified by the platform caused delay (Berger 2019). 
Syndromic surveillance can also be used to detect a disease outbreak. Syndromic 
surveillance uses market data (e.g. the number of eggs being produced, amount of 
over-the-counter medication being bought, spike in searches about abdominal pain 
being) to detect when trends differ from the baseline that could indicate a human or 
agricultural disease outbreak (Elbers and Knutsson 2013; Berger 2019). Overall, the 
groundwork for early detection systems exists but can be greatly improved upon in 
the future as advanced computing capabilities increase.

Real-time sensors embedded in the environment that passively monitor for 
pathogens would be the ideal way of quickly recognizing a biological weapon attack 
(Shinwari et al. 2014). Biosensors use a recognition element, usually biological in 
origin, to bind to some component of a pathogen of interest in order to recognize 
and report that the pathogen is present (Sapsford et al. 2008). These reactions occur 
in specialized and highly sensitive bioprobes within biosensors. Unlike traditional 
ways of detecting pathogens, which can take days to complete in a laboratory, bio-
probes can recognize specific pathogens within minutes in the field (Kim et  al. 
2015). One sensor could contain multiple probes focused on specific pathogens and 
recognize a pathogen from its size, DNA sequence, specific chemical reactions, 
antibodies, antigens, phage response, or aptamer binding (Petro et al. 2003; Kim 
et al. 2015). Since pathogens can be modified to avoid specific modes of detection 
(e.g., the exclusion of certain plasmids or antigens) (Zilinskas 2017), multiple 
probes using different means of detecting a single pathogen could be included in a 
single biosensor to increase security (Sapsford et al. 2008). However, screening for 
specific agents has its limitations, as discussed previously, so biosensors that could 
recognize novel pathogens or DNA against the natural background would be ideal. 
Detectors will likely become more accurate and useful as pattern recognition soft-
ware and nanotechnology advances, as both of these would help to screen out back-
ground environmental contaminants, minimize false positives, and decrease 
detection time (Petro et al. 2003, Kim et al. 2015).

13.4  Conclusion

A biological attack utilizing a synthetic pathogen could prove disruptive to various 
receptors – making it critical to consider how to prevent, avoid, or ameliorate such 
challenges before they arise (Malloy et al. 2016; Trump et al. 2020d). The threat of 
attacks using other methods of deployment against less traditional targets (e.g. 
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technology or the environment) should not be ignored. Increasing synthetic biology 
capabilities will increase the risk of more complicated biological attacks against all 
discussed targets, but will also increase our ability to detect pathogens in the envi-
ronment with biosensors. A large focus, however, should be on preventing the cre-
ation of a synthetic pathogen in the first place, which can be accomplished through 
increased monitoring and regulation of gene synthesis orders, synthetic biology 
equipment, and distribution of sensitive information.
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