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Chapter 1
Biosecurity for Synthetic Biology 
and Emerging Biotechnologies: Critical 
Challenges for Governance

Benjamin D. Trump, Marie-Valentine Florin, Edward Perkins, 
and Igor Linkov

1.1  An Introduction to the Dual-Use Nature 
of Emerging Biotechnology

Synthetic biology uses engineering-based modeling and building techniques to 
modify existing organisms and microbes or to construct them from scratch. The rate 
of development and research related to synthetic biology for both industry and aca-
demia has increased over the past two decades (Ahteensuu 2017), with applications 
in medicine (new vaccines, delivery of therapeutics, and treatments), energy (biofu-
els), environmental remediation, food production, and general industry (detergents, 
adhesives, perfumes) (Evans and Selgelid 2015; Gronvall 2015).

While synthetic biology heralds advances in these fields, its techniques could 
also be adapted for malicious purposes and used by terrorist organizations, rogue 
actors, or hostile nations to create dangerous pathogens, invasive organisms, or 
other disruptive biological agents (Yeh et al. 2012). Such potential makes synthetic 
biology a dual-use research area of concern (DURC) since the same techniques can 
be used to benefit or harm people, animals, environments, or nations (Getz and 
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Dellaire 2018). Indeed, there have been 35 confirmed cases of biological weapons 
deployment between 1970 and 2014 (Franconi et  al. 2018). Thus far, the use of 
advanced biotechnologies for weapons production has mostly been pursued by 
state-actors. However, synthetic biological weapons are expected to become a larger 
concern as the field advances and they become increasingly adopted by malicious 
sub-state or non-state actors (Gronvall 2018).

Synthetic biology raises the possibility that pathogenic bioweapons could be 
designed, developed, and deployed in new ways that diverge from the disease- 
causing characteristics of naturally occurring pathogens (NAS 2018). Traditionally, 
only known pathogens found naturally in the environment, such as B. anthracis and 
Y. pestis, were developed as biological weapons because of the inherent infectious 
characteristics that readily enabled such organisms to serve as weapons. However, 
as synthetic biology continues to expand its capabilities to create and modify bio-
logical weapons, there is an increasing need for biosafety and biosecurity assur-
ances for humans, animals, plants, and the environment. To cope with threats arising 
from synthetic biology’s dual-use nature, biosecurity is needed to prevent, detect, 
and determine the source of biological attacks.

Biological weapons created from synthetic biology represent a new and unique 
threat space. Potential threats from synthetic biology include increased pathogen 
transmissibility between and within species in addition to resistance to established 
treatments. Synthetic biology can be used to engineer normally benign microbes 
that produce toxic biological compounds or re-build extinct or hard-to-obtain patho-
gens from scratch (NAS 2018). The main biotechnologies of concern in the near 
future (over the course of the next decade or so) are projected to be oligonucleotide 
synthesis, DNA assembly (assembling multiple smaller fragments of oligonucle-
otides into the desired larger sequence), and genetic modification (editing, deleting, 
and inserting desired sequences into targeted sites of a genome). Harm may also 
arise through the purposeful use of these techniques to disrupt human and environ-
mental systems. Malevolent use, but also negligent use (misuse) of synthetic biol-
ogy techniques, require two circumstances: (a) the spread of information, techniques, 
or knowhow to utilize synthetic biology’s enabling technologies for irresponsible or 
nefarious purposes (“information hazard”), and (b) the ability to use such knowl-
edge and tools to generate and disseminate harmful engineered organisms to vulner-
able recipients.

Creating effective biosecurity procedures and policies to protect humans, agri-
culture, technology, and the environment from such nefarious usages (or accidental 
or negligent damage from misuse) will require understanding the current state of 
synthetic biology. This includes knowing the platforms and technologies available 
for manipulation or construction (e.g., viruses, microbes, multi-cellular organisms, 
or cell-free systems) and planning for the future as the field overcomes identified 
bottlenecks or roadblocks. Biosecurity will require developing screening mecha-
nisms for synthetic pathogens and biological attacks, as well as methods to assess 
how a synthetic pathogen could be dispersed during an attack, identify what the 
potential targets of the attack are, and identify who developed the bioweapon.
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1.2  History

State-sponsored biological warfare has been employed since ancient times (Mayor 
2003). By 1925, germ theory and advances in bacteriology had led to enough 
advancement in the field that regulation was deemed necessary, leading to the 
Geneva Protocol, which banned the use of chemical and biological weapons in war. 
However, this did not prevent a number of countries from embarking on biological 
weapons programs. A notorious usage occurred during World War II, when Japanese 
units deployed bombs filled with plague-ridden fleas in China as a part of their bio-
logical weapons program. Other nations also invested in biological weapons pro-
grams, including the UK and the US, although they did not end up deploying the 
weapons they developed. These state-based biological weapons capabilities tended 
to be justified as “first strike” options or as methods to weaken enemy ground forces 
that could not be combatted through conventional ordnance. In all cases, states 
developed the scientific and material ability to build, package, and deploy biological 
weapons.

A major regulatory development came in 1972, with the passing of the Convention 
on the Prohibition of the Development, Production and Stockpiling of Bacteriological 
(Biological) and Toxin Weapons and on Their Destruction (usually referred to as the 
Biological Weapons Convention; here “BWC”), an update to the Geneva Protocol. 
The BWC banned the “development, production and stockpiling of microbes or 
their poisonous products except in amounts necessary for protective and peaceful 
research” (“Convention,” 1972). The BWC went further than the Geneva Protocol 
in banning not just the use of biological weapons in war, but also their development 
and possession. Although 183 countries are parties to the BWC, some countries 
with a known interest in biological weapons, such as Israel, have not signed or rati-
fied the BWC, and some countries that have ratified the BWC, such as Russia and 
China, have completely or partially ignored its statutes. Russia had an active bio-
logical weapons program comprising tens of facilities and thousands of researchers 
until at least 1992, twenty years after it signed the BWC (Zilinskas 2012). China is 
believed to have aided Iran’s biological weapons program through the sale of sensi-
tive dual-use equipment and vaccines since at least 1997 (Byman et al. 1999). Under 
the BWC, member nations agree to not aid the biological weapons programs of 
foreign nations, thereby making China’s past trade actions noncompliant with the 
BWC. However, the BWC lacks mechanisms to enforce compliance and to investi-
gate and respond to events of noncompliance.

Nevertheless, for almost fifty years the BWC has been the gold standard for 
watching for and preventing state-sponsored biological weapons. Advancements in 
synthetic biology have decreased the amount of time, money, and skill needed for 
an individual or organization to participate in the field, leading to the development 
of pathogens by smaller sub-state and non-state actors who are not restricted by the 
BWC (Evans and Selgelid 2015), as well as potentially by individuals with rela-
tively simple scientific knowledge. For example, al-Qaeda and Aum Shinrikyo 
have both attempted to develop bioweapons, although with limited success (Tucker 
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2007). In the 2001 “Amerithrax” bioterror attack, an individual actor sent Bacillus 
anthracis spores through the U.S. Postal Service, resulting in five deaths, the pro-
phylaxis of 30,000 more individuals, and hundreds of millions of dollars in decon-
tamination expenses (Pita and Gunaratna 2010). The destructive potential of 
synthetic biology is only increasing with scientific advances in the field. In the 
future, threats could come from disgruntled employees of state-of-the-art scientific 
laboratories or vengeful academics, but also simply from a sorcerer’s apprentice, 
insufficiently prudent and educated to prevent accidents. Therefore, as the newest 
developments in genetic engineering grow increasingly accessible to private citi-
zens, the question arises as to what rate-limiting steps (e.g. technical knowledge or 
inspiration) can prevent non-state small group or individual actors from undertaking 
development of increasingly advanced biological weapons.

Indeed, now the average person interested in synthetic biology can set up a lab in 
their home, using common household items and equipment or kits ordered over the 
internet, in a movement now known as “DIY Bio” (“do-it-yourself biology”) or 
“garage biology” (Ledford 2010). Additionally, while chemicals have a set structure 
and formula that makes them easier to identify and govern, advancements in syn-
thetic biology allow for the creation of novel types of biological weapons that are 
not explicitly prohibited by the BWC but instead exist in a sort of “gray zone.” This 
increased accessibility of synthetic biology and difficulty in categorizing synthetic 
biology products creates a threat space that is not fully captured within the current 
structure or implementation of the BWC.

1.3  Effective Governance and Policy for Biosecurity

Because emerging biotechnologies are dual-use, governance must weigh the risk of 
misuse with the potential for beneficial use in innovation and development. 
Unfortunately, biosecurity attempts are mired in uncertainty around both the actual 
capabilities of synthetic biology, as well as the motivations of actors given the 
increasing number of contexts in which synthetic biology is used. Modern govern-
ments are still relying on old rules to regulate a new technology, clearly an insuffi-
cient strategy for ensuring security in the coming decades.

Building an effective biosecurity strategy to encompass twenty-first century bio-
technologies requires understanding the novelties that sciences like synthetic biol-
ogy create in the biosecurity threat space, as well as the structural vulnerabilities 
these sciences can exploit and the likely causes of inadequate biosecurity practices. 
Synthetic biology’s novel biosecurity concerns arise from its broad scope, wider 
availability, complexity, and uncertainty over current and future capabilities. For 
example, critical developments such as gene editing via CRISPR gene editing vastly 
improve upon previous genetic engineering processes and may yield a revolution in 
human and environmental health research, but may also cause substantial and irre-
versible harms. One application of gene editing is the gene drive, which can rapidly 
propagate a certain set of genes or alleles through a population, circumventing 
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Mendelian inheritance laws and increasing the chance that this set of genes is passed 
on. While gene drives are an exciting new technology, their ability to rapidly alter 
the genetic makeup of a population is cause for concern. Other potential negative 
consequences of gene editing may include the unconstrained diffusion of gene- 
edited material throughout the environment, the disruption of ecologies with 
genetically- modified organisms (in particular engineered gene drive systems), and 
off-target impacts from genome editing. These techniques could also be used mali-
ciously, with an actor purposely targeting humans and/or the environment.

The publication and dissemination of a methodology for synthesizing horsepox 
in a laboratory setting was a recent application of gene editing (Noyce et al. 2018). 
Some critics say this information could support a nefarious actor to reconstitute and 
develop smallpox, or to synthetize other viruses. Additionally, the widely publicized 
recreation of the 1918 Spanish Influenza (Tumpey et al. 2005), which killed some 
50 million people worldwide at the close of the First World War, could facilitate the 
synthesis process for actors wishing to cause harm. Even nonpathogenic approaches 
have been described as dual-use research, ranging from the disruption of local ecol-
ogies via gene drives to the manipulation or destruction of inorganic materials.

These and dozens of other cases demonstrate the increasing ease with which an 
actor can acquire information and apply existing tools to deploy advanced genetic 
engineering applications with limited to no oversight. In 1975, the U.S. National 
Institute of Health (“NIH”) established compliance measures for genome engineer-
ing that were enforced through funding restrictions; however, many synthetic biol-
ogy innovators can now operate without NIH funding, approval, or even awareness, 
and NIH does not oversee research in other countries. Today, the financial costs, 
time limitations, and skill requirements needed to wield synthetic biology tools 
have scaled down such that some of these tools have become accessible even to 
elementary school students. Furthermore, the requisite baseline knowledge dimin-
ishes over time as synthetic biology processes become more streamlined. While 
such broad access to sophisticated genetic engineering knowledge and equipment 
can accelerate scientific breakthroughs, it also places the responsibility for biosecu-
rity on a near infinite number of unsupervised actors across the globe.

In 2018, the BWC secretariat noted that increased access to technologies such as 
gene editing, gene drives, and gene synthesis is available to actors with limited or 
no oversight from established industry or governmental organizations, raising con-
cerns about potential violations of the BWC. It is helpful to forecast and understand 
looming threats and potential mitigation strategies at various scales, but interna-
tional treaties are not structured to oversee bottom-up efforts related to the localiza-
tion and globalization of synthetic biology below the national scale. One part of the 
solution may be the broadening of engagement from established oversight agencies 
like NIH.

An additional option is the Responsible Research and Innovation (“RRI”) 
approach, utilized by the UK and the EU, which appraises the potential effects of 
new research on society and the environment in order to improve the alignment of 
processes and expected outcomes with societal values and needs. RRI approaches 
include experts from a range of different fields whose role it is to assess scientific 
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development with the goal of mitigating risk, making research advances accessible 
through fair and sustainable means, and upholding key morals and values. Programs 
that adopt the RRI approach are not meant to prevent research or the publication of 
results, but rather to minimize downstream harms that could make developers, com-
panies, and/or governments liable for costly insurance and cleanup efforts. RRI 
becomes an important criteria in access to public funding but is not a regulatory 
requirement.

Biosecurity could also indicate to the general public that certain synthetic biol-
ogy products have been filtered to guarantee beneficial uses. The US Nuclear 
Regulatory Commission (nrc.gov), for instance, performs this role for research and 
test reactors; the synthetic biology field would benefit from a similar regulatory 
body for biosecurity.

Where top-down governance proves insufficient, other actors such as universi-
ties, non-profits, and companies will need to engage their own gatekeeping and 
watchdog capabilities to protect against nefarious actors. Top-down governance 
may support such initiatives, which will require harmonization and communication 
up to the international level. These initiatives will need to be incentivized. Currently, 
though, biosecurity is viewed as an obligation, such that individuals, organizations, 
and companies must use their own funds to observe unstated and often confusing or 
contradictory needs for overall security. This balance of costs and benefits is inse-
cure, and as such, institutions tend to want to minimize expenditures associated with 
oversight (Gillum et al. 2018). The best argument to support investing in biosecurity 
is that the advancement of synthetic biology ultimately requires public approval, 
whereas currently the public remains quite skeptical (Pauwels 2013; Oliver 2018). 
The public could grow more opposed to synthetic biology were the public inadver-
tently exposed to some harm as a consequence of insufficient or inadequate over-
sight. Biosecurity necessitates a strategy which incentivizes managers and 
corporations to stay up-to-date with the latest risks and concerns.

Some corporations are aware of the risks to their bottom line should the public 
be exposed to harm arising from a synthetic biology product. The majority of DNA 
synthesis companies, in fact, have joined the International Gene Synthesis 
Consortium (“IGSC”), whereby they utilize company resources to monitor custom-
ers and their requests for potential security problems. They are aware that imple-
menting such biosecurity measures is in their best interests, even though there is no 
legal regime requiring them to do so. Likewise, in January 2020, the World Economic 
Forum and the Nuclear Threat Initiative published a report recommending that a 
technical consortium be set up in order to create a common DNA sequence screen-
ing mechanism. This screening mechanism would be based on work done by 
the IGSC.

Viewing longstanding biosecurity policy practices through the lens of risk analy-
sis results in the conclusion that there are significant gaps in biosecurity effective-
ness for synthetic biology. These inefficient and inadequate policies include (a) 
viewing security as a cost or undesirable expense to be minimized, (b) the siloing of 
scholarship and practice across disciplinary domains and among government, 
industry, academia, and civil society, and (c) the narrow framing of security 
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problems ignores new actors and technological developments taking place in a vari-
ety of different countries and in adjacent technology fields. Each of these issues 
could be resolved through policy solutions that both encourage technological devel-
opment and mitigate security threats while enabling public engagement in synthetic 
biology and investment in its products as they enter the marketplace. Policies for 
synthetic biology must be scalable, transferable, and adaptable in order to take into 
account its emerging technical and social challenges.

The increasingly globalized, distributed, and dispersed nature of synthetic biol-
ogy products and research worsens challenges arising from differing practices of 
biosecurity governance globally. Advanced biological research is no longer over-
whelmingly dominated by Europe and the US, and this may introduce different 
approaches to, or priorities for, biosecurity. Russia’s Federal Research Programme 
for Genetic Technologies Development for 2019–2027, for instance, intends to 
“implement a comprehensive solution to the task of the accelerated development of 
genetic technologies, including genetic editing; to establish scientific and techno-
logical groundwork for medicine, agriculture and industry; to improve the system of 
preventing biological emergencies and monitoring in this area” (Ministry of Science 
and Higher Education of the Russian Federation 2019). Similarly, Saudi Arabia is 
funding research related to the development of microbial cell factories to produce 
fuels and chemicals, while the Singaporean government is investing considerable 
resources into the funding of life and environmental sciences researchat Nanyang 
Technological University, the National University of Singapore, and the Agency for 
Science, Technology and Research (A*STAR). The Chinese Academy of Sciences 
is establishing an Institute of Synthetic Biology, which is tasked with the dual 
responsibilities of fostering roadmaps for the future development of Chinese syn-
thetic biology while also establishing safety and security norms for researchers at 
Chinese institutions. There are no top-down efforts beyond existing mechanisms 
like the BWC or the CWC (The Convention on the Prohibition of the Development, 
Production, Stockpiling and Use of Chemical Weapons and on their Destruction) 
that standardize global governance and usage of synthetic biology, and bottom-up 
efforts are not coordinated in their reach or messaging.

Relative newcomers to the development of synthetic biology may possess differ-
ing tolerances and constructions of risk compared to more established technology 
developers. The implications of the entry of such newcomers to the field, though 
vast, can be grouped into two general areas. One includes diverging safety and secu-
rity practices at various points of an international supply chain that forms the back-
bone of an increasingly globalized economy. Another includes the potential for 
small-scale experiments or national biosecurity policies to escape the given actor’s 
control and spill across political boundaries. While one country may find the envi-
ronmental risk of a particular synthetic biology application acceptable, its spread 
across borders into another country may disrupt those local ecologies (i.e., crashing 
or hardening a particular species through genetic engineering) or expose vulnerable 
human populations to irreversible consequences without options for amelioration. 
The nature of certain synthetic biology applications (i.e. gene drives) makes it 
impossible for risk-averse countries to wholly quarantine themselves from exposure 
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to harms resulting from another country’s decisions. This is also an issue of equity 
given that risk-tolerant countries will reap the rewards of risks when beneficial tech-
nologies emerge, but risk-averse countries may bear their neighbors’ risks without 
any means to capture potential rewards.

An environment of competing and incongruent risk architectures causes indi-
vidual states, organizations, or industries to arrive at differing definitions of security 
threats or acceptable levels of loss in pursuit of a technology’s intended gains. For a 
technology as uncertain as synthetic biology, this policy divergence may set govern-
ments, companies, and other research organizations down vastly differing policy 
paths, and impede consensus in assessing the minutiae of technical risk concerns or 
assessment protocols, or ensuring security for anyone.

1.4  Conclusion

Synthetic biology is a transformative technology with the possibility to change the 
world to the same extent as – if not more than – the digital revolution. As is the case 
with previous scientific breakthroughs, the potential for its dual-use and misuse 
represents a global problem, and necessitates that the highest levels of policy mak-
ers pay it close attention. Although targeted countermeasures can go some way 
toward providing protection, preventative actions are likely to be more effective 
given the heightened uncertainty of the field’s future (Trump et al. 2020a). It is nec-
essary that biosecurity policies and practices be updated to take into account both 
the unprecedented challenges associated with synthetic biology and the globalized, 
diffuse, and varied nature of its threat space.

Effective global biosecurity will not happen quickly, nor will it be enthusiasti-
cally adopted by all national governments and non-governmental organizations. 
Incentives to misuse synthetic biology with harmful consequences remain high for 
certain negligent actors, as are the incentives to dual-use by nefarious actors, and the 
coming years may see such events affecting human or environmental health. 
Successful biosecurity implementation must be adaptable to quickly incorporate 
uncertainty as well as new capabilities. Urgent steps are required to place such 
notions into practice before a major threat incident, which in addition to creating 
substantial damages could usher in policy changes that might limit or ban platforms 
of synthetic biology research entirely. Besides forgoing the benefits of the technol-
ogy, such a ban could force development underground and further out of the reach 
of coordinated governance or risk assessment. By identifying the social, economic, 
institutional, and technological tripwires that influence a state’s trajectory towards 
biosecurity research of concern, now is the time to take steps to apply biosecurity to 
maximize technological benefits while minimizing the dual-use potential of syn-
thetic biology by improving the framing, prioritization, and governance of biosecu-
rity risks.

Many individuals and organizations are already taking on the challenge of bios-
ecurity. For instance, the International Genetically Engineered Machine (iGEM) 
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synthetic biology competition requires that judges carry out rigorous reviews of 
each team’s planned experiments and the materials they will require. Additionally, 
iGEM’s Safety and Security Committee as well as a commercial partner review 
team plans for potential harms (McNamara et al. 2014; Millet et al. 2019).

Biosecurity is prioritized by a number of independent and governmental organi-
zations, including the DIY biology movement, which has a code of ethics operative 
in North America and in Europe (DIYbio.org). This prioritization is also indicated 
by the intent of the member states of the BWC to develop a code of conduct (Meeting 
of the States Parties 2018), the African Union’s development of biosecurity norms 
for transgenic insects and genetically-modified crops (Glover et al. 2018), and the 
MIT Bio Summit 2.0 (www.biosummit.org) statement of shared purpose. 
Additionally, there is increasing demand for an update to global biosecurity prac-
tices and norms along the lines of the Cartagena Protocol on Biosafety. Such an 
update should improve cooperation, transparency, and joint security in the practice 
of synthetic biology.

Still, the problem of how to incentivize private actors to invest in biosecurity 
remains. The answer will require the participation not only of bench scientists, but 
also of various overseers, gatekeepers, and watchdog groups involved in biotechnol-
ogy research and development (for instance, the World Organisation for Animal 
Health’s Guideline for Responsible Conduct in Veterinary Research). One example 
of a potential approach is to train journal editors to recognize potential information 
hazards within article submissions. Additionally, funders responsible for reviewing 
grants could require that applicants include a review of potential information and 
security hazards which might occur over the course of the proposed work. In these 
and other examples, a fusion of top-down and bottom-up approaches is necessary in 
order to identify security threats and to raise awareness of biosecurity issues; mean-
while, bottom-up organizations can develop on-the-ground passive surveillance 
programs to monitor potential dual-use security threats.

An example of this collaboration is between the US Federal Bureau of 
Investigation (FBI) and iGEM. The FBI has funded iGEM and collaborated with the 
competition’s organizers in order to increase awareness of risk and to build an 
understanding of possible or developing threats. While no biosecurity policy or 
practice can completely eliminate all threats (especially not without unilaterally 
preventing research and innovation that could greatly benefit society), a layered 
approach in which government, private organizations, and individual citizens col-
laborate will result in a more unified effort for biosecurity which could reduce gaps 
in oversight that might be exploited by actors looking to develop biological weapons.

Ultimately, adapting national and global biosecurity principles and practices 
may yield a number of downstream benefits that will help emerging biotechnologies 
become safer, more responsibly available, insurable, and trusted by key stakehold-
ers and the broader public. Actions to achieve such goals, such as promoting multi- 
stakeholder discourse for top-down and bottom-up governance, increased global 
coordination, and crafting and implementing mechanisms that foster effective, sus-
tainable, and adaptive biosecurity, are likely needed to bridge the gap between ear-
lier generation biotechnology policy and the cutting-edge scientific and technological 
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capabilities of the next decade (Trump et al. 2020a, b). This book includes a number 
of international opinions and scholarship on how such goals might be achieved, 
building from insights related to governance, risk assessment, ELSEI (ethical, legal, 
social and environmental issues), forecasting and horizon scanning, and the state of 
the art in physical and life sciences. While solutions for biology will be difficult to 
achieve due to a number of competing incentives, political challenges, and institu-
tional requirements, we believe that the ideals expressed herein help signal how 
improved biosecurity might be achieved over time.

To explore the various topics pertaining to emerging biosecurity challenges, the 
chapters that follow build from a NATO Science for Peace and Security Programme 
(SPS) Advanced Research Workshop (ARW) hosted by the École Polytechnique 
Fédérale de Lausanne (EPFL) in Lausanne, Switzerland in July 2019. Specifically, 
participants from over two dozen countries gathered to explore various physical and 
life sciences as well as social sciences concerns related to emerging biotechnology 
and associated security needs, challenges, and opportunities. This book includes 
written perspectives from the various working groups, including (a) top-down gov-
ernance at the national and international levels, (b) bottom-up governance using 
grassroots and self-governing interests, (c) the uncertain and difficult challenges 
posed by information hazards, (d) security concerns from technical, life sciences, 
and computer-assisted design research, and (e) the approaches and challenges of 
foresight in the forecasting of future threats, opportunities, and governance needs 
within the broader biosecurity space  (Linkov et  al. 2018). Additional chapters 
emphasize more explicit topics within each of these core ideas, and elucidate differ-
ent perspectives on how to better understand the limitations of modern biosecurity, 
as well as how it may be improved from a risk assessment, governance, and multi-
disciplinary sciences perspective.
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