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Abstract. Ultimate Automizer is a software verification tool that is
able to analyze reachability of an error label, memory safety, and termi-
nation of C programs. For all three tasks, our tool follows an automata-
based approach where interpolation is used to compute proofs for traces.
The interpolants are generated via a new scheme that requires only the
post operator, unsatisfiable cores and live variable analysis. This new
scheme enables our tool to use the SMT theory of arrays in combination
with interpolation.

1 Verification Approach

While analyzing a C program, Ultimate Automizer first applies several pre-
processing steps and then executes an automata-based verification algorithm.

In a first step, the C program is translated into a Boogie program [7]. The
resulting Boogie program uses arrays to model the heap of the system, but does
not need any quantified axioms. Next, the Boogie program is translated into an
interprocedural control flow graph whose edges are labeled with code blocks of
the Boogie program.

Our verification algorithm [3] iteratively takes sample traces that lead to the
error location of the program and analyzes their feasibility. If the sample trace
is infeasible, we compute for this trace an infeasibility proof in form of a Hoare
annotation. Next, we take this proof and compute the largest set of traces whose
infeasibility can be proven with the assertions from the Hoare annotation [3]. We
continue until we find a sample trace that is a counterexample to the correctness
of the program or until we have shown infeasibility for all error traces.

For computations on sets of traces we use automata. We consider the control
flow graph of the program as an automaton and use the error location as an
accepting state. The search for new sample traces is implemented as an emptiness
check on the differences between all traces and the traces whose infeasibility has
been proven. The infeasibility of a trace is checked by an SMT solver and the
Hoare annotation for a trace is generated via interpolation. For programs with
several (possibly recursive) procedures we use automata over nested words and
nested interpolants [2].

Compared to last year’s version, our tool received several improvements and
optimizations. We list two major innovations in the following paragraphs.
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Array Interpolation. We generate sequences of interpolants for traces using a
new interpolation scheme [8] that is theory-independent and can hence be ap-
plied for the AUFLIRA SMT theory which we use. Our interpolation scheme uses
only the post operator and two additional modules. The first module uses an
unsatisfiable core to abstract the trace to the core reason of its infeasibility.
The second module uses a live variable analysis to project interpolants to the
variables that are live at the corresponding position in the trace.

Termination Analysis. For termination analysis, we follow an automata-based
approach [4] in which we consider infinite traces and use Büchi automata for
computations on sets of traces. We use the tool Ultimate LassoRanker1 to
analyze termination of lasso-shaped infinite traces. Ultimate LassoRanker
uses constraint solving to synthesize ranking functions as termination proofs [6]
and infinite program executions as nontermination proofs [5]. In this competition
we use a setting where the constraints are linear arithmetic SMT formulas and
we use SMTInterpol [1] to check satisfiability of these constraints.

2 Strength and Weaknesses

Modeling the heap of the C program via arrays allows us to support a large
number of C’s language features in a sound way. However, e.g., if the C program
contains casts of pointers, our tool yet often says “unsupported syntax”. Because
of our array interpolation, our main verification algorithm is able to handle all
programs with the same interpolation-based technique. The price that we have to
pay is that we are unable to infer certain kinds of invariants, e.g., we are unable
to infer quantified invariants that state that all elements of a list are zero.

However, the modularity of our approach allows us to integrate different tech-
niques while verifying a single program. We use our automata representation to
decompose the program into sets of traces. For each set, the correctness proof
can be constructed with a completely different technique or tool. The implemen-
tation of this integration is part of our current work.

3 Software Project

Ultimate Automizer is one toolchain of the Ultimate framework.Ultimate
provides several plugins and libraries that allowone to build tools for programanal-
ysis. In the context of Ultimate Automizer, the most noteworthy components
are: the above mentioned translation from C programs to Boogie programs, the
above mentioned toolUltimate LassoRanker, an interface that allows plugins
to communicate with any SMT-LIBv2 compatible SMT solver, and theUltimate
AutomataLibrary. This library provides operations on (Büchi) nestedword au-
tomata like, e.g., complementation, emptiness checking, or minimization.

The development of Ultimate was started at the University of Freiburg.
Meanwhile, Ultimate received contributions from more than 30 developers.
Several toolchains of Ultimate are available on our server via a web interface.
1 http://ultimate.informatik.uni-freiburg.de/LassoRanker/

http://ultimate.informatik.uni-freiburg.de/LassoRanker/
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4 Tool Setup and Configuration

Our competition candidate requires that the SMT solver Z32 is installed and the
Z3 binary is included in your PATH environment. Our competition candidate
is available online3 The zip archive in which Ultimate Automizer is shipped,
contains the Python script Ultimate.py, which wraps input and output of our
tool for the competition. In order to check if the C file inputfile satisfies the
property specified by the SV-COMP property file prop.prp, you have to invoke
the Python script as follows.

python Ultimate.py prop.prp inputfile 32bit|64bit simple|precise

The third argument defines the architecture for which the property is checked
(either 32bit or 64bit). The fourth argument defines which SV-COMP memory
model is assumed for the input file (either simple or precise).

The result is written to stdout and the output of Ultimate Automizer is
written to the file Ultimate.log. If the checked property does not hold, a human
readable counterexample is written to UltimateCounterExample.errorpath

and an error witness (in the format defined in the SV-COMP rules) is writ-
ten to witness.graphml. All three files are written to the working directory.
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