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Abstract. Computers plugged into power outlets leak identifiable information
by drawing variable amounts of power when performing different tasks. This
work examines the extent to which this side channel leaks private information
about web browsing to an observer taking measurements at the power outlet. Us-
ing direct measurements of AC power consumption with an instrumented outlet,
we construct a classifier that correctly identifies unlabeled power traces of web-
page activity from a set of 51 candidates with 99% precision and 99% recall. The
classifier rejects samples of 441 pages outside the corpus with a false-positive
rate of less than 2%. It is also robust to a number of variations in webpage load-
ing conditions, including encryption. When trained on power traces from two
computers loading the same webpage, the classifier correctly labels further traces
of that webpage from either computer. We identify several reasons for this con-
sistently recognizable power consumption, including system calls, and propose
countermeasures to limit the leakage of private information. Characterizing the
AC power side channel may help lead to practical countermeasures that protect
user privacy from an untrustworthy power infrastructure.

1 Introduction

Computer users commonly assume that software mechanisms, such as in-browser en-
cryption, protect their private information. Research on side channels has challenged
this assumption by showing that computer components such as the CPU [18] and the
keyboard [32] can leak private information. Along the same lines, this paper examines
the feasibility of inferring private information from a general-purpose computer’s AC
power consumption, despite significant additive noise from the power grid [6]].

Past work has exploited AC power side channels for information leakage, but at the
level of an entire household [24] or a device with a constrained state space [8l6]. For ex-
ample, a television that is dedicated to displaying videos produces relatively consistent
power consumption over multiple plays of the same video. Given a small number of can-
didate videos, it is possible to identify which of them is playing [8]. A general-purpose
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computer, on the other hand, exhibits a tremendous state space because of its practi-
cally unconstrained operation. Executing the same computing task at different times
may result in different power consumption patterns because of different background
tasks or I/O workloads (e.g., network activity). Nevertheless, we find that system-wide
traces of AC power consumption leak enough information about the operation of a
general-purpose computer to identify the webpage that the computer is loading (out of
a set of known pages). Because browsers use a diverse subset of the available hardware
components, our results suggest that this technique may generalize to other computing
workloads.

Several factors work to our advantage. Web browsers increasingly take advantage
of hardware to improve the user’s experience (by, e.g., executing native code [33])),
resulting in resource consumption that scales with the webpage’s complexity. Another
factor is that modern computers and operating systems aggressively try to reduce power
consumption [30], resulting in energy-proportional computing in which the power con-
sumption tightly fits the workload [6]. Both of these factors increase the system’s dy-
namic range, which in turn increases the information available in power traces.

There are also challenges to the task of identifying webpages from AC power con-
sumption. The fundamental challenge is separating interesting activity from baseline
power consumption, which a computer’s power supply aggregates. Other challenges
stem from the dynamic nature of the Internet and modern websites. The round trip time
for fetching webpages may change over time; many websites include scripts that run
long after the page loads, and many customize content for each visitor.

This paper’s contribution is an attack on privacy that identifies specific
web-browsing activities via an AC power side channel. We characterize and measure
this side channel by designing methods to extract patterns of power consumption as a
computer loads a webpage. These patterns, which are obscure in the time domain but
more apparent in the frequency domain, act as power signatures that allow an eaves-
dropper to determine which webpage is being loaded. Additionally, these power signa-
tures are robust against a variety of changes to the computing environment, including
background processes, changes in network location, or the use of a VPN. Because most
of the identifiable information occurs at under 10 kHz in the frequency domain, captur-
ing and exfiltrating power measurements is within reason for a simple embedded device
that could fit discreetly inside a power outlet.

Using a covertly modified electrical outlet to record power consumption, we trained
and tested a classifier with over 100 hours of traces representing more than 13,000 page
loads from a set of 51 webpages from sites representing over 30% of global page views.
Given a power trace with 51 possible labels, the classifier identified the correct match
from the training set with 99% precision (resistance to false positives) and 99% recall
(resistance to false negatives). Given an unlabeled trace from one of 441 webpages not
in the training set, the classifier’s false positive rate is less than 2%. In some cases,
the classifier succumbs to overfitting when trained on traces from a single computer,
confusing other consistent power activity for browsing activity. However, when trained
on traces from two computers, the classifier identifies the common patterns that are due
to browser activity and can correctly label unseen traces from either computer.
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This work conceptually bridges the gap between previous work on circuit-level
direct-current (DC) power analysis [18] and coarser-grained, household-level activity
recognition via AC power measurements [[12J26/11]]. This paper also proposes several
hardware and software countermeasures to minimize information leakage.

Threat Model. Focusing on the AC power side channel, this paper considers an at-
tacker with physical access to a power outlet the victim might use. Possible easy targets
include outlets in coffee shops and airports. A simple modification to a power outlet
enables discreet data recording. Because most users implicitly trust power outlets, an
attacker may gain easy, persistent access to a victim’s power-consumption patterns.

2 Background and Challenges

This section distinguishes AC power measurements from DC power measurements,
which have been studied extensively in literature about side channels [18l4]. It breaks
down the power budget of a computer and discusses how the actions of a web browser
influence power consumption. Finally, it explains some of the challenges inherent in
our attempts to classify AC power traces.

2.1 AC versus DC Power Traces

DC power measurements explored in previous research involve tracing individual com-
ponents’ power consumption on a circuit board. Such techniques require access to inter-
nal hardware elements and are overly intrusive from the viewpoint of our threat model.
An attacker conforming to our threat model seeks a power-analysis technique that is rel-
atively nonintrusive and does not involve opening or modifying the victim’s computer.
Every computer operates on power drawn from a power grid. A laptop user may avoid
drawing power from the grid by relying on the battery, but this is a temporary solution.
Monitoring AC power consumption affords a system-wide view of the computer’s activ-
ity, although individual activities may be difficult to identify because all components’
signals are added together.

Challenge: Noise. Both the “upstream” (e.g., household) circuit and the power supply
itself introduce noise onto the power line. Since this noise is omnipresent, we make no
attempts to remove it, unlike previous work [8]]; instead, we provide noisy inputs to
classifiers and rely on the presence of a non-noise signal to influence classification.
Eschewing filtering also simplifies the hardware we use to gather traces.

Challenge: Periodicity. Whereas DC signals often feature prominent level shifts and
other artifacts that are amenable to time-domain analysis, the alternating nature of AC
current essentially convolves sets of sinusoids, making time-domain analysis difficult.
We therefore perform analysis in the frequency domain. Before classification, we trans-
form traces into the frequency domain (Figure[IB)) using the Fourier transform. In addi-
tion to making certain signals easier to identify (e.g., 60 Hz utility power in the U.S.),
this approach enables meaningful comparisons despite misaligned traces, or traces of
different lengths, and the additive nature of the SMPS’s power consumption preserves
frequency information from individual components’ power consumption.
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Fig. 1. Time- and frequency-domain plots of several power traces as a MacBook loads two differ-
ent pages. In the frequency domain, brighter colors represent more energy at a given frequency.
Despite the lack of obviously characteristic information in the time domain, the classifier cor-
rectly identifies all of the above traces.

2.2 Tracking Hardware Components’ Power Consumption

To develop intuition about what kinds of tasks are likely to induce identifiable activity
patterns on the power line, we measured the power consumption of a laptop (MacBook-
1, Appendix[A) under a variety of workloads designed to stress individual subsystems.
We used a P3 Kill A Watt power monitor to measure power consumption. Table[T]
summarizes the results, which suggest that the MacBook’s CPU and GPU dominate
power consumption under load. The network interfaces and solid-state storage draw
comparatively little power.

Prior side-channel work has leveraged network characteristics such as packet tim-
ings [28]] or lengths to classify webpages according to their network traffic.
A reasonable question to ask is whether network classifiers are likely to apply to the
problem of webpage identification. We tapped the activity LED of a network switch
port to capture a representation of a computer’s network traffic while also tracing the

Table 1. MacBook power consumption under various types of load. Numbers beginning with +
are relative to the baseline of 8 W.

Condition Power (W) vs. Baseline
Baseline (idle, screen off) 8
One core at 100% +7
Two cores at 100% +11
GPU at 100% +11
Wired network saturated +2
Wireless network saturated +3
File copy, SSD to SSD +6

Screen at maximum brightness +6
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(a) The network activity is correlated with (b) The system call activity (as measured by
high current consumption, but is not the only DTrace) is also correlated with high current
cause. Spikes before and after network activ- consumption, and our results suggest that sys-
ity show that local computation dominates the tems exercised by system calls are a major
consumption. cause of consumption.

Fig. 2. Time-domain plots as a MacBook loads webpages. Both network activity and system calls
appear to correlate with energy consumption.

computer’s AC power line. Figure 22 shows an example from our tests. The computer
consumes power performing other tasks before the network interface actually begins to
send and receive packets. Furthermore, the AC power provides insight into client scripts
and rendering loads unavailable in a network trace.

Power consumption appears to be more strongly correlated with system calls than
with network activity as shown by Figure Tracking the number of system calls
initiated by the browser process with DTrace captures memory allocation and disk I/O
in addition to network activity, enabling monitoring of all of the components we have
identified as major power consumers.

3 Approach: Supervised Learning Classifier

To distinguish among webpages, we adopt a supervised learning approach, in which we
train a classifier on labeled AC power traces and then attempt to match unlabeled traces.
An AC power trace contains artifacts of every powered computer component, each of
which may have its own clock rate or power signature, and each of which processes
information differently. We assume that disentangling these signals (multicore CPU,
multicore video card, multiple drives, etc.) from a single AC power trace is intractable
with current techniques, and instead focus on coarser-grained, system-level questions,
such as which popular webpage the user is loading. Because it is prohibitively difficult
to build a generative model of how computing tasks will map to power consumption—
a discriminative modeling approach is more appropriate. Our supervised-learning ap-
proach fits this requirement; it requires only a labeled training set and learns its own
model of how feature values map to class labels. Specifically, we train support vector
machines (SVMs) using the open-source library libsvm [3]].
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Fig. 3. Plots of three of our Fourier transform feature vectors. While the pages are difficult to
separate visually in the time domain, the two cnn.com samples are indistinguishable to the eye
in the frequency domain, whereas yahoo.com diverges around 25 and 65 kHz.

3.1 Feature Selection

Classification requires extracting feature vectors on which to train a classifier. A naive
classifier might simply consider the length feature of a sample in the time domain, de-
fined as the length of time for which power consumption remains above a predetermined
threshold. However, background tasks add confounding noise in the time domain, which
may obscure the true endpoints of a specific task, and tasks often include periods of both
high and low power consumption. Mean, minimum, and maximum power are equally
unsuitable choices for similar reasons. A more robust approach is to classify traces
based on features from the frequency domain.

We transform traces into the frequency domain by first calculating the spectrogram
using rectangular sliding windows 1000 samples wide with 50% overlap. We then col-
lapse the spectrogram into a single Fourier transform by summing over all of the time
steps. As a base set of features for classification, we divide the Fourier transform of each
power trace into 500 segments, each 250 Hz wide, starting at 0-250 Hz and ending at
124.75-125 kHz, half the 250 kHz sample rate at which we recorded traces. This pro-
cess yields 500 features, each of which represents the power present within one 250 Hz
slice of spectrum over the duration of the trace.

As described in Section 2.1} classifying in the frequency domain allows meaningful
comparisons between misaligned traces or traces of different lengths. Using the out-
put directly from the Fourier transform as a feature vector is a simple approach and
yields excellent results. It is also straightforward to visualize differences in the Fourier
transform, as shown in Figure 3l Plotting the feature vector reveals consistent features
between the two traces of cnn.com and recognizable differences between a trace of
yahoo.com and the cnn. com traces, which are not obvious in the time domain.

3.2 C(lassification

We train a binary classifier for each page in our corpus. After training all 51 SVMs, we
use each of them to classify test samples. A test sample is an unlabeled 500-dimensional
feature vector, obtained in the same way as the training samples, that is not in the train-
ing set. Each SVM determines whether the test sample was an instance of the webpage
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it was trained to recognize. In the interest of simplicity, we do not implement a multi-
class labeling solution in which all 51 SVMs collectively generate a single output, but
there are a variety of well-studied techniques for this purpose and libsvm implements
several of them [15]].

There are three notable details of the training process. First, we linearly normalize
feature values across all samples. This prevents features with large values (e.g., the
low frequency elements) from dominating features with smaller values. Second, we use
standard 10-fold cross-validation to avoid overfitting at training time. By repeatedly
splitting the training set and retraining each time, the classifier avoids the possibility of
biases in a small number of training examples producing a biased model. Finally, we
use a radial basis function (RBF) kernel, as recommended by the authors of libsvm [5].

4 Methods and Metrics

To cover a diverse set of webpages representing typical Internet traffic, we chose 48
webpages drawn from Alexa’s list of the top 1,000,000 websites [2], discarding du-
plicates and adult websites. By Alexa’s estimates, these top 48 websites represent over
30% of global page views. We added the top Google result for “cheap Viagra” as an
example of a potentially embarrassing (or malicious) page. To include a page that loads
with negligible latency, we added two authors’ department’s home pages, a < 1 ms
round trip from one of our measurement points, bringing the number of webpages in
our training set to 51.

The Alexa rankings list websites, but it is more meaningful to collect traces of in-
dividual webpages. Each of our traces represents an automated load of the front page
of one of the 51 websites. To record realistic power traces of user browsing, we used
a custom Chrome extension (see §4.1)) to collect at least 90 consecutive traces of each
page. For webpages that require users to log in before displaying useful information, we
logged in as the first or second author. We believe that our choice to consider front pages
is reasonable because users are likely to visit the front page of a given website and then
follow links to other pages. The notable exceptions to this tendency are bookmarked
pages and direct links from other people or sites.

Evaluation Metrics. Because our classifier uses standard machine-learning tech-
niques, we use standard metrics from machine learning to evaluate its performance.
In the following definitions, #p and tn refer to true positives and true negatives (correct
labelings), and fp and fn refer to false positives and false negatives (incorrect labelings).

Precision, p/(ip +fp), is the fraction of positively labeled examples whose labels are
correct. It measures the classifier’s ability to exclude negative examples.

Recall, #p/(1p+fn), is the fraction of all the examples that should have been positively
labeled that are correctly positively labeled. It measures the classifier’s ability to
identify positive examples.

We present experimental results in terms of precision and recall because the stan-
dard accuracy metric is often misleading. In most of our experiments, the number of
negative examples is roughly 50 times the number of positive examples because, for
each webpage, there are more traces of other webpages in the testing set than there are
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of that webpage. Because of this disparity between positive and negative examples, the
classifier could achieve greater than 98% accuracy by simply classifying all examples as
negative. A perfect classifier would achieve 100% accuracy, 100% precision, and 100%
recall. For any imperfect classifier, there is a tradeoff between precision and recall.

4.1 Experimental Setup

This section describes the experimental setup we used to capture AC power traces[]

Safety note: This paper is not a complete manual for electrical safety. Measuring
“hot” terminals is potentially fatally dangerous and should be conducted only under
qualified supervision. Do not try this in a non-laboratory setting.

Using an instrumented outlet (described next), we measured the power consumption
of two Apple MacBook computers, a Lenovo T410 laptop, and a Dell Vostro desk-
top PC, all running different operating system versions. (For detailed hardware and
software specifications, see Appendix[Al) To approximate the environments of typical
users, we used a stock installation of each operating system. In particular, we allowed
default background processes to run. Experiments with the two MacBook computers
were carried out approximately one year apart using similar but non-identical instru-
mented outlets.

To record each workload’s power signature, we monitored electrical current between
the power supply and an instrumented outlet. A modern AC outlet has three terminals:
hot, neutral, and ground. To measure a power supply’s instantaneous current on the
hot—neutral circuit, we placed a 0.1 Q sense resistor (part #13FR100E-ND) in series
with one terminal of a standard outlet. We attached an Agilent U2356A data acquisition
unit (DAQ) to the terminals of the sense resistor. The DAQ samples the voltage across
its probes and sends the data via USB to another PC (not the computer being measured).
We recorded 16-bit samples at a rate of 250 kHz to capture workload artifacts occurring
atup to 125 kHz.

Finally, we developed a Chrome extension to automate the repeated loading of a
target webpage. The extension repeatedly: opens a new window, pauses, loads the page,
pauses again, and finally closes the window. For webpages that did not require user
credentials, the script opened browser windows in a private browsing mode to purge the
browser environment of confounding data. To compare webpage identifiability across
browsers, we also used the iMacros extension for Firefox [1] to mimic our Chrome
extension. We recorded continuously with the DAQ while running experiments. A script
with knowledge of the browser extensions’ timings chopped the DAQ’s output into
separate trace files to be used with our classifier. While the majority of the webpages we
profiled show no changes within the measurement period, there are notable exceptions.
A number of high-turnover webpages including cnn. com, cnet . com,and reddit . com
underwent content changes during our measurements.

I'We use the terms power trace, voltage trace, and current trace interchangeably. What we
actually record is a voltage trace that maps trivially to current (Isense = Vsense/Rsense> With
Rgense constant) and therefore power (P = Lsense VrRMs, With Veys a constant 120 volts (RMS)
in North America).
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5 Evaluation

This section summarizes our experimental results over a wide range of conditions.
While there are a limitless number of questions to ask about how well a classifier works
under different conditions, we have distilled them down to the following six questions
regarding causality and intuition:

— How effectively can the SVM classifier differentiate webpages from one another?
(Section[3.1))

— Howrobustis the classifier in the presence of content distribution services, anonymity
services, encryption, and caching, as well as changes in network location, type, or
interface? (Section[3.2)

— How is classifier performance affected by changes in operating system or hard-
ware? (Section[3.3))

— How does the classifier’s performance change when the test traces include back-
ground activities? (Section[3.4)

— How does sampling rate affect classification? (Section[3.3)

— How well does the classifier exclude samples of pages outside the corpus? (Sec-

tion

We find that our classifier can differentiate webpages with high precision and recall
rates (each averaging 99%) and that it is robust against many of the variations we tested,
including the use of a VPN, and changes in the location or network interface. It is not
robust against changes of machine or operating system. Where our classifier performs
poorly, we find in most cases that increasing the diversity of the training set improves
its performance along all metrics. The total number of power traces we tested across all
experiments was 13,110, chronicling over 100 hours of 250 kHz trace recordings.

5.1 Page Differentiation

Our SVM classifier effectively differentiates among the 51 popular webpages we tested.
As a baseline, we varied only the webpage under test and held all other variables con-
stant. These other variables include machine under test, network location, network in-
terface, operating system, and web browser. By varying only the webpage under test,
we minimize differences that are not actually the result of variation among webpages.

We gathered all of the data for this experiment twice, using slightly different Mac-
Books and instrumented outlets built to the same specifications in different locations.
Here we present the results of combining the two data sets into a single corpus. After
gathering ~90 traces for each of the 51 webpages on each of the MacBooks (for a total
of ~180 traces), we used the experimental protocol described in Section [3.2] to label
each trace. Each SVM labels a trace as either matching or not matching the page for
which it was trained. The total size of the corpus for this experiment was 9,240 traces.
We used half of these traces for training and the remaining traces for testing. With ~90
training examples per label, the SVM classifier achieves an average 99% precision and
99% recall over all webpages in the data set.

The classifier’s performance varied among the tested webpages. The precision and
recall were both 100% for 18 of the 51 webpages. The lowest precision for any page was
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93% for skype.com and the lowest recall for any page was 88% for slashdot.org.
A plausible explanation for the classifier’s relatively poor performance on skype . com
is that the front page underwent a significant design change between the capture of our
two data sets, which we confirmed by inspecting snapshots from the Internet Archive
Wayback Machine [16]]. The poor recall for slashdot . org could be explained by the
high turnover of the front page or inconsistent load times. godaddy . com, which uses a
commercial content distribution service, also yielded lower recall results.

5.2 Diverse Browsing Conditions

We varied the conditions under which our browser operated and found that the SVM
classifier is robust against local network connection type, use of cache, VPN encryption,
and the passage of time for most webpages. It is not robust against the use of a caching
content-distribution network (CDN) such as Coral [10].

Our training and testing setup was as follows. We repeated this process for three web-
pages: one simple page (google . com) and two complex pages (cnn . comand cnet . com).
For each page, we gathered the following sets of traces on one of our MacBooks:

— Time: Traces gathered a month later, to test how fresh the training set must be.

— Cache: Traces recorded with a warm browser cache, to test whether the classifier
depends on specific network traffic patterns.

— VPN: Traces recorded while connected to a VPN concentrator a 1.5 ms round trip
away (essentially measuring only cryptographic overhead), to test whether encrypt-
ing normal traffic would be an effective countermeasure.

— WiFi: Traces recorded while connected to our lab network wirelessly instead of
via wired Ethernet, to test whether the training phase overfits the SVMs to “clean”
low-latency wired traffic.

— CDN: Traces recorded with web traffic passing through the Coral CDN, to test
whether a caching proxy sufficiently disguises traffic.

To test each one of these sets, we trained an SVM on all of the other sets using only
samples from the same MacBook. For example, to study whether the SVM could cor-
rectly label traces in the WiFi set, we trained the SVM on the Time, Cache, VPN, and
CDN sets in addition to the Base set of samples. In contrast to training only on the
Base set, this training approach avoids overfitting the SVM to that set. After training
the classifier, we instructed it to classify the traces in the test set.

The only condition that hurt performance, for two of the three webpages, was the
use of the Coral CDN. For cnn. com, the classifier incorrectly labeled all traces from
the Coral set as negatives; for google. com, the classifier incorrectly labeled 45 of 50
traces as negatives, resulting in a 10% recall rate. The classifier’s poor performance on
Coralized pages illustrates that, while the network interface’s power consumption may
not uniquely determine how a trace is classified, the network interface may still alter the
timing of characteristic consumption patterns for downstream devices such as the CPU
and GPU that act on its outputs. Coralizing cnet . com likely made little difference in
its classifiability because cnet . com is already distributed via a commercial CDN.

The classifier’s performance on traces from the VPN set deserve special attention.
It suggests that encryption and decryption, at least as implemented by our MacBook’s
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PPTP VPN, have little effect on power-trace classification—i.e., the SVM classifier
is robust against VPN encryption. Our MacBook’s processor does not include hard-
ware support for the AES-NI instruction set, which is designed to improve AES perfor-
mance [27]. With AES-NI support, performance and energy efficiency should both be
improved, reducing the encryption and decryption impact even further.

Network Location. The Coral results suggest that changes in latency or throughput
alter packet arrival times enough to thwart the classifier. To test this hypothesis, we cre-
ated two static pages that do not have any running scripts or asynchronous content and
gathered traces of one MacBook loading each page in different locations. One location
had a residential connection and the other a university research network connection. We
then trained on all pages in the corpus, including samples of the static pages using only
one of the two locations. We tested on samples from the untrained location.

When trained on the residential connection and tested on the university connection,
the classifier’s precision and recall were 100% and 73% respectively. This result shows
that the training did not lead to any false negatives for other pages, but was not able to
identify all samples. When we reversed the training and testing locations, the precision
and recall were both 100%. This experiment demonstrates that it is not always necessary
to use or simulate a potential victim’s connection to train an effective classifier, but that
the network connection’s impact is determined largely by page content.

Tor. Based on the classifier’s reduced performance when using Coral, we evaluated
Tor [[7] configured as a local SOCKS proxy. While Coral introduces higher latencies
and less consistent throughput, Tor adds additional complications. Not only does the Tor
network add latency and reduce throughput, but Tor includes encryption and decryption
operations and the exit node changes unpredictably, which can change the language
or content of some pages. We gathered 91 traces of MacBook-1 loading google.com
and tested them against an SVM trained on samples from all of the other browsing
conditions. Tor proved to be a very effective countermeasure, with only 2 of the 91 Tor
samples correctly identified, yielding 2% recall.

5.3 Operating System and Machine Diversity

Operating System. Training on traces from a single operating system limits the clas-
sifier’s effectiveness to that operating system. However, training on traces from two
operating systems allows the classifier to correctly identify both OSes. To test this be-
havior, we gathered traces of google.com and cnn.com using Windows 7 and Linux
(Ubuntu 10.04) on the desktop PC. For both sets of traces, we used the same versions
of the Chrome browser and our custom Chrome extension for test automation. When
trained only on examples from one operating system, the classifier failed to correctly la-
bel traces from the other. The only exception was a single trace of cnn . com loaded from
Linux, which the classifier identified correctly despite the having been trained only on
examples from Windows 7. When we rearranged the input sets so that each contained
an equal number of traces from each OS, then trained on one of these mixed sets, the
classifier correctly labeled all unlabeled traces from the other mixed set.

Differences among OSes include system timers, drivers, memory management,
GUI characteristics, and performance tuning. All of these differences may play roles in



Current Events 711

differentiating power-consumption patterns. The above result suggests that a prospec-
tive attacker should collect traces under as many different operating systems as possible.

Machine Diversity. When we varied both machine and operating system, the SVM
classifier failed to correctly label any traces. We trained an SVM on the MacBook
(running Mac OS 10.7.3) with 50 webpages and tested on the Lenovo laptop (run-
ning Windows 7) for 5 webpages (google.com, cnn. com, espn.com, 1live. com, and
youtube . com). Then switched the roles and trained and tested again. For all webpages,
the SVM failed to correctly label traces from one machine when trained only on exam-
ples from the other. The precision and recall never exceeded 10%.

Training on examples from both machines allowed the SVM to classify traces from
both machines accurately: 98.4% precision and 98.2% recall on average for the 5 web-
pages. This result suggests that, as in the operating system experiment, the problem
lies in the lack of training diversity. In the future, we intend to test this hypothesis by
training an SVM on a small, but diverse, set of machines and then testing traces from
machines that are not represented in the training set.

5.4 Background Activities

Noting the tendency of users to browse multiple webpages at the same time and running
background processes, we measured the classifier’s sensitivity to background noise. We
randomly chose one of the 51 webpages in our training set—1live.com —and loaded
it with combinations of background processes. We collected traces for 1ive.com on a
MacBook when a combination of the following 4 processes were running: gmail . com,
iTunes radio, pandora. com, and a word processor. We collected traces for 8§ combina-
tions in total, e.g., only gmail.com; gmail.com, pandora.com, and word processor
together, etc. We trained the SVM with examples for all 51 webpages without any back-
ground process and tested it using the background examples. In all cases, the classifier
was able to classify 1ive. com accurately with 100% precision and 100% recall.

Even though we only tested one webpage and a small set of background processes,
the result suggests that the classifier can be robust against combinations of background
processes. A possible explanation for the classifier’s robustness is that the background
processes do not saturate the CPU load and have little effect on the GPU load because
they are literally in the background and do not draw to the screen. Quantifying the limits
of this robustness will require further investigation.

5.5 Sampling Rate Differentiation

Decreasing the sampling rate at which an instrumented outlet records voltage would
allow for tracing and exfiltration using simple, low-cost hardware. To understand how
robust the classifier is to changes in sampling rate, we repeated the set of page differen-
tiation tests, but simulated lower sampling rates by restricting the set of input features
to those representing lower-frequency components. Figure 4| compares the results with
the original sampling rate against results with simulated lower sampling rates. Each
reduction in sampling rate is by a factor of two.

Reducing the sampling rate by a factor of more than 30 (from 250 kHz to 7.8 kHz)
incurs only a 9% reduction in average precision and recall. These results show that the
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Fig. 4. The average precision and recall across all 51 pages with exponentially increasing sample
rate. The classifier’s performance decreases with sampling rate, but the precision and recall do
not drop below 90% until the sampling rate is less than 4 kHz.

lower frequency bands alone contain enough information to accurately classify web-
pages. An attacker could likely produce a compact and inexpensive measurement device
capable of mounting successful attacks.

5.6 Exclusion of Unknown Pages

Our classifier reliably identifies pages appearing in the training set, but a practical attack
would require the classifier to reject pages not appearing in the training set as well. With
training and testing sets that resembled each other, a classifier could perform equally
well in the previous experiments whether it learned to cluster positive or negative ex-
amples. To test the hypothesis that the SVMs learned to cluster only negative examples
during training, we tested them with a set of previously unseen webpage samples that
were not in the training set.

We gathered one trace from each of 441 webpages randomly selected from a list of
1 million popular pages published by Alexa [2]], making sure to remove pages that were
already in the training set. We then tested all 441 pages against all 51 trained SVMs and
measured their false-positive rates. The total false positive rate over all classifiers was
1.6%, leading us to reject the above hypothesis and conclude that the SVMs correctly
learned to cluster positive examples.

6 Countermeasures to Limit Information Leakage

This section sketches several countermeasures to mitigate the threats described in Sec-
tion[Il Hardware and software countermeasures both present inherent tradeoffs. Hard-
ware mechanisms that increase design complexity or cost may not find traction with
high-volume manufacturers. Software countermeasures that increase computational
work may vitiate energy-efficiency measures. Altering workloads to disguise activity
may negatively affect usability or user satisfaction. Effective yet usable countermea-
sures remain an open problem.

Software Countermeasure: Delays and Throttling. The classifier’s poor perfor-
mance with traces gathered using Coral or Tor suggests that delays complicate clas-
sification. Tor in particular is a very effective countermeasure according to our experi-
ments. For users unable or unwilling to use Tor, it may be possible to leverage similar
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changes in activity patterns. A defensive idea from Song et al. [28§]] is to introduce ran-
dom delays in the time domain, which will cause changes in the frequency domain
that may confuse our classifier. The problem with random delays, as Song et al. point
out, is that different instances of the same private signal, with different random delays
added to each, give an attacker enough information to learn the true timing of the sig-
nal by simply averaging the delays. The same problem afflicts the defensive strategy of
randomizing the order in which the browser loads page elements.

Hardware Countermeasure: Current Filtering. Filtering circuitry that damps cur-
rent fluctuations could prevent workload-dependent information from leaking onto the
AC power line. SMPSes internally implement low-pass filters to remove high-frequency
noise and meet government EMI standards [9]. Our experiments reveal that, for the
SMPSes we tested, the frequencies useful for classification are below the internal filter’s
cutoff. A more aggressive low-pass filter or a high-pass filter could remove additional
information, but would likely increase the cost and physical size of an SMPS. Our sam-
pling rate experiments show that the classifier is effective until the maximum observable
frequency drops below 4 kHz, so much more filtering would likely be required.

7 Related Work

AC Power Event Recognition. This work focuses on classifying run-time events
on the order of seconds on a general-purpose computer, in contrast to previous work
that measured on—off transitions at a large granularity from a household vantage point.
Research on recognizing activity by measuring AC power goes back to at least 1989,
when Hart proposed nonintrusive load monitoring (NILM) to map changes in total
household power consumption to appliance activations [[1213]]. Hart also recognized the
potential for abuse of NILM techniques. Recently, Gupta et al. proposed ElectriSense,
a system that uses a single-point monitor to detect electromagnetic interference (EMI)
generated by consumer electronics’ switched-mode power supplies [26/11]. Both NILM
and ElectriSense effectively capture and identify on and off events at the device level,
but neither aims to infer the internal states of integrated commodity devices such as
personal computers, as our work does.

Enev et al. refined the ElectriSense concept by studying the correlation of EMI with
video signals being played on modern high-definition televisions [8]. They classified
signals (video segments) more than 15 minutes long. In comparison, we focus on classi-
fying signals containing shorter periods of activity and monitor comparatively complex
general-purpose hardware. Our sensing apparatus is also somewhat simpler, relying on
a single sense resistor and no hardware filtering.

Our prior work has argued that ever-increasing energy proportionality has positive
and negative consequences for security and privacy and presented preliminary webpage
classification results with a smaller corpus [6]. This work instead focuses specifically
on attacks against user privacy and presents a much more in-depth empirical analysis.

Network Traffic Analysis. Past work has, like ours, exploited side channels to learn
sensitive information from traffic that may be encrypted. From previous work we bor-
row the intuition that webpages induce characteristic activity patterns that are robust
against encryption and the passage of time. Several researchers have trained classifiers
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on encrypted or obfuscated web traffic and observed that they could match webpages
against their training set using only packet-length information [[14422[23/29]]. Our classi-
fier uses AC power traces as input rather than network traces, and so observes a noisier,
aggregate side channel.

Parasitic Modulation. Our work focuses on leakage via a wired channel, unlike many
past works that focus on leakage via parasitic modulation. Looking at CRT monitors,
van Eck published the first unclassified side channel analysis work, demonstrating that
the screen image could be reconstructed remotely using a TV receiver and tuned os-
cillators [31]]. Kuhn further analyzed leakage from CRT and LCD monitors based on
parasitic modulation [19120,21]]. Vuagnoux and Pasini also investigated leakage via par-
asitic modulation, though they targeted keyboards rather than monitors and detached
their laptop power supplies to avoid interference [32]]. Barisani and Bianco indepen-
dently demonstrated keystroke recovery for PS/2 keyboards by attaching a resistor to
the AC power cable, as in our work. They focus only on information from the keyboard
and rely on the observation of high-speed switching specified by the PS/2 protocol [3].

DC Power Analysis. Our methods are not designed to find key material, unlike past
work studying DC circuits that required pin-level access to components or detailed
knowledge of the circuits under test. Kocher et al. summarize much of the abundant
research on timing and power side channels [17/18]]. The most straightforward of these
attacks measures a small portion of the complete system and uses domain knowledge
to infer the information being processed. This type of attack requires physical access
to the system, knowledge of the cryptosystem under attack, and thousands of accurate
measurements of the same process.

8 Extensions and Future Work

Alternative Tracing Methods. In our experiments, we physically connect probes to
an AC circuit to trace electrical activity. An ancillary goal of this work is to demon-
strate that it is possible to covertly modify a power outlet, so physical contact with the
computer’s power cord is a reasonable expectation under our threat model. However,
less-invasive methods exist to measure the current along the power cable. In particular,
a Hall effect sensor, which measures current via the magnetic field around a wire, could
provide a way to trace power consumption if modifying the outlet is infeasible. Such an
eavesdropper could easily be removed when not in use. We have not tested our classifier
against traces captured with a Hall effect sensor, but we have confirmed that Hall effect
sensors matching our sense resistor’s sensitivity exist.

Another possibility is indirect measurement similar to that of Enev et al. [8]]: con-
necting measurement equipment in parallel with the victim on the same electrical cir-
cuit but on a different outlet. We expect classification performance to decline because
of the higher noise floor, but measurements might reveal that traces from outside the
victim’s outlet are qualitatively good enough for an attacker to use.

Adding Classification Features. The current SVM classifier relies solely on a coarse-
grained Fourier transform to learn unique webpage features. There are many promising
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extensions to the feature space that could improve classification performance. One sim-
ple extension would be to increase the resolution of the Fourier transforms used to train
and test the classifier. Doing so would increase the dimensionality of the feature space,
and possibly the classifier’s ability to distinguish among webpages.

An extension that takes advantage of SMPS load characteristics would be to simulta-
neously sample both voltage and current. As Section[Aldiscusses, SMPSes are nonlinear
loads that pull the voltage and current waveforms out of phase in a way that is related
to the workload. The changing relationship between the voltage and current waveforms
over time may reveal more information about the state of the system that is orthogonal
to raw current consumption.

Detecting Other Activities. As we have emphasized in this work, computers are com-
plex, general-purpose devices. The space of possible actions that a user might take is
vast. While we have focused on web activity in order to address a well-defined, tractable
problem, future work could address a broad range of other activities. Tasks as simple
as counting keystrokes, regardless of whether different keys can be recognized, may re-
veal sensitive information. Song et al. have demonstrated that counting keystrokes can
reduce the search space for brute-force password cracking by a factor of 50 [28].

9 Conclusions

This work demonstrates that a computer’s AC power consumption reveals sensitive in-
formation about computing tasks, specifically the webpage that the computer is loading.
We designed methods for webpage identification that extract power consumption sig-
natures that are obscure in the time domain but more apparent in the frequency domain.
With a data set of over 13,000 power traces of 51 popular webpages, our trained clas-
sifier can correctly label unseen traces with 99% precision and 99% recall. The power
trace signatures are robust against several variations including the use of an encrypting
VPN, background processes, changes in network location, or even the use of a different
computer. This is the first paper that quantifies the degree to which information about
browsing activity leaks via the AC power supply. We believe it represents an early step
in understanding this side channel. The increasing dynamic range of hardware power
consumption will lead to further information leakage. Open research problems include
the design and evaluation of countermeasures to mitigate the privacy risks of using un-
trusted power infrastructure.
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A Hardware Specifications

MacBook-1: 2008 model, dual-core Intel Core 2 Duo processor, 4 GB of RAM, Intel
GMA X3100 GPU, 80 GB Corsair SATA II MLC solid-state drive, and Mac OS 10.6.8.
We removed the battery from MacBook-1 during all experiments.

MacBook-2: 2008 model, dual-core Intel Core 2 Duo processor, 4 GB of RAM, Intel
GMA X3100 GPU, 320 GB SATA magnetic drive, and Mac OS 10.7.3. The battery
remained in MacBook-2 during all experiments.

Dell Vostro desktop PC: quad-core Intel Core i5 processor, 4 GB of RAM, AMD
Radeon 6450 GPU, and 250 GB SATA magnetic drive. We tested the desktop PC under
Windows 7 and Ubuntu 10.04.

Lenovo T410 Laptop: Intel Core i5 processor, 4 GB of RAM, 300 GB SATA mag-
netic drive, and Windows 7 OS. The battery remained in the laptop during all experi-
ments.
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