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Abstract. This research measured factors that influence the adoption of encryp-
tion to secure data in the cloud and provided guidance on when encryption
might be most appropriate. Additionally, the study investigated the important
elements necessary to develop a framework for a secure cloud computing envi-
ronment. The objective of this research was to provide normative guidance
and empirical data that assists both cloud service providers and users of cloud
technology in selecting the best mitigation, or suite of mitigations, that most ef-
fectively protect data in the cloud. This research helps to fill a gap by examin-
ing issues affecting cloud consumers, the elements that play a role in the
decision to use a cloud service, and the influencing factors in the decision to use
encryption to secure data in the cloud.

1 Introduction

As organizations contemplate the adoption of cloud computing, concerns regarding
security and control over client data are being brought to the forefront, as are issues of
responsibility between consumers and providers. An IDC (2008) survey and two
Avanade (2009a, b) surveys found that while an increasing number of organizations
are viewing cloud computing as a viable technology, the most prevalent factor inhibit-
ing the adoption of cloud computing is security. A Ponemon (2011) survey of cloud
service providers found that the vast majority did not view cloud security as their
responsibility but instead pointed the finger at the cloud consumer. Furthermore, the
providers did not perceive a competitive advantage over the competition in offering
secure cloud solutions. Research performed by the Queen Mary University of London
School of Law found that for a majority of off-the-shelf cloud services, the service
contracts were typically written to absolve the cloud service provider of any responsi-
bility for security failures, except where legislation dictated otherwise (Bradshaw,
Millard, & Walden, 2011).

Three primary aspects covered in this study were concerns over the security of data
in the cloud, the factors in the decision to adopt a new technology, and recommenda-
tions on the use of encryption to secure data. The literature has consistently shown
that concerns over security, governance, and privacy rank highly in the minds of con-
sumers when considering the use of cloud computing services (Avanade, 2009a;
Avanade, 2009b; Blum & Krikken, 2009; CSA, 2009; Chichester, 2009; Chow et al.,
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2009; ENISA, 2009; Fischmann, 2008; Forsheit, 2009; Kaufman, 2009; Mowbray &
Pearson, 2009). Research by Dynes, Brechbuhl, and Johnson (2005), Fichman (1992),
and Johnson and Goetz (2007) and suggests that the decision to adopt a technology —
particularly information security — is a complex process and that information technol-
ogy (IT) and information assurance (IA) professionals were most often relied upon for
their expertise when organizations considered adopting new IT tools and/or technolo-
gies. Finally, encryption is a frequently recommended solution for protecting data as
found in standards, guidance, and legislation (21 CMR 17.00, 2010; CSA, 2010;
ENISA, 2009; HIPAA HHS, 2006; ISO/IEC 27002, 2005; McCallister et al., 2010;
NRS 603A, 2010; PCI DSS, 2009).

However, there are practical limits to encryption as a “cure-all” solution for secur-
ing data. As cited by CSA “encryption itself does not necessarily prevent data loss”
(CSA, 2009, p.60) because there are vulnerabilities — such as weak authentication —
and failures of process — such as poor key management — which can adversely affect
the security which encryption is meant to provide. If the cloud service provider per-
forms the encryption and key management (CSA, 2009; Blum & Krikken, 2010;
ENISA, 2009), this may weaken protection of the data because a third party has con-
trol over, and potentially access to, the data (Couillard, 2010; Gellman, 2009). There
is also the challenge of encrypting data at rest versus data in transit which are typical-
ly separate actions requiring different sets of encryption keys, additional key man-
agement, and separate processing. The largest gap in cryptography is the inability to
effectively and efficiently maintain encryption on data in use. Homomorphic encryp-
tion — which could enable some processing of data while it remains encrypted - is
being offered as a potential solution (Chow et. al, 2009; Fischmann, 2008; Lauter,
Naehrig, & Vaikuntanathan, 2011; Naone, 2011), but it will require further research
and testing, which may take many years, to bring homomorphic encryption into play
as a realistic business solution (Blum & Krikken, 2009; ENISA, 2009; Schneier,
2009).

2 Experiments

Based on research by Dynes, Brechbuhl and Johnson, (2005), Fichman (1992), John-
son and Goetz (2007), and prior willingness to adopt technology research by Cole
(2008), Comings (2008), Lease (2005), Ting (2008), and Turek, (2011), it was
deemed relevant to solicit the perceptions of IT/IA professionals on their willingness
to adopt encryption to secure data in the cloud. The four independent variables for this
research - security effectiveness, organizational need, reliability, and cost-
effectiveness — have been identified by a number of researchers as factors in the deci-
sion to adopt a technology (Ettlie, 2006; Lease, 2005; Roberts & Pick, 2004; Soliman
& Janz, 2004; Tobin & Bidoli, 2006; VarShney et al., 2002) and yielded the four
research questions posed in this study:

Question 1: Is an IT/IA professional’s willingness to adopt encryption to secure data
in the cloud dependent on his/her perception of its security effectiveness?
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Question 2: Is an IT/IA professional’s willingness to adopt encryption to secure data
in the cloud dependent on his/her perceived need for security technologies?

Question 3: Is an IT/IA professional’s willingness to adopt encryption to secure data
in the cloud dependent on his/her perception of its reliability?

Question 4: Is an IT/IA professional’s willingness to adopt encryption to secure data
in the cloud dependent on his/her perception of its cost effectiveness?

To measure the dependent variable — willingness to adopt encryption to secure data in
the cloud — participants were asked about their willingness to adopt encryption and if
they believed that encryption uses proven technology. To measure security effective-
ness, participants were asked if they would adopt encryption to secure data in the
cloud and consider that the use of encryption is secure, if they considered encryption
more secure than other data protection methods, whether they had concerns about the
technology of encryption, and if they were willing to adopt encryption to secure data
in the cloud. For the measurement of organizational need, participants were asked if
they perceived that their organization needed to improve the security of its IT assets
in the cloud, if they perceived that their organization needed encryption to secure its
IT assets in the cloud, and if they perceived that encryption of data in the cloud pro-
vided significant benefit to their organization. To measure reliability, participants
were asked if they perceived encryption to be reliable, and if they perceived it to
be more reliable than other IT security methods. Cost effectiveness was measured by
asking respondents if they perceived encryption to provide a good value for the cost,
if they perceived that maintenance costs for encryption were lower than other IT secu-
rity methods, and if they perceived that encryption offered cost savings as compared
to other IT security methods.

3 Results

In the hypothesis testing, it was shown that all four of the hypotheses were supported
via analysis of the Chi-Square Test for Independence. IT/IA professionals’ willing-
ness to adopt encryption to secure data in the cloud is dependent on their perception
of its security effectiveness, reliability, cost effectiveness, and the needs of their or-
ganizations. The results in this study align with those of previous researchers and
guidance in the literature in noting the influence of these four independent variables in
the decision to adopt a security technology.

Once it was established that there was a relationship between the dependent varia-
ble and each of the independent variables, further statistical analysis was performed to
evaluate the strength of those relationships. Pearson’s Product Moment Correlation
showed that the strongest relationships between dependent and independent variables
were, in descending order, security effectiveness (r =.563), organizational need
(r = .453), cost effectiveness (r = .333), and reliability (r = .324). All of these rela-
tionships were statistically significant (n = 172, p = .001).
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Table 1. Pearson Correlation for Dependent and Independent Variables

Dependent Variable Need Reliable Cost Security
Pearson Correlation 1 453%% .324%% .333%* .563%*
DV Sig (2 tailed) .000 000 .000 .000
N 172 172 172 172 172
Pearson Correlation 453 1 .087 .356%* 236%*
Sig (2 tailed) .000 259 .000 .002
N N 172 172 172 172 172
Pearson Correlation 324%* .087 1 215%* .392%%*
R Sig (2 tailed) .000 259 .005 .000
N 172 172 172 172 172
Pearson Correlation 333%* 356%* 215%* 1 268%*
C Sig (2 tailed) .000 .000 .005 .000
N 172 172 172 172
172
Pearson Correlation .563%#* 236 .392%* .268%#* 1
S Sig (2 tailed) .000 .002 .000 000
N 172 172 172 172 172
** Correlation is significant at the 0.01 level (2-tailed).
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Fig. 1. Histogram: Willingness to Recommend Encryption
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While the survey focused on IT/IA professionals, 31.4% of participants identified
themselves as being in an IT/IA management role. The results of additional statistical
analysis showed that the perceptions of the management respondents the adoption of
encryption to secure data in the cloud were largely similar to those of the entire sam-
ple population. For this study, the alignment of perceptions for IT/IA management
and IT/IA professionals reflects results in the research of Dynes, Brechbuhl, and
Johnson (2005) in that IT/IA management often relies on the advice of IT/IA profes-
sionals when considering the adoption of security technology.

3.1  Alternatives to Encryption

One item in the survey asked respondents to choose a course of action if encryption
was not available as an option to secure data in the cloud. The vast majority of res-
pondents (56.4%) indicated that they would not use a cloud service for this data if
encryption was not an option to protect it, while the next highest percentage of res-
pondents (26.4%) replied that access controls would be relied upon if encryption were
not available. Only 9.2% of respondents felt that anonymization of the data was a
suitable choice if encryption were not available and the lowest number of respondents
(8%) felt that relying on the contract with the cloud provider to protect the data was
an acceptable option.

Alternatives to Encryption
1007

Count

Make the data Rely on access  Rely onthe contract Mot use a cloud
anonymous controls service for this data
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Fig. 2. Survey results for encryption alternatives query
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The management subset was even more adamant: 62.96% chose not to use a
cloud service for data if encryption was not an option. Only 3.7% of the management
respondents chose to use anonymization as an option, and the percentages for the
other two options were largely similar to those stated above.

4 Conclusions

The information provided in this research is valuable to both those considering using
a cloud service as well as those developing and/or providing cloud services. The re-
sults of this research align with earlier studies cited heretofore in that, clearly, users of
cloud services feel a strong need to protect their data. Encryption is an often-
recommended solution which IT/IA professionals have years of experience in, and a
large percentage of those professionals prefer not to use a cloud service if encryption
is not an option to protect their data. This need becomes a critical factor in the deci-
sion to utilize one cloud offering versus another and it benefits both cloud consumer
and provider if encryption is an option.

Implications for practitioners are clear — users of cloud services expect that there
will be reasonable options for securing their data. Cloud service providers that feel
security is not an important factor in the decision to use a cloud service, or believe
that it is not beholden on the cloud service provider (CSP) to provide reasonable data
security options, will discover that services lacking this desired feature are less attrac-
tive to consumers. While such providers may be able to enjoy some measure of suc-
cess in these relatively early days of cloud computing with a “caveat emptor” mentali-
ty, the law of diminishing returns will likely come into play as more mature service
offerings evolve along with an increased willingness by providers to share risks with
cloud consumers.

Cloud consumers must educate themselves on the risks and rewards of various ser-
vice offerings, and solicit the advice of subject matter experts on legal, regulatory,
security, privacy, and governance issues prior to serious consideration of using a
cloud service to create, store, process, or transfer data. While data owners can out-
source some of the responsibility for protecting their data, they cannot effectively
outsource the liability for any failure. The penalties of fines, sanctions, regulatory
actions, and possible litigation, along with the negative financial impact of damaged
reputation and brand, can easily render insignificant the proposed cost savings of a
cloud service. The term service level agreement (SLA) has become a buzzword to the
point that it seems to be the solution for everything cloud, and therefore consumers
must understand well the intended purpose of such agreements and the limitations in
scope and remedy provided by them.

In the most idealistic sense, a major premise of the cloud is that the consumer
“pays no attention to that man behind the curtain” and signs a contract with a provider
who appears to provide the entire solution as stated in the sales literature. However,
the cloud service provider will likely have dependencies on other providers (storage,
network, application, processing, etc.) — none of which are necessarily contractually
obligated directly back to the consumer. Further, these dependencies may change
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frequently and suddenly without the knowledge of the consumer — especially when
cloud service providers are trying to meet elasticity requirements - and it can become
a challenge for the consumer to know where their data is and howl/if it is being
appropriately protected. This daisy chain of trust may well pose risks over which the
cloud consumer has no direct legal remedy, and the contract with the provider may
not afford such. Increased levels of due diligence and due care are required by policy
makers to ensure that cloud service agreements sufficiently identify and address all
pertinent risks to the organization, that responsibilities are clearly delineated among
all parties, and that remedies are explicitly understood in the case of performance
failure and/or breach of contract.

Any organization contemplating using a cloud service should perform thorough
due diligence around sensitivity of their data, vulnerabilities of the environment, repu-
tation of the cloud service provider(s), and terms of the contract. While benefits of
cloud computing in terms of efficiencies, flexibility, productivity, and cost savings
have been shown both in empirical research and more frequently in white papers and
case studies, not all of these benefits can be generalized across the vast spectrum of
cloud services, infrastructures, and platforms to provide useful data for comparison
and study. Hopefully, in the longer term, cloud standards, taxonomies, and ontologies
will provide the foundation for a clear understanding of the risks and rewards of cloud
computing which transcend current boundaries. In the current environment and for the
near future, cloud consumers should entrust their data only to those providers whose
platforms and services clearly meet the needs of their organization and do not intro-
duce unacceptable levels of risk.
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