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Abstract. In the setting of secure two-party computation, two parties
wish to securely compute a function of their joint private inputs. The
theoretical foundations of this problem were laid down in the 1980s, and
it has been heavily studied due to its generality and many applications.
However, until recently, secure computation was considered a theoretical
problem of purely theoretical interest. This has changed, and progress on
the question of efficient secure computation has been extraordinarily fast
in the past five years. In this talk, we survey some of this recent progress
and describe the main techniques used for obtaining fast two-party com-
putation, based on Yao’s garbled circuit protocol. We will present the
main algorithmic/protocol improvements, as well as implementation is-
sues that have turned out to be a big factor in obtaining concrete effi-
ciency. In addition, we will relate to the settings of semi-honest, covert
and malicious adversaries, and will describe the challenges that arise for
each along with the solutions and major open questions.
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