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Abstract. KASUMI is a block cipher which consists of eight Feistel
rounds with a 128-bit key. Proposed more than 10 years ago, the confi-
dentiality and integrity of 3G mobile communications systems depend on
the security of KASUMI. In the practically interesting single key setting,
only up to 6 rounds have been attacked so far. In this paper we use some
observations on the FL and FO functions. Combining these observations
with a key schedule weakness, we select some special input and output
values to refine the general 5-round impossible differentials and propose
the first 7-round attack on KASUMI with time and data complexities
similar to the previously best 6-round attacks. This leaves now only a
single round of security margin.

The new impossible differential attack on the last 7 rounds needs
2114.3 encryptions with 252.5 chosen plaintexts. For the attack on the
first 7 rounds, the data complexity is 262 known plaintexts and the time
complexity is 2115.8 encryptions.
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1 Introduction

The block cipher KASUMI is designed for 3GPP (3rd Generation Partnership
Project, which is the body standardizing the next generation of mobile tele-
phony) as the basis of confidentiality and integrity algorithms by ETSI SAGE
[11]. Nowadays, it is widely used in UMTS, GSM and GPRS mobile communi-
cations systems [12].

KASUMI has eight Feistel rounds with a 128-bit key optimized for hardware
performance, and is a slightly modified version of the block cipher MISTY1 [7].
Because of its importance, KASUMI attracts a great deal of attention of cryp-
tology researchers. Several attacks on variants of KASUMI were published in
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past years [8,9,10]. In the single-key setting, the best result is an impossible dif-
ferential attack on a 6-round version of the cipher presented by Kühn [5]. In the
related-key setting, Blunden and Escott gave a differential attack of KASUMI
reduced to 6 rounds [3]. Later, Biham et al. introduced related-key boomerang
and rectangle attacks on the full 8-round KASUMI, which need 278.7 and 276.1

encryptions respectively [2]. At Crypto 2010, Dunkelman et al. proposed a prac-
tical related-key attack on the full KASUMI by using a new strategy named
sandwich attack [4], which is a formal extension of boomerang attack. However,
these attacks assume control over the differences of two or more related keys in
all the 128 key bits. This gives not only the attacker a lot more degrees of free-
dom, it also renders the resulting attack inapplicable in most real-world usage
scenarios.

For an impossible differential attack, the secret key is obtained by eliminat-
ing wrong keys which bring about the input and output values of the impos-

sible differential. The general 5-round impossible differential (0, a)
5R
� (0, a) [1],

that holds for any balanced Feistel scheme, was used to attack 6-round KA-
SUMI, where a is a 32-bit non-zero value [5]. We observe that the output dif-
ference only depends on 64 bits of the key when the input difference is selected
as (0, ∗‖0). Hence we consider a new, more fine-grained impossible differential

(0, al‖0) 5R
� (0, al‖0), where al is a 16-bit non-zero value. We mount this impos-

sible differential on round 2 to 6 to analyze the last 7 rounds, and the input
and output values of the impossible differential obtained by partial encryption
and decryption in the extended rounds only depend on 112 bit keys. The attack
costs 252.5 chosen plaintexts and 2114.3 encryptions. Because the positions of the
FL and FO functions are different in even rounds and odd rounds, the above
impossible differential attack is not applied to the first 7 rounds. However, we
have some new observations on the FL function, with which the wrong keys are
eliminated earlier than before. The new attack on the first 7 rounds of KASUMI
needs 262 known plaintexts and 2115.8 encryptions. A summary of our attacks
and previous attacks with a single key is given in Table 1.

Table 1. Summary of the attacks on KASUMI

Attack Type Rounds Data Time Source

Higher-Order Differential 5 222.1 CP 260.7 Enc [10]
Higher-Order Differential 5 228.9 CP 231.2 Enc [9]
Integral-Interpolation 6 248 CP 2126.2 Enc [8]
Impossible Differential 6 255 CP 2100 Enc [5]
Impossible Differential 7(2-8) 252.5 CP 2114.3 Enc Sect. 4
Impossible Differential 7(1-7) 262 KP 2115.8 Enc Sect. 5

CP refers to the number of chosen plaintexts.
KP refers to the number of known plaintexts.
Enc refers to the number of encryptions.
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The paper is organized as follows. We give a brief description of the block
cipher KASUMI in Sect. 2. Some observations used in our cryptanalysis are
shown in Sect. 3. In Sect. 4, we propose an improved impossible differential
attack on the last 7 rounds of KASUMI. And the impossible differential attack
on the first 7 rounds of KASUMI is presented in Sect. 5. We summarize the
findings and conclude in Sect. 6.

2 Description of KASUMI

KASUMI works on a 64-bit block and uses a 128-bit key. We give a brief descrip-
tion of KASUMI in this section and discuss cost models for evaluating attack
complexities.

Key Schedule. In order to make the hardware significantly smaller and reduce
key set-up time, the key schedule of KASUMI is much simpler than the original
key schedule of MISTY1. The 128-bit key K is divided into eight 16-bit words:
k1,k2, ..., k8, i.e., K = (k1, k2, k3, k4, k5, k6, k7, k8). In each round, eight key
words are used to compute the round subkeys, which are made up of three parts
KLi, KOi and KIi. Here, KLi = (KLi,1,KLi,2), KOi = (KOi,1,KOi,2,KOi,3)
and KIi = (KIi,1, KIi,2, KIi,3). We summarize the details of the key schedule
of KASUMI in Tab. 2.

Table 2. The key schedule of KASUMI

Round KLi,1 KLi,2 KOi,1 KOi,2 KOi,3 KIi,1 KIi,2 KIi,3
1 k1 ≪ 1 k′

3 k2 ≪ 5 k6 ≪ 8 k7 ≪ 13 k′
5 k′

4 k′
8

2 k2 ≪ 1 k′
4 k3 ≪ 5 k7 ≪ 8 k8 ≪ 13 k′

6 k′
5 k′

1

3 k3 ≪ 1 k′
5 k4 ≪ 5 k8 ≪ 8 k1 ≪ 13 k′

7 k′
6 k′

2

4 k4 ≪ 1 k′
6 k5 ≪ 5 k1 ≪ 8 k2 ≪ 13 k′

8 k′
7 k′

3

5 k5 ≪ 1 k′
7 k6 ≪ 5 k2 ≪ 8 k3 ≪ 13 k′

1 k′
8 k′

4

6 k6 ≪ 1 k′
8 k7 ≪ 5 k3 ≪ 8 k4 ≪ 13 k′

2 k′
1 k′

5

7 k7 ≪ 1 k′
1 k8 ≪ 5 k4 ≪ 8 k5 ≪ 13 k′

3 k′
2 k′

6

8 k8 ≪ 1 k′
2 k1 ≪ 5 k5 ≪ 8 k6 ≪ 13 k′

4 k′
3 k′

7

x ≪ i : x rotates left by i bits.
k′
i = ki ⊕ ci,where the cis are fixed constants.

Encryption. KASUMI is a Feistel structure with 8 rounds. Each round is
made up of an FL function and an FO function. In odd numbered rounds the
FL function precedes the FO function, whereas in even numbered rounds the
FO function precedes the FL function. See Fig. 1 (a) for an illustration.

Let Li−1||Ri−1 be the input of the i-th round, and then the round function is
defined as

Li = FO(FL(Li−1,KLi),KOi,KIi)⊕Ri−1,
Ri = Li−1,
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Fig. 1. The structure and building blocks of the block cipher KASUMI

where i = 1, 3, 5, 7.‘⊕‘ denotes the bitwise exclusive-or (XOR), and ‘‖‘ represents
the concatenation. When i = 2, 4, 6, 8,

Li = FL(FO(Li−1,KOi,KIi),KLi)⊕Ri−1,
Ri = Li−1.

Here, L0‖R0, L8‖R8 are the plaintext and ciphertext respectively, and Li−1,
Ri−1 denote the left and right 32-bit halves of the i-th round input.

The FL function is a simple key-dependent boolean function, depicted in
Fig. 1 (c). Let the inputs of the FL function of the i-th round be XLi =
XLi,l‖XLi,r, KLi = (KLi,1,KLi,2), the output be Y Li = Y Li,l‖Y Li,r, where
XLi,l, XLi,r, Y Li,l and Y Li,r are 16-bit integers. And the FL function is defined
as follows:

Y Li,r = ((XLi,l ∧KLi,1) ≪ 1)⊕XLi,r, (1)

Y Li,l = ((Y Li,r ∨KLi,2) ≪ 1)⊕XLi,l, (2)

where ‘∧‘ and ‘∨‘ denote bitwise AND and OR respectively, and ‘x ≪ i‘ implies
that x rotates left by i bits. FLi is the FL function of i-th round with subkey
KLi.
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The FO function provides the non-linear property in each round, which is
another three-round Feistel structure consisting of three FI functions and key
mixing stages. The FO function is depicted in Fig. 1 (b). There is a 96-bit
subkey in FO function of each round (48 subkey bits used in the FI functions
and 48 subkey bits in the key mixing stages). Let XOi = XOi,l‖XOi,r, KOi =
(KOi,1,KOi,2,KOi,3), KIi = (KIi,1, KIi,2, KIi,3) be the inputs of the FO
function of i-th round, and Y Oi = Y Oi,l‖Y Oi,r be the corresponding output,
where XOi,l, XOi,r, Y Oi,l, Y Oi,r and XIi,3 are 16-bit integers. Then the FO
function has the form

XIi,3 = FI((XOi,l ⊕KOi,1),KIi,1)⊕XOi,r,
Y Oi,l = FI((XOi,r ⊕KOi,2),KIi,2)⊕XIi,3,
Y Oi,r = FI((XIi,3 ⊕KOi,3),KIi,3)⊕ Y Oi,l.

For simplicity, define the FO function of i-th round as FOi.
The FI function uses two sboxes S7 and S9 which are permutations of 7-bit to

7-bit and 9-bit to 9-bit respectively. Suppose the inputs of the j-th FI function
of the i-th round are XIi,j , KIi,j and the output is Y Ii,j , where XIi,j and Y Ii,j
are 16-bit integers. In order to abbreviate the FI function, we define half of FI
function as FI, which is a 16-bit to 16-bit permutation. The structure of FI and
FI is depicted in Fig. 1 (d). Y Ii,j = FI(XIi,j) is defined as

Y Ii,j [0− 8] = S9(XIi,j[7− 15])⊕XIi,j [0− 6],

Y Ii,j [9− 15] = S7(XIi,j[0− 6])⊕ Y Ii,j [0− 6],

where z[i1 − i2] denotes the (i2 − i1 +1) bits from the i1-th bit to i2-th bit of z,
and ‘0‘ is the least significant bit. The FI function is simplified as

Y Ii,j = FI(XIi,j ,KIi,j) = FI((FI(XIi,j)⊕KIi,j) ≪ 7).

Denote FIi,j as the j-th FI function of the i-th round with subkey KIi,j .

3 Some Observations of KASUMI

Let ΔX = X ⊕X ′ be the difference of two values X and X ′. We describe some
observations on the FO and FL functions, which are used in our cryptanalysis
of KASUMI.

Observation 1. Given a pair of input values (XO,XO′) of the FO function
with difference ΔXO = (ΔXOl‖ ΔXOr) = (al‖0), where al is a 16-bit non-zero
value. Let ΔY O (ΔY Ol‖ΔYOr) be the corresponding output difference, and then
ΔY O only depends on the 64-bit subkey KI1, KO1, KI3 and KO3.

Observation 2. [6] Let X, X ′ be l-bit values, and ΔX = X ⊕X ′. Then there
are two difference properties of AND and OR operations, such that

(X ∧K)⊕ (X ′ ∧K) = ΔX ∧K,

(X ∨K)⊕ (X ′ ∨K) = ΔX ⊕ (ΔX ∧K).
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Observation 3. Let al‖ar be the input differences of functions FL1 and FL7,
and the input differences of FI1,2 and FI7,2 be zero. Then the following equations
hold.

(al ∧ (k1 ≪ 1)) ≪ 1 = ar, (3)

(al ∧ (k7 ≪ 1)) ≪ 1 = ar. (4)

The input differences of FI1,2 and FI7,2 are zero, so the right 16 bits of output
differences of FL1 and FL7 are zero. By the definition of the FL function and
Observation 2, equations (3) and (4) hold. The following two observations are
deduced as well.

Observation 4. Based on equations (3) and (4), we can get

(al ≪ 1) ∨ ¬ar = 0xffff. (5)

Because the equations (3) and (4) can be represented as 16 parallel equations,

al[j + 1] ∧ k1[j] = ar[j + 2],

al[j + 1] ∧ k7[j] = ar[j + 2],
j = 0, 1, . . . , 15. (6)

it is obvious that there are only 3 out of 4 values of (al[j+1], ar[j+2]) possible,
i.e. (0, 0), (1, 0), (1, 1), where j+1 and j+2 are values mod 16. Therefore we have
Observation 4. And the equation (5) holds with probability (34 )

16 = 2−6.64 when
both al and ar are uniformly chosen from 216 values. This observation is used
to select some special impossible differentials to decrease the time complexity of
the key recovery in the attack on the first 7-round KASUMI.

Observation 5. Suppose (al[j + 1], ar[j + 2]) is chosen uniformly from the set
{(1, 1), (1, 0), (0, 0)}, where j = 0, . . . , 15, the expected number of the subkey
(k1, k7) such that the equations (3) and (4) both hold together is 216.

For each equation (6), there are 4 values of the subkey (k1[j], k7[j]) when (al[j+
1], ar[j + 2]) = (0, 0), and there is a value of the subkey (k1[j], k7[j]) when
(al[j + 1], ar[j + 2]) = (1, 0) or (al[j + 1], ar[j + 2]) = (1, 1). Suppose (al[j + 1],
ar[j + 2]) is chosen uniformly from the set {(1, 1), (1, 0), (0, 0)}, the expected
number of the subkey (k1, k7) is

16∑

j=1

(
16
j

)(
1

3

)j

4j
(
2

3

)16−j

= 216.

This observation is used to eliminate wrong keys for the impossible differential
attack on the first 7 rounds of KASUMI.

Precomputation. In order to decrease the time complexity, we consider FI as
a big sbox, and construct two key dependent difference tables of FI. For all 231

possible input pairs (XI,XI ′) of the FI function, and 216 possible subkeys KI,
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compute the corresponding output pairs (Y I, Y I ′). Store the subkey KI and
output value Y I in a hash table T1 indexed by 48-bit value (XI‖XI ′‖ΔY I).
Then there is one KI for each index on average. Store the value (XI, Y I) in
a hash table T2 indexed by 48-bit value (KI‖ΔXI‖ΔY I), and then each XI
corresponds to an index on average.

4 Impossible Differential Attack on the Last 7 Rounds of
KASUMI

The generic 5-round impossible differential of Feistel structure is utilized to

analyze 6-round KASUMI, which is: (0, a)
5R
� (0, a), where a is a 32-bit non-

zero value [5]. Combined with the Feistel structure of the round function, some
special values of a are selected to attack the 7-round version of KASUMI.

For the attack on the last 7 rounds, we select the 5-round impossible differ-
ential as:

(0, al‖0) 5R
� (0, al‖0),

where al is 16-bit non-zero value. The choice of difference al‖0 is to minimize the
key words guessing when the differential is used to attack the last 7 rounds of
KASUMI. We mount the 5-round impossible differential from round 3 to round
7, and extend one round forward and backward, respectively.

Based on observations 1 and 2, we know that, if the input difference of the
second round is selected as ΔL1 = (al‖0), k5 and k7 are not involved in the
computation of the output difference (ΔL2, ΔR2). Similarly, for the backward
direction, the input difference of the 8th round (ΔL7, ΔR7) can be obtained by
avoiding guessing (k3, k5). Apparently, k5 does not affect either (ΔL2, ΔR2) or
(ΔL7, ΔR7), which can help us to reduce the complexity of the attack.

The impossible differential attack on the last 7-round variant of KASUMI is
demonstrated as follows, see also Fig. 2.

1. Choose 2n structures of plaintexts, with each structure containing 248 plain-
texts (L1, R1) = (∗‖x, ∗‖∗), where x is a fixed 16-bit value, ‘*‘ takes all
the possible 16-bit values. There exist 295 pairs whose input differences are
of the form (∗‖0, ∗‖∗) in each structure. Query their corresponding cipher-
texts (L8, R8) and store (L1, R1, L8, R8) in a hash table indexed by 32-bit
values L1,l ⊕ R8,l and R8,r. Save the plaintext-ciphertext pair, such that
ΔL1,l = ΔR8,l and ΔR8,r = 0. There are 2n+95−32 = 2n+63 kept pairs on
average.

2. Considering the key schedule and the definition of the round function, the sub-
key (k4, k6, k7, k8) can be deduced by guessing the 48-bit subkey (k1, k2, k3).
Therefore we guess the subkey (k1, k2, k3) and compute the value ΔXL8,l =
ΔY O8,l for each plaintext-ciphertext pair. In accordance with the round-
function FO, we get ΔY I8,1 = ΔY O8,l. Partially decrypt (R8,l, R

′
8,l) to get

the intermediate value (XI8,1, XI ′8,1). Then obtain the candidate k′4 by ac-
cessing table T1.
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Fig. 2. Impossible differential attack on KASUMI reduced to rounds 2-8

3. Calculate thevalueΔXL2,l = ΔY O2,l = ΔY I2,1, partially encrypt (L1,l, L
′
1,l)

to get the intermediate value (XI2,1, XI ′2,1), and then search the candidate k′6
from table T1.

4. Compute the value ΔXL2,r (ΔY O2,r), and get the difference of intermediate
value ΔY I2,3 = ΔY O2,l ⊕ ΔY O2,r. Since ΔXI2,3 = ΔY O2,l is known, we
can get (XI2,3, XI ′2,3) by a memory access to hash table T2. Then partially
encrypt (XI2.1, XI ′2,1) to obtain k8.

5. From k8 and Observation 4, we get the value ΔXL8,r (ΔY O8,r), and then
obtain the difference of intermediate value ΔY I8,3 = ΔY O8,l ⊕ ΔY O8,r.
Partially encrypt (XI8,1, XI ′8,1) to get the value (XI8,3, XI ′8,3), and then
obtain the candidate of k′7 through a memory access to hash table T1. Thus
16-bit k7, 48-bit subkey k4‖k6‖k8 and 48-bit guessed value k1‖k2‖k3 result
in the impossible differential. Discard these 64-bit values from the list of all
the 264 possible values of the subkey (k4, k6, k7, k8).

6. For each guess of (k1, k2, k3), there are several 64-bit key words (k4, k6, k7,
k8) kept after the 2

63+n-pair filters. Search for the remaining 16-bit key word
k5, and get the right key. Otherwise, return to Step 2, and repeat the above
process.

Complexity Evaluation. In Step 6, the number of remaining values in the
list is about ε = 2112(1 − 1

264 )
2n+63

. To find a balance between the complexity
of searching the right key in Step 6 and the complexity of Steps 1-5, we choose
n = 4.5, and then ε = 296. Then the attack needs about 2n+48 = 252.5 chosen
plaintexts.
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In the first step, we need about 2n+48 = 252.5 encryptions to get the corre-
sponding ciphertexts. Step 2 costs 2n+63+32 = 299.5 memory accesses to compute
k4. In Steps 3, 4 and 5, we need to access a table of size 248 for each plaintext-
ciphertext pair and subkey (k1, k2, k3). Step 6 requires about 296 × 216 = 2112

encryptions to search for the correct key. We assume the complexity of one mem-
ory access to T1 and T2 to be about a one-round encryption. The total complexity
of our attack is hence about 2n+63×248×3/7+2112 = 2114.3 7-round encryptions.

5 Impossible Differential Attack on the First 7 Rounds of
KASUMI

To analyze the first 7 rounds of KASUMI, we specify the 5-round impossible
differential as:

(0, al‖ar) 5R
� (0, al‖ar).

Combined with the key words distribution, we mount the 5-round impossible
differential from round 2 to round 6, and extend one round forward and backward
respectively (see Fig. 3). The difference al‖ar that satisfies Observation 4 is used
to make the input difference of FI1,2 and FI7,2 be 0. Then we utilize Observation
1 to decrease the time complexity. In this case, the difference ΔL1 and ΔR6 do
not depend on the key word k4 by key schedule algorithm (see Fig. 3). In the
following, we demonstrate a known plaintext attack on 7-round KASUMI.

5-Round Impossible Differential

Round 7

ΔL6=(al||ar)ΔR6=(0||0)

ΔL1=(0||0) ΔR1=(al||ar)

 

 

 

k1 1

  FI  FI  FI   

k2 5 k5' k7 13
k8'

 

YO1L0

0

Round 1

 

 

 

 

k7 1

k1'

 FI  FI  FI     

k8 5 k3' k5 13
k6'

 

L6 YO7

0

R0

ΔL7=(c1||c2)ΔR7=(al||ar)

ΔL0=(al||ar) ΔR0=(b1||b2)
k3'

Fig. 3. Impossible differential attack on the first 7 rounds of KASUMI
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Data Collection. For 2m plaintextsP (L0, R0), query their ciphertextsC(L7, R7),
and store the (P,C) pairs in a hash table with index L0 ⊕ R7. There are about
22m−33 pairs whose input and output differences are (al‖ar, ∗) and (∗, al‖ar) re-
spectively, where ‘*‘ is any 32-bit value. Save the pairs whose differences (al‖ar)
make the equation (5) hold. There are about 22m−33 × (3/4)16 = 22m−39.64 pairs
kept on average. For the remaining plaintext-ciphertext pairs, the differences sat-
isfy ΔL0 = (al‖ar), ΔR7 = (al‖ar) and (al ≪ 1) ∨ ¬ar = 0xffff . We use the
difference (al‖ar) as the index for kept plaintext-ciphertext pairs.

Key Recovery

1. Guess (k1, k7), for all the differences (al‖ar), apply Observation 3 to filter
the pairs. Keep the pairs whose differences satisfy equations (3) and (4). By
Observation 5, there are 22m−39.64+16−32 = 22m−55.64 pairs left for every
(k1, k7) on average.

2. Guess k5, for each remaining pair, the input and output differences of FI1,1
are computed as ΔXI1,1 = ΔL0,l, ΔY I1,1 = ΔR0,l. Then look up table
T2 to get the input and output values XI1,1, Y I1,1 of FI1,1. Compute the
input values XI1,3 and XI ′1,3 by partial encryption, and thoutput difference
ΔY I1,3 = ΔR0,l ⊕ΔR0,r. Then k8 is obtained by accessing table T1.

3. By partial decryption, the intermediate values XI7,1 and XI ′7,1 are deduced
from L6 = R7 and L′

6 = R′
7, and ΔY I7,1 = ΔL7,l. Then access table T1 to

get k3 and Y I7,1.

4. XI7,3 andXI ′7,3 are deduced by partial decryption, and the output difference
ΔY I7,3 = ΔL7,l ⊕ΔL7,r, so k6 is obtained by looking up in table T1. Then
compute Y L1 by the function FL1, and k2 = (Y L1,l ⊕ XI1,1) ≫ 5. Thus
the key words (k2, k3, k6, k8) produce the impossible differential, discard it
from the list of the 264 possible values and start a new guess.

5. For every guess (k1, k5, k7), there are about 2
64×(1−2−64)2m−55.64 key words

(k2, k3, k6, k8) kept after the 22m−55.64 pairs filter. Exhaustively search for
the 16-bit key word k4 for the kept values of key words, and get the right
key. Otherwise go to Step 1, and repeat the above process.

Complexity Evaluation. Let m = 62. In the data collection process, we need
2m = 262 encryptions and 22m−33 = 291 computations of equation (5). There
are 316 values for (al‖ar) in total by Ovservation 3. For each (k1, k7) and al‖ar,
compute the equations (3) and (4) in Step 1, which needs 232 × 316 × 1/4× 1/7
encryptions of 7-round KASUMI. Steps 2-4 cost 22m−55.64 × 248 × 4 = 2118.36

accesses to memory of size 248 and 22m−55.64× 248 = 2116.36 accesses to memory
of size 264. In Step 5, the expected number of remaining keys is 234.4. We spend
248×234.4×216 = 298.4 7-round computations to exhaustively search for the right
key. Suppose one memory access is equivalent to one round encryption. Hence
the total time complexity is about 298.4 + 2118.36 × 1/7 + 2116.36 × 1/7 = 2115.8

7-round encryptions, and the data complexity is about 262 known plaintexts
and the memory complexity is estimated by the storage of the pairs, which is
22m−39.64 × 16 = 284.36 bytes.
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6 Conclusion

In this paper, we extend the 12-year old impossible differential attack on 6-round
KASUMI to 7 rounds, thereby reducing the security margin from 2 rounds to
1 round. We refine the impossible differential by selecting some special input
difference values. In order to get the secret key with lower computational com-
plexity we treat FI as a big sbox and construct the difference distribution table
with the dependent 16-bit subkey KI. Besides, we give some observations on
the FL function with a special input difference, with which we give the first
impossible differential attack on the first 7 rounds. The impossible differential
attack on the last 7 round needs 2114.3 encryptions with 252.5 chosen plaintexts,
and 2115.8 encryptions with 262 known plaintexts for the first 7 rounds.
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