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Abstract. The potential advantages of behavioural biometrics are that they can 
be utilised in a transparent (non-intrusive) and continuous authentication sys-
tem. However, individual biometric techniques are not suited to all users and 
scenarios. One way to increase the reliability of transparent and continuous au-
thentication systems is create a multi-modal behavioural biometric authentica-
tion system. This research investigated three behavioural biometric techniques 
based on SMS texting activities and messages, looking to apply these tech-
niques as a multi-modal biometric authentication method for mobile devices. 
The results showed that behaviour profiling, keystroke dynamics and linguistic 
profiling can be used to discriminate users with overall error rates 20%, 20% 
and 22% respectively. To study the feasibility of multi-modal behaviour biome-
tric authentication system, matching-level fusion methods were applied. Two 
fusion methods were utilised: simple sum and weight average. The results 
showed clearly that matching-level fusion can improve the classification per-
formance with an overall EER 8%. 

Keywords: Behavioural Biometrics, Authentication, Mobile Devices, Behav-
ioural Profiling, Keystroke Dynamics, Linguistic Profiling. 

1   Introduction 

Mobile devices, such as cellular phones and Personal Digital Assistants (PDAs) are 
rapidly evolving technologies capable of providing many services through a wide 
range of applications over multiple networks such as the Internet (e.g. e-mail’s and 
online banking), entertainment (e.g. photos and video games) and the sharing of data 
(via Bluetooth, laptop/computer ). The plethora of functionalities offered by mobile 
devices enables users to store increasing amounts of wide ranging types of informa-
tion from business to personal and sensitive data. With this in mind, previous research 
[1] highlights mobile users concerns of their devices being lost or stolen. 

Many authentication mechanisms have been developed for mobile devices with the 
aim of providing a greater level of security for the end user.  Biometric authentica-
tion is commonly acknowledged as a reliable solution which provides enhanced  
authentication over the traditional password (“something you know”) and token 
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(“something you have”) approaches. Biometric characteristics are uniquely individual 
(“something you are”), non-transferable to others, impossible to forget or lose, diffi-
cult to reproduce, usable with or without the knowledge/consent of the individual and 
difficult to change or hide. However, current approaches are still focused upon point-
of-entry authentication (e.g. PIN/passwords, fingerprint), which has a number of 
weaknesses. In the case that a user chooses not to use authentication in the first place 
or once the identity of the user has been verified at login, the mobile device is typi-
cally accessible to the user until they specifically exit the system. This can be lead to a 
high risk environment in which an imposter targets a post authenticated session.  

To increase the level of authentication beyond the standard point-of-entry tech-
nique, Clarke and Furnell [2] proposed using a combination of secret based knowl-
edge and behavioural biometric techniques to provide transparent, non-intrusive  
continuous authentication.  To this end, research suggests that no single biometric 
approach is ideally suited to all scenarios and several studies show that multi-modal 
biometric approaches are superior to one single biometric approach [3-6] 

The popularity of the Short Messaging Service (SMS) is one of the most widely 
recognised and embraced functionalities of mobile communications with over 6.1 
trillion messages sent in 2010; close to 200,000 messages sent every second [7]. This 
provides a unique opportunity to authenticate and discriminate between users based 
on their individual linguistic morphology. 

This paper investigates three individual behavioural biometric techniques: behav-
ioural profiling, keystroke dynamics and linguistic profiling.  The performance of 
each of the aforementioned techniques is discussed together with the development of 
a multi-modal behavioural biometric approach in which the three individual tech-
niques are combined.  

Section 2 provides an overview of biometric authentication. Section 3 describes the 
methodology and Section 4shows the results. Section 5discusses the implications of 
the results. Finally, section 6 presents the conclusions and recommendations for future 
work. 

2   An Overview of Biometric Authentication 

The International Biometrics Group (IBG) defines biometrics simply as “the auto-
mated use of physiological or behavioural characteristics to determine or verify  
identity” [8].  Physiological biometrics perform authentication based on bodily char-
acteristics such as their fingerprint or their face. By contrast, behavioural biometrics 
perform authentication based on the way people do things, such as their typing 
rhythm, their voice or their signature. Physical features are likely to stay more con-
stant over time and under different conditions, and tend to be more unified within a 
large population [9]. Physiological biometrics therefore tends to be used for identifi-
cation-based system because they are more trustable approaches. However, some 
behavioural biometrics have very good accuracy for verification but the identification 
accuracy of most behavioural biometrics is considerably lower as the number of users 
in the database becomes larger [10]. This is because users act differently depending 
on mood, illness, stress, previous events, environment, to name a few. For this reason, 
behavioural biometrics tends to be only used for authentication-based systems. 
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Behavioural biometrics provides a number of advantages; they can be collected 
without the knowledge of the user (non-intrusive) and continuously. Collection of 
behavioural data often does not require any special hardware and is therefore more 
cost effective. Based upon a typical mobile device, considering biometric approaches 
that do not require additional hardware to enable collection, the following biometrics 
could be utilised; facial recognition, voice verification, keystroke dynamics, behav-
ioural profiling, handwriting recognition and linguistic profiling. Of those that are of 
interest in this paper: keystroke feature information can be captured through the key-
board interface when users type text messages or mobile phone numbers; linguistic 
profiling can analyse inputted text messages during SMS compilation; and behaviour 
profiling can capture users’ behaviour continuously during their interaction with the 
mobile phone. It is hypothesised that each of the three behavioural biometric tech-
niques described can be used to authenticate users. However, more interestingly, it is 
hypothesised that these three techniques combined together offer the opportunity to 
improve the underlying performance significantly. 

2.1   Behaviour Profiling 

Based on mobile devices, behaviour profiling aims to identify patterns of usage based 
upon characteristics of a user’s behaviour. Research in mobile behavioural-based can 
be divided into two categories: network and host based mechanisms. The former will 
focus upon user calling and migration behaviour over the service provider network 
based upon the hypothesis that people have a predictable travelling pattern [11, 12]. A 
host-based mechanism is founded upon the hypothesis that mobile users utilise their 
applications differently in different time periods and at different locations.  This ap-
proach would for example monitor user’s calling features (e.g. the day of calling, start 
time of call, duration of call, dialled telephone number and the location), device usage 
and Bluetooth scanning [13,14], thereby providing a richer set of potential features 
than network-based approaches. 

2.2   Keystroke Dynamics 

Keystroke dynamics is a behavioural biometric which is based on each person’s indi-
vidual typing style on a keyboard. This behavioural biometric is not expected to be 
unique to each person but it offers sufficient discrimination information to permit 
identity authentication [15]. Considerable research has been undertaken on the key-
stroke dynamics and two main characteristics were identified: inter-key latency and 
hold time. The inter-key time is the duration or interval between two successive keys. 
Hold-time represents the duration between the press down and releasing of a single 
key. Several studies have concluded that keystroke dynamics provided valuable dis-
criminative information [16, 17].  Since no additional hardware is required, this has 
been a favoured technique, with much research on the subject since the 1980’s [18]. 

2.3   Linguistic Profiling 

Linguistic profiling is a behavioural biometric that attempts to identify and discrimi-
nate between users based on linguistic morphology [19].  Linguistic profiling was 
used for determination of the language variety or genre of a text, or a classification for 
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logs. This dataset contains 1470 logs and 274 unique texting numbers. The maximum 
number of logs for a user is 149 and the minimum number is 8 logs. For each text log, 
the following features: receiver’s telephone number and location of texting were ex-
tracted to create user behavioural profiling. In the analytical process, neural network 
(Feed-Forward Multilayer Perception Neural Network) was used in the classification.  

3.2   Keystroke Dynamics 

The dataset of this experiment was provided by [16]. A total 30 participants were 
obtained with a total of 900 text messages.  In this experiment, two main traditional 
characteristic features were utilised. To create the hold time dataset, the five letters 
(‘e’, ‘t’, ‘a’ , ‘o’ and  ‘n’) were used in the classification. For the inter-key time data-
set, the latency between five pair of letters: ‘t’ – ‘g’, ‘e’ – ‘p’ , ‘e’ – ‘m’ , ‘h’ – ‘d’ and 
‘a’ – ‘m’ were calculated. The database contains 3510 hold-time data, 1080 inter-key 
time data and outliers were removed (a standard procedure for keystroke analysis 
studies). Analyses were undertaken using Feed Forward Multilayer Perception Neural 
Network (FF-MLP) as it had demonstrated better performance in previous studies 
over other techniques [17].  

3.3   Linguistic Profiling 

In this experiment, the SMS dataset provided by previous research [25] was utilised. 
A total of 30 participants were required to send at least 15 messages to each other 
using a non-predictive text input method.  The frequency distribution of abbrevia-
tions emotional words were used to create user profiles, including every possible type 
of feature. For each message, a total of 64 discriminating characteristics were ex-
tracted for example, average word length (number of characters), total number of 
sentences, total number of symbols etc. To create a user profile, t-test ranking meas-
ure were apply to rank input features according to its discriminative capability.  
According to the ranking list, features with p value less than 0.05 (p < 0.05) were 
selected for input vectors to reduce the unnecessary features in classification. There-
fore, the number of linguistic features required for discrimination significantly differs 
between users. To analyse individual user’s performance, a number of analyses were 
undertaken, using the Radial Basis function (RBF) neural network algorithm. Differ-
ent network configurations were tested, looking for the optimum performance. 

For each individual biometric technique, the dataset was divided into two groups: 
171 data samples were used for the testing set and the rest were used for training. The 
pattern classification test was performed with one user acting as the valid user, while 
all others are acting as impostors. The Equal Error Rate (EER) was calculated to 
evaluate the system. The EER is the value where False Acceptance Rate (FAR) is 
crosses the False Rejection Rate (FRR), and is typically used as a comparative meas-
ure within the biometric industry [26]. 

3.4   Fusions 

In light of the foregoing exploration, the multi-modal biometric study was conducted 
using a novel combination of behaviour profiling, keystroke dynamics and linguistic 
profiling. Of all the fusion approaches, matching-level fusion is the most widely used. 
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However, invariably the use of different classifiers results in different outputs being 
produced. The range of output result values might vary. In this study, to solve this 
problem, score normalisation was applied. The equation provides a mechanism to 
ensure all outputs are bounded between 0 and 1 is shown below:  M                                   (1) 

Where:   = the raw score of input i 
X = the set of raw score of individual biometric system 
Max(X) = the maximum value of raw score vector 
Min(X) = the minimum value of raw score vector 

 
After applying score normalization into the raw score results, two fusion approaches 
were utilised: simple sum and weight average. To evaluate the experiment by simple 
sum technique, the raw scores of each individual biometric system were simply added 
and rescaled into [0, 1] as below:  ∑ ∑                                (2) 

Where:   = the raw score of input i from biometric system j 
 N = the total number of multi-modal biometric input score 

M = the total number of biometric system 
 
For the average weight technique, Weights are assigned to the individual matchers 
based on their EER and the weights are inversely proportional to the corresponding 
errors; the weights for less EER are higher than those of high EER.   ∑ ∑                                                      (3) 

Where:   = the number of biometric system 
 N = the total number of biometric system 

4   Results  

4.1   Behaviour Profiling 

The results of using behaviour profiling to classify user is shown in Table1. The re-
sults illustrate that user text messaging application has significant potential to  
discriminate some users with the overall performance EER 20%. The best case indi-
vidual user was achieving an EER 1%. Moreover, more than half of participants 
achieved EER less than 20%. However, the result of worst case individual perform-
ance showed fairly high EER 49%. This may be caused by the number of samples 
assigned to the training of the classification was too small (and a limitation of data-
set). Interestingly, only two features: receiver’s telephone number and location of 
texting can achieve the good performance. This is caused by these features having a 
good level of unique information. 
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Table 1. Best and worst case results for behavioural profiling 

Classifier EER EER EER 

Worst Case Best Case Average 

SMS texting Profile 49% 1% 20% 

4.2   Keystroke Dynamics 

The main three biometric measurements were investigated: the hold-time, inter-key 
time and the combination of the hold time and the inter-key time using different net-
work configurations. Table 2 shows the EER of all biometric measurement. 

Table 2. Best and worst case results of individual and combination of keystroke characteristics 

Classifier EER EER EER 

Worst Case Best Case Average 

Inter-Key Time 46% 7% 31% 

Hold – Time 49% 5% 20% 

Combination 50% 8% 28% 

 
As illustrated in Table 2, considering the two traditionally keystroke characteris-

tics, the results show that the hold-time gave the lowest average EER 20% with the 
best individual result EER 5%.  These findings illustrate that using hold-time as the 
key to identify users is the most effective measurement. In contrary to the hold-time 
investigation, the inter-key characteristic provide fairly high EER 31%, there was the 
best case of user achieving an EER 7%, showing the ability to classify some users. 
Therefore, these two main traditional keystroke characteristics provide the valuable 
discriminative information to classify users.  This study experience good perform-
ance that has been found in previous studies [16, 17]. In order to further assess the 
performance of keystroke dynamics, the combination of the hold time and the inter-
key time was utilised. The results show that using combination can improve the over-
all EER of inter-key time by 3%. This is because increasing the component of features 
can increase the uniqueness of users. 

4.3   Linguistic Profiling 

The findings from this experiment are illustrated in Table 3. Using linguistic profiling 
to discriminate users showed positive results. The best individual result achieved the 
lowest EER 0.00 %. The overall EER also showed promising result with EER 22%. 
The positive results clearly illustrate that linguistic characteristics could be used suc-
cessfully to discriminate some users. However, some users generated a fairly high 
EER. This may caused by selection of keywords and effective features process can 
result in classification performance. 
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Table 3. Best and worst case results for linguistic profiling 

Classifier EER EER EER 

Worst Case Best Case Average 

Linguistic Profile 49% 0% 22 % 

4.4   Fusion 

To enhance the overall performance of multi-modal biometric, matching-level fusion 
of the aforementioned behavioural biometric techniques was investigated. Behav-
ioural profiling results, hold-time results from keystroke dynamics and linguistic pro-
filing were combined. In this experiment, two different fusion methods were utilised: 
simple sum and weight average. The results show below in Table 4. 

Table 4. Best and worst case results of fusion experiments 

Classifier EER EER EER 
Worst Case Best Case Average 

Fusion by sum 40% 0% 10% 
Fusion by weight average 37% 0% 8% 

 
As shown in Table 4, the results showed that both fusion methods can reduce the 

overall error rate thus increasing the overall performance. Fusion by weighted average 
produced better overall results with an EER of 8%, which improves upon the overall 
performance when compared against a single biometric 14% (based on the worst 
EER). Fusion method by sum is also efficient because the overall EER is 10%. In 
both studies of fusion experiments, the performance was improved for every partici-
pant. Therefore, using fusion method can improve the performance with low EER for 
every participant. Additionally, 90% of participants achieved EER less than 20%.  

5   Discussion 

The results have shown that behavioural biometric techniques based on user texting 
activities (behavioural profiling), user typing message rhythm (keystroke dynamics) 
and word messages (linguistic profiling) has significant potential to authenticate us-
ers. However, there are some users that have fairly high error rate for each technique. 
To improve the performance of classification, multi-modal biometric were investi-
gated. In the fusion experiment, two fusion methods were applied: simple sum and 
weight average. The results demonstrate the utility of using multimodal biometric 
systems for achieving better matching performance than single modal system. The 
user achieved the optimum performance by utilising different fusion methods. This 
also indicates that the method chosen for fusion has a significant impact on the result-
ing performance. An additional advantage of fusion at this level is that a common 
fusion method can be utilised to create the reliable system and existing biometric 
systems do not need to be modified. 
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In biometric systems, implementers are forced to make a trade-off between usabil-
ity and security. However it might not all techniques are available to fusion. For ex-
ample, some biometric technique might have insufficient biometric data to classify. 
Therefore, a dynamic system needs to be developed. The framework requirements to 
drive the selection of tolerable error rates and in both single modal and multimodal 
biometric systems. 

6   Conclusions  

Behavioural biometric authentication tends to be used for authentication-based sys-
tems. This is because users act differently depending on mood, illness, stress, previ-
ous events, environment etc. The potential advantages of behavioural biometrics are 
that they can be utilised transparent and continuous authentication system. Addition-
ally, the collection of behavioural data often does not require any special hardware 
and is so very cost effective. However, individual biometric techniques are not suited 
to all users. One way to increase the reliability of transparent and continuous authen-
tication system is create a multi-modal behavioural biometric authentication system. 

This research investigated three behavioural biometric techniques, behaviour pro-
filing keystroke dynamics and linguistic profiling based on texting SMS activities and 
messages, looking to apply these techniques as a multi-modal biometric authentica-
tion method for mobile devices. The results showed that individual biometric tech-
nique can be used to discriminate users with low error rates. Moreover, the overall 
EER of multi-modal biometric also showed clearly can be successfully used to au-
thenticate user. 

The next step in this research is to further implement dynamic authentication sys-
tem. The proposed framework also should be flexible and scalable in that it can adopt 
other biometric techniques. Moreover, the system can integrate new techniques or 
new biometric techniques without having to change the overall system design. 
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