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Abstract. We construct practical and efficient zero-knowledge arguments with
sublinear communication complexity. The arguments have perfect completeness,
perfect special honest verifier zero-knowledge and computational soundness. Our
zero-knowledge arguments rely on two-tiered homomorphic commitments for
which pairing-based constructions already exist.

As a concrete application of our new zero-knowledge techniques, we look at
the case of range proofs. To demonstrate a committed value belongs to a specific
N-bit integer interval we only need to communicate O (N 5 ) group elements.

Keywords: Zero-knowledge arguments, sublinear communication, circuit satis-
fiability, range proofs, two-tiered homomorphic commitments.

1 Introduction

Zero-knowledge proofs introduced by Goldwasser, Micali and Rackoff [18] are funda-
mental building blocks in cryptography that are used in secure multi-party computation
and numerous other protocols. Zero-knowledge proofs enable a prover to convince a
verifier of the truth of a statement without leaking any other information. The central
properties are captured in the notions of completeness, soundness and zero-knowledge.

Completeness: The prover can convince the verifier if the prover knows a witness
testifying to the truth of the statement.

Soundness: A malicious prover cannot convince the verifier if the statement is false.
We distinguish between computational soundness that protects against polynomial
time cheating provers and statistical or perfect soundness where even an unbounded
prover cannot convince the verifier of a false statement. We will call computation-
ally sound proofs for arguments.

Zero-knowledge: A malicious verifier learns nothing except that the statement is true.
We distinguish between computational zero-knowledge, where a polynomial time
verifier learns nothing from the proof and statistical or perfect zero-knowledge,
where even a verifier with unlimited resources learns nothing from the proof.

Recent works on zero-knowledge proofs [25] give us proofs with a communication
complexity that grows linearly in the size of the statement to be proven and [25/26]
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also give us proofs where the communication complexity depends quasi-linearly on the
witness-length. These works rely on standard assumptions; if one is willing to assume
the existence of fully homomorphic encryption [15]] the communication complexity can
be reduced to the witness-length plus a small additive overhead [14/23].

For zero-knowledge arguments the communication complexity can be even lower.
Kilian [27] gave a zero-knowledge argument for circuit satisfiability with polylog-
arithmic communication. His argument goes through the PCP-theorem [3i211] and
uses a collision-free hash-function to build a hash-tree that includes the entire PCP
though. Even with the best PCP constructions known to date [4] Kilian’s argument has
high computational complexity for practical parameters. Goldwasser, Kalai and Roth-
blum [17]] improve that state of affairs by constructing arguments that have both low
communication complexity and highly efficient verification.

A large body of research starting with Schnorr’s identification protocols [32] deals
with zero-knowledge proofs and arguments over prime order groups. A class of zero-
knowledge proofs and arguments known as X'-protocols [8] is often used in practical
applications. Groth [22] also used prime order groups to develop practical sublinear
size zero-knowledge arguments for statements relating to linear algebra over Z, for
large primes p.

One particular example of zero-knowledge arguments that has appeared in several
applications, e.g., e-voting [10] and auctions [30] are range proofs. Here the prover
holds a commitment to a value w and wants to convince the verifier that the value
belongs to a specific integer interval [A; B). Boudot [5], Lipmaa [29] and Groth [20]
have given constant size zero-knowledge argument for interval membership based on
the strong RSA assumption.

In prime order groups the best range proof technique known was for a long time to
commit to the bits of the value and use OR-proofs [8] to show that the committed bits
were 0 or 1. For N-bit integers this communicates O(N') group elements. Camenisch,
Chaabouni and Shelat [6] improved this in the bilinear group setting by giving a zero-
knowledge range proof with communication complexity O( 1O]g\' ~)- Chaabouni, Lipmaa
and Shelat [7] improved this complexity with a factor 2.

Our contribution. We construct zero-knowledge arguments for circuit satisfiability and
range proofs that have perfect completeness and perfect zero-knowledge. For simplicity
our constructions are in the common reference string model, but typically the common
reference string can be chosen by the verifier at the cost of one extra round in the
beginning to get zero-knowledge arguments in the plain model; we refer to the remarks
at end of Section[2.2] for further discussion.

The circuit satisfiability argument has communication complexity O(N 5 ) group el-
ements when the circuit has N gates. The range proof has a size of O(N é) group el-
ements for N-bit intervals. The arguments have quasi-linear computational complexity
for the prover and very efficient verification. An efficiency comparison of the arguments
can be found in Tables [T and 2]

In the tables we give the conservative estimate of O(/N log? N ) estimate for the
prover’s computation, but as we will discuss at the end of Section [3it can often be
reduced to O(N log N) using Fast Fourier Transform techniques. When comparing the
range proofs, we are assuming a common reference string is available. This permits the
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Table 1. Zero-knowledge arguments for satisfiability of circuits with N NAND-gates measured
in group elements G, exponentiations E, and multiplications M

Rounds Comm.  Prover comp. Verifier comp. Assumption

Crameretal. [8] 3 O(N)G O(N)E O(N)E Dlog
Groth [22] 5 O(N2)GO(Nlog>?N)M O(N)M  DLog
This paper 7 O(N3)GO(Nlog?N)M O(N)M DPair

Table 2. Range proofs in prime order groups measured in group elements G, exponentiations E,
and multiplications M

Rounds Comm. Prover comp. Verifier comp. Assumption
Cameniscl} etal. [6] 3 O( logN )G O( logN) E O 1OgN )E  ¢-SDH
Chaabouni et al [7] 3 O( {\,) G O(,n)E O loglN) E  ¢SDH
This paper 7 O(N3)G O(Nlog? N)M O(N3)M DPair

incorporation of the initial messages in [[6/7] into the common reference string such that
their range proofs only use 3 rounds instead of 4 rounds.

Our zero-knowledge arguments can be instantiated in asymmetric bilinear groups
where the computational double pairing assumption (Section[2.1]) holds. In comparison,
the range proofs [6l7]] are based on the g-SDH assumption in bilinear groups.

Techniques. Our main technical contribution is the batch product argument that can
be found in Section 3l Using homomorphic commitments to group elements [1122]
we can in combination with Pedersen commitments to multiple elements commit to
N elements in Z, using only N 3 group elements. Given 3N committed elements
U, V5, w; € 7y, we generalize techniques from [24122]] to develop a communication-
efficient zero-knowledge argument for proving that the committed values all satisfy
U;V; = Wj.

Since the commitments are homomorphic we can now do both additions and multi-
plications on the committed elements. This enables the prover to commit to the wires
in a circuit and prove that they respect the NAND-gates.

For the range proof we commit to the bits wy, . . . , wy of the committed value. Using
the batch product argument we can show with a communication complexity of O (N : )
group elements that the committed bits satify w;w; = w;, which can only be true if
w; € {0,1}. Once we have the committed bits, we can then use the homomorphic
properties of the commitment schemes to compute w = vazl w;2'~1. This shows that
w belongs to the range [0; 2V) and can be generalized to a range of the form [A; B).

2 Preliminaries

We write y = A(x;r) when the algorithm A on input 2 and randomness r, outputs y.
We write y < A(z) for the process of picking randomness r at random and setting
y = A(z;r). We also write y < S for sampling y uniformly at random from the set S.
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We give a security parameter A written in unary as input to all parties in our protocols.
Intuitively, the higher the security parameter the more secure the protocol. We say a
function f : N — [0, 1] is negligible if f(A) = O(A™°) for every constant ¢ > 0. We
write f &~ g when | f()\) — g()\)] is negligible. We say f is overwhelming if f = 1.

2.1 Two-tiered Homomorphic Commitments

A commitment scheme allows Alice to compute and send a commitment to a secret
message a. Later Alice may open the commitment and reveal to Bob that she commit-
ted to a. Commitments must be binding and hiding. Binding means that Alice cannot
change her mind; a commitment can only be opened to one message a. Hiding means
that Bob does not learn which message Alice committed to.

In the Pedersen commitment scheme [31]] the public key contains the description
of a group of prime order p and group elements g, h. A commitment to a € Z, is
constructed by picking r < Z,, and computing ¢ = g*h". This commitment scheme is
very useful because it is homomorphic, i.e., the product of two commitments is ¢ - ¢/ =
(g®h")(g°h*) = g+Ph™**, which is a commitment to a -+ b. The Pedersen commitment
can be generalized such that the public key contains g1, . . ., g,, h and a commitment to
(a1,...,an) € Z7 is computed as h" [],_; g,*.

Abe, Fuchsbauer, Groth, Haralambiev and Ohkubo [1i21] proposed commitment
schemes for group elements. One of the commitment schemes uses a bilinear group
with a pairing e : G X G — T.Here G, G, T are cyclic groups of prime order p where
we call G, G the base groups and T the target group. The pairing is efficiently com-
putable, non-trivial and bilinear, i.e., for all x,y,a,b we have e(x%,y®) = e(x, ).
The commitment scheme specifies non-trivial group elements v, u1, ..., Um € G and
a commitment to (¢1,...,¢,) € G is computed by picking at random ¢ € G and
computing C' = e(¢,v) H;”:l e(cj, u;). The commitment scheme is computationally
binding under the computational double pairing assumption, which states that given
random u,v € G it is hard to find non-trivial s,¢ € G such that e(s,u) = e(t,v).
The hardness of the computational double pairing assumption is implied by the deci-
sion Diffie-Hellman assumption in G 2111 Furthermore, the bilinearity of the pairing
means that the commitment scheme is homomorphic in the sense that

m m m
C-C" = |e(tv) H e(ej,uj) | | e(t,v) H e(ch uj) | = e(tt',v) H e(cjcy, uj)
i=1 i=1 j

Jj=1

is a commitment to the entry-wise product of the messages.

Combining the two types of commitment schemes it is possible to commit to com-
mitments. If we compute ¢; = A" [;_, g;”* and C = e(t,v) [}~ e(c;, u;) we have
a single target group element that is a commitment to mn values {a; };"Z? 1~ Since
both commitment schemes are homomorphic the product of two commitments C - C” is

a commitment to the sums of the messages a, + a;. i~ In our zero-knowledge arguments

! Galbraith, Paterson and Smart [12] classified bilinear groups into 3 types. The commitment
scheme described above uses type II or type III bilinear groups. In a type I bilinear group we
could instead use the decisional linear assumption based commitment scheme from [21]].
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the homomorphic and the length-reducing properties allow the prover to do computa-
tions on committed values in a verifiable manner and with little communication.

The commitment schemes described above provide an example of what we will call
a two-tiered commitment scheme. With the Pedersen commitment scheme in mind we
will for simplicity assume the randomness is drawn from Z,, but it would be easy to
generalize to other randomizer spaces. Furthermore, in the example given above the
Pedersen commitments are perfectly hiding and we can therefore use trivial randomness
t = 1 in the commitments to Pedersen commitments. This observation is incorporated
in the following definition of a two-tiered commitment scheme.

A two-tiered commitment scheme has three polynomial time algorithms
(K, com, com®). K is a key generator that on security parameter \ and integers m, n
returns a public key ck. The commitment key specifies cyclic groups Z,, G and T of
prime order p. It also specifies how to efficiently compute com,y, : Zj; X Z, — G and

mg) :G™ — T.

Definition 1 (Homomorphic). We say the two-tiered commitment scheme is homomor-
phic, when the maps com., and comgg are Zy-linear.

Definition 2 (Computationally binding). The two-tiered commitment scheme
(K, com, com?) is computationally binding if for all non-uniform polynomial time
adversaries A and for all m,n = A0

Pr [ck<—K(1*,m,n);(a,b,r,s,c,d) —A(ck): a£beZlrsel,ctdeCm

comeg(a;r) = com(b;s) or comgc)(c) = comgg(d)} ~ 0.

Definition 3 (Perfectly hiding). The two-tiered commitment scheme (K, com, com(?))
is perfectly hiding if for all stateful adversaries A and all m,n € X0

Pr [ckHlC(l/\,m, n);ao, a1 «— Zy;b—{0,1}; ¢ « comer (ay) : A(ck, ao, al,c):b} = ;
The zero-knowledge arguments we describe will work over any two-tiered homomor-
phic commitment scheme with a large prime p. When giving concrete efficiency esti-
mates we will assume we are using the bilinear group based scheme described earlier
in this section. The public key for this commitment scheme consists of a description of
a bilinear group (p, G, G, T,e) and m + n + 2 group elements in G and G. We will
be looking at statements of size /N and the minimal communication complexity will be
obtained when m = O(N 3 ) andn = O(N #) giving a public key size of O(N 3 ) group
elements.

2.2 Special Honest Verifier Zero-knowledge Arguments of Knowledge

We will for simplicity describe how our arguments work in the common reference string
model and how to obtain zero-knowledge against honest-but-curious verifiers. Both of
these restrictions can be removed at very small cost to get full zero-knowledge in the
plain model as described in the remarks at the end.
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Consider a triple of probabilistic polynomial time interactive algorithms (C, P, V)
called the common reference string generator, the prover and the verifier. The common
reference string generator takes the security parameter A as input in unary and some
auxilliary input m, n that specifies the size of the statements and generates a common
reference string. In the zero-knowledge arguments in this paper, the common reference
string will contain the public key ck for a two-tiered commitment scheme.

Let R be a polynomial time decidable ternary relation. For a statement x we call
w a witness if (ck,x,w) € R. We define a corresponding common reference string
dependent language L. consisting of statements = that have a witness w such that
(ck,x,w) € R. This is a natural generalization of NP-languages; when R ignores ck
we have the standard notion of an NP-language.

We write tr < (P(s), V(t)) for the public transcript produced by P and ¥ when in-
teracting on inputs s and ¢. This transcript ends with V either accepting or rejecting. We
sometimes shorten the notation by saying (P(s),V(t)) = b, where b = 0 corresponds
to V rejecting and b = 1 corresponds to ) accepting.

Definition 4 (Argument). The triple (IC, P, V) is an argument for relation R with per-
fect completeness if for all non-uniform polynomial time interactive adversaries A and
all m,n = \°M we have

Perfect completeness:
Pr[ck — K1, m,n); (v, w) — A(ck) : (ck,z,w) ¢ R or (P(ck, z,w), V(ck, x))zl]:l.
Computational soundness:
Pr [ck — K> m,n);z «— A(ck) : x ¢ Loy and (A, V(ck,z)) = 1} ~ 0.

Definition 5 (Public coin argument). An argument (IC, P, V) is public coin if the ver-
ifier’s messages are chosen uniformly at random independently of the messages sent by
the prover.

We shall define an argument of knowledge through witness-extended emulation [[19128]].
Informally, the definition says: given an adversary that produces an acceptable argu-
ment with probability e, there exists an emulator that produces a similar argument with
roughly the same probability € and at the same time provides a witness.

Definition 6 (Witness-extended emulation). We say the public coin argument
(KC,P,V) has computational witness-extended emulation if for all deterministic poly-
nomial time P* there exists an expected polynomial time emulator X such that for all
non-uniform polynomial time adversaries A and all m,n = X\°(1)

Pr [ck — K1, m,n); (z,8) « A(ck); tr « (P*(ck,x, s),V(ck,x)) : A(tr)=1
~ Pr [ck — K(1*,m,n); (z,s) «— A(ck); (tr,w) « XW*(Ck’“"’S)’V(Ck’“’))(ck‘, x):
A(tr) = 1 and if tr is accepting then (ck, z, w) € R},

where X has access to a transcript oracle (P*(ck, x, s),V(ck, x)) that can be rewound
to a particular round and run again with the verifier using fresh randomness.
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We think of s as being the state of P*, including the randomness. Then we have an
argument of knowledge in the sense that the emulator can extract a witness whenever P*
is able to make a convincing argument. This shows that the definition implies soundness.
We remark that the verifier’s randomness is part of the transcript and the prover is
deterministic. So combining the emulated transcript with ck, x, s gives us the view of
both the prover and the verifier and at the same time gives us the witness.

We define special honest verifier zero-knowledge (SHVZK) [8] for a public coin
argument as the ability to simulate the transcript without access to the witness as long
as the challenges are known in advance.

Definition 7 (Perfect special honest verifier zero-knowledge). The public coin argu-
ment (K, P,V) is a perfect special honest verifier zero-knowledge argument for R if
there exists a probabilistic polynomial time simulator S such that for all non-uniform
polynomial time adversaries A and all m,n = X\°(1)

Pr [ok — K(1,m,n); (2, w, p) = A(ck)s tr — (P(ck,,w), V(ck, a3 p)) :
(ck,z,w) € Rand A(tr) = 1}

=Pr [ck — K1, m,n); (z,w, p)—A(ck); tr — S(ck,z, p) : (ck,z,w) € Rand A(tr)zl].

The plain model. We will describe our arguments in the common reference string model
where the prover and verifier have a trusted setup. If we want to work in the plain
model we can add an initial round where the verifier picks the common reference string
and sends it to the prover. Provided it can be verified that the verifier’s initial message
describes a valid common reference string this will still be perfect SHVZK because
we do not rely on the simulator knowing any trapdoor information associated with the
common reference string.

Full zero-knowledge. For simplicity, we focus on SHVZK arguments in this paper.
There are very efficient standard techniques [9413l19]] to convert an SHVZK argument
into a public-coin full zero-knowledge argument with a cheating verifier when a com-
mon reference string is available.

If we work in the plain model and let the verifier choose the common reference
string, we can use coin-flipping techniques (for the full zero-knowledge property the
coin-flips should be simulatable against a dishonest verifier) for the challenges to get
private—coirﬁ full zero-knowledge arguments against a cheating verifier. Challenges in
our SHVZK arguments are very short so both in the case with and without a common
reference string the overhead of getting full zero-knowledge is insignificant compared
to the cost of the SHVZK arguments.

3 Batch Product Argument

We will now present our main technical contribution, which is a batch product argument
for committed values {w;k, vij i }M’m’” tisfvi v = Wi, M
ijks Vijk, Wijk i=1,j=1,k=1 satistylng u;j x Vi = W;jk. More

2 Goldreich and Krawczyk [16] have shown that only languages in BPP have constant-round
public-coin arguments.
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precisely, the statement consists of commitments Cy/,, Cv,, Cw, s - « Cuas s Cvigy Cvyy -
The prover argues knowledge of openings w;, 745, Vijk, Sij, Wijk, tij € Zy satisfying

— . _ ()
Cuyy; = COMeg (Uij1s - - - Uijn Tij) Cu, = com;/ (Cuzys- -+ Cuspn)
— . _ 2
Coy; = COMek(Vig1s - - - Vign; Sij)  Cvi = comy (Coys -0, Coyy)
— . _ ()
Cuw;; = COMeg(Wij1, - o Wijn; tij) Cw, = com;/ (Cwyys- -+ Cupn)

UijkVijk = Wijk-

The argument will have communication complexity O(M +m +n). In order to explain
the idea behind the argument let us first focus on soundness and for now postpone
the question of how to get SHVZK. In the argument, the prover will demonstrate that
she knows openings of Cy,, Cv;, Cw;, 10 ¢y, , Cy,; , Cw,,; and that she knows openings of
Cusj; s Cuij > Cw,,; Using standard techniques. She will also know openings aq, pa, bg, 05 €
Z, of intermediate commitments ¢, = comex(@a; Pa), Cby = comer(bg, 05) that she
sends during the argument and which will be specified later. The argument runs over
7 moves with the prover getting challenges z,y,z € Z; in round 2, 4 and 6. The
commitments c,, are sent in round 3 and the commitments cp, are sent in round 5.
This means a,, may depend on z but is independent of i and z, and bz may depend on
both x and y but is independent of z.
The prover will demonstrate to the verifier that

n

M m ) )
DD (uignvign — wigy)a D < g, M

i=1 j=1 k=1

Unless u;;,v;jk = wijr for all choices of 4, j, k this has negligible probability of
holding over a randomly chosen challenge z € Z;. Our main obstacle is to build up
this polynomial and convince the verifier that the equality (1) holds true using only
O(M + m + n) communication.

We carefully choose appropriate linear combinations of the commitments and by the
homomorphic property get corresponding linear combinations of the w;j, Vijk, Wijk
values such that the equality (1)) emerges. During this process, we will also use expo-
nentiations of some of the commitments to powers of = such that we get linear combi-
nations of ;2 (MTYIHINHR and gy, 2? (MR +I R Suppose for instance that the
prover after seeing x computes and opens

M Moo
i(m+1)n (2) i(m+1)n
x — _ Xz
H Cy, =comy (Cuys---sCuppy) where Cu; = H Cos
=1 =1
M M
_ (2) —
H Cy, = com (Coys- -3 Cop) where Cy; = H Cus;
i=1 i=1
M M
i(m+1)n 2) i(m+1)n
x — — T
H Ciy. =com; (Cwys- s Cupy) where Cw; = i
=1 i=1



Efficient Zero-Knowledge Arguments from Two-Tiered Homomorphic Commitments 439

and at the same time computes and opens

) M m
oin ) . _i(mA+1)ntjn
Coy, = comeg (U, .« y Up;T) where uy = E E Uik
1 i=1j=1

=

.
I

M m
Cy; = COMck(V1, .. ., Un; S) where v = E E Vijk

=

j=1 i=1 j=1
m ) M m

in , .
H cﬁj = comep(wy, ..., wn;t) where wg = E E wijk.xz(m'*'l)"“”
j=1 i=1 j=1

Using only 3m commitments and 3m + 3 elements in Z,, this tells the verifier

M m M m

=1 j=1 =1 j=1
M m
wkxk _ § § wijkxz(m+l)n+jn+k.
i=1 j=1
We now have that
n
E (upvg — wk)xk
k=1
n M m M m M m
:§ : (§ § uijkxz(m+1)n+jn+k)(§ : § :Ui’j’k) _ § :E :wijkxz(m+1)n+]n+k
k=1 \ i=1j=1 i'=1j'=1 i=1 j=1

contains the desired polynomial from (I but there are some cross-terms corresponding
toi # i’ or j # j' so the polynomial given above may be non-zero.

We will choose the a,, and bg values such that they cancel out the cross-terms. How-
ever, we have to be careful that there are only O(M + m + n) of them and that they are
feasible to compute. We will therefore use an interactive technique that will enable the
verifier to pick a, and b, after seeing x. This introduces a second concern, namely to
choose them in a way such that they do not affect the original equality we wish to get.
We accomplish this by making sure that a,, and bs are modified by factors y* and 2
for a, B # 0 while the desired equality does not contain any such factors. To make this
happen we will modify the opening process of the commitments Cy;, and C'y, described
above to open

M mtin O

pilmtn i ) pingd )
H Cy, =com; (Cuyy- -\ Cu,,) Cy, = comeg(Ut, ..., Un;T)
i=1 =1
M , m .

yor (2) 279 .
HCVi = com,; (Cuys- -+ Cuypy) cy, = com(V1,...,Un;7)
i=1 =1
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This gives us

M m M m
it = 3 Sty 23 S e
i=1j=1 i=1 j=1
We now have
n n M m M m
. . . . -/ -/
2 :ukxkvk — 2 :(2 :2 :uijkxz(m+1)n+3n+kyzzj)(2 : 2 :Ui’j’ky_t P )
k=1 k=1 i=1 j=1 i'=1j5'=1

n M M m m
. . Y A
S99 9 I FTLEEEIIEEE

By splitting the sum into three parts corresponding to the three cases j = j',4 = ' and
j=4',i#i and j # j’ and subtracting the wyz"’s we get

n M

n m

k _ i(m+1)n+jin+k
d " (urvr —wi)z® =D (uirvige — wigr)z Y
k=1 k

=1i=1 j=1

n M M m
i(m+1)n+jin+k i—i
+E E E Euukw Vi’ iKY
k=1i=1;/—1j=1

il #i

AT

n M M m m
+Z Z Z Z Z uijkmi(mﬂ)nﬂnMvz‘/j'kyiﬂ LI )
k=1

=1li1=14'=1j=1j=1
i'#i

n M m
i(m+1)n+jn+k
D)) UNTEARERE
n m
i(m+1)n+jn+k a
+ 2 D> T ey

a#0 _i'=a
M
im+1 n+jn+k i —i'\_B
+ Zu (1) v )OO vy )z
B=—m j= 1,3 '—1k=1 i=1 ir=1
#0 =
The prover will select
M,M n m
§ : § § Uijkxl<m+1)n+]n+kvll 5
i=1,i'=1k=1j=1
i—i' =«
m,m n M
-/

Z Z Zu kxz(m+1)n+jn+k Z y Vi Y —i )

j=1,7'=1k=1 =1 i'=1
j—i'=8
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and send the commitments {c,,, } before seeing y and send {cy, } 3 before seeing 2.
She will reveal randomness R € Z,, such that

M n

H cy H cbﬁ oM ) E URVE — W) z*: R).
a=— = k=1

a;éo 57&0

This corresponds to the values in the commitments satisfying

M m n
Z aay® + Z bgzﬂ = Z(ukvk — wy)z".

a=—M B=—m k=1
a#0 B#0
Keeping in mind the expansion of the right hand side (2)) we get that with overwhelming
probability over y, 2 this can only be true if equation () holds.

In order to make the protocol SHVZK we add some commitments and values such
that ¢y, ¢y}, Cw,; and ug, vg, wg cannot reveal anything about w;j, vijk, wijk. Further-
more, we add some d, values and ¢4, commitments to cancel out new cross-terms
arising from the added values. This gives us the full batch product argument below.

Common reference string: Two-tiered commitment key ck.

Statement: Commitments Cy,, Cy,, Cw;, ..., Cuy,, Cvyys Cwyy € T
Prover’s witness: Values w111, V111, W111,- -+, UMmn; UMmn, WMmn € Zp and ran-
domness 711,811,811, -, "Mms SMm, tMm € Z, such that for all

ie{l,...,.M},je{1,....m}ke{l,...,n}:
(2)

Cuz; = COMek (Uiji, - -+ s Uign; Tij) Cy, = com; (Cuyys-- -5 Cuspn)
_ . _ (2)
Cuy; = COMek (Vij1, -+ 5 Vijns Sif) Cv, = com (Coys- -5 Coipn)
_ . _ (2)
Cw;y = comey (Wij1, - - -, Wijn; tij) Cw, = comy; (Cwirr - Cwim)

UijkVijk = Wijk-
1. P — V: Pick U0k, VOOky WOOk < Zp and set Uojk = Vojk = Wojk = 0 and U0k —
vior = Wiox = 0fori # 0 and j # 0. Pick oo, S0, too, 71, - - ., Tn < Zjp and pick
7055805, to; < Zp. Compute for j € {0,...,m}and k € {1,...,n}

_ . _ (2)
Cup; = COMek(Uj1, - - - 5 Uojn; T05) Cu, = comy (Cugys - - - Cugy)
_ . _ (2)
Cuo; = COMek(Voj1s - - - Vojn; S05) Cy, = com; (Cogy s -+ 5 Cogp)
_ . _ (2)
Cuwo; = COMk(Woj1, - -+, Wojsn; toj) Cw, = com_y (Cugys -+ > Cuwom)
di, = wookVook — Wook cdy, = come(dy; Tx)

Send: Cuoo s Cvog s Cwoo s CUO, CVO, CWO, {cdk}E:1‘
2.P—V: x— 7
3.P—-V: Forac{-M,...,—1,1,..., M} pick po < Z, and compute

M,M m n
(Uijkxl(er )n+jn+ )vi’jk Ca, = Comck(aa’ pa),

i=0,i’=0 j=0 k=1

.
1—1 =&
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Compute also for j € {1,...,m}

M M M
i(m+1)n, i —i i(m+1)n
_ x y _ y _ x
Cuy; = H Cu,j Cy, = H ch.; cw; = | | con, .
=0 =0 =0
Send: {Caa}ae{ M,. 1,1,...,M}> {cuwcvwcw, }j 1
4.P Vi y— 7y,
5P —V: For g € {-m,...,—1,1,...,m} pick og < Z, and compute
m,m n M
. ) . y
§ § § uijkxz(m+1)n+]n+kyz § Y —q
j=0,5'=0 k=1 \i=0 i’=0
j—i'=p

Define ¢y, = comcx(bs; o) and send: {cv, } gef—m,...—1,1,...,m}-
6.P—V: 2z« Z;.
7.P — V: Compute fork € {1,...,n}

m M m M
. 1 . o . 1 . o
UL = Uook +§ :2 :uijkxz(m+ )n+]nyzz] r = roo - 2 : 2 :Ti]_xz(m+ )n+]nyzzj
j=1 =0 j=1 =0
m m M
vk = vook + ) Z vigky 27 s=s00+ Y. Y sy 'z’
=1 i=0 j=1 i=0
m M m M
Wk = Wook + Z Z wi]_kxz(m+1)n+]n t = too + Z Z tii Z(m+1)’ﬂ+]n
j=11i=0 j=11i=0
R = ZW N S,
a=—M B=—m
a0 B#0

Send: {uk, v, wi}p_q,7, 5, t, R.
Verification: Accept the argument if the following holds

:anzg gi(mA)n i 2)
Cugo H cy = come (Ui, ..., Un;T) U, =com,; (Cury- ) Cum)
i=0
m . M A
277 . yt (2)
Cuoo H Cp, = COmMck (v1, ..., Un;8) H CVi = com,; (Coys- s Cop)
i—1 i=0
m in 7(m+1)n (2)
Cuwoo H Co; = COMck (wiy ..., wn;t) H Cyw = com,y (Cwyy-- ) Cup)
i=1
n ® M m 8 n
x ye zP k.
H ca, - H e H Cp,y = comek( E (ukve — wi)z"; R)
k=1 a=—M B=—m k=1
a0 B0

Theorem 1 (Full paper). The argument given above has perfect completeness, per-
fect SHVZK and witness-extended emulation if the two-tiered commitment scheme is
binding.
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Complexity. The communication complexity of the batch product argument is 3 ele-
ments in T, 2M + 5m 4+ n + 1 elements in G and 3n + 7 elements in Z,,.

Let us estimate the computation complexity assuming that we use the two-tiered
commitment scheme we described in Section[2.Jlin an asymmetric bilinear group with
base groups G, G and target group T. The verifier’s computation is 3/m pairings and ex-
ponentiations in the target group T and 5M +2m+-4n exponentiations in the base group
G. Using standard techniques for batch verification some of the equations can be com-
bined in a randomized manner and we may also use multi-exponentiation techniques to

reduce the complexity further to O( log]}/[]\;_ﬁigb) ) exponentiations.

A naive implementation of the prover would require 3m pairings and O(M +m+n)
exponentiations and O(N (M + m)) multiplications in Z,, where N — Mmn. When
M or m are large the latter complexity dominates.

We can use techniques for polynomial multiplication to reduce the prover’s compu-
tation. Consider as an example the computation in round 3, where the prover computes

M,M m n
e § § § 7.L kxz(erl n+jn+k)vi,jk

7,01* 7=0 k=1

71— 74 =«
for « = —M,...,—1,1,...,M. Define u; = (upzmtDntontt
o Ui DRI MERY and v = (vi01, . . ., Virmn ), Which allows us to rewrite
it as
E u;v Z/'
=0, 7, =
71— 74 =«

Observe that a,, is the M + a’th coefficient of the polynomial

= <Zwiw) <Z wM_i,v;> € Zpw].

The degree of the polynomial is 2M so if we evaluate it in 2M + 1 different points
Wi, ...,wan+1 € Z, we can use polynomial interpolation to recover the coefficients.
The evaluation of ZEO w'u; and Z?,/IZO wM ”'/U; in 2M + 1 different points can be
done using O(N log” M) multiplications. If 2M|p — 1 and M is a power of 2 we can
pick w1, ..., wans as 2M -roots of unity, i.e., wk = 1 and use the Fast Fourier Trans-
form to reduce the cost further down to O(N log M ) multlphcatlonsE Similarly, we can
compute b_,,...,b_1,b1, ..., by, using O(N log” m) multiplications or O(N logm)
multiplications if 2m|p — 1 and m is a power of 2.

Known values. Sometimes it will be useful to use publicly known values u;;, in the ar-
gument. The trivial way to handle this is to use commitments c,,;

comer (Uij1, - - -, Uijn; 0). Since they use trivial randomness, the verifier can check di-
rectly that Cy,, . . ., Cy,, contain the correct values. A more careful inspection reveals

3 Tt takes a while before the assymptotic behaviour kicks in, so for small M it may be better to
use Toom-Cook related methods for computing the coefficients a—ns, ..., an.
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that some efficiency savings can be made by abandoning the commitments c,,; alto-
gether. Since the u;;; values are public we do not need to hide them, so the prover may
choose ug;; = 0. The verifier can now herself compute the resulting u, values without
using the commitments at all.

A similar analysis reveals that when w;;, are known the prover does not need to
communicate any Cyy, or ¢cy; commitments since the verifier can compute wy, himself.
In the special case where w;;;, = 0 this simplifies to fixing wy, = 0.

3.1 Inner Product Argument

A slight modification of the batch product argument allows the prover to demonstrate
instead "M DI Do WigkVijk = PR > ity 2 k=1 wijk. The main observation
is that we can fix x = 1 instead of letting the verifier choose it, in which case equation
(@ gives us the desired equality.

The only issue in following this idea is the cross-terms arising from
Uk, Vojk, Wojk- We therefore compute C’{jﬂ , C‘“}O, C§V0 s Coron s Cono Crugo £1VING US COM-
mitments to gk, VojkT, WojkT. Since T € Z; these values will still ensure that
Cuyy Cujs Cwj, Uk, Vi, Wi do not leak any information about wuj, vijk, wijk. But since
they are modified by a random factor = throughout the argument they will not inter-
fere with the equation 3" DTy Dok WigkVijk = PO Doy Dk wijk- To get
perfect completeness, we use two commitments to d; and ds values to cancel out cross-
terms corresponding to = and 2.

4 Arguments for Circuit Satisfiability

Using the batch product argument from Section[3] we can give a 7-move SHVZK argu-
ment for circuit satisfiability. Consider a boolean circuit consisting of N — 1 NAND-
gates where the prover wants to convince the verifier that there is a satisfying assign-
ment making the circuit output 1. If the output wire is w, we can add a new variable u
and add a self-looping gate of the form w = —(w A u), which can only be satisfied if
w = 1. The prover now has a circuit with N NAND-gates and no output and wants to
demonstrate that there is an internally consistent assignment to the wires that respects
all gates.

Let us without loss of generality consider a circuit with N = Mmn NAND-gates
for which the prover wants to demonstrate that there is a consistent assignment. The
prover enumerates the two inputs and the output of each gate as w;;x, v;jk, Wijk. The
task is now to show that the committed values correspond to a satisfying assignment for
the circuit.

The prover first shows that all the committed values are either O or 1 corresponding
to truth values. This is done by using batch product arguments to show w;;ru;j, =
Wijks VijkVijk = Vijk and WijkWijk = Wijk, which can only be true if Uijk, Vijk, Wijk €
{0,1}.

The prover then uses the homomorphic property of the commitment scheme to com-
pute commitments to 1 — w;;. Using another batch product argument it can show
UsjkVijk = 1 — wijk, which means the committed values respect the NAND-gates.
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Finally, using a technique from [22] it uses an inner product argument to show that all
committed values w;;, v;j, and w;;, corresponding to the same wire x, are consistent
with each other. We describe this technique in the full circuit satisfiability argument
below.

Common reference string: Two-tiered commitment key ck.

Statement: N = Mmn NAND-gates 2y, = —(xz¢, A x¢, ) Over variables xy.

Prover’s witness: An assigment to {x,} respecting all NAND-gates.

Argument: Label the inputs and outputs of the gates {w;j, vijk, wijk}7];\i717t3’21’ 1
Pick 7;;, s;5,tij < Z, and compute the commitments

_ . _ (2)
Cuyy = COMek (Uij1s - - -y Uijni Tij) Cy, = com; (Cusys- -+ Cusp)
. (2)
Cu;; = COMe (Vij1s - - -, Vijn; Sij) Cy, = comy (Coys- -5 Coipn)
_ . _ (2)
Cw;; = COMek (W1, - - -, Wijn; tij) Cw, = comy; (Cwys-- -5 Cusp)

Send {Cy,, Cv,, Cw, }1, to the verifier.

Engage in three batch product arguments with statements {Cy;,, Cy;,, Cu, } M,
{Cy;,Cy,, Oy}, and {Cw,, Cw,,Cw, }M, in order to show that wu;jx, vijk,
Wik € {0, 1}.

Define ¢; = comeg(1,...,1;0) and Cy = comgc)(cl, ...,c1). Engage in a batch
product proof with statement {Cy;,, Cy; , Cq CV_V} }M | to show that the NAND-gates
are respected.

There are 3N = 3Mmn committed values w;;, V;jk, Wi k. Let us rename them
{b;}3% and the corresponding commitments to {Cp, }3M . The same variable x,

may appear n times in the circuit as b;,, ..., b;, . Define 7 as the permutation in
S3n such that for each variable x, appearing n, times in the circuit the permutation
makes a complete cycle 1y — i3 — ... — i,, — 1; corresponding to those
appearances.

The prover receives a challenge y from the verifier and defines a; = y* — y™ (. It
uses the inner product argument] from Section 3.1lto demonstrate Zfivl a;b; = 0.
This shows that for random y

3N 3N ) ) 3N ,
D oaibi =Y (' —y" b = ' (bi = brr(y) = 0.
=1

i=1 i=1

With overwhelming probability over y this shows b ;) = b; for all 7 thus proving
that the values b; and hence the values w;;, viji, Wik are consistent with the wires
ZTy.

Verification: Verify the 4 batch product proofs and the inner product argument.

Theorem 2 (Full paper). The argument for circuit satisfiability has perfect complete-
ness, perfect SHVZK and witness-extended emulation.

* The first round of the inner product argument can be run independently of y such that the total
round complexity remains 7.
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Arithmetic circuits. Using similar techniques as in the circuit satisfiability argument,
we can also get an argument for the satisfiability of arithmetic circuits consisting of ad-
dition and multiplication gates over Z,,. The prover commits to the values and uses the
homomorphic property of the commitment scheme to show that addition gates are re-
spected and the batch product argument to show that multiplication gates are respected.
If there are publicly known constants (without loss of generality a multiple of mn) in-
volved in the circuit, the prover commits to these using randomness 0 so the verifier can
check directly that they are correct. As in the circuit satisfiability argument the prover
also demonstrates that the committed values are consistent with the wiring of the arith-
metic circuit. This gives an arithmetic circuit argument with communication complexity
O(M +m+n).

5 Range Arguments

As a concrete application of our batch product argument we will give a communication-
efficient range proof. The prover has a commitment c and wants to convince the verifier
that she knows an opening w, t such that ¢ = com,(w;t) and w € [A; B). Since the
commitment is homomorphic, the problem can be simplified to demonstrating that she
knows an opening of ¢- com.,(—A; 0) in the range [0; B— A). Let N = [log(B —A4)|.
The prover can construct a commitment ¢j/; = com(b; s) and show that it contains 0

A—B+42N
0/1

a value in the range [0; 2/V) she convinces the verifier that w € [A; B].

We can therefore without loss of generality focus on demonstrating that a commit-
ted value w belongs to the interval [0;2V). We will now give such a range argument
that only communicates O(N :13) elements. The idea is that the prover will commit to
the bit representation of w. Using a batch product argument the prover can demon-
strate that the committed bits are 0 or 1. Furthermore, using techniques similar to
the buildu ]\/P of wy in the batch product argument the prover will demonstrate that
w =Y. ZJ L n ) wiE2fmn itk =1 using O(M + m + n) communication.

If M =O(N3),m=0O(N3),n=0O(N3) the communication complexity is O(N 3)
elements.

or 1 using standard techniques. By showing that ¢ - com.;(—A4;0) - ¢ contains

Common reference string: ck.
Statement: c € G.
Prover’s witness: w,t € Zp such that w € [0;2%) and ¢ = com_x (w; t).

M,m,n

Argument: Let {w;;;}, 2} 721 j—y be the bits of w. Pick r;; « Z, and compute

9 gimn
Cw;; = cOMek (Wij1, - - -, Wign;Tij) Cw; = Comik)(cwl1 yeo Cwg ) Cwy = H Cuwg; -
Pick wo1,...,won < Z, and 19,84 < Zp and compute ¢, =
comeg (wo1, . - -, Won; 7o) and cqg = comck(zk 1 wor28 1 s4).
Send {Cy, }z 15 {¢w, } 7o and ¢, to the verifier and get a challenge T « 7Zj, back.
Compute
M m

Wi = TWok + ZZU} 2ImnIn e — o ZZT gimntin o — gop 4t

i=1 j=1 =1 j=1
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and send them to the verifier.
In parallel, engage in a batch product argument with statement{ Cyy,, Cw,, Cw, }4
to show that each w;;, satisfies w;jxw;;r = w;;x, which implies w;;, € {0, 1}.

Verification: Verify that the batch product argument is valid and

m
gimn (2) . oin )
HC = com,; (Cwys- -+ Cupy) Cuwo chj = comek (Wi, .., Wn;T)
=1
n
che = comeg( E w21 s).
k=1

Theorem 3 (Full paper). The range argument given above has perfect completeness,
perfect SHVZK and witness-extended emulation.
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