First Differential Attack
on Full 32-Round GOST*

Nicolas T. Courtois' and Michal Misztal?

! University College London, Gower Street, London, UK
n.courtois@cs.ucl.ac.uk
2 Military University of Technology, Kaliskiego 2, Warsaw, Poland
mmisztal@wat.edu.pl

Abstract. GOST 28147-89 is a well-known block cipher and the of-
ficial encryption standard of the Russian Federation. A 256-bit block
cipher considered as an alternative for AES-256 and triple DES, hav-
ing an amazingly low implementation cost and thus increasingly popular
and used [12/T5IT320]. Until 2010 researchers have written that: “despite
considerable cryptanalytic efforts spent in the past 20 years, GOST is
still not broken”, see [I5] and in 2010 it was submitted to ISO 18033
to become a worldwide industrial encryption standard. In 2011 it was
suddenly discovered that GOST is insecure on more than one account.
There is a variety of recent attacks on GOST [3l[7]. We have reflection at-
tacks [1417], attacks with double reflection [7], and various attacks which
do not use reflections [7I3]. The final key recovery step in these attacks
is in most cases a software algebraic attack [7I3] and sometimes a Meet-
In-The-Middle attack [14Y7].

In this paper we show that GOST is NOT SECURE even against
(advanced forms of) differential cryptanalysis (DC). Previously Russian
researchers postulated that GOST will be secure against DC for as few
as 7 rounds out of 32 [9I9] and Japanese researchers were already able
to break about 13 rounds [I8]. In this paper we show a first advanced
differential attack faster than brute force on full 32-round GOST.

Keywords: Block ciphers, GOST, differential cryptanalysis, sets of
differentials, aggregated differentials, iterative differentials.

1 Introduction on GOST

GOST 28147-89 was standardized in 1989 [I0] and is an official standard for
the protection of confidential information in Russia, and formerly in the Soviet
Union. Several specifications in English are also is available [T1IT2]. Unlike DES
which could only be used to protect unclassified information, and like AES,
GOST allows to protect also classified and secret information apparently without
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any limitations, which is explicitly stated by the Russian standard, see the first
page of [I1]. Therefore GOST is much more than a Russian equivalent of DES,
and its large key size of 256 bits make GOST a plausible alternative for AES-256
and 3-key triple DES. The latter for the same block size of 64 bits offers keys of
only 168 bits. Clearly GOST is a very serious military-grade cipher.

The GOST S-boxes can be secret and they can be used to constitute a sec-
ondary key which is common to a given application, further extending key size
to a total of 610 bits. Two sets of GOST S-boxes have been explicitly identified
as being used by the two of most prominent Russian banks and financial insti-
tutions cf. [I913]). The Russian banks need to securely communicate with tens
of thousands of branches to protect assets worth many hundreds of billions of
dollars against fraud.

One set of S-boxes known as ”GostR3411 94 TestParamSet” [13] was pub-
lished in 1994 as a part of the Russian standard hash function specification and
according to Schneier [19] this set is used by the Central Bank of the Russian
Federation. This precise version of GOST 28147-89 block cipher is the most
popular one, and it is commonly called just “the GOST cipher” in the cryp-
tographic literature. In this paper we concentrate on this set of S-boxes. The
most complete current reference implementation of GOST which is of genuine
Russian origin and is a part of OpenSSL library, contains eight standard sets of
S-boxes [13]. Other (secret) S-boxes could possibly be recovered from a chip or
implementation, see [I7/8].

1.1 GOST Is Very Competitive

In addition to the very long bit keys GOST has a much lower implementation
cost than AES or any other comparable encryption algorithm. For example in
hardware GOST 256 bits requires less than 800 GE, while AES-128 requires
3100 GE, see [15]. Accordingly in 2010 GOST was submitted to ISO to become
a worldwide encryption standard. ISO is still in the process of standardizing
GOST at the time of writing.

2 Security of GOST

GOST was widely studied in the literature and while it is widely understood that
the structure of GOST is in itself quite weak, for example compared to DES, and
in particular the diffusion is not quite as good, it was however always stipulated
that this should be compensated by a large number of 32 rounds cf. [9[T9/18] and
also by the additional non-linearity and diffusion provided by modular additions
[O16]. As far as traditional encryption applications of GOST with random keys
are concerned, until 2011, no cryptographically significant single-key attack on
GOST was ever found, which was summarized in 2010 in these words: “despite
considerable cryptanalytic efforts spent in the past 20 years, GOST is still not
broken”, see [15].

In the well known Schneier textbook written in the late 1990s we read:
“Against differential and linear cryptanalysis, GOST is probably stronger than
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DES”, see [19]. Then in 2000 Russian researchers claimed that “breaking the
GOST with five or more rounds is very hard”. and explain that as few as 5 to 7
rounds are sufficient to protect GOST against linear and differential cryptanal-
ysis. In the same year, Japanese researchers [18], explain that in addition, such
straightforward classical differential attack with one single differential charac-
teristic are unlikely to work at all for a larger number of rounds. This is due
to the fact that they only work for a fraction of keys, likely to rapidly decrease
with the number of rounds, see [18]).

Yet in the same paper [I8], more advanced differential attacks on GOST are
described. They show how to break about 13 rounds of GOST and until now it
was not clear if these attacks can be extended in any way to a larger number
of rounds such as full 32 rounds, because partial internal differences generated
in such attack become very hard to distinguish from differences which occur
naturally at random. These questions are the central topic in this paper.

2.1 Recent Attacks on GOST

A new attack which finally breaks GOST, was very recently presented at FSE
2011, see [14]. A related but different, simpler and faster attack, appears in [7].
Many other new attacks have been recently developed, see [3/[7].

3 Linear and Differential Cryptanalysis of GOST

3.1 Previous Research and Application to GOST

A basic assessment of the security of GOST against linear cryptanalysis (LC) and
differential cryptanalysis (DC) has been conducted in 2000 by Gabidulin et al, see
[9]. The results are quite impressive: at the prescribed security of level of 2256 5
rounds are sufficient to protect GOST against L.C. Moreover, even if the S-boxes
are replaced by identity, and the only non-linear operation in the cipher is the
addition modulo 232, the cipher is still secure against LC after 6 rounds out of 32.
In [9] the authors also estimate that, but here only w.r.t. the security level of about
2128 'roughly about 7 rounds should be sufficient to protect GOST against DC.

3.2 Classical Biham-Shamir DC Attacks and GOST

The difficulty is explained by the Japanese researchers in 2000 [I8]. If we con-
sider the straightforward classical differential attack with one single differential
characteristic it is in fact unlikely to work at all for a larger number of rounds.

This is due to the fact that when we study reasonably “good” iterative differ-
ential characteristics for a limited number of rounds (which already propagate
with probabilities not better than 27114 per round, cf. [18]), we realize that they
only work for a fraction of keys smaller than half. For full 32-round GOST such
an attack with a single characteristic would work only for a negligible fraction
of keys of about 2752 (and even for this tiny fraction it would propagate with a
probability not better than 27369),
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3.3 Advanced Differential Attacks on GOST

This however does not prevent more advanced differential attacks on GOST
which are the central topic in this paper. They have been introduced in 2000 in
the same already cited Japanese paper [18]. They can be seen in two different
ways, either as attacks which use sets of differentials as they are formalized in
[18], or more specifically, as it is the case for the most interesting attacks of this
type known (from [I8] and in this paper), as attacks in which differentials are
truncated, so that the best sets of differentials actually follow certain patterns,
for example certain bits or whole S-boxes have zero differentials, and only some
bits are active and have non-zero differentials.

3.4 Previous Advanced DC Attack on GOST

The best key recovery attack proposed in [I8] has the

1. An initial extension with a small number of active bits at the input.

2. An iterative set of differentials with 24 active bits which can propagate for
an arbitrary number of rounds.

3. A final extension differential with again a much smaller number of active
bits,

4. A method for key recovery with guessing some key bits.

Attacks with sets of differentials can be applied to other ciphers, for example
Q [1] and more recently PP-1 [5]. Our final key recovery method uses the key
scheduling of GOST and thus is different than in previously published works
[18IT15).

In [I8] the main iterative set of differentials occur naturally with higher prob-
ability of 27°°, which is not negligible anymore like in DES [2]. We are no longer
dealing with exceptional events which never happen by accident, and which when
they happen, happen for a specific reason and yield a lot of information when
they happen, like in DES [2]. For GOST, when some differentials in a set are
attained, there is a lot of ambiguity about why exactly they are attained, and
such events give much less exploitable information about the secret keys than in
DC for DES [2].

Summary. The best advanced multiple differential attack proposed in [I§]
allows to break between 12 and 17 rounds of GOST depending on the key, some
keys being weaker. In this paper we greatly improve on the state of the art and
develop the first differential attack on full 32 rounds.

4 From GOST to New Differential Attacks on GOST

GOST is a block cipher with a simple Feistel structure, 64-bit block size, 256-bit
keys and 32 rounds. Each round contains a key addition modulo 232, a set of 8
bijective S-boxes on 4 bits, and a simple rotation by 11 positions.
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Differential characteristics in GOST, need to take into account not only the S-
boxes, like in DES, but also the key addition modulo 232, which makes that their
probabilities depend on the key. In this paper we summarize the state of the art
and report some very important new results. The (very technical) explanation
on how to obtain this type of results through extended computer simulations is
outside the scope of this paper and will appear elsewhere.

5 Vocabulary: Aggregated Differentials

We define an aggregated differential A, B as the transition where any non-zero
difference a € A will produce an arbitrary non-zero difference b € B with a
certain probability.

In the previous work on GOST exactly the same sorts of differentials are ex-
ploited for GOST, see [1§]. The are called “sets of differential characteristics”
however this would suggest that any set of characteristics is possible, for example
a = b and a’ = V' could be permitted but not a = b’. This is an unnecessar-
ily general notion. Our notion of Aggregated Differentials only allows “sets of
differential characteristics” which are in a Cartezian direct product of two sets
A x B.

Similar sets of differentials are also called “almost iterative differentials” in
[1], however the word “almost” can be seen as misleading, because here and
elsewhere [II5] we will have “perfectly” iterative differentials, which are perfectly
periodic, and can propagate for an arbitrary number of rounds, from set A, to
exactly the same set A.

6 Multiple Differential Attacks on GOST

This attack on GOST was introduced in 2000 [I§]. For example the difference
of type 0x70707070,0x07070707, where each 7 means an arbitrary difference on
3 bits, plus extra rules to exclude all-zero differentials, propagates for one round
with a probability of about 27°-3. Here what we report will already start to differ
from the combination of theoretical probabilities given in [I8]. This is because it
is very hard to predict what really happens with complex sets of differentials by
theory. In fact it is rather impossible for complex differentials which could prop-
agate over many rounds, to enumerate all possible differential paths which could
at the end produce one of the differentials in our set. Moreover they strongly
depend on the key. Therefore the more rounds we have, the more the actual
(experimental) results will differ from predictions. Moreover the difference is in
our experience almost always beneficial to the attacker: as we will see below,
better attacks than expected are almost always obtained.

6.1 New Results

Many very good characteristics exist for GOST. Here we give one example.
This example has been constructed by hand by the authors from differential
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characteristics of various S-boxes and already reported in one paper [5]. Consider
the following differential set:

A = 0280700700

by which we mean all differences with between 1 and 7 active bits (but not 0)
and where the active bits are contained within the mask 0x80700700. Similarly,
an aggregated differential (A, A) means that we have 14 active bits, and that
any non-zero difference is allowed. There are 2'* — 1 differences in this set of
ours. The following fact can be verified experimentally:

Fact 6.2. The aggregated differential (A, A) with uniform sampling of all dif-
ferences it allows, produces an element of the same aggregated differential set
(A, A) after 4 rounds of GOST with probability about 27136 on average over all
possible keys.

Importantly, for 8 rounds the result is better than the square of 2713:6 which
would be 27272, Tt is:

Fact 6.3. The aggregated differential (A, A) (again with uniform sampling) pro-
duces the same aggregated differential (A, A) after 8 rounds of GOST with prob-
ability about 27259 on average over all possible keys.

6.4 Propagation for 16 Rounds

Fact 6.5. The aggregated differential (A, A) produces the same aggregated dif-
ferential (A, A) after 16 rounds of GOST with probability about 2% on average
over all possible keys.

Justification: A more precise result need to be obtained by computer simulations.

This needs to be compared to the probability that the output difference set
(A, A) will also occur naturally. In this set there are exactly 50 inactive bits
where the difference must always be 0. Therefore:

Fact 6.6. The 64-bit output difference being a member of our set (A, A) occurs
naturally with probability about 2759,

6.7 Detailed Comparison New vs. Previous Results

We need to compare our result with the Japanese paper [I8] from 2000. If we apply
the probabilities found in [I§], in theory, we expect that the difference of type
0x70707070,0x07070707 will propagate for 8 rounds with a probability of about
27427 Our simulations show it is much higher. It is about 27284 in practice.

Our aggregated differential (A, A) with A = 0280700700 propagates with a
better probability of about 2748, while the output difference in this set occurs
naturally with probability of about 2759, Clearly with the new method we are
able to distinguish 16 rounds of GOST from a random permutation. Some of
these results were already reported in [5]. Further values have less precision and
are extrapolations.
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Input Aggregated Differential 0x70707070,0x07070707 0x80700700,0x80700700
Output Aggregated Differential 0x70707070,0x07070707 0x80700700,0x80700700

Reference Seki-Kaneko [I§] this paper and [5]
Propagation 2 R 2786 2775
Propagation 4 R 27167 27136
Propagation 6 R 2241 27187
Propagation 8 R 27284 27250
Propagation 10 R 2735 o311
Propagation 12 R 243 2736
Propagation 14 R 250 212
Propagation 16 R 256 9148
Propagation 18 R 262 954
Propagation 20 R 2770 2760
Propagation 22 R 2= 2766

Output A Occurs Naturally 9—10.0 27500

Fig. 1. Our results and further extrapolations vs. previous results

6.8 An Initial Extension

It appears that the best single differential suitable for the initial extension for
(A, A) is one which does not modify anything in the first round, and one which
will only affect the highest bit in the modular addition in the second round which
does not generate any carries. This differential is (0280000000, 0200000000).

In the following table we report some results which are computed as follows:
for smaller number of rounds X they are computed experimentally. For a larger
X and for all possible decompositions X = Y + Z we consider that for the
first Y rounds we have achieved the iterative set from the initial set, and for the
remaining Z rounds we apply one of the exact results from Table[Ilabove. Due to
the method these results are rather conservative estimations. We compare these
results to those obtained assuming that one used the initial extension from [I§]
which again are exact results for up to 8 rounds, and beyond we again give lower
bounds and based on a decomposition of X =Y 4+ Z rounds with Y rounds
being as in Table Pl and Z being the main iterative piece as in Table [[I where
we report the best lower bound obtain by such decomposition which again is a
conservative estimation.

7 A Final Extension

In this section we propose a final extension with less active bits which seems to
work well for various numbers of rounds.
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Input Aggregated Differential 0x00000700,0x00000000 0x80000000,0x00000000
Output Aggregated Differential 0x70707070,0x07070707 0x80700700,0x80700700

Reference Seki-Kaneko [18] this paper
Propagation 2 R g—1.4 9—0.4
Propagation 4 R 9—5.6 9—6.2
Propagation 6 R 9—11.5 9—12.2
Propagation 8 R 9—20.1 9—20.5
Propagation 10 R 9—28 9—24.6
Propagation 12 R =34 9—30.3
Propagation 14 R 9—41 9—36
Propagation 16 R 9—46 9—42
Propagation 18 R 955 9—47
Propagation 20 R 961 9—53
Propagation 22 R 966 9—59

Output A Occurs Naturally 9—40.0 9—50.0

Fig. 2. Some results with our initial extension

Fact 7.1. The ordinary differential (0280000000, 0200000000) produces a non-
zero differential in the set (0200000100, 0280600200) after 20 rounds of GOST
with probability roughly at least about 27°8 on average over all possible keys.

Justification: Currently we have no good method to estimate this probabil-
ity. We consider an affine model. Our best aggregated differential which is
(0280000000, 0200000000) = (0200000100, 0280600200) Experimental results
obtained for 8, 10 and 12 rounds are respectively 2236, 2284 and 2332  If we
extrapolate from the last two values we get that maybe for 20 rounds the result
could be 2728:4-4.8:(20-10)/2 ~ 9-52 Being conservative we postulate it is at
least 2758 due to the propagation (cases with many intermediate differentials of
small Hamming weight) and another 27°° which occur by accident because we
have 59 inactive bits in (0200000100, 0280600200). We do not have enough com-
puting power to confirm this result. This result is inexact. A better method
to estimate this probability needs to be developed in the future.

7.2 Our Distinguisher For 20 Rounds

We can note that the aggregated differential (0200000100,0280600200) has 5
active bits and occurs naturally with probability 27°9. In contrast the propaga-
tion we predict is expected to occur with probability of about 27°% (with many
intermediate differentials of small Hamming weight).

We are finally able to distinguish 20 rounds from a random permutation. We
study this distinguisher in more details.

For a random permutation, if we consider 2% possible pairs with an input dif-
ference (0280000000, 0200000000), about 2* = 263759 pairs will have an output
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difference in the desired form in (0200000100, 02:80600200) purely by accident
(a collision on 59 bits in the last round, arbitrary differentials in the middle of
the computation).

In the case of the actual 20 rounds of GOST we expect that there will be an-
other and additional number of about 2° = 263758 “g00d” pairs and with output
difference in (0280700700, 0280700700) and with many intermediate differentials
of small Hamming weight. It is essential to understand that the overlap between
these sets of 2* and 2° pairs should be most of the time negligible, because we
are well below the birthday paradox bound for two sets to overlap.

Therefore in our attacks on 20 rounds we expect to get about 24 pairs when the
key guessed is incorrect, and about 2% +2° when it is correct. Can we distinguish
between these two cases?

The standard deviation for the number of cases (collisions on 59 bits which
occur by accident) can be computed as a sum of 2% independent random vari-
ables equal to 1 with probability 27°? and the result is 22. Our additional 2°
cases amounts to 8 standard deviations. By applying the central limit theorem
and assuming that our sum of 2% independent random variables is Gaussian,
and by applying the Gauss error function we obtain that the probability that by
accident the number reaches a threshold of 2% + 2° when it is correct, which is
outside 8 standard deviations, is about 27°°. In contrast if the permutation has
these additional pairs which come from the propagation of our differential, we
expect to be above the threshold of 2 4+ 2° with probability 2.

This is the basis of our attack and this distinguisher will be used to filter out
a large proportion of wrong assumptions on GOST keys.

Future Work: Our aggregated output differential is in fact a collection of 2°—
1 ordinary differentials, and the frequency of these differentials is not uniform.
Thus better distinguishers can probably be developed. However this is not very
easy because the distribution strongly depends on the key.

8 Key Recovery Attacks on Full 32-Round GOST

The key property which makes that we can substantially reduce the number
of rounds in full 32-round GOST is that the order of 32-bit words in the key
schedule is inversed in the last 8 rounds. In the fist 8 rounds we have:
ko, k1, ko, ks, ka, ks, ke, k7, ...
In the last 8 rounds we have:
ceey k’?, kﬁ, k57 k47 kS, k27 kl, ko
Thus for example if we guess ko, k1, ko, k3, k4, ks we are left with only 20
rounds inside GOST. Then the simplest attack one can think of based on Fact
[Z.1] would work as follows:

8.1 First Differential Attack on GOST Faster Than Brute Force

For each 192-bit guess ko, k1, ko, k3, k4, ks and for each of 264 P/C pairs for 32
rounds, we compute the first 6 rounds forwards, and the last 6 rounds backwards.
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Thus we get 264 P/C pairs for 20 rounds. This would require a total time spent
in this step of about 2192 . 264.12/32 GOST encryptions which is 22546 GOST
encryptions, slightly less than brute force but not much less. Then we can discard
a proportion about 2759 of keys on 192 bits. Remaining key bits are found by
brute force.
Summary. This attack requires 264 KP and allows to break full 32-round
GOST in time of about 22°46 GOST encryptions for a success probability of 50
%. This is faster than brute force.

9 Conclusion

In 2000 Russian researchers claimed that as few as 7 rounds out of 32 would
protect GOST against differential cryptanalysis, see [9]. In the same year two
Japanese researchers [I8], show that approximatively 13 rounds can be broken
by joining several differential characteristics together [I8]. More recently it was
shown that the characteristics from [I8] propagate better than expected, for
example they allows to easily distinguish 12 rounds from a random permutation,
see Fig.2land [5]. Ne and better sets of differentials able to distinguish 16 rounds
of GOST were proposed in [5]. In this paper we extend previous results with
suitable initial and final extensions and show how to distinguish 20 rounds of
GOST from a random permutation, cf. Fact [Tl From here, given the weakness
in ordering of round keys in GOST, we develop a first differential attack on full
32-round GOST which is (only slightly) faster than brute force.

GOST is a standardized block cipher intended to provide a military level of
security and to protect the communications for the government, the military,
large banks and other organisations. Designed in the Soviet times, it remains
today the official encryption standard of the Russian Federation. While in the
United States DES could be used ONLY for unclassified documents, GOST ”does
not place any limitations on the secrecy level of the protected information”, see
[11I]. GOST is a very economical cipher in hardware implementation, cf. [15]. In
2010 GOST was submitted to ISO to become an international standard and it is
still in the process of being standardized at the time of writing. It is extremely
rare to see such a cipher being broken by a mathematical attack faster than
brute force.

The attack presented in this paper is just a sketch and a proof of concept.
There is no systematic method known to find good aggregated differential char-
acteristics. We have been conservative in estimations of probabilities and these
probabilities alone require more work or/and more simulations to be computed
exactly. We have also estimated that it is possible to lower the time complexity
of this attack to about 2226 by a more progressive guessing of key bits, and fil-
tering out pairs which cannot occur. Due to the lack of space, and the necessity
to do more work on exact probabilities, these more complex attacks need more
space and attention and will be developed in future publications. Some further
but still early results are reported in [4].
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