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Abstract. Variability is a central issue in deep submicron technologies,
in which it becomes increasingly difficult to produce two chips with the
same behavior. While the impact of variability is well understood from
the microelectronic point of view, very few works investigated its signif-
icance for cryptographic implementations. This is an important concern
as 65-nanometer and smaller technologies are soon going to equip an
increasing number of security-enabled devices. Based on measurements
performed on 20 prototype chips of an AES S-box, this paper provides
the first comprehensive treatment of variability issues for side-channel
attacks. We show that technology scaling implies important changes in
terms of physical security. First, common leakage models (e.g. based on
the Hamming weight of the manipulated data) are no longer valid as the
size of transistors shrinks, even for standard CMOS circuits. This impacts
both the evaluation of hardware countermeasures and formal works as-
suming that independent computations lead to independent leakage. Sec-
ond, we discuss the consequences of variability for profiled side-channel
attacks. We study the extend to which a leakage model that is carefully
profiled for one device can lead to successful attacks against another
device. We also define the perceived information to quantify this con-
text, which generalizes the notion of mutual information with possibly
degraded leakage models. Our results exhibit that existing side-channel
attacks are not perfectly suited to this new context. They constitute an
important step in better understanding the challenges raised by future
technologies for the theory and practice of leakage resilient cryptography.

Introduction

Side-channel attacks are one of the most important threats against modern cryp-
tographic implementations. Since the apparition of power [I1] and electromag-
netic analysis [0/21], the design and evaluation of countermeasures allowing to
withstand such physical attacks has become an increasingly important research
topic. The security assessment of commercial products (such as smart cards)
has also implied major developments in the industry of secure hardware de-
vices. Various solutions purposed to increase the security against side-channel
attacks have been proposed, at different abstraction levels. They range from the
modification of the hardware [31] to generic techniques using the formalism of
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modern cryptography [20]. Significant progresses have also been made in better
understanding the statistical aspects of power analysis and its connection with
countermeasures such as masking and hiding, as detailed in the DPA book [14].

By contrast to classical cryptanalyis, that targets abstract mathematical ob-
jects, side-channel cryptanalysis is implementation-specific. The gain of such a
specialization is a significantly increased power. Cryptographic algorithms that
are assumed (or proven) secure against classical adversaries, even with intensive
time and memory complexities, often turn out to be completely insecure against
physical attacks, if implemented in an unprotected device. As a consequence,
technological dependencies are at the core of both the theory and practice of
side-channel analysis. On the one hand, solutions to attack cryptographic im-
plementations are most efficient if they can exploit a good understanding of the
underlying physics. On the other hand, solutions to (provably) ensure the secu-
rity of leaking devices need to rely on assumptions that correctly capture the
peculiarities of actual hardware. In this paper, we tackle this issue of technolog-
ical dependency and show that some of the common assumptions used in power
analysis attacks are not going to hold anymore in future cryptographic hardware.

In particular, the scaling of the CMOS technology, that is the basis of most
present microelectronic devices, is a permanent trend since the apparition of
integrated circuits in the late 1950s. Shrinking transistors is generally motivated
by the need of increased performances and reduced energy per operation. But
when reaching the nanometer scale, two major detrimental side effects also arise.
First, the relative importance of so-called static currents increases (i.e. energy is
consumed, even if no computation is performed) [25]. Second, device variability
becomes important (i.e. it becomes increasingly difficult to engineer identical
chips) [IIT7]. As a consequence, the goal of this paper is to investigate the impact
of these effects, with a focus on power variability, from the point of view of side-
channel attacks. More precisely, our contributions are as follows.

1. A classical tool in DPA is to use Pearson’s correlation coefficient in order to
compare key-dependent leakage predictions with actual measurements per-
formed on a chip [2]. These (so-called) correlation attacks are most efficient
if a good leakage model is available for the predictions. And a very common
solution is to use the Hamming weight (or distance) of the manipulated data
for this purpose. We show that such models are not accurate anymore for
65-nanometer and smaller technologies. Hence, their use may lead to over-
estimate the security of a (protected or unprotected) implementation.

2. Recent works in the area of leakage resilient cryptography frequently assume
that independent computations lead to independent leakage. We put forward
that this assumption is not fulfilled anymore for 65-nanometer technologies.
In particular, we show that linear leakage models that only depend on the
input/output bits of an S-box are not able to capture parasitical effects
occurring during the computations. We then discuss the consequences of
this observation and highlight that they are different for works such as [5],
which assume independence at the gate level, and works such as [4], which
assume independence at a larger scale, e.g. between functional blocks.



A Formal Study of Power Variability Issues and Side-Channel Attacks 111

3. Profiled attacks, e.g. using templates [3] or stochastic models [27], are an
important class of side-channel attacks in which an adversary first charac-
terizes a target device (in order to obtain a precise knowledge of the leakage
probability distributions), and then uses this knowledge in a very powerful
online phase. In this context, it is important to know whether a profile ob-
tained from one device can be used against other similar devices. We discuss
this question in light of the increased variability of recent technologies. For
this purpose, we define the perceived information, which is a generalization
of the mutual information that allows quantifying degraded leakage models.

4. Finally, we provide a careful empirical evaluation of both the information
leakage and the success rates of various implementations and attacks. Our
results are based on a set of 20 implementations of the same AES S-box in
a 65-nanometer low-power CMOS technology. We use these experiments to
discuss the impact of the power supply on the information leakage, and the
selection of meaningful time samples in the traces. We also take advantage
of this case study to compare real measurement traces with simulated ones.

Summarizing, while an important literature covers the impact of nanoscale tech-
nologies from a microelectronic point of view, e.g. [7], only a few works consider
its consequences in terms of security. To the best of the authors’ knowledge, the
simulated experiments in [13] are the only available reference. In this paper, we
extend these preliminary investigations, and show that technology scaling implies
new challenges for the theory and practice of side-channel attacks, that are not
completely solved by present statistical tools, proof techniques and assumptions.

1 Preliminaries

1.1 Target Implementation

Our analysis is based on simulated and actual power traces obtained from the
execution of an AES Rijndael S-box, full-custom designed in a low power 65-
nanometer CMOS technology, and measured under two different supply voltages:
1.2V and 0.5V. We used an area-optimized S-box architecture based on compos-
ite field arithmetic, described in [I6], of which the design is detailed in [9].

Measurements were performed on 20 prototype chips implementing this S-
box, each of them made of 1,530 transistors in static CMOS logic style, with
a maximum logic depth of 22. The S-box delay is 3 ns at 1.2V supply voltage,
meaning a maximum operating frequency of 200 MHz (taking a security margin
of 2 ns). This maximum clock frequency drops down below 10 MHz when de-
creasing the supply to 0.5V. In our experiments, we monitored the voltage drop
on a resistor introduced in the supply circuit of the chips, using a high sampling
rate oscilloscope (1 Gsample/second), while running the chip at 2 MHz (moti-
vated by interface constraints of our prototype board ). Post-layout simulations
were performed using Spice models provided by the same industrial foundry as
for actual measurements, for the chosen technology node.
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1.2 Notations

Let a power trace [ be the output of a leakage function L. In our experiments, the
leakage function will essentially depend on three input arguments: X, C and N.
The (discrete) random variable X denotes the input value of the S-box under
investigation, the (discrete) random variable C' denotes the index of the chip
under investigation, the (continuous) random variable N denotes the noise in
the measurements. As a result, we denote the random variable representing the
leakage traces as L(.,.,.), where the arguments are written as capital letters if
they are variable, and as small caps if they are fixed. For example, I(z, ¢, n) is
a single measurement trace, corresponding to input x and chip ¢; L(x, ¢, N) is a
random variable representing the noisy traces corresponding to input x and chip
c. We also denote the #" time sample in a leakage trace as L;(z, ¢, n). Finally, it
is sometimes convenient to consider noise-free mean traces, that are defined as:

L(X,C)=E L(X,C,n),

where E denotes the mean operator, which is to be replaced by a sample mean
operator (denoted as E) when applied to actual measurement traces. Simulation
environments such as Spice do not directly allow parametrizing the noise level
in the power traces. Therefore, they provide noise-free traces by default. In this
case, and in order to analyze the impact of noise on the security of our AES S-
box, our evaluations considered an additive Gaussian noise (which is a reasonable
starting point for the simulated analysis of side-channel attacks). We denote with
N (l|1, 0%) the probability density function (pdf) of a normal random variable L
with mean p, variance o2 and evaluated on input z. It yields:

Li(X,C,N) = Li"(X,C) + N,

where N has mean 0 and variance o2. When considering multiple time samples
in the traces (i.e. Ly, ., (X, C, N)), the mean and variance are replaced by a mean
vector and a covariance matrix. Our simulated evaluations assume the same noise
distribution for all inputs, chips and time samples. By contrast, when considering
actual power traces, the noise is directly present in the measurements obtained
from the oscilloscope. In this case, our evaluations characterized its distribution,
in order to take possible correlation between different time samples into account.

As an illustration, Figure [@ in Appendix [Al shows noise-free power traces
corresponding to 4 different inputs, measured for 10 different chips, under 1.2V
and 0.5V supply voltages, obtained from simulations and actual measurements.

1.3 Noise Distribution

The preliminary analysis of a set of leakage traces usually starts with the char-
acterization of the noise. For this purpose, we first applied the filtering described
in Appendix [B] in order to remove some parasitic frequencies from the traces.
Then, we tested the distribution of the residual noise. In recent works on side-
channel attacks, this distribution is usually assumed to be normal, with mean
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zero and variance o2 [14]. Using a normality test like the Pearson’s chi-square
test telled us that, formally, the residual noise does not exactly follow a normal
distribution. However, the ratio between the entropy of the estimated normal
distribution and its Kullback-Leibler divergence with the actual distribution is
smaller than 0.5%, meaning that the residual noise distribution is very close to
Gaussian. As will be seen in the following section, this assumption is also vali-
dated from a side-channel point of view, when comparing the information leakage
computed with the actual noise distribution and with a Gaussian estimate.

1.4 Physical Variability

The power consumption traces of an electronic device can be divided into a static
part and a dynamic part. These parts can be informally identified by visual
inspection: the static power corresponds to the constant parts of the traces, the
dynamic power corresponds to their variable parts. Dynamic power is usually the
most useful in side-channel attacks, because its strong input-dependency can be
used to accumulate information about a secret value manipulated by a device.
As discussed in [10], physical variability of the dynamic energy in nanoscale
devices can be explained by capacitance fluctuations that are magnified when the
computation delays increase, because of the random glitches that are generated
by variability-induced unbalanced logic paths. In the following, we will mainly
be interested in two parameters that influence the physical variability.

First, the supply voltage can be scaled down, resulting in a reduced dynamic
power at the cost of an increased delay, hence implying a higher variability.
Second, different time samples can be selected in the traces. Because of the
impact of the computation delays on the random glitches in these traces, the
samples corresponding to the beginning of the computations have less variability
than the ones corresponding to the end of the computations. These parameters
can be illustrated by looking at the variance of the power traces, over the input
plaintexts and chips, in Figure[Il One can see that the variance over the chips
(caused by physical variability) increases when moving from 1.2V to 0.5V supply
voltage. In addition, for the 0.5 supply, i.e. when variability becomes significant,
this variance is quite localized in the late time samples. Note that this effect is
particularly visible when considering the actual measurements.

1.5 Dimensionality Reduction

One difficult task when performing a side-channel attack is to select the samples
of interest in the traces. Many heuristics have been proposed for this purpose. A
straightforward solution is to apply the attacks to all the samples in the traces
and to select the samples where they perform best. This is possible, e.g. when ap-
plying Kocher’s DPA [11], correlation attacks [2] or template attacks [3] (as long
as the templates are only built for a reduced number of samples). Alternatively,
it is also possible to use dimensionality reduction techniques such as Principal
Component Analysis (PCA) or Linear Discriminant Analysis (LDA) [29]. These
are linear transforms that can be used to project the traces in a subspace of small
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Fig. 1. Variances of the power traces over the input plaintexts and chips. Left: 1.2V
power supply, Right: 0.5V power supply / Up: simulations, Down: actual measurements.

dimensionality, with the goal of “summarizing” the useful information in a few
samples. PCA uses the inter-class variance as optimization criteria, while LDA
uses the ratio between inter- and intra-class variance. Figure [IT] in Appendix
plots the eigenvectors corresponding to the principal component produced by
PCA and LDA, for simulated traces. It shows that physical variability makes the
application of PCA irrelevant, as it cannot distinguish between inter-plaintext
and inter-chip variances. By contrast, LDA does a good job in this case, and
only selects early time samples in the traces, where inter-plaintext variance is
large and inter-chip variance is small. In order to simplify the interpretation of
the results, our analyzes in the following sections will reduce the dimensionality
by selecting one to three meaningful time samples, with small, medium and large
variability (examples are give in the upper left part of Figure[@in Appendix [A]).

2 Information Theoretic Analysis

The goal of this paper is to investigate how inter-chip variability affects the ap-
plication of side-channel attacks. For this purpose, we start with an information
theoretic analysis. As detailed in [2§], it allows to quantify the security of an
implementation against an adversary who can perfectly profile the leakage pdf.
In our context, we will consider the information between a secret S-box input X
and the corresponding leakage L. We analyzed three types of leakage. First, we
used simulations L} = L;"™(X,C) + N. Second, we used actual measurements
L? = Ly(X,C, N). Third, we considered a hybrid situation combining the average
traces obtained from the oscilloscope with simulated noise: L} = L;(X,C) + N.
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Interestingly, the presence of inter-chip variability implies new concerns re-
garding the profiling of a leakage pdf. In our 65-nanometer technology, two pieces
of silicon implementing the same functionality can give rise to different power
consumptions. And this variability can even occur intra-chip, e.g. two S-boxes
within the same implementation of the AES can have different leakage models.
As a consequence, this section will focus on two main scenarios. In the first one,
the profiling and attack are performed on the same chip. This scenario reflects
the classical assumption that two chips produced from the same design leak in a
similar way. It corresponds to a worst case situation in which all the information
leaked by an implementation can be exploited by the adversary. In the second
(more realistic) one, different chips are used for profiling and attacking. We study
the possibility of building templates from a set of n chips and to attack a n+1t"
chip, in order to infer the effect of process variability. Doing this, we introduce a
new notion of “perceived information”, which allows capturing the information
loss that is due to the degradation of an adversary’s templates.

This section will also consider two additional questions. First, we evaluate the
assumption of “independent leakage” that is frequently required by formal secu-
rity analyzes in physically observable cryptography, e.g. [4J5]. Then, we discuss
the notion of model soundness and its relation with the scenarios of standard
DPA attacks [2I3/TTIT5] and algebraic side-channel attacks [23/24126).

2.1 Worst Case Scenario: Profiling and Attacking the Same Chip

Analyzing the information leakage of a cryptographic implementation first re-
quires to choose a profiling technique, in order to estimate the leakage pdf. In this
section, we use the template attacks introduced in [3], which are the most generic
solution for this purpos. Template attacks essentially work in two steps. In a
first profiling phase, the adversary builds 256 Gaussian templates, denoted as
Pruodel [Llz] = N fiz.e,ns 6;071\,), corresponding to the 256 maximum likelihood
estimates of the conditional density functions Prepip[L|z]. Then, in a second on-
line phase, he uses these templates to recover information from a leaking chip,
for which he will select the maximum likelihood input candidate:

# = argmax Pryeqer [2*]1]. (1)

T*

The information theoretic analysis introduced in [28] consists in evaluating the
posterior probability of different inputs and computing the mutual information:

MI(X; L) = H[X] = > Pr[a] Y Prensp[l|2]. log, Prensp[z|l], (2)
reX leL

where Prensplx|l] is derived from Prepip[l|z] using Bayes’ formula and X', £ are
the sets of all possible input values and leakage. In practice, the real leakage
distribution is a priori unknown, both for adversaries and evaluators. Hence, the

! An alternative is to use stochastic models [27] and is discussed later in the paper.
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probability of the leakage [ conditioned on input x is replaced by a sample esti-
mate Preip[l|2] (i.e. typically, one divided by the number of measured traces).
And the probability of the input z conditioned on leakage [ is replaced by the
adversary’s model estimate lﬁrmodel[ﬂx]. In general, one assumes that the adver-
sary’s model is reasonably close to the actual chip leakages, which allows to for-
mally compute the mutual information. As demonstrated in [30] in the context of
the masking countermeasure, the mutual information provides an excellent indi-
cator of the template adversary’s success rate. However, if the adversary’s model
degrades for some reason, and differs from the actual chip leakage distribution,
the mutual information cannot be computed anymore. In order to capture such
situations, we introduce the following definition of perceived information:

PI(X;L) = H[X] — > Prla] ) Prensp[l[2]. 10g; Pruoge [z]1]. (3)
zeX el

When profiling and attacking the same chip with sufficiently accurate templates,
Prenip|l|2] and Praeqer [I|7] are the same, and the perceived information reverts to
the mutual information. From a side-channel point of view, the intuitive meaning
of the perceived information is close to the one of mutual information: it captures
the information about a latent variable X obtained when observing leakages L,
generated according to a density Prenip[L|z], and interpreted with the model
lﬁrmodel[L\x]. This implies that the perceived information is lower or equal to the
mutual information, and may have a negative value, meaning that the leakage is
misinterpreted by the adversary’s model. In this case, the side-channel attacks do
not converge towards their correct result (i.e. they don’t output the correct key).
The perceived information can also decrease with measurement noise. Such a
counterintuitive behavior will be observed in the next sections: less measurement
noise may increase the misinterpretations of the model, as the probability of the
correct event Pryeqer[]l] will be closer to zero in this case. Note finally that, in
the case of simulations, the sum over the leakages [, in Equations ([2) and (@),
becomes an integral, as an analytical description of the pdf is available.

The results of our analysis for the worst case scenario where we profile and
attack the same chip are displayed in Figure [ (averaged over 20 chips), with
models using 1, 2 or 3 samples (denoted as 1D, 2D and 3D in the plots). They
do not exhibit deviations from previous information theoretic analyzes (e.g. the
perceived information is always positive). They also confirm the intuition that
reducing the power supply reduces the information leakage, and that higher
dimension leakage provides more information to the adversary [22]. In fact, the
most interesting observations in these experiments relate to simulations:

1. Simulated noise. As witnessed by the right part of the figure, average mea-
surements plus simulated noise (i.e. L?) provide an excellent approximation
of actual measurements with real noise (i.e. L?), from an information leakage
point of view. This is in line with our observation of Section

2. Simulated traces. As witnessed by the differences between the left and right
parts of the figure, the information leakage of simulated traces reasonably
corresponds to the one of actual traces at 1.2V, and exhibit more deviations
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Fig. 2. Mutual information between an input X and corresponding leakage L in func-
tion of the noise std. deviation, for 1D, 2D and 3D leakages. Left: simulations. Right
curves: measurements + simulated noise. Right stars: measurements.

at 0.5V (i.e. when variability increases). This can be explained by the diffi-
culty to capture all physical effects in simulation models (including the ones
related to our measurement setup). While the intuitions given by simula-
tions are sound (e.g. decreasing the supply voltage reduces the information
leakage) the numerical values they provide need to be considered with care.

In the rest of the paper, we will systematically consider averaged measurements
plus simulated noise in our evaluations, since this behaves very similarly to the
actual measurements while allowing modifications in noise leveldd.

2.2 A Note about the “Independent Leakage” Assumption

An important assumption found in several formal works in the area of leakage
resilient cryptography is that independent computations give rise to independent
leakage. Our experiments suggest that such an assumption may not hold in prac-
tice. One first reason for this, discussed in [I8], is cross-talk: the current flowing
in one wire of a bus may significantly influence the one of adjacent wires, both in
terms of delays and power consumption. More generally, the coupling between
any locally connected parts of an integrated circuit, like our S-box implementa-
tion, has an important impact in this respect. For example, the leakage traces
of different chips in Figure [ are significantly different. The main cause of these
different shapes are glitches, i.e. random transitions at the gates inputs/outputs
that are caused by signals arriving at different times. As these arrival times de-
pend on all the paths of the signals before they reach a gate, glitches are a clear
expression of leakage dependencies between different parts of a circuit.

In general, it is difficult to quantify the exact impact of each type of coupling
that can occur within an integrated circuit. This is because only the combination
of all these effects can be observed in a measurement trace. However, it is possible

2 For each experiment, we additionally checked that simulated noise did not introduce
any significant deviation from the real measurement noise, as in Figure



118 M. Renauld et al.

to show that simple models that are linear combinations of the S-box input or
output bits are not able to capture the full complexity of the leakage samples in
our traces. The stochastic models introduced by Schindler et al. [27] are a very
useful tool to quantify this claim. The principle of stochastic models is to perform
a regression in order to find the function L, = >~ ;- gi(x) that will best approach
the actual leakage function, with [g1(z), g2(x), ..., gn(x)] representing the basis
used in the regression. If one uses the S-box output bits as base vectors, the
approximated function will be linear. And by adding quadratic, cubic, ... terms
in the basis, it is possible to refine the approximation. Eventually, a stochastic
model using all possible terms of degree equal to or smaller than 8 has enough
degrees of freedom to assign an independent value to the leakage of each S-box
input, i.e. it is strictly equivalent to the exhaustive construction of 256 templates.
Note that, when evaluating the information leakage with a stochastic model
using small bases, the model used by the adversary Pryoger [L]|z] may not any-
more correspond to the actual leakage pdf lﬁrchip[L|x]. This happens, e.g. if the
stochastic model is not able to capture all the leakage dependencies in the traces.
The left part of Figure[3 plots the information leakage corresponding to differ-
ent stochastic models. For low noise standard deviations and low degree bases, it
shows that the stochastic models are not accurate, as the perceived information
decreases below zero. The figure also exhibits that the impact of adding terms
in the basis varies with the time samples. Again, the intuitive meaning of the
non linear terms in the basis is not easy to give, as they relate to various phys-
ical effects. As illustrated in the right part of Figure Bl a combinatorial circuit
connects several gates and any intermediate value may be used as an additional
base vector. But our experiments at least show that, for any time sample in
the traces, even late ones that are mainly influenced by the S-box output bits,
various features cannot be predicted by a linear combination of those bits.
These observations have important consequences for formal works in the area
of physically observable cryptography. First, they contradict the assumption in
[5], where the security proof requires that different gates generate independent

P for stochastic models of degree 1 to 8
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Fig. 3. Left: mutual information between an input X and corresponding leakage L, in
function of the noise, obtained using stochastic models with bases containing functions
of various degrees of the S-box output bits (1.2V supply). Right: gates combination.
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leakage. In general, it is unlikely that this condition can hold for locally connected
parts of a circuit. The integration of coupling effects (e.g. leakage functions with
quadratic, cubic, ...terms) in such analyzes is an interesting scope for further
research. More theoretically, our experiments suggest that the assumption in
[4I19] may not always hold either. These works assume independence at a higher
abstraction level, e.g. by requiring that two PRGs lead to independent leakage.
In view of the importance of coupling in deep submicron technologies, fulfilling
this requirement would at least require to ensure a sufficient (time or space)
distance between their executions, so that local dependencies become negligible.

2.3 Realistic Scenario: Profiling and Attacking Different Chips

As inter-chip variability increases in recent CMOS technologies, the worst-case
analysis in the previous section no longer corresponds to an actual attack sce-
nario. This is because the templates profiled for one implementation may not
be optimal anymore for attacking other implementations. As a consequence, we
now concentrate on a more realistic situation, where one profiles and attacks
different chips. The success rate of the side-channel key recovery will then es-
sentially depend on the extent to which the templates built during profiling are
sufficiently close to the actual power consumption of the target implementation.
Again, this can be measured with the perceived information. But in order to
build sound leakage models Pryoge1[L|2], we first need to improve the profiling,
in order to take the process variability into account. For this purpose, a natural
approach is to extend the template profiling as illustrated in Figure 4 That
is, classical template attacks estimate the conditional leakage distributions with
P;rmodel[L\x} = N(l\ﬂz,C,Nﬁiyc’N), where fiz . n (resp. 69267071\[) denotes the sam-
ple mean (resp. variance) of the leakage variable, for a fixed plaintext z, chip ¢
and a random noise N. In order to take the inter-chip variability into account,
one can simply accumulate these sample means and variances, considering mul-
tiple chips rather than a single one. This means using the following estimates:

PArmodel[L‘x} = N(llfiz,c,n, &i,C,N)v
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Fig. 4. Example of a template built from 1 chip (top) and 4 chips (bottom)
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where 62 CON = O'm eN T am c.0 When (additive) simulated noise is used for N.
The left part of ﬁgure shows the information leakage of different templates,
obtained using different sets of profiling chips. It shows that variability has im-
portant consequences for the application of side-channel attacks. First, we see
that profiling a large set of chips allows avoiding situations in which the per-
ceived entropy is negative (see, e.g. the “10 vs. 17 curve). But this is at the cost
of a reduced information leakage: by inferring the inter-chip variability directly
into the templates, one also obtains models that are less accurate for any single
chip. This can be observed by the significantly higher information curve of the
worst case scenario (denoted as “1 vs. 1 (same chip)”). Second, the right part
of the figure illustrates the effect of the selected time sample on the attack: the
information decreases both when the input variability decreases (time sample 75
to 110) and when the chip variability increases (time sample 75 to 300).
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Fig. 5. Left: information theoretic analysis for various sets of learning chips (1.2V
supply). Right: information theoretic analysis for various time samples (0.5V supply).

It is essential to properly understand the meaning of these different curves.
What they essentially show is that modeling inter-chip variability with a straight-
forward extension of template attacks (as we did in this section) leads to signifi-
cant information losses. Hence, it underlines the need to develop new side-channel
distinguishers, that can better cope with such situations. One possible solution,
discussed in the next section, is to use non-profiled distinguishers and to perform
model estimation “on-the-fly”, while performing the attacks.

Another important remark is that these experiments do not reduce the rele-
vance of the worst case curve in security evaluations: perfectly profiling one chip
and evaluating the perceived information in this context (i.e. the mutual infor-
mation), remains useful to determine the security limits of an implementation.
From a cryptographic designer point of view, the good news is that technology
scaling will generally make this limit harder to reach for actual adversaries.

2.4 Model Soundness versus DPA Soundness

The previous section suggests that inter-chip variability makes the building of
accurate templates a challenging task. There exist cases in which the adversary’s
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leakage model is not even sound, in the sense that it leads to negative perceived
information values. Following [28], a leakage model is sound if the asymptotic
success rate of a Bayesian adversary exploiting it in order to recover a secret
target value equals one. In our present case study, the model is sound if all
inputs & can be recovered thanks to their corresponding leakage.

This definition of soundness is very strict: a single inversion in the templates
(e.g. fiz;,c,N < flz;,0,N When g, cN > pg;0n) is enough for a model not
to be sound. However, it is of particular interest for the application of algebraic
side-channel attacks [23l24)26], in which errors in the leakage information usually
makes the solving of the system of equations containing the secret key impossible.
As a consequence, we now discuss solutions to obtain sound leakage models.

For this purpose, we use the notion of key class. That is, in the previous
section, we always considered leakage models built for all the 256 possible S-
box inputs x. However, it is also possible to build less informative models, by
considering a lower number of templates. Formally, we define a function § : X —
S that maps each input value x to a key class s = §(z). The number of key
classes can be equal (in the case of an identity mapping d(z) = x) or lower than
the number of possible inputs: |S| < |X|. The mutual information between a
mapping variable S = §(X) and an input variable X, is defined as:

I(X; ) = H[S] — H[S|X] = H[S].

Given a key class variable S, it is then possible to check the soundness of the
corresponding leakage model with the conditional entropy matrix defined in [28]:

H,, =— Z Prenipll|5] 10, Praoger [s*]1],
lel

hix hiz ... hys

hg’g hg’g h2,|5|
hisia hysp2 - hysys)

where s and s* respectively denote the correct key class and a key class candi-
date. The model is sound if and only if the minimum value for each line of the
matrix is the diagonal value lAL” Having defined these tools, we can study the
tradeoff between the informativeness of a key class I(X;.S) and the soundness
of the corresponding leakage model Igrmodel[L|s]. For this purpose, we considered
consecutive key classes with |S| = 256,255, ...1, with the mapping function &
grouping close leakages, and the templates built from a set of 5 chips, as illus-
trated in the left part of Figure[fl The right part of the figure then shows how
the informativeness and soundness of these successive key classes evolves with
the error probability of the template attack that we define as:

Prerror = Prlargmax lﬁrmodel[s*\l] # s]. (4)

It illustrates that it is possible to build a key class with 6 possible values for
which the model Pryoge1[L|s] is sound. Such a key class could be directly used in
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Fig. 6. Left: building more robust / less informative models. Right: maximum infor-
mation provided by a model in function of the classification error rate (1.2V supply).

an algebraic side-channel attack. We note, however, that the same comment as
in the previous section applies. Namely, classical template attacks are probably
not the best solution to build sound and informative leakage models.

To conclude this section, we finally mention that model soundness is a nec-
essary condition for successful algebraic side-channel attacks. But for standard
DPA types of attacks [I5], it is only a sufficient condition. That is, standard
DPA attacks will generally exploit the leakage corresponding to the execution of
the S-box for several plaintexts, i.e. S(z @ k), in order to recover the secret key
k. Hence, from an information theoretic point of view, the relevant metric is no
more P;I(X; L) but ISI(K; X, L), with conditional entropy matrix:

Hy o = — Z Pr[z] Z Prenspll|, k] logy Praoaer [E* |1, 7],
zeEX leL

where k& and k* denote the correct key and a key candidate. As each line of
the matrix is computed by averaging over 256 possible inputs x, even some
misclassified traces do not always prevent a successful DPA. In other words,
DPA-soundness, corresponding to a matrix I:Ik,k* with minimum diagonal, is
a much weaker requirement than model soundness. In our setting, even the
identity mapping §(x) = x gave rise to successful DPA attacks using templates.
The analysis of this scenario will be investigated in the next section.

3 Security Analysis

The previous section provided an extensive evaluation of the information leakage
of an AES S-box implemented in a 65-nanometer CMOS technology. It shows
that inter-chip variability makes the straightforward application of profiled at-
tacks (such as using templates, or stochastic models) less efficient than when
variability can be neglected. In this section, we perform the second part of the
evaluation framework in [2§], i.e. security analysis. For this purpose, we analyze
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Fig. 7. Left: Probability of soundness for a template attack. Right: Expected number
of messages to reach a 0.9 success rate for a sound template attack (1.2V supply).

the success rates of various distinguishers in a standard DPA setting, in order
to determine the impact of variability in this context. Namely, we performed:

— Template attacks, using exactly the profiling described in Section

— Correlation attacks [2] with a Hamming weight leakage modefd.

— Mutual Information Analysis (MIA) attacks, using a Hamming weight leak-
age model and an identity leakage model (corresponding to 7 out of 8 S-box
output bits). Our implementation of MIA followed the guidelines given in
[8]: we used histogram-based pdf estimation, with 32 (linearly-spaced) bins,
which allowed us to deal with the weak accuracy of our leakage models.

— Non-profiled attacks using stochastic models generated “on-the-fly” , with
the linear bases described in Section[Z2l That is, we used exactly the profiling
techniques proposed in [27], but this profiling was done for each key candidate
separately. The attack then proceeds as carefully described in [12]: each time
the adversary gains a new trace, he repeats the profiling and tests his key
dependent models directly on the set of available traces.

Figure[@illustrates the effect of variability on template attacks, for a 1.2V supply
voltage. Its left part shows that attacks may not work at all, when the profiling
done for a chip is used to attack a significantly different chip. But as discussed
in the previous section, one reaches DPA-soundness easily, by profiling on more
than 4 chips. The right part of the figure shows that the number of traces to
attack is low once a sound model is available, and lower bounded by the worst
case curve corresponding to a perfect model. Moving to 0.5V supply would lead
to similar conclusions, with both curves slightly translated on the right.

Figure [8 shows the results of various non-profiled attacks. Its right part con-
tains results of a correlation attack against each of our 20 chips. It underlines
that the Hamming weight leakage model only allows to reach a 100% success rate
for a few of these chips. Hence, it cannot be used to evaluate the security of a

3 This is equivalent to a Hamming distance model, corresponding to the transitions
between a pre-charge of the S-box input to zero and its evaluation on input z.
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Fig. 8. Left: success rates of a various non profiled attacks averaged over 20 chips.
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cryptographic implementation in this case. The left part of the figure illustrates
the average success rates (over the 20 chips) of our different non-profiled attacks.
It suggests that attacks performing “on-the-fly” model estimation, such as using
stochastic models or MIA, are a promising approach for dealing with variability.

4 Conclusions and Open Problems

Process variability in nanoscale devices raises new challenges for the theory and
practice of side-channel attacks. Experiments performed on 20 prototype chips
show that former DPA attacks are not perfectly adequate to evaluate the security
of an implementation in this context. In the absence of variability, adversaries
could first profile (or assume) a leakage model, and then exploit this model in
an online attack. With the increase of process variability, it becomes necessary
to infer the correct leakage model for each target implementation. The deep in-
tegration of recent microelectronic circuits also increases the coupling between
their interconnected parts, with consequences on the “independent leakage” as-
sumption that is frequently required in formal works on leakage resilience. Hence,
developing new techniques to deal with this new attacks scenario is essential, in
order to avoid overestimating the security levels of actual products.
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Fig. 9. Illustrative noise-free leakage traces corresponding to 4 inputs and 10 chips.
Left: 1.2V supply, Right: 0.5V supply / Up: simulations, Down: actual measurements.

B Preprocessing of the Traces

Side-channel attacks exploit information about the internal state of a computing
device that is leaked, e.g. through power consumption traces. These power traces
also contain some noise, either due to unpredictable physical effects, or to other
forms of perturbations such as measurement artifacts (outliers) or parasitic sig-
nals (interference). The influence of this second source of noise can sometimes
be reduced by processing the power traces prior to the actual attack.

The top curve in the left part of Figure [I0 illustrates the autocorrelation of a
power trace. It measures the linear correlation between the trace and its shift by
7 time samples. The autocorrelation function shows two mixed components: reg-
ularly spaced peaks (around 7 = 1000, 2000, etc.) and some periodic sinusoidal
component with period close to 2000. Roughly speaking, the correlation peaks
which correspond to successive clock cycles of the chip, correspond to the useful
signal. By contrast, the periodic sinusoidal component is a parasitic that can
be filtered. An example of filtered trace is given in the bottom curve of the left
part of Figure And the impact of this preprocessing on the distribution of
the residual noise (estimated with histograms) is in the right part of the figure.
It clearly illustrates the gain in terms of noise standard deviation.
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C PCA and LDA Eigenvectors

Lig*  comparison between PCA and LDA

[ B
a4
o
52
o n
0
o1
P e
< ~
5o J S—
&
o1 L L L . \ . s
50 00 150 200 250 200 350 400 450
0s
<
c o S et B
-
05

0 50 100 150 200 250 200 350 400 450
nme samples

Fig.11. PCA (middle) and LDA (below) applied to simulated traces at 1.2V (above)



	A Formal Study of Power Variability Issues and Side-Channel Attacks for Nanoscale Devices
	Preliminaries
	Target Implementation
	Notations
	Noise Distribution
	Physical Variability
	Dimensionality Reduction

	Information Theoretic Analysis
	Worst Case Scenario: Profiling and Attacking the Same Chip
	A Note about the ``Independent Leakage" Assumption
	Realistic Scenario: Profiling and Attacking Different Chips
	Model Soundness versus DPA Soundness

	Security Analysis
	Conclusions and Open Problems
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




