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Abstract. Key-dependent message (KDM) secure encryption schemes
provide secrecy even when the attacker sees encryptions of messages
related to the secret-key sk. Namely, the scheme should remain secure
even when messages of the form f(sk) are encrypted, where f is taken
from some function class F. A KDM amplification procedure takes an
encryption scheme which satisfies F-KDM security and boost it into a
G-KDM secure scheme, where the function class G should be richer than
F. It was recently shown by Brakerski et al. (TCC 2011) and Barak et
al. (EUROCRYPT 2010), that a strong form of amplification is possible,
provided that the underlying encryption scheme satisfies some special
additional properties.

In this work, we prove the first generic KDM amplification theorem
which relies solely on the KDM security of the underlying scheme with-
out making any other assumptions. Specifically, we show that an ele-
mentary form of KDM security against functions in which each output
bit either copies or flips a single bit of the key (aka projections) can be
amplified into KDM security with respect to any function family that
can be computed in arbitrary fixed polynomial-time. Furthermore, our
amplification theorem and its proof are insensitive to the exact setting
of KDM security, and they hold in the presence of multiple-keys and in
the symmetric-key/public-key and the CPA/CCA cases. As a result, we
can amplify the security of all known KDM constructions, including ones
that could not be amplified before.

Finally, we study the minimal conditions under which full-KDM
security (with respect to all functions) can be achieved. We show that un-
der strong notion of KDM security, the existence of cyclic-secure fully-
homomorphic encryption is not only sufficient for fullKDM security, as
shown by Barak et al., but also necessary. On the other hand, we observe
that for standard KDM security, this condition can be relaxed by adopting
Gentry’s bootstrapping technique (STOC 2009) to the KDM setting.

1 Introduction

The study of secure encryption scheme is perhaps the most central subject in
cryptography. Since the discovery of semantic security [24] till the formulation
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of CCA-security [BTI33/18], modern cryptography has successfully developed in-
creasingly stronger notions of security providing secrecy in highly adversarial
settings. Still, all these strong notions of security guarantee secrecy only as long
as the encrypted messages are independent of the secret key. This limitation
dates back to the seminal work of Goldwasser and Micali [24] who observed that
semantic security may not hold if the adversary gets to see an encryption of the
secret key. For many years, such usage scenarios were considered as “security
bugs” that should be prevented by system designers.

A decade ago, the assumption of independency between the secret key and the
encrypted data was challenged by Camenisch and Lysyanskaya [16] and Black
et al. [11]. Specifically, Camenisch and Lysyanskaya considered schemes that
remain secure under a “key cycle” usage, where we have t keys organized in a
cycle and each key is encrypted under its left neighbor. A generalization of this
notion, called key-dependent message (KDM) security, was suggested by Black
et al. Informally, an encryption is KDM® secure with respect to a function class
F if security holds even when the adversary can ask for an encryption of the
message M = f(skq,...,sks) under the i-th public-key, where ski,...,sk; are
the secret keys present in the system and f is an arbitrary function in F. This
notion of security implies cyclic-security if F is expressive enough (e.g., contains
all “selector” functions), and it becomes strictly stronger when the function
class F grows. Hence, one would like to achieve KDM security while making the
function class F as large as possible.

The notion of KDM security was extensively studied in the past few years
in several flavors including the symmetric/public-key and the CPA/CCA set-
tings [T6TTI269UT2ITEIRI27255ITARITOITS]. These works were motivated by the
fundamental nature of the question as well as by concrete applications includ-
ing encrypted storage systems (e.g., BitLocker [12]), anonymous credentials [16],
and realization of security proofs at the framework of axiomatic security [IJITJ3].
(See [12] for more motivations and details.)

Although much is known today about KDM security both on the positive and
negative sides, it is still unclear whether a standard encryption scheme can be
transformed into a scheme which provides KDM® security, even with respect to
a single key (i.e., t = 1) and simple non-trivial function families (e.g., Selectors)El.
Hence, it is natural to move forward and explore the possibility of building strong
KDM security given a weak form of KDM security as a primitive. This makes
sense as today, following the seminal work of Boneh et al. [I2] and its follow-
ups [IBU5IT3], it is known that a basic form of KDM security (with respect to the
family of “affine functions”) can be achieved in several settings under various
concrete cryptographic assumptions. Therefore, following [14] we ask:

Is there a generic transformation which emplifies KDM security from a
weak family of functions F to a larger family of functions G 7

L It is known that KDM security with respect to sufficiently rich families of functions
cannot be based on standard assumptions via fully black-box reductions [25]. How-
ever, this impossibility result (and its extension in [I0]) does not hold for simple
function class (e.g., projections).
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The two main features of such a procedure are generality — the transformation
should work with any scheme which satisfies F-KDM security without relying
on any other additional property — and large amplification gap — ideally, F is
a very simple function class whereas G is as rich as possible. The question of
KDM amplification was recently addressed by Brakerski et al. [I4] and Barak et
al. [10], who made an important progress by showing how to amplify the KDM
security of several existing schemes. While these works achieve relatively large
amplification gap, they fall short of providing full generality as they strongly rely
on additional properties of the underlying scheme (i.e., simulatable-KDM secu-
rity and entropic-KDM security — to be defined later). As a concrete example,
it is unknown how to use any of these techniques to amplify the KDM-security
of the symmetric-key encryption scheme of [5] which is based on the Learning
Parity With Noise (LPN) assumption. (See Section for more details about
these works and their relation to our approach).

1.1 Owur Results

We give an affirmative answer to the above question by providing the first generic
KDM amplification procedure. In particular, we consider the projection function
class of all functions f : (ski,...,sk:) — v in which each output bit depends on
(at most) a single bit of the input. Namely, each output bit v, is either fixed to
a constant or copies/flips an original bit of one of the keys. We show that this
elementary function family is complete in the following sense:

Theorem 1 (Completeness of projections, Informal). Let G be any func-
tion family which can be computed in some fized polynomial time. Then, any
encryption scheme which satisfies KDM® security with respect to projections
can be transformed into a new encryption scheme which is KDM® _secure with
respect to G.

Generality. Theorem [I] assumes nothing but KDM security regarding the un-
derlying scheme. Furthermore, the theorem (and its surprisingly simple proof)
is insensitive to the exact setting of KDM security: it holds for any number of
keys (t), and in both symmetric-key/public-key and CPA/CCA settings. In all
these cases, the new scheme is proven to be secure exactly in the same setting as
the original scheme. This allows us, for example, to amplify the security of the
affine-KDM secure scheme of [5], and obtain the first symmetric-key encryption
scheme with strong KDM security based on the LPN assumption.

Large gap. Theorem [ provides a large amplification gap. In fact, this gap can
be further expanded as follows. First, we can achieve length-dependent KDM
security [I0], which means that the target family G can be taken to be the
family of all polynomial-size circuits whose size grows with their input and output
lengths via a fixed polynomial rate (e.g., the circuit size is quadratic in the input
and output lengths). This family is very powerful and it was shown to be rich
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enough for most known applications of KDM security [I0P. (See Section B for
details.) In addition, in the case of CPA security (both in the public-key and
symmetric-key settings), we can weaken the requirement from the underlying
scheme and ask for KDM security with respect to projections with a single
output: namely, all Boolean functions f(ski,...,sk;) — b which output a single
bit of one of the keys, or its negation. This can be extended to the CCA setting
via the transformations of [9I5] (though in the public-key setting one has to
employ, in addition, non-interactive zero-knowledge proofs).

The relaxation to single-output projections also enables a liberal interface to
which we can easily plug previous constructions. For example, one can instantiate
our reduction with schemes that enjoy KDM security with respect to affine
functions, while almost ignoring technical details such as the underlying field
and its representation. (These details required some effort in previous works.
See the appendices in [T4UTO/T3].) This, together with the simple proof of our
main theorem, allows to simplify the proofs of [TOJI3] for the existence of length-
dependent KDM secure encryption scheme under the Decisional Diffie-Hellman
(DDH) assumption [12], the Learning With Errors assumptions (LWE) [5], and
the Quadratic Residuosity (QR) assumption [I3].

Given this completeness theorem, the current status of KDM security resem-
bles the status of other “complete” primitives in cryptography such as one-way
functions or oblivious transfer [32/19]: We do not know how to build these prim-
itives from generic weaker assumptions, however, any instantiation of them suf-
fices for an entire world of applications (i.e., all symmetric-key primitives in
the case of one-way functions, and generic secure-computation in the case of
oblivious transfer, cf. [22123]).

Beyond length-dependent security. Although length-dependent KDM security
seems to suffice for most applications, one can strive for an even stronger notion
of security in which the KDM function class contains all functions (or equiv-
alently all functions computable by circuits of arbitrary polynomial size). It is
somewhat likely that any length-dependent secure scheme actually achieves full-
KDM security (see the discussion in [10]). Still, one may want to construct such
a scheme in a provably secure way. As a basic feasibility result, it was shown
in [I0] that any fully homomorphic encryption scheme [20] which allows to en-
crypt the secret-key (i.e., “cyclic-secure”) is also fulll KDM secure. In light of the
small number of FHE candidates [20/I7], and our little understanding of this
notion, one may ask whether it is possible to relax this requirement and achieve
full- KDM security under weaker assumptions.

We make two simple observations regarding this question. First, we consider
the case of simulatable KDM security [I0], in which it should be possible to
simulate an encryption of f(sk) given only the corresponding public-key in a
way that remains indistinguishable even to someone who knows the secret-key.

2 Most of the statements in [TI0] refer to the slightly weaker notion of Bounded KDM
security in which the circuit size grows only as a function of the input via a fixed
polynomial rate. However, as observed in [I0, Sec. 6] their construction actually
satisfies the stronger definition of length-dependent KDM security.
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We show that in this setting the two notions: circular-secure FHE and full-KDM
are equivalent. Hence, achieving full-KDM security under a relaxed assumption
requires to use non-simulatable constructions.

Our second observation asserts that the bootstrapping technique of Gen-
try [20] can be used in the KDM setting as well (even for the case of non-
simulatable constructions). That is, if one can construct an encryption scheme
which guarantees KDM security with respect to circuits whose depth is only
slightly larger than the depth of the decryption algorithm, then this scheme is ac-
tually fully KDM secure. Unfortunately, all known amplification techniques [T0/14]
including the ones in this paper, amplify KDM security at the cost of making the
decryption algorithm “deeper”. Still, we view this observation as an interesting
direction for future research.

1.2 Our Techniques

To formalize the question of KDM amplification, we define the notion of reduction
between KDM function families G <xpm F which means that any scheme that
provides KDM security with respect to F can be transformed (via a fully black-
box reduction) to a new scheme that satisfies KDM security with respect to G.
We describe a novel way to derive such KDM reductions based on the machinery
of randomized encoding of functions [29I7]. Before we explain this notion, let us
start with the simpler case of deterministic encoding.

Say that a function f deterministically encodes a function g if for every x the
output of f(z) “encodes” the output of g(z) in the sense that g(x) can be effi-
ciently computed based on f(z) and vice versa. That is, there are two efficiently
computable mappings S and R such that S(g(z)) = f(z), and R(f(x)) = g(z).
Suppose that we are given a scheme which provides KDM security with respect
to the encoding f, and we would like to immunize it against the function g. This
can be easily achieved by modifying the encryption scheme as follows: to encrypt
a message M we first translate it into the f-encoding by computing S(M), and
then encrypt the result under the original encryption scheme. Decryption is
done by applying the original decryption algorithm, and then applying the re-
covery algorithm R to translate the result back to its original form. Observe
that an encryption of g(sk) in the new scheme is the same as an encryption of
S(g(sk)) = f(sk) under the original scheme. Hence, the KDM security of the new
scheme with respect to g reduces to the KDM security of the original scheme
with respect to f.

This simple idea provides a direct reduction with very nice structure: any KDM
query for the new scheme is translated into a single KDM query for the original
scheme. This simple single-query-to-single-query translation leads to high level of
generality: the transformation is insensitive to the exact KDM setting (symmetric-
key/public-key and CPA/CCA), to the number of keys, and it can be used with
respect to large function families G and F as long as every function in G is encoded
by some function in F via a pair of universal mappings S and R. On the down side,
one may complain that security was not really amplified, as the function g and its
encoding f are essentially equivalent. It turns out that this drawback can be easily
fixed by letting f be a randomized encoding of g.
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In the case of randomized encoding (RE), the function f(z;r) depends not
only on x but also on an additional random input r. For every fixed x, the
output of f(x;r) is now viewed as a distribution (induced by a random choice
of r) which should encode the value of g(z). Namely, there are two efficiently
computable randomized mappings S and R such that for every x: (1) the distri-
bution S(g(z)) is indistinguishable from f(x;r), and (2) with high probability
over the choice of r (or even with probability one) R(f(z;r)) = g(z). One can
view these conditions as saying that g(z) is encoded by a collection of functions
{fr(x)}rv where fr(x) = f(xv T)'

Now suppose that our scheme is KDM secure with respect to the family
{fr(x)},, then we can apply the above approach and get a scheme which satisfies
KDM security with respect to g. The only difference is that now the message
preprocessing step is randomized: To encrypt a message M first encode it by the
randomized mapping S(M), and then use the original encryption function. The
security reduction is essentially the same except that a KDM query for ¢ in the
new scheme is emulated by an old KDM query for a randomly chosen function
fr. This idea can be easily extended to the case where all functions in G are
encoded by functions in F:

Theorem 2 (Informal). If F is an RE of G, then G <kpm F.

The crux of this theorem, is that, unlike deterministic encoding, randomized
encoding can represent complicated functions by collections of very simple func-
tions [29J30J7/6]. Specifically, by combining the above theorem with the REs
of [6], which, in turn, are based on Yao’s garbled circuit [34], we obtain our main
results (Thm. [)).

1.3 Comparison with BGK and BHHI

Our techniques are inspired by both [I4] (BGK) and [10] (BHHI). We believe
that our approach inherits the positive features of each of these works, and sheds
new light on the way they relate to each other. Let us review the main ideas
behind these constructions and explain how they compare to our solution.

The BGK reduction. The starting point in [I4] is an encryption scheme which
satisfies entropic KDM security with respect to F. Roughly speaking, this means
that KDM security should hold not only when sk is chosen uniformly from the
key space K = {0,1}* but also when it is chosen uniformly from a smaller
domain K', e.g., K’ = {0,1}*". By relying on this notion, BGK shows that for
every efficiently computable injective mapping o : K’ — K, one can amplify
security from F to the class F o «, i.e., with respect to functions f(«(sk)) for
every f € F. The idea is to choose the key sk’ from X’ and employ the original
scheme with the key sk = a(sk’). This allows to translate a KDM query f(a(sk’))
for the new scheme into an entropic-KDM query f(sk) for the old scheme.

The deterministic encoding (DE) approach is inspired by the BGK approach,
and can be seen as a complementary solution. BGK extends a function f : £ —
Mto foa: K — M by shrinking the key space (from K to K'), whereas in the
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DE approach f : K — M is extended to Ro f : K — M’ by padding messages
which effectively shrinks the message space (from M to M’ = R(M)).

As a result BGK enjoys a similar attractive security reduction with single-
query-to-single-query translation. This leads to flexibility with respect to the
KDM setting. Indeed, although the BGK approach is not fully general due to
its use of entropic-KDM security (a notion which seems stronger than standard
KDM security), it immediately generalizes to the CCA and the symmetric-key
settings, as long as the underlying scheme provides entropic-KDM security.

It should be mentioned that in our approach the amplification is achieved by
modifying the encryption algorithm, rather than the key-generation algorithm
as in BGK. This minor difference turns to have a considerable effect on the
amplification-gap. First, it allows to use fresh randomness in every application of
the encryption algorithm, and so the linkage between functions in G to functions
in F can be randomized. Indeed, this is exactly what allows us to exploit the
power of randomized encoding. In contrast, the BGK approach tweaks the key-
generation algorithm and so the relation between G to F is bounded to be
deterministic. In addition, since our modification happens in the encryption (and
decryption) phases, we can let the function class G grow not only with the
security parameter but also with the size of the messages. This leads to the
strong notion of length-dependent security, and in addition allows to achieve
KDM® where the number of keys t grows both with the message length and the
security parameter.

In contrast, the family G of BGK cannot grow with the message length, and
it can only contain a polynomial number of functions. This limitation prevents
it from being used in applications which require KDM security wrt larger func-
tions classes (e.g., secure realization of symbolic protocols with axiomatic proofs
of security). Furthermore, amplification for large number of keys can be achieved
only at the expense of putting more restrictions on the underlying scheme (i.e.,
simulatable KDM security). On the other hand, assuming these additional prop-
erties, the BGK approach can get KDM® for arbitrary unbounded ¢ with respect
to some concrete function families (e.g., constant degree polynomials), whereas
in our approach ¢ is always bounded by some fixed polynomial (in the security
parameter and message length)ﬁ. Finally, it is important to mention that the
BGK reduction treats G in a black-box way, while the randomized encoding
approach treats this class in a non-black-box way.

The BHHI reduction. The BHHI approach relies on a novel connection be-
tween homomorphic encryptions and KDM security. First, it is observed that in
order to obtain KDM security with respect to G it suffices to construct a scheme

3 In fact, we can achieve a slightly stronger notion. Assuming that the underlying
scheme satisfies KDM® security for arbitrary t’s (as in [I2I5]), we get a KDM®
secure scheme where there exists an unbounded number of keys in the system, but
the arity of the KDM functions available to the adversary is polynomially bounded
(in the security parameter and message length). Still, these functions can be applied
to arbitrary subsets of the keys.
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which provides both cyclic-security (i.e., KDM security with respect to the iden-
tity function) and homomorphism with respect to a function family G, i.e., it
should be possible to convert a ciphertext C' = Epk(M) into C’' = Ep(g(M)) for
every g € G. Indeed, the homomorphism property can be used to convert a ci-
phertext Epi(sk) into the ciphertext Epk(g(sk)), and so cyclic-security is amplified
to G-KDM security.

BHHI construct such an encryption scheme by combining a two-party secure
computation protocol with two messages (i.e., based on Yao’s garbled circuit [34])
with a strong version of oblivious transfer which satisfies an additional cyclic-
security property. The latter primitive is referred to as targeted encryption (TE).
The basic idea is to view the homomorphic property as a secure-computation
task in which the first party holds the message M and the second party holds
the function g. The cyclic nature of the TE primitive allows to implement this
homomorphism even when the input M is the secret-key. Finally, BHHI show
that TE can be constructed based on affine-KDM secure encryption scheme
which satisfies a strong notion of simulation: There exists a simulator which
given the public-key pk can simulate a ciphertext Ey«(g(sk)) in a way which is
indistinguishable even for someone who holds the secret-key.

The BHHI construction seems conceptually different from our RE approach
(i-e., homomorphism vs. encoding). Moreover, the construction itself is not only
syntactically different, but also relies on different building blocks (e.g., TE). Still,
the RE construction shares an important idea with BHHI: The use of secure-
computation techniques. It is well known that REs are closely related to secure
multiparty-computation (MPC) protocols, and, indeed, the role of REs in our re-
duction resembles the role of MPC in BHHI. In both solutions at some point the
security reduction applies the RE/MPC to the function g in G. Furthermore,
both works achieve strong KDM security by instantiating the RE/MPC with
Yao’s garbled circuit (GC) — a tool which leads to both stand-alone RE con-
struction [6] and, when equipped with an OT, to a two-party secure-computation
protocol.

It should be emphasized, however, that the actual constructions differ in some
important aspects. While we essentially encrypt the whole GC-based encod-
ing under the underlying KDM encryption scheme, BHHI tweak the GC proto-
col with a cyclic-secure OT (i.e., TE). Pictorially, our underlying KDM-secure
scheme “wraps” the GC encoding, whereas in BHHI the KDM-secure primitive
is “planted inside” the GC protocol. This difference affects both generality and
simplicity as follows.

First, BHHI are forced to implement a KDM-secure OT, a primitive which
seems much stronger than standard KDM secure encryption schemes. For exam-
ple, KDM-secure symmetric-key encryption schemes can be constructed at the
presence of a random oracle [LT] while OT protocols cannot [28[]. Moreover, as
we already mentioned, although TE can be based on several known affine-secure
KDM schemes (i.e., ones which enable strong simulation), the LPN assumption

4 Tt seems that a similar statement holds even for public-key KDM-secure schemes.
See [TTI21].
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(with constant error-rate) is a concrete example under which symmetric-key en-
cryption scheme with KDM-security wrt affine functions exist, yet OT is not
known to exist. Furthermore, since BHHI send the garbled circuit in the clear,
it is not hard to show that the resulting scheme is not CCA-secure even if the
TE provides CCA security. Finally, the modification of the GC protocol leads to
a relatively complicated security proof.

2 Preliminaries

For a positive integer n € N, let [n] denote the set {1,...,n}, and U, denote
the uniform distribution over {0,1}™. A function e(n) is negligible if it tends
to zero faster than 1/n¢ for every constant ¢ > 0. The term efficient refers to
probabilistic machines that run in polynomial time in the security parameter.

Efficient functions and randomized functions. A randomized function f : {0,1}*x
{0,1}* — {0,1}* is a function whose second input is treated as a random input.
We write f(x;r) to denote the evaluation of f on deterministic input = and ran-
dom input 7, and typically assume length regularity and efficient evaluation as
follows: there are efficiently computable polynomials m(n) and ¢(n) and an effi-
ciently computable circuit family { f, : {0,1}" x {0,1}™(") — {0,1}¥"™} which
computes the restriction of f to n-bit deterministic inputs. If the function is not
length regular, we assume that the circuit family is indexed by a pair of input
and output parameters (n,¢), and require evaluation in time poly(n, £). Finally,
a deterministic function corresponds to the special case where m(n) = 0.

Function ensembles. A function ensemble is a collection of functions {f.},.,
indexed by an index set Z C {0,1}*, where for each z the function f, has a
finite domain {0,1}™*) and a finite range {0,1}*®*), where n,¢ : {0,1}* — N.
By default, we assume that ensembles are efficiently computable, that is, the
functions n(z),£(z), as well as the function F(z,2) = f.(x) are computable
in time poly(|z|). Hence n(z),¢(z) < poly(|z|). We also assume that |z] <

poly(n(z), £(z)).

Randomized encoding of functions. Intuitively, a randomized encoding of a func-
tion g(z) is a randomized mapping f(z;r) whose output distribution depends
only on the output of g. We formalize this intuition via the notion of
computationally private randomized encoding of [6], while adopting the orig-
inal definition from a non-uniform adversarial setting to the uniform setting
(i.e., adversaries are modeled by probabilistic polynomial-time Turing machines).
Consider a function g = {g, : {0,1}" — {0, 1}5(")} and a randomized function
= {fn:{0,1}" x {0, 1}y - {o, 1}5(”)}, which are both efficiently com-
putable. We say that f encodes g, if there exist an efficient recovery algorithms
Rec and an efficient simulator Sim that satisfy the following:
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— perfect correctness. For every x € 1™, the error probabilities

0,1
Pr[Rec(1”, f(2,Up(m)) # g()] and Pr[Rec(1", Sim(1",g(x))) # g(x)] are
both zerd.
— computational privacy. For every efficient adversary A we have that

Pr[Af GV (17) = 1] — Pr[AS™@O) (17) = 1] < neg(n),

where the oracles are defined as follows: Given x the first oracle returns
a sample from f(2;U,,(|5)) and the second oracle returns a sample from

Sim(11*1, g(x)).

This notion is naturally extended to functions g, ¢ which are not length-regular
and are indexed by both input and output lengths. However, we always assume
that privacy is parameterized only with the input length (i.e., the adversary’s
running-time/distinguishing-probability should be polynomial /negligible in the
input length.) Note that, without loss of generality, we can assume that the
relevant output length £ is always known to the decoder and simulator (i.e., it
can be always encoded as part of the output of f, ¢).

Encryption schemes (syntax). An encryption scheme consists of three efficient
algorithms (KG, E,D), where KG is a key generation algorithm which given a
security parameter 1% outputs a pair (sk, pk) of decryption and encryption keys;
E is an encryption algorithm that takes a message M € {0, 1}* and an encryption
key pk and outputs a ciphertext C; and D is a decryption algorithm that takes
a ciphertext C' and a decryption key sk and outputs a plaintext M’. We also
assume that both algorithms take the security parameter 1¥ as an additional
input, but typically omit this dependency for simplicity. Correctness requires
that the decryption error

max Pr [Dsk(Epk(M)) # M],
Me{0,1}* (sk,pk) ££KG(1F) o

should be negligible in k, where the probability is taken over the randomness
of KG, E and D. For security parameter k, let Kj denote the space from which
decryption keys are chosen. Without loss of generality, we always assume that
Kr =10, 1}k.

Following Goldreich [23], we note that the above definition corresponds to both
public-key and symmetric-key encryption schemes where the latter correspond
to the special case in which the decryption key sk and encryption key pk are
equal. As we will see, the difference between the two settings will be part of the
security definitions.

3 KDM-Security

Let £ = (KG,E,D) be an encryption scheme with key space K = {Kx}.
Let t : N — N be a function. A t-ary KDM function ensemble is an efficient

® Previous definitions require only that the first quantity is zero, however, all
known constructions (of perfectly-correct randomized encoding) satisfy the current
(stronger) definition.
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ensemble of functions F = {fk’z : ICZ(k) — {0, 1}*}( ) We let Fj, denote the

k,z
set {fk’z : ICZ(k) — {0, 1}*} . An F-KDM Chosen-Ciphertext Attack (CCA) in

the public-key setting is defined in Fig. [ as a game that takes place between a
challenger and an adversary A. The advantage of A when attacking a scheme £

is a(k) = Pr[A wins the KDM game] — ;.

— Initialization. The challenger randomly chooses a bit b & {0,1} and ¢t =
t(k) key-pairs (ski,pk,)..., (sks, pk,) by invoking KG(1¥) for ¢ times. The
adversary A can send a “public-key” query and get to see all the encryption
keys (pky, ..., pk;)-

— Queries. The adversary A may adaptively make polynomially-many queries
of the following types:

e Encryption queries of the form (i, M) where ¢ € [t] and M € {0,1}".
The challenger responds with C il E(pk,,M) if b = 1, and C &
E(pk,, 0'™1) if b = 0.

e KDM queries of the form (¢, f) where ¢ € [t] and f € Fj. The challenger
computes M = f(ski,...,sk:) and responds with C £ E(pk,, M) ifb=1,
and C & E(pk;,0™) if b = 0.

e Decryption queries of the form (¢,C') where ¢ € [t] and the string C
was not given as an answer of a previous encryption/KDM query. The
challenger responds with M = D, (C') regardless of the value of b.

— Final phase. The adversary outputs a bit ' € {0, 1} and wins if b = b'.

Fig. 1. The 7-KDM game is defined with respect to the function ensemble F = {F;}
and is indexed by the security parameter k. The presence (resp., absence) of public-key
query captures the public-key (resp., symmetric-key) setting.

By restricting the power of the adversary in the KDM game (Fig. ) we
get other KDM settings. Specifically, the symmetric-key setting corresponds to
adversaries of type sym who do not ask public-key queries, and the CPA setting
corresponds to adversaries of type CPA who do not make decryption queries.
Hence, we can classify KDM adversaries into one of the following four types:
(pub, CCA), (pub, CPA), (sym, CCA), and (sym, CPA). An adversary of type T that
conducts an F-KDM attack is denoted as (7', F)-adversary.

Definition 1. (KDM-secure encryption) Let Tbe a type, and F be a func-
tion ensemble. An encryption scheme is (T,F)-KDM secure if every efficient
(T, F) adversary has at most negligible advantage when attacking the scheme.

Interesting KDM functions ensembles. For every ¢ = t(k) and for every
type T we consider the following ensembles:

— Selectors and projections. If the ensemble Fj, contains all selector func-

tions {f; : (ski, ... ske) > skj}, . we get the notion of clique security [12]
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(which is stronger than circular security [16]), that is, the scheme is secure
even if the adversary sees encryptions of the form Epy, (sk;) for every 4,5 € [t].
Another elementary class that slightly generalizes the previous ones is the
class of all functions f : (sk) — v in which each output bit depends on (at
most) a single bit of the input sk = (ski,...,sk¢). Namely, the j-th output
bit v; is either fixed to a constant or copies/flips an original bit of one of
the keys, i.e., v; € {0,1,sk; 4,1 —sk; 4}, where sk; , is the g-th bit of the
i-th secret key. We refer to this class as the class of projections and let IT ,2’5
denote the restriction of this class to functions of input length kt and output
length ¢(k). Projections is a proper subclass of the class of affine functions
L:Fkt — F,

— Polynomial-size circuits [10]. For polynomials p(-) and £(-), let Cj ,,
denote the class of all circuits C' : {0,1}%* — {0,1}¥*) of size at most
p(k) + p(£). Security with respect to this class is denoted by (p, £)-bounded
circuit-size KDM security. A slightly stronger notion of security is p-length-
dependent KDM security which means that the scheme is KDM secure with
respect to C}Z’e’p for every polynomial ¢. While, ultimately one would like to
have KDM security with respect to all polynomial-size circuits (for arbitrary
polynomial), it seems that p-length-dependent security, say for quadratic p,
may be considered to be almost as powerful since it allows the adversary
to use larger circuits by encrypting longer messages. In particular, one can
represent essentially any polynomial-time computable function via padding.
That is, if a function f is not in the class since its circuit is too large, then a
“padded” version f’ of f in which the output is padded with zeroes does fall
into the ensemble. Furthermore, in [I0] it was shown that if p is sufficiently
large (e.g., the quadratic polynomial) then length-dependent security is suf-
ficient for axiomatic-security applications (i.e., it gives the ability to securely
instantiate symbolic protocols with axiomatic proofs of security).

The above definitions become stronger when the arity ¢ grows. At one extreme,
one may consider a single scheme which satisfies any of the above definitions for
an arbitrary polynomial ¢(k), and at the other extreme one may consider the
case of t = 1, which is still non-trivial even for projection functions.

Reductions among KDM-ensembles. We say that a KDM function ensemble G
KDM-reduces to another KDM function ensemble F (in symbols G <kpm F) if
there exists a transformation which converts an encryption scheme & that is F-
KDM secure to an encryption scheme £ which is G-KDM secure. Formally, such
a (black-box) reduction is composed of (1) (construction) an encryption scheme
& which is given an oracle access to the scheme &; and (2) (security reduction)
an efficient algorithm B such that for any F-adversary A which attacks & with
advantage o, the G-adversary B¢ attacks the scheme £ with a similar advantage
(up to a negligible loss). This definition can be instantiated with respect to all
four different types. We say that the reduction is type-preserving if B4¢ is always
of the same type as A (i.e., B always ask the same type of queries that A asks in
the KDM game.) Type preserving reduction extends KDM-security while being
insensitive to the concrete setting which is being used. Formally,



Key-Dependent Message Security: Generic Amplification and Completeness 539

Lemma 1 (KDM-reductions). Suppose that the KDM function ensemble G
KDM-reduces to the ensemble F via a type-preserving reduction (éA’, B). For every
T € {pub,sym} x {CCA, CPA}, if the encryption scheme & is (T, F)-KDM secure
then the scheme E€ is (T, G)-KDM secure.

4 Reductions and Completeness Results
4.1 KDM Reductions via Randomized Encoding

Let F = {fi.} and G = {gxw} be a pair of KDM function ensembles with the
same arity t = t(k). We say that F encodes G if every function g(x) in G has a
randomized encoding f(x;7) such that for every fixing of the random string r, the
resulting function f,.(z) is in F. More formally, the evaluation function Gy(z, )
of G should have a randomized encoding Fj((z,z);r) such that for every fixing
of r and index z, the function Fj . ,(z) = F(k, z, ;) corresponds to a function
frw in F, where the mapping from (z, ) to w should be efficiently computable in
poly(k) time. Note that this means that the simulator and decoder are universal
for all indices z, and depend only on the value of k.

Theorem 3 (main theorem). Suppose that the KDM function ensemble F
encodes the KDM function ensemble G. Then, G KDM-reduces to F via a type-
preserving reduction.

To prove the theorem we need to describe a construction and a security reduction.
From now on, let Sim and Rec be the universal simulator and recovery algorithm
which establish the encoding of G by F.

Construction 4. Given oracle access to the encryption scheme & = (KG, E, D),
we define the scheme £ as follows

KG(1%) = KG(1*)  Epk(M) = En(Sim(M))  Dg(C) = Rec(Dg(C)),

where all algorithms (i.e., encryption, decryption, simulator and recovery) get
the security parameter 1% as an additional input.

It is not hard to see that the decryption error of the scheme & is the same as
the decryption error of £, as an improper decryption of Epx (M) happens only if
Eok (M) is improperly decrypted where M’ £ Sim(M).

We show that the security of £ can be based on that of £. Given an oracle

access to a (T,G) adversary A that attacks &, we define a (T, F ) adversary B
that attacks £ by randomly choosing one of two strategies By and Bj.

Reduction 5 (The adversary BA€). Toss a coin o & {0,1}. If 0 = 1 invoke
the following adversary By :

— Initialization: B invokes A. If A asks for the encryption keys then B makes
a similar query and passes the answer to A.
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— Encryption query: If A makes an encryption query (i, M), for i € [t] and
M € {0,1}*, then B samples M' = Sim(M), sends (i, M) as an encryption
query (wrt to £) and passes the answer of the challenger to A.

— KDM query: If A makes a KDM query (i,g), for i € [t] and g € G, then
the adversary B does the following: She uniformly chooses randomness r
for the randomized encoding f(-;r) of g(-), and asks the KDM query (i, f,)
where fr(-) = f(-;r) which, by our assumption, is in F. The answer of the
challenger is being sent to A.

— Decryption query: If A makes a decryption query (i,C), then B checks
that it is legal (by inspecting all previous encryption/KDM queries), and if
so, (1) passes the same decryption query to the challenger, (2) applies the
recovery algorithm Rec to the result, and (3) sends it back to A.

— Termination: B terminates with the same output of A.

If o = 0 then invoke the adversary By. This adversary is similar to By except that
encryption and KDM queries of A are both translated into encryption queries as
follows: given an encryption query of A of the form (i, M) (resp., KDM query
of the form (i,g)), the adversary By samples M’ = Sim(0°) and asks for the
ciphertext Ep, (M'), where £ is the length of M (resp., output length of gE. At
the end, By flips the output of A and terminates.

Note that the above reduction is indeed type-preserving. Let us first focus on the
adversary B;. If the challenge bit b is 1 (i.e., when the challenger is in the “real-
mode”), then the difference between the emulated view of A and the view of A in
the actual KDM game, is only due to the difference in the way KDM queries are
answered. In the real game answers to KDM queries are computed properly as
Epk, (9(sk)) = Epk, (Sim(g(sk))), whereas in the emulated game they are computed
by Epk, (f(sk;U)). However, this difference should not be noticeable due to the
privacy of the randomized encoding. Formally, let ap(k) (resp., Bs5(k)) denote
the probability that A (resp., B,) guesses the challenge bit when it takes the
value b. Then,

Lemma 2. |51 1(k) — a1(k)| < neg(k).

Proof. We define the following distinguisher D which, given an oracle access to
either F(-;U) or to Sim(G(+)), attempts to distinguish between the two. The
adversary D emulates the challenger with challenge bit b = 1. It generates a
key vector (sk;, pk;);c[y by executing the key-generation algorithm KG(1*) for ¢
times. Then D invokes A. If A asks a KDM query (i, g.) then D calls its oracle
with the value G(z,sky,...,sk:). Let M denote the answer of the oracle. The dis-
tinguisher computes the ciphertext C' = Ep, (M) and sends the ciphertext C' to
A. If A asks other types of queries such as public-key queries, encryption queries,
and decryption queries, the distinguisher D answers them properly exactly as
the real challenger does when it’s in the real mode b = 1. (For the case of a
decryption query (i,C), the distinguisher checks that it is legal by inspecting all

5 Recall that the output length of g € G is given as part of its description.
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previous KDM/encryption queries, and if so, sends Dg, (C).) The distinguisher
halts with output 1 if and only if A outputs 1.

Note that: (1) If D gets an oracle access to Sim(G(+)) then the view of A is
distributed exactly as in the real game and so in this case D outputs 1 with
probability aq (k); (2) If D gets an oracle access to F(-; U) then the view of A is
distributed exactly as in the above reduction when B; emulates the game with
b =1, and so in this case D outputs 1 with probability £1,1(k). Hence, by the
privacy of the encoding, it follows that |51,1(k) — a1 (k)| < neg(k). |

We would like to argue now that a similar thing happens in the “fake” mode
when b = 0; namely, that (31 is close to ag. However, in this case real-game
KDM queries are answered with /E\pki (0%) = Epk, (Sim(0)), whereas in the game
emulated by B; these queries are answered by Epy, (0°), where £ = [g(sky, ..., sks)]
and s = |f(skq, ..., sk U)|. Although the privacy of the encoding ensures that
the plaintexts are of the same length, i.e., s = |Sim(0%)], the actual distributions
of the plaintexts may differ, and so it may be the case that the two views are
distinguishable. For this reason we need the adversary By which breaks the
standard (non-KDM) security of £ whenever such a gap exists. Formally, we
will show that the average success probability of By and By is roughly half the
success probability of A. To this aim we prove the following

Lemma 3. ﬁoJ(k‘) = Oéo(k‘) and ﬁo,o(k‘) + BL()(]{)) =1.

Proof. First, we note that when the challenge bit b = 1, the view of A as em-
ulated by By is identical to the view of A in the fake mode of the real game
(b = 0). Indeed, in both cases a KDM query (4,g) (resp., an encryption query
(i, M)) is answered with Epki (011) = Epk, (Sim(0%)) where £ is the output length
of g (resp., £ = |M]). Hence, (o1, the probability that By outputs 1 when the
challenger is in the real mode, is exactly the probability that A outputs 0 in
the real game when the challenger is in the fake mode. (Recall that B flips the
output of A). The first equation follows.

To prove the second equality we first claim that when the challenge bit b is
0, the view of A when emulated by By is identical to the view of A as emulated
by Bj. Indeed, the only difference is that in the first case KDM queries (i, g) are
answered by E(01S™(9(kDI) "while in the second case the answer is E(0l/(kmI),
The output lengths of f and Sim(g(-)) are fixed (for any g € G) and therefore
should be equal (otherwise the privacy of the encoding is violated), and so the
claim follows. The claim implies that Go0(k) + f1,0(k) = 1, as By outputs the
outcome of A, and By flips it. O

By combining the two lemmas (2 and B]), it follows that the advantage § =
(51,1+51,0+50,0+50’1)/47é of B is at least éafneg(k) where o = ;(al +a0)fé

is the advantage of A. Hence, we established the correctness of the reduction.

Remark 1. Thm. [3 holds even if the encoding itself makes use of the underlying
encryption scheme £ as long as this usage is done in a fully black-box way
(the same holds for any cryptographic primitive which can be based on £ via a
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black-box reduction e.g., one-way function). More precisely, our results hold (i.e.,
lead to black-box KDM reduction/construction) as long as the security of the
encoding reduces to the security of the underlying primitive (i.e., £) via a black-
box reduction, and as long as the simulator and decoder can be implemented
given a black-box access to the underlying primitive. Similarly, such a black box
access can be given to the algorithm which maps fixed index/randomness pairs
(z,7) to the index w of the function g = G 2 r(2).

4.2 Completeness of Projections

In [6] it is shown that Yao’s garbled circuit technique allows to encode any
efficiently computable function by a decomposable encoding in which every bit
depends on at most a single bit of the deterministic input. By combining this
fact with Thm. [3] we get the following:

Proposition 1 (Completeness of projections). For every polynomials p(-),
t(-) and £(-), there exists a polynomial q(-) for which

¢ ¢ ¢ ¢
Chop <xkom I} 4, Ck,p <xbm I, (1)

where C}, op U8 the t-ary ensemble of p-bounded circuits of output length ¢, H}é’q
is the t-ary ensemble of projections of output length q, C,tw = Usen C,tc7ka7p, and
I} = Usen Hli,k@' Moreover, the reductions are type preserving.

Hence, one can upgrade KDM security from (almost) the weakest KDM function
ensemble to the very powerful notion of p-length-dependent KDM security.

Proof. By [0] any efficiently computable circuit family {gx(x)} of circuit com-
plexity a(k) can be encoded by a uniform computationally-private perfectly-
correct encoding {gi(x;r)} with the following properties: (1) The simulator
and decoder use a black-box access to a symmetric encryption (equivalently,
to a one-way function); (2) For every fixed randomness 7, the resulting function
Gr.r(z) = gr(x;7) is a projection function of output length a(k)'*¢, where ¢ > 0
is an arbitrary small constant. (3) The mapping from the circuit of g to the
circuit of gy, is efficiently computable given a black-box access to the symmetric
encryption scheme.

Let {F;} be the universal (and uniform) circuit family for the mapping (z, z) —
y where z € ({0,1}*), the string z is a description of a circuit C, : ({0, 1}*)t —
{0, 1}4R) of size p(k)+p(£(k)), and the string y € {0, 1} is C,(z). By applying
the encoding from [6] to {Fy} it follows that Cj, , , is encoded by IT}, , where g is
polynomial in the circuit size of Fj. The first part of the pl‘OpOSlthIl now follows
from Thm. 3]

The second part follows similarly, except that now we consider the (non-
regular) function {Gy, ¢} which computes the same mapping of F, but for circuits
C, whose output length ¢ is given as an additional index, and not as a fixed
polynomial in k. Again, by applying the encoding from [6] to {Gy} it follows
that Cj, , is encoded by IT}, and the claim follows from Thm. 3 ]
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In the case of CPA KDM security, one can actually derive KDM-security with
respect to projections of arbitrary output length (i.e., ITf) from single-output
projections IT} ;.

Lemma 4 (Completeness of single-output projections for CPA-KDM).
For every polynomial t(-), we have II}, <kpm H,i’l, where the reduction holds for
both (sym, CPA) and (pub, CPA) types.

Proof. The proof follows by simple concatenation: the new encryption/decryption
algorithms encrypts/decrypts the message/ciphertext by applying the original
encryption/decryption algorithm in a bit by bit manner. Hence, a KDM query
in IT} ;.. for the new scheme can be emulated by k* KDM queries in [T} ; for
the original scheme. m]

As shown in [J], we can use the standard encrypt-then-MAC transformation to
upgrade the security of a scheme that satisfies (sym, CPA)-KDM security into a
scheme that satisfies (sym, CCA)-security with respect to the same KDM class.
A similar result was proven for the public-key setting by [15] via the Naor-Yung
double-encryption paradigm (which relies on the existence of NIZK). Hence, by
Proposition [[l and Lemma M we have:

Corollary 1 (KDM Collapse). For every polynomials t and p, there exists a
H,i’l-KDM secure scheme if and only if there exists a t-ary p-length-dependent
KDM secure encryption scheme. This holds unconditionally for the KDM types
(sym, CPA), (sym, CCA), and (pub, CPA)}, and it holds for (pub, CCA) assuming
the existence of non-interactive zero-knowledge proof system for NP.

We remark that all the known constructions of affine-KDM secure encryption
schemes [T2513] can be adapted to yield KDM security with respect to single-
output projections (see the Appendix of the full version of this paper [4]). Hence,
we get p-length-dependent (pub, CPA)-KDM (resp., (sym, CCA)) based on the
DDH, LWE, or QR assumptions (resp., LPN assumption), which can be boosted
into (pub, CCA)}-KDM assuming the existence of NIZK for NP.

5 On Full KDM Security

In this section, we study the possibility of constructing a scheme which satisfies
KDM security for the class of all functions. In [I0] it was shown that such a
scheme can be constructed based on the existence of cyclic-secure fully homo-
morphic encryption (FHE) [20]. We show that a similar assumption is inherently
required for full KDM security which is also simulatable. For simplicity, we focus
on the case of arity ¢t = 1 and single-query adversaries.

A public-key encryption scheme & = (KG,E,D) is simulatable F-KDM se-
cure if there exists a polynomial-time simulator S such that for every (sk, pk) €
KG(1%), and every circuit family fx € Fy of size poly(k), the ensemble S(pk, fi)
is indistinguishable from Epk(fr(sk)). (Note that this means that the distin-
guisher holds the secret-key sk.) The notions of simulatable circular-security and
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simulatable full-KDM security correspond to the two extreme cases where F con-
tains only the identity function, and F contains all functions.

An FHE allows to translate encryptions of a message M into an encryption of
a related message h(M) for any polynomial-size circuit h. More formally, we say
that £ is fully homomorphic if there exists an efficient algorithm Eval such that
for every (sk, pk) € KG(1¥), every circuit family {h;} of size poly(k), and every
sequence of messages M, € {0,1}P°Y(*) the ensemble Eval(pk, hy, Epk(My)) is
computationally indistinguishable from the ensemble Epy(hy(My)).

In [10], it was shown that if an encryption scheme is both simulatable circular-
secure and fully-homomorphic then it is also simulatable fully-KDM secure. We
show that the other direction holds as well, and so the two notions are equivalent.

Proposition 2. Any simulatable fully-KDM secure encryption scheme is also
Sfully-homomorphic circular-secure.

Proof. Given a simulatable fully-KDM secure encryption scheme (KG, E, D) with
simulator S, we define Eval(pk, h, C) by invoking S on the pair (pk, f,,c) where
fn,c is the mapping sk — h(Ds(C)). Note that the circuit size of f ¢ is poly-
nomial in the circuit size of h (since D is efficient). Also, by definition, we have
for every (sk, pk) € KG(1%), sequence {M},} and sequence {hy},

Eval(pk, A, Epk(My)) = S(pk, fh, Ep(re))

Epk (7k (Dsk (Epk(Mk))))
Epk (A (My)),

lle 1l

where = (=) denotes statistical (computational) indistinguishability. |
Next, we show that if one removes the simultability requirement then any encryp-
tion scheme (KG, E, D) which provides KDM security with respect to a function
which is slightly stronger than its decryption algorithm D, is actually fully-KDM
secure. This is done by observing that Gentry’s “bootstrapping technique” can
be adapted to the KDM setting.

Proposition 3. Let T € {(pub, CPA), (sym, CPA)}, and let £ = (KG, E, D) be T-
KDM secure encryption with respect to single-output projections and with respect
to the function family Fr, = {fc,,c, : sk — NAND(Dg(C1), Dsk(C2))}, where
C4, Cy ranges over {0,1}%) and p(k) is the length of an encryption of one-bit
message under secret-key of length k. Then, & is fully KDM secure of type T

Proof (Sketch). In the CPA setting it suffices to prove full KDM security with
respect to all circuits of single output. We show how to convert an attacker which
sends arbitrary KDM queries into one which uses only queries from F. Let h be
a circuit of size ¢, which is wlog composed of NAND gates, and let h; denote the
function computed by the i-th gate of h, where gates are ordered under some
topological ordering. We translate a KDM query for h into ¢t KDM calls to F by
traversing the circuit from bottom to top in a gate by gate manner preserving
the following invariant: The i-th query will be answered by a ciphertext C; such
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that, if the oracle is in the real mode C; = Eyk(hi(sk)) and if it is in the fake
mode C; = En(0). For an input gate, this can be achieved directly by making
a single KDM query with a single-output projection. To do this for an internal
gate hy whose input wires are connected to h; and h; for some i,j < ¢, we use
a KDM query to fo;,c;- a

Acknowledgement. We thank Iftach Haitner, Yuval Ishai, and the anonymous
referees for their helpful comments.

References

1.

2.

10.

11.

12.

13.

14.

Abadi, M., Rogaway, P.: Reconciling two views of cryptography (the computational
soundness of formal encryption). Journal of Cryptology 20(3), 395 (2007)

Acar, T, Belenkiy, M., Bellare, M., Cash, D.: Cryptographic agility and its relation
to circular encryption. In: Gilbert, H. (ed.) EUROCRYPT 2010. LNCS, vol. 6110,
pp. 403-422. Springer, Heidelberg (2010)

Adao, P., Bana, G., Herzog, J., Scedrov, A.: Soundness and completeness of formal
encryption: The cases of key cycles and partial information leakage. Journal of
Computer Security 17(5), 737-797 (2009)

Applebaum, B.: Key-dependent message security: Generic amplification and com-
pleteness theorems. Cryptology ePrint Archive, Report 2010/513 (2010)
Applebaum, B., Cash, D., Peikert, C., Sahai, A.: Fast cryptographic primitives
and circular-secure encryption based on hard learning problems. In: Halevi, S.
(ed.) CRYPTO 2009. LNCS, vol. 5677, pp. 595-618. Springer, Heidelberg (2009)
Applebaum, B., Ishai, Y., Kushilevitz, E.: Computationally private randomizing
polynomials and their applications. Journal of Computional Complexity 15(2),
115-162 (2006)

Applebaum, B., Ishai, Y., Kushilevitz, E.: Cryptography in NC°. SIAM Journal
on Computing 36(4), 845-888 (2006)

Backes, M., Diirmuth, M., Unruh, D.: OAEP is secure under key-dependent mes-
sages. In: Pieprzyk, J. (ed.) ASIACRYPT 2008. LNCS, vol. 5350, pp. 506-523.
Springer, Heidelberg (2008)

Backes, M., Pfitzmann, B., Scedrov, A.: Key-dependent message security under
active attacks - BRSIM/UC-soundness of symbolic encryption with key cycles. In:
CSF 2007 (2007)

Barak, B., Haitner, I., Hofheinz, D., Ishai, Y.: Bounded key-dependent message
security. In: Gilbert, H. (ed.) EUROCRYPT 2010. LNCS, vol. 6110, pp. 423-444.
Springer, Heidelberg (2010)

Black, J., Rogaway, P., Shrimpton, T.: Encryption-scheme security in the presence
of key-dependent messages. In: Nyberg, K., Heys, H.M. (eds.) SAC 2002. LNCS,
vol. 2595, pp. 62-75. Springer, Heidelberg (2003)

Boneh, D., Halevi, S., Hamburg, M., Ostrovsky, R.: Circular-secure encryption from
decision Diffie-Hellman. In: Wagner, D. (ed.) CRYPTO 2008. LNCS, vol. 5157, pp.
108-125. Springer, Heidelberg (2008)

Brakerski, Z., Goldwasser, S.: Circular and leakage resilient public-key encryption
under subgroup indistinguishability (or: Quadratic residuosity strikes back). In:
Rabin, T. (ed.) CRYPTO 2010. LNCS, vol. 6223, pp. 1-20. Springer, Heidelberg
2010)

](3rakerski, Z., Goldwasser, S., Kalai, Y.: Circular-secure encryption beyond affine
functions. In: TCC 2011 (2011)



546

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

B. Applebaum

Camenisch, J., Chandran, N., Shoup, V.: A public key encryption scheme secure
against key dependent chosen plaintext and adaptive chosen ciphertext attacks.
In: Joux, A. (ed.) EUROCRYPT 2009. LNCS, vol. 5479, pp. 351-368. Springer,
Heidelberg (2009)

Camenisch, J., Lysyanskaya, A.: An efficient system for non-transferable anony-
mous credentials with optional anonymity revocation. In: Pfitzmann, B. (ed.)
EUROCRYPT 2001. LNCS, vol. 2045, pp. 93-118. Springer, Heidelberg (2001)
van Dijk, M., Gentry, C., Halevi, S., Vaikuntanathan, V.: Fully homomorphic
encryption over the integers. In: Gilbert, H. (ed.) EUROCRYPT 2010. LNCS,
vol. 6110, pp. 24-43. Springer, Heidelberg (2010)

Dolev, D., Dwork, C., Naor, M.: Non-malleable cryptography (extended abstract).
In: Proc. of STOC, pp. 542-552 (1991)

Even, S., Goldreich, O., Lempel, A.: A randomized protocol for signing contracts.
Communications of the Association for Computing Machinery 28 (1985)

Gentry, C.: Fully homomorphic encryption using ideal lattices. In: Proc. of STOC,
pp. 169-178 (2009)

Gertner, Y., Kannan, S., Malkin, T., Reingold, O., Viswanathan, M.: The relationship
between public key encryption and oblivious transfer. In: Proc. of FOCS (2000)
Goldreich, O.: Foundations of Cryptography: Basic Tools. Cambridge University
Press, Cambridge (2001)

Goldreich, O.: Foundations of Cryptography: Basic Applications. Cambridge Uni-
versity Press, Cambridge (2004)

Goldwasser, S., Micali, S.: Probabilistic encryption. Journal of Computer and Sys-
tem Sciences 28(2), 270-299 (1984)

Haitner, I., Holenstein, T.: On the (Im)Possibility of key dependent encryption. In:
Reingold, O. (ed.) TCC 2009. LNCS, vol. 5444, pp. 202-219. Springer, Heidelberg
2009

%—Ialev)i7 S., Krawczyk, H.: Security under key-dependent inputs. In: ACM
CCS 2007, pp. 466—475 (2007)

Hofheinz, D., Unruh, D.: Towards key-dependent message security in the stan-
dard model. In: Smart, N.P. (ed.) EUROCRYPT 2008. LNCS, vol. 4965, pp. 108
126. Springer, Heidelberg (2008)

Impagliazzo, R., Rudich, S.: Limits on the provable consequences of one-way per-
mutations. In: Goldwasser, S. (ed.) CRYPTO 1988. LNCS, vol. 403, pp. 8-26.
Springer, Heidelberg (1990)

Ishai, Y., Kushilevitz, E.: Randomizing polynomials: A new representation with
applications to round-efficient secure computation. In: Proc. of FOCS, pp. 294—
304 (2000)

Ishai, Y., Kushilevitz, E.: Perfect constant-round secure computation via perfect
randomizing polynomials. In: Widmayer, P., Triguero, F., Morales, R., Hennessy,
M., Eidenbenz, S., Conejo, R. (eds.) ICALP 2002. LNCS, vol. 2380, pp. 244-256.
Springer, Heidelberg (2002)

Naor, M., Yung, M.: Public-key cryptosystems provably secure against chosen ci-
phertext attacks. In: Proc. of STOC, pp. 427-437 (1990)

Rabin, M.: Digitalized signatures and public key functions as intractable as factor-
ing. Tech. Rep. 212, LCS, MIT (1979)

Rackoff, C., Simon, D.R.: Non-interactive zero-knowledge proof of knowledge and
chosen ciphertext attack. In: Feigenbaum, J. (ed.) CRYPTO 1991. LNCS, vol. 576,
pp. 433-444. Springer, Heidelberg (1992)

Yao, A.C.: How to generate and exchange secrets. In: Proc. of FOCS, pp. 162-167
(1986)



	Key-Dependent Message Security: Generic Amplification and Completeness
	Introduction
	Our Results
	Our Techniques
	Comparison with BGK and BHHI

	Preliminaries
	KDM-Security
	Reductions and Completeness Results
	KDM Reductions via Randomized Encoding
	Completeness of Projections

	On Full KDM Security
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




