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Abstract. The vision of the secure Internet-of-Things is based on the
use of security-enhanced RFID technology. In this paper, we describe the
implementation of symmetric-key primitives on passive RFID tags. Our
approach uses a fully synthesizable 8-bit microcontroller that executes,
in addition to the communication protocol, also various cryptographic
algorithms. The microcontroller was designed to fulfill the fierce con-
straints concerning chip area and power consumption in passive RFID
tags. The architecture is flexible in terms of used program size and the
number of used registers which allows an evaluation of various algorithms
concerning their required resources. We analyzed the block ciphers AES,
SEA, Present and XTEA as well as the stream cipher Trivium. The
achieved results show that our approach is more efficient than other ded-
icated microcontrollers and even better as optimized hardware modules
when considering the combination of controlling tasks on the tag and
executing cryptographic algorithms.

Keywords: passive RFID tags, 8-bit microcontroller, symmetric-key al-
gorithms, low-resource hardware implementation.

1 Introduction

Radio frequency identification (RFID) is the enabler technology for the future
Internet-of-Things (IoT), which allows objects to communicate with each other.
The ability to uniquely identify objects opens the door for a variety of new
applications. Some of these applications like proof-of-origin of goods or privacy
protection require the use of cryptographic algorithms for authentication or con-
fidentiality.

An RFID system typically comprises three components: an RFID reader, a
back-end database, and one or more RFID tags. The reader is connected to the
back-end database and communicates with the tag contactless by means of an
RF field. The so-called tag is a small microchip attached to an antenna that
receives the data and probably the clock signal from the RF field. Passive tags
also receive their power supply from the RF field. Supplying the tag from the RF
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field strongly limits the power consumption of the tag (typically, around 30 pW
are available). Moreover, passive RFID tags are produced in high volume and
need to be cheap in price. In order to keep the price of the tag low, its microchip
must not exceed a certain size in terms of silicon area (typically, a whole tag has
a size of 20000 gate equivalents). These two constraints make it a challenging
task to implement cryptographic security on passive RFID tags.

For a secure system, not only the reader and the back-end database need to
provide cryptographic security, but also the tags have to perform cryptographic
operations. During the last years, a lot of effort was made by the research commu-
nity to bring cryptographic security to RFID tags. The most prominent attempts
among others are for example symmetric schemes like the Advanced Encryption
Standard (AES) [I1), [15], or asymmetric schemes like Elliptic Curve Cryptogra-
phy (ECC) [2, 27]. All these attempts use dedicated hardware modules that are
highly optimized for a specific cryptographic algorithm. Moreover, they do not
consider the increased controlling effort that comes along with adding security
to RFID tags. Even without adding security, a substantial part of the chip size
is consumed by the controlling unit of the tag that handles the communication
protocol. The work of Yu et al. [29] states that about 7500 gate equivalents
(GEs) (one GE is the silicon area required by a NAND gate) are consumed for
only handling the protocol.

Several tasks have to be accomplished by the control unit of a tag when using
a simple challenge-response protocol to verify the authenticity of the tag. First,
the control unit of the tag needs to generate random data and combine it with
the challenge from the RFID reader. Second, random data and challenge need to
be provided to the cryptographic hardware module and processing of data has
to be started. Finally, the processed data needs to be transferred to the RFID
reader. Other security services like mutual authentication or secure key update
are even more demanding in terms of controlling effort.

Today’s RFID tags have their control unit implemented as a finite-state ma-
chine (FSM) in hardware. However, increased controlling effort is easier to handle
with a simple microcontroller. Particularly, microcontrollers are more flexible
and allow faster integration of new functionalities, which reduces the time to
market. Moreover, when using the microcontroller for control tasks, it seems
reasonable to reuse it also for computing cryptographic algorithms. This reuse
enables a better utilization of resources like the memory, which can help to
reduce the chip size of the tag and in turn also the costs.

In this work, we present a synthesizable hardware implementation of a simple
8-bit microcontroller that is suitable to handle complex control tasks. The micro-
controller fulfills the fierce requirements of passive RFID tags regarding power
consumption and chip size. Five symmetric-key algorithms are implemented on
this microcontroller, which are: the Advanced Encryption Standard (AES), the
Scalable Encryption Algorithm (SEA), Present, the Extended Tiny Encryption
Algorithm (XTEA), and Trivium. The performance of our implementations is
evaluated and compared with results from implementations on other dedicated
microcontroller platforms. Finally, the hardware costs that are added due to the
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implementation of the cryptographic algorithms are compared with the costs
of stand-alone hardware modules. The results clearly show that the implemen-
tations on our microcontroller have lower costs than the dedicated hardware
modules. For example, AES encryption and decryption comes at cost of less
than 3000 GEs on our microcontroller.

The remainder of this paper is organized as follows. Section [2] describes the
synthesizable 8-bit microcontroller that is used for implementing the crypto-
graphic algorithms. In Section [Bl a short overview of the selected algorithms is
given, followed by the implementation results of the algorithms in Section Fl
Discussion of the results with respect to passive RFID tags is done in Section [B
Conclusions are drawn in Section [6l

2 Description of the Synthesizable 8-Bit Microcontroller

The overhead that comes along with adding security to RFID tags in terms of
controlling effort is often underestimated. Increased controlling effort is easier to
accomplish with a simple microcontroller than with dedicated finite-state ma-
chines. In the following, we present a simple 8-bit microcontroller that is suitable
to handle such complex control tasks. Moreover, it is a fully synthesizable micro-
controller (available in VHDL) and it fulfills the fierce requirements of passive
RFID tags.

Our 8-bit microcontroller uses a Harvard architecture with separated program
memory and data memory. Such an architecture has the advantage that the
program memory can have a different word size (16-bit) than the data memory
(8-bit). The microcontroller supports 36 instructions and is a so-called Reduced
Instruction Set Computer (RISC). The instructions have a width of 16 bits and
can mainly be divided into three groups: logical operations like AND or XOR,
arithmetic operations like addition (ADD) and subtraction (SUB), and control-
flow operations like GOTO, CALL, and branching.

The main components of the microcontroller are the read-only memory (ROM),
the register file, the program counter, the instruction decode unit, and the
arithmetic-logic unit (ALU). An overview of the microcontroller is presented in
Figure[ll The ROM contains the program of up to 4096 instructions and is realized
as look-up table in hardware. It gets mapped to an unstructured mass of standard
cells by the synthesis tool. Unused program space reduces the chip size of the mi-
crocontroller which makes our approach flexible and efficient. The register file is
the data memory of the microcontroller and consists of at most 64 8-bit registers.
If not all registers are needed by an application (during protocol execution and
cryptographic calculations), unused registers can be omitted reducing the over-
all size of the microcontroller. This flexibility is only possible with a customizable
processor architecture. Instructions are executed within a two-stage pipeline that
consists of a fetch and a decode/execute step. In the first stage, the instruction
that is addressed by the 12-bit program counter is loaded from the ROM into the
instruction decode unit. In the second stage, the instruction is decoded by the in-
struction decode unit and executed by the ALU. Afterwards, the program counter
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Fig. 1. Overview of the 8-bit microcontroller

is updated. The program counter contains a call stack that allows up to three
recursive subroutine calls. All instructions are executed within a single clock cycle,
except control-flow operations which require two clock cycles.

There are two types of registers in the register file of the microcontroller:
special-purpose registers and general-purpose registers. The special-purpose reg-
isters involve an accumulator register (ACC) for advanced data manipulation, a
status register (STATUS) that gives information about the status of the ALU
(e.g. carry bit after addition), a program-counter register (PCH) for addressing
the higher 4 bits of the program counter, and input/output (I/O) registers. The
I/0 registers are used for accessing external devices. In case of RFID tags, exter-
nal devices can be the digital front-end for sending and receiving byte streams
or the EEPROM. The I/0 registers are also used for reacting on external events
via busy waiting, since interrupts are not supported by the microcontroller.
General-purpose registers are used for arbitrary data manipulations and tem-
porarily storing data.

We have developed a self-written instruction-set simulator and an assembler
for implementing the microcontroller program that is stored in the ROM. Both
programs are written in JAVA and allow a fast and easy way of program de-
velopment. The simulator supports a single-step mode and gives access to the
internal state of the microcontroller. This makes debugging and testing of the
program very convenient. After simulation, the assembler is used to generate a
file with the content of the ROM. Figure [ presents a code snippet of a micro-
controller program written in JAVA with resulting ROM content after applying
the assembler. The file with the ROM content is directly integrated into the
hardware-description language (HDL) model of the microcontroller. This HDL
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. MovEF (TEMP_REG([0], STATE REG[0][0]);
Microcontroller program MovFF (TEMP_REG[1], STATE REG[1][0]);
(JAVA ﬁ]e) MovFF (TEMP_REG([2], STATE REG([2][0]);

MovFF (TEMP_REG[3], STATE REG[3][0]);

il Assembler il

rom data_type' ("1000100110000011"); -~ 22 8983 MovEF 0x26, 0x3
ROM content rom_data_type' ("1000100111000111"); -- 23 89c7 MovFF 0x27, 0x7
(HDL file) rom data_type' ("1000101000001011"); -~ 24 8a0b MovFF 0x28, Oxb
rom data_type' ("1000101001010000"); -~ 25 8a50 MovEF 0x29, 0x10

Fig.2. Code snippet of a microcontroller program written in JAVA with resulting
ROM content after applying the assembler

model is then synthesized with Cadence RTL Compiler for a 0.35pm CMOS
technology using a semi-custom design flow. The synthesis results in Table [
show that the microcontroller can be implemented within less than 5600 gate
equivalents (GEs), excluding the ROM. The by far largest part is the register
file (for 64 x 8-bit) with 4582 GEs. As already mentioned, our approach allows
to flexibly reduce the instantiated number of registers. Moreover, we performed
power simulations with Synopsys Nanosim. The simulations show a mean power
consumption of 10.3 pA for the microcontroller when operating at 100 kHz clock
frequency and 3V supply voltage. The power consumption can be further re-
duced by switching to a more recent CMOS technology or by reducing the supply
voltage.

Both chip area and power consumption of the microcontroller fulfill the re-
quirements of passive RFID tags. Hence, when using the microcontroller for
handling the control tasks of the tag, it seems reasonable to reuse it also for
computing the cryptographic algorithms. In order to address this issue, different
cryptographic algorithms are implemented on the microcontroller. The following
sections contain a short description of the selected cryptographic algorithms and
evaluate their implementations with respect to execution time and code size.

Table 1. Synthesis results of the microcontroller excluding the ROM

Component Chip area
[GEs] (%]
Program counter with call stack 463 8.3
ALU 265 4.7
Register file (64 x 8bit) 4582 81.9
Instruction decode unit 284 5.1

Total 5594 100.0
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3 Overview of the Selected Cryptographic Algorithms

Several cryptographic algorithms that could be interesting for RFID applica-
tions were selected for implementation on the microcontroller. Main selection
criteria were adequate security of the algorithm and moderate resource usage.
We selected four block ciphers and one stream cipher for evaluation. The block
ciphers are: AES, XTEA, Present, and SEA. The stream cipher is Trivium. Ta-
ble 2l provides an overview of the selected algorithms and compares some of their
properties like key size, block size, and number of rounds.

Table 2. Comparison of the selected cryptographic algorithms

Algorithm Key size Block size Number of rounds
[bits] [bits] per block
Block ciphers
AES-128 128 128 10
SEAgs,s 96 96 93
Present-80 80 64 31
XTEA 128 64 64
Stream ciphers /128 bits
Trivium 80 - 128

The Advanced Encryption Standard (AES) is the successor of the Data
Encryption Standard (DES) and was introduced by the National Institute of
Standards and Technology (NIST) in 2001 [2I]. AES uses a so-called substitution-
permutation network (SPN) and works on a fixed block size of 128 bits. We
selected AES-128 for our implementations, which has a key length of 128 bits
and uses 10 rounds. AES-128 is treated as very secure since it is widely deployed
and well researched. The best known attack on AES-128 applies on 8 out of 10
rounds and was published in 2009 [14].

SEA stands for Scalable Encryption Algorithm and was developed by Stan-
daert et al. in 2006 [25]. The algorithm is a so-called Feistel block cipher and
was designed for resource-constrained devices such as microcontrollers that have
only a limited instruction set and little memory available. As the name implies,
SEA is scalable. This means that parameters like the word size b, the width n
of the key and the plaintext, and the number of rounds n, can be adjusted for
the requirements of the target device. As suggested by the designers, we selected
for implementation on our 8-bit microcontroller (word size b=8) n=96 bits and
n,=93 rounds (SEAgss). SEA is a rather new algorithm and not as well re-
searched as other block ciphers. Hence, further analysis of its security is still
necessary.

Present is another lightweight block cipher suitable for implementation on con-
strained devices. It uses a substitution-permutation network (SPN) like AES and
was introduced by Bogdanov et al. in 2007 [3]. Present operates on 64-bit data
blocks and supports key lengths of 80 bits (Present-80) and 128 bits (Present-
128). In our implementations we selected Present-80 since it is most interesting
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for low-resource implementations. Present-80 uses 31 rounds. The best known at-
tack on Present-80 applies on 26 out of the 31 rounds and was recently published
by Cho in [0].

The Extended Tiny Encryption Algorithm (XTEA) was published in 1997 [22]
and is the successor of the Tiny Encryption Algorithm (TEA). XTEA is a 64-bit
block cipher with a Feistel structure that iterates a simple round function over a
number of 64 rounds. The key used by XTEA has a length of 128 bits. Encryp-
tion and decryption operation of XTEA have a similar structure allowing a rather
compact implementation of the block cipher. The best known attack on XTEA is
a so-called related-key rectangle attack that addresses 36 rounds out of the 64
rounds [16].

Trivium is a hardware-oriented stream cipher developed by De Canniere et al.
[4]. Although the stream cipher is optimized for hardware designs, it provides also
low-resource usage in software implementations. Trivium follows a very simple de-
sign strategy and allows to generate up to 254 bits of key stream from an 80-bit
initial value (IV) and an 80-bit secret key. Trivium operates on a 288-bit inter-
nal state, which needs to be initialized first before generation of the key stream is
started. There exist several attacks on reduced variants of Trivium as described
in [8] and [28]. However, there is no successful attack against the full version of
Trivium.

Implementation results of the five selected algorithms are presented in the next
section, followed by comparing the results with implementations on other micro-
controller platforms.

4 Implementation Results

This section presents the implementation results of the cryptographic algorithms
on our microcontroller. All implementations were done in our own assembler envi-
ronment and optimized towards three targets: execution time, code size, and effi-
ciency. In order to determine the efficiency of an implementation, a scaling factor
s = 108 is divided by the product of execution time in clock cycles and code size in
bytes (s is used to obtain easier-manageable values). As mentioned in the previous
section, we selected four block ciphers and one stream cipher for implementation.
For the block ciphers both encryption and decryption were implemented. When
the block ciphers need to compute round keys this is done on-the-fly during the
encryption or the decryption routine. Moreover, we compare our results with im-
plementations on other platforms like AVR microcontrollers from Atmel, PIC mi-
crocontrollers from Microchip, 68HC08 microcontrollers from Motorola, or 8051
microcontrollers from various manufacturers. The latter are based on a so-called
Complex Instruction-Set Computer (CISC) architecture where the execution of
a single instruction (a machine cycle) typically requires several clock cycles. This
makes a comparison with 8051 microcontrollers difficult, since depending on the
manufacturer, the number of clock cycles per instruction can vary. An overview
of our implementation results is given in Table [ which contains also results from
implementations on the other microcontroller platforms.
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4.1 AES-128

AES-128 was the first cryptographic algorithm implemented on our microcon-
troller. Round keys are computed on-the-fly. Encryption and decryption opera-
tion were implemented. Decryption consumes significantly more execution time
than encryption, since the last round key need to be computed at the begin-
ning. S-box operation and inverse S-box operation are realized as look-up tables
with 256 entries each. The AES implementation with the best efficiency requires
only 3304 clock cycles for encryption and only 5037 clock cycles for decryption
(both values already include the key schedule). Code size of this version is 1940
bytes. A more compact implementation that extensively uses function calls saves
200 bytes of code, which comes at the prize of a significantly longer execution
time, 5064 clock cycles for encryption and 8226 clock cycles for decryption. The
speed-optimized version of AES uses code duplication and requires only 3084
clock cycles for encrypting a data block and 4505 clock cycles for decrypting
a data block. This moderate speed up causes the code-size to increase to 2158
bytes. Regardless of the optimization target, 39 registers are used by our imple-
mentations.

AES-128 is widely deployed and many implementations of this algorithm for
various microcontroller platforms are available. In Table 3] we list some of them,
and compare them with our results. We also added two encryption-only versions
of our implementations, one optimized for speed and one optimized for code
size, to provide better comparability with related work where the decryption
operation is omitted. When comparing with implementations on AVR or PIC
microcontrollers, our versions are not only faster but also more compact in code
size, leading to a much better efficiency. At first glance, the situation looks
different for our encryption-only versions. There, the AES implementations on
the 8051 microcontrollers seem to provide better efficiency. However, it has to
be noted that the performance numbers of the 8051 microcontrollers are related
to machine cycles (a machine cycle requires typically several clock cycles).

4.2 SEA

The simple structure of SEA allows a rather straight-forward implementation
on the microcontroller. Encryption and decryption operation of SEA are quite
similar and can efficiently be combined in a single function. In that way, a very
compact implementation of SEA is obtained that requires only 332 bytes of
code. Encryption or decryption of a 96-bit data block lasts 14723 clock cycles
each with this version. When optimizing the implementation towards efficiency,
execution time is reduced to 8597 clock cycles, by using 488 bytes of code. The
speed-optimized implementation of SEA is only about 500 clock cycles faster
and uses separate functions for encryption and decryption. However, this minor
speed up increases the code size by nearly 300 bytes. All implementations of
SEA utilize 12 registers each.

Table [3] gives an overview of the results and compares them with imple-
mentations on other microcontroller platforms. Our implementations have a
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Table 3. Implementation results of the cryptographic algorithms and comparison with
related work

Algorithm  Platform  Target Code Encryption Decryption
size

clock effi- clock effi-

[bytes] . .

cycles  ciency cycles ciency

Block ciphers

This work  size 1704 5064 11.6 8226 7.1
This work  eff. 1940 3304 15.6 5037 10.2
AES.198 This work speed 2158 3084 15.0 4505 10.3
AVR [24) - 3410 3766 7.8 4558 6.4
AVR [10] - 2606 6637 5.8 7429 5.2
PIC [19] - 2478 5273 7.7 7041 5.7
This work size 918 4192 26.0 - -
This work speed 1110 3004 30.0 - -
AES-128 8051 [7] - 1016  3168' 31.1° - -
(encr. only) 8051 [7] - 826 3744  32.3 - -
8051 [7] - 768  4065"  32.0' - -
68HCI8 [7] - 919 8390 13.0 - -
This work  size 332 14723 20.5 14723 20.5
This work  eff. 488 8597 23.8 8597 23.8
This work speed 786 8053 15.8 8053 15.8
SEAgs s AVR [24] - 2132 9654 4.9 9654 4.9
AVR [25] - 386 17745 14.6 17745 14.6
AVR [9] - 834 9658 12.4 9658  12.4
8051 [9] - 604  8250" 20.1%  8250' 20.1°
This work  size 920 28062 3.9 60427 1.8
This work eff. 1148 15042 5.8 17677 4.9
Present-80 This work speed 2146 8958 5.2 11592 4.0
AVR [23] - 2398 9595 4.3 9820 4.2
AVR [23] - 1474 646166 0.1 634614 0.1
AVR [I0] - 936 10723 10.0 11239 9.5
This work  size 504 17514 11.3 19936 10.0
This work  eff. 820 7786 15.7 8928 13.7
XTEA This work speed 1246 7595 10.6 8735 9.2
AVR. [24] - 1160 6718 12.8 6718  12.8
8051 [18] - 542 6954'  26.5'  7053"  26.2'
PIC [20] - 962 7408 14.0 7408 14.0
Stream ciphers Initialization /128 bits
This work  size 332 85697 3.5 9488 31.7
Trivium This work  eff. 726 40337 3.4 4448 31.0
This work speed 1226 39833 2.0 4112 19.8
AVR [1] - 424 775726 0.3 85120 2.8

good efficiency, which is even better than on the 8051 microcontroller, whose
execution time is indicated in machine cycles.

! The values for the 8051 microcontrollers refer to machine cycles. Typically, a machine
cycle requires several clock cycles.
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4.3 Present-80

Both encryption and decryption operation of Present-80 were implemented.
Round keys are computed on-the-fly. As in case of AES-128, decryption opera-
tion requires significantly longer than encryption operation since the last round
key needs to be computed at the beginning. The most compact implementation
of Present-80 uses two look-up tables with 16 entries each, one for the S-box
operation and one for the inverse S-box operation. This results in a code size of
920 bytes, allowing encryption of data within 28062 clock cycles, and decryption
of data within 60427 clock cycles. A more efficient implementation uses two ad-
ditional look-up tables with 16 entries each to speed-up the S-box and inverse
S-box operation. This implementation requires 15042 clock cycles for encryption
and 17677 clock cycles for decryption. Code size increases to 1148 bytes. The
fastest version of Present-80 uses two big look-up tables with 256 entries each,
performing the S-box operation on a whole byte. In that way, execution time
reduces to 8958 clock cycles for encryption and 11592 clock cycles for decryption.
Code size significantly increases to 2146 bytes. All versions of Present-80 require
a total number of 30 registers each.

An overview of the implementation results of Present-80 is provided in Table[3l
A comparison with implementation results on AVR devices shows that our speed-
optimized version allows encryption within less clock cycles and that our code-
size optimized version is even more compact. However, the implementation of
[10] provides better efficiency.

4.4 XTEA

XTEA has a Feistel structure just like SEA. Thus, similar optimization strate-
gies can be applied. Again, we implemented both encryption and decryption
operation of the cipher. The most compact version needs 504 bytes of code and
requires 17514 clock cycles for encryption and 19936 clock cycles for decryption.
The efficiency-optimized version reduces the execution time to 7786 clock cycles
for encryption and 8928 clock cycles for decryption. Code size is nearly doubled
and increases to 820 bytes. The fastest version of XTEA uses code duplication
and provides only a minor speed-up of about 200 clock cycles, while spending
more than 400 bytes of additional code. The register usage of the XTEA imple-
mentations is between 23 registers for the most compact version, and 27 registers
for the fastest version. This low values result from the simple structure of the
key schedule.

Table Bl compares our results of XTEA with implementations on other 8-bit
microcontroller platforms. The implementations on the AVR microcontroller and
on the PIC microcontroller are a bit faster than our speed-optimized version.
This is a consequence of the limited instruction set of our microcontroller, which
prevents from efficiently adding 32-bit words. Nevertheless, our microcontroller
achieves compact code size with slightly better efficiency for encryption.
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4.5 Trivium

Trivium is the last algorithm that was implemented on the microcontroller. Al-
though Trivium is a hardware-oriented design, it can be implemented in a very
compact way in software. The code-size optimized version of Trivium generates
on key-stream bit per iteration and requires only 332 bytes of code. Execution
time results in 85697 clock cycles for initialization and 9488 clock cycles for
generating 128 bits of key stream. The efficiency-optimized version generates 8
key-stream bits per iteration. This noticeably reduces execution time by doubling
the code size. The speed-optimized version of Trivium generates 16 key-stream
bits per iteration. Such an approach only slightly improves execution time by
significantly increasing code size. All our versions of Trivium require 39 registers.

The results of Trivium are listed in Table [B] together with an implementation
on an AVR microcontroller. The implementation of Trivium on the AVR mi-
crocontroller is done in C, leading to poor performance values compared to our
versions.

4.6 Summary of Implementation Results

The results above clarify that our microcontroller allows implementing the se-
lected cryptographic algorithms in a very compact and efficient way. Our imple-
mentations of AES-128, SEA, Present-80, and Trivium are faster than on the
other compared 8-bit microcontroller platforms. Except in the case of AES, our
implementations are also the most compact ones.

Comparing the performance numbers of the cryptographic algorithms shows
that AES has by far the shortest execution time, but also requires most code
size. When looking at code size, SEA and Trivium are the algorithms that can be
implemented with minimum number of bytes. However, the initialization phase
of Trivium takes exceptionally long. All these results are used in the next section
to give actual values for the hardware costs that arise from implementing the
algorithms on the microcontroller.

5 Discussing the Costs of Integrating the Implemented
Algorithms on Passive RFID Tags

Two important constraints need to be considered when implementing
cryptographic algorithms on passive RFID tags: power consumption and chip
size. Power consumption affects the read range of the tag while chip size af-
fects the costs of the tag. First, the power consumption of our microcontroller
is more or less independent of the number of instructions present in the syn-
thesized ROM. Thus, increasing the number of instructions by implementing
cryptographic algorithms will not increase the power consumption. Second, the
chip size of our microcontroller is not fixed, rather it is mainly defined by the size
of the register file and by the size of the synthesized ROM. Depending on the
application, the register file can contain up to 64 8-bit registers. These registers
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are already used by the microcontroller for handling the control tasks. Reusing
them for computing cryptographic algorithms introduces no additional hardware
costs. Hence, the only factor that influences the chip size of the microcontroller
when implementing cryptographic algorithms is the code size. For this reason,
we only consider the code size of the implemented algorithms as cost factor. Less
attention is drawn on the execution speed of the algorithms, since RFID tags
typically have enough time for the computations and only need to handle little
data.

Actual values for chip-size increase were determined by implementing the
cryptographic algorithms on our microcontroller platform. These values are ob-
tained by synthesizing the program code of the implementations described in
the previous section. Synthesis was done for a 0.35um CMOS technology us-
ing a semi-custom design flow with Cadence RTL Compiler. Table @ presents
the synthesis results, by bringing code size of each implementation in relation
with chip area. Code size is given in terms of bytes and chip area is given in
terms of gate equivalents (GEs). The chip area of the implementations ranges
from 745 GEs for the code-size optimized version of Trivium to 3273 GEs for the
speed-optimized version of AES.

Looking at the synthesis results brings up an interesting observation that con-
cerns the area efficiency of the implemented algorithms. The area efficiency in
terms of bits per GE is not constant but strongly varies and mainly depends on
two factors. First, the area efficiency is improved when the code size of an imple-
mentation increases. For example, the speed-optimized version of AES with 2158
bytes of code has an area efficiency of 5.3 bits/GE, but the code-size optimized
version of Trivium with 332 bytes of code has only 3.6 bits/GE. This varying
area efficiency is caused by the synthesis tool, which can better optimize larger
look-up tables. However, it is not intended that the algorithm implementations
are used on their own, but together with the implementation of the communica-
tion protocol. This leads to a larger overall code size, which finally improves the
area efficiency. Second, implementations with a lot of redundancy in the code
reach even a much better area efficiency. An example for such an implementa-
tion is the speed-optimized version of Present which reaches 8.0 bits/GE. In this
version, the 4-bit S-box is replicated 16 times to achieve faster execution of the
algorithm (code duplication). Although this replication significantly increases
code size, the chip area is only moderately increased since the synthesis tool
removes redundancies in the resulting look-up table.

Table [ gives not only an overview of the synthesis results, but also compares
them with the area requirements of stand-alone hardware modules. In almost all
cases, the hardware modules require more chip area than the implementations
on our microcontroller (only code size is treated as cost factor since the register
file is reused). Even the speed-optimized versions, which have the highest area
requirements are smaller. The hardware implementation of Present-80 is the only
exception. It consumes about 300 GEs less than the most compact version on the
microcontroller. Looking at the results of AES shows that an implementation on
the microcontroller supporting encryption and decryption can be realized within



126 T. Plos, H. Grof}, and M. Feldhofer

Table 4. Synthesis results of the algorithm implementations on the microcontroller
and comparison with dedicated hardware modules

Algorithm Platform Target Code size Area Area
efficiency
[bytes] [GEs] [bits/GE]

Block ciphers

This work size 1704 2911 4.7
AES-128 This work efficiency 1940 3130 5.0
This work speed 2158 3273 5.3

Feldhofer [13] - - 3400 -
This work size 918 1755 4.2
AES-128 This work speed 1110 1871 4.7

(encr. only) Héamaéldinen [15] - - 3100 -
This work size 332 786 3.4
SEAos s This work efficiency 488 1083 3.6
’ This work speed 786 1619 3.9

Mace [17] - - 3758 -
This work size 920 1399 5.3
Present-80 This work efficiency 1148 1763 5.2
This work speed 2146 2139 8.0

Poschmann [23] - - 1075 -
This work size 504 1230 3.3
XTEA This work efficiency 820 1718 3.8
This work speed 1246 2507 4.0

Feldhofer [12] - - 2636 -

Stream ciphers

This work size 332 745 3.6
Triviam This work efficiency 726 1476 3.9
This work speed 1226 2228 4.4

Feldhofer [12] - - 2390 -

less than 3000 GEs. This is even less area than the smallest encryption-only AES
hardware module consumes.

Particularly for AES there exist several other approaches that try to mini-
mize the costs of implementing the algorithm on a microcontroller. For example,
microcontrollers with AES-specific design like the AESMPU [5] or microcon-
trollers with instruction-set extensions (ISE) [26]. Although both examples only
need about half the code size of our AES implementations they are less flexi-
ble. The lack of flexibility comes from the AES-specific hardware parts that are
used by both approaches. These parts need to be removed (redesign of the mi-
crocontroller on HDL level necessary) when implementing other cryptographic
algorithms. Otherwise, the AES-specific parts will unnecessarily increase the
chips size of the microcontroller. Moreover, the AESMPU is not designed for
low-resource usage since it precomputes all round keys and stores them in its
internal memory (176 8-bit registers required). This enormous memory usage
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makes the AESMPU inapplicable for passive RFID tags. ISE are more attrac-
tive than the AESMPU in terms of resource usage.

The ISE consume about 1100 GEs for the AES-specific hardware parts and
require 840 bytes of code for implementing encryption and decryption. When
assuming an area efficiency of 3.7bits/GE (realistic for 840 bytes), the ISE will
end up with roughly the same hardware costs as our most compact AES imple-
mentation. When using a more optimistic value of 4.8 bits/GE, the size of the
ISE approach will be about 400 GEs smaller. This is not that much compared
to the overall size of the AES implementation, but comes at cost of less flexibil-
ity. Moreover, the AES-specific hardware parts will slightly increase the overall
power consumption of the microcontroller. Nevertheless, ISE are much faster.
They allow to encrypt or decrypt a block of data within less than 1500 clock
cycles. Thus, when the execution time is an important factor for an application,
using ISE is beneficial. Due to the flexibility of our synthesizable microcon-
troller, it should not be too much effort to integrate also ISE if required in order
to achieve an additional speed up.

The results of our algorithm implementations let us come to two important
conclusions. First, our microcontroller platform that is mainly intended for sim-
ple control tasks on RFID tags, allows also to efficiently implement cryptographic
algorithms like AES, Present, or XTEA. Second, the additional hardware costs
that are introduced by implementing cryptographic algorithms on our synthe-
sizable microcontroller are in almost all cases lower (except in case of Present)
than by using stand-alone hardware modules. The additional hardware costs are
only affected by the code size of the algorithm. The data memory in the register
file is already used by the microcontroller for handling control tasks and will not
result in additional hardware costs (Note that this statement is only correct in
an environment where the microcontroller is used anyway and the question how
much does security cost arises). This makes our synthesizable microcontroller a
resource saving and flexible concept to bring cryptographic security to passive
RFID tags.

6 Conclusion

In our work, we showed a very efficient concept of reusing a dedicated 8-bit
microcontroller for the implementation of symmetric-key algorithms. The mi-
crocontroller, which is highly optimized for controlling tasks like protocol exe-
cution, is synthesizable and optimized concerning low chip area and low power
consumption. It is also flexible concerning the program-memory size and the
number of used registers. We evaluated the block ciphers AES, SEA, Present
and XTEA as well as the stream cipher Trivium with respect to program size
and required number of clock cycles. Our findings clearly show that the imple-
mented microcontroller is more efficient than other dedicated microcontrollers
and outperforms even optimized hardware modules when considering the reuse
of the microcontroller for protocol execution tasks.
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