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Abstract. We present a novel ciphertext policy attribute-based proxy
re-encryption (CP-AB-PRE) scheme. The ciphertext policy realized in
our scheme is AND-gates policy supporting multi-value attributes, nega-
tive attributes and wildcards. Our scheme satisfies the properties of PRE,
such as unidirectionality, non-interactivity and multi-use. Moreover, the
proposed scheme has master key security, allows the encryptor to decide
whether the ciphertext can be re-encrypted and allows the proxy to add
access policy when re-encrypting ciphertext. Furthermore, our scheme
can be modified to have constant ciphertext size in original encryption.

Keywords: Proxy Re-encryption, Attribute-Based Encryption, Cipher-
text Policy.

1 Introduction

A proxy re-encryption (PRE) scheme allows a proxy to translate a ciphertext
encrypted under Alice’s public key into one that can be decrypted by Bob’s
secret key. The translation can be performed even by an untrusted proxy. PRE
can be used in many scenarios, such as email forwarding: when Alice takes a
leave of absence, she can let the others like Bob via the proxy read the message
in her encrypted emails. Once Alice comes back, the proxy stops transferring the
emails.

Unlike the traditional proxy decryption scheme, PRE does not need users to
store any additional decryption key, in other words, any decryption would be
finished using only his own secret keys. After Boneh and Franklin [6] proposed
a practical identity-base encryption (IBE) scheme, Green and Ateniese [14] pro-
posed the first identity-based PRE (IB-PRE). In IB-PRE schemes, the proxy
is allowed to convert an encryption under Alice’s identity into the encryption
under Bob’s identity.

Attribute-based encryption (ABE) is a generalization of IBE. There are two
kind of ABE schemes, key policy ABE (KP-ABE) and ciphertext policy ABE
(CP-ABE) schemes. In KP-ABE schemes, ciphertexts are associated with sets of
attributes and users’ secret keys are associated with access policies. In CP-ABE
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schemes, the situation is reversed. That is, each ciphertext is associated with an
access policies. As ABE is the development of IBE, it’s natural to implement
proxy re-encryption in ABE schemes. However, it is not a trivial work to apply
proxy re-encryption technique into attribute based system. ABE uses attributes
to identify a group which means some users would have the same attributes. So
the ciphertext translation must be extended to many-to-one mapping instead of
one-to-one mapping existed in traditional PRE.

Our Contribution. We present a novel ciphertext policy attribute-based proxy
re-encryption (CP-AB-PRE) scheme. The ciphertext policy realized in our scheme
is AND-gates policy supporting multi-value attributes, negative attributes
and wildcards. Our scheme satisfies the following properties of PRE, which are
mentioned in [I}14]:

— Unidirectionality. Alice can delegate decryption rights to Bob without per-
mitting her to decrypt Bob’s ciphertext.

— Non-Interactivity. Alice can compute re-encryption keys without the partic-
ipation of Bob or the private key generator (PKG).

— Multi-Use. The proxy can re-encrypt a ciphertext multiple times, e.g. re-
encrypt from Alice to Bob, and then re-encrypt the result from Bob to
Carol.

Moreover, our scheme has the other three properties:

— Master Key Security [1]. A valid proxy designated by Alice, other users who
are able to decrypt Alice’s ciphertext with the help from the proxy can not
collude to obtain Alice’s secret key.

— Re-encryption Control. The encryptor can decide whether the ciphertext can
be re-encrypted.

— FEztra Access Control. When the proxy re-encrypts the ciphertext, he can
add extra access policy to the ciphertext.

Related Work. Attribute-based encryption was first proposed by Sahai and
Waters [24] and later clarified in [I3]. Bethencourt, Sahai, and Waters [3] pro-
posed the first CP-ABE scheme. Their scheme allows the ciphertext policies to
be very expressive, but the security proof is in the generic group model. Cheung
and Newport [9] proposed a provably secure CP-ABE scheme which is proved
to be secure under the standard model and their scheme supports AND-Gates
policies which deals with negative attributes explicitly and uses wildcards in
the ciphertext policies. Goyal et al. [I2] proposed a bounded ciphertext policy
attribute-based encryption in which a general transformation method was pro-
posed to transform a KP-ABE system into a CP-ABE one by using “universal”
access tree. But unfortunately, the parameters of ciphertext and private key sizes
will blow up in the worst case. The first secure CP-ABE scheme supporting gen-
eral access formulas was presented by Waters [25]. By using the dual system
encryption techniques [26][17], Lewko et al. [I8] present a fully secure CP-ABE
scheme.

There are many other ABE schemes. Multiple authorities were introduced
in [7] and [§]. K.Emura et al. [11] introduced a novel scheme using AND-Gates
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policy which has constant ciphertext length. T.Nishide et al. [22] gave a method
on how to hide access structure in attribute-based encryption. R.Bobba et al. [5]
enhanced attribute-based encryption with attribute-sets which allow same at-
tributes in different sets. N.Attrapadung et al. [2] proposed dual-policy attribute-
based encryption which allows simultaneously key-policy and ciphertext-policy
act on encrypted data. Recently, a generalization of ABE called predicate (or
functional) encryption was proposed by Katz, Sahai, and Waters [16] and fur-
thered by T.Okamoto et al. [23].

The notion of PRE was first introduced by Mambo and Okamoto [20]. Later
Blaze et al. [4] proposed the first concrete bidirectional PRE scheme which allows
the keyholder to publish the proxy function and have it applied by untrusted
parties without further involvement by the original keyholder. Their scheme also
has multi-use property. Ateniese et al. [I] presented the first unidirectional and
single-use proxy re-encryption scheme. In 2007, Green and Ateniese [14] provided
identity-based PRE but their schemes are secure in the random oracle model.
Chu et al. [I0] proposed new identity-based proxy re-encryption schemes in the
standard model. Matsuo [21] also proposed new proxy re-encryption system for
identity-based encryption, but his solution needs a re-encryption key generator
(RKG) to generate re-encryption keys. After the present of ABE, Guo et al.
[15] proposed the first attribute-based proxy re-encryption scheme, but their
scheme is based on key policy and bidirectional. Liang et al. [I9] proposed the
first ciphertext policy attribute-based proxy re-encryption scheme which has the
above properties except re-encryption control.

Organization. The paper is organized as follows. We give necessary background
information and our definitions of security in Section 2. We then present our
construction and give a proof of security in Section 3 and discuss a number of
extensions of the proposed scheme in Section 4. Finally, we conclude the paper
with Section 5.

2 Preliminaries

2.1 Bilinear Maps and Complexity Assumptions

Definition 1 (Bilinear Maps)

Let G, Gy be two cyclic multiplicative groups with prime order p. Let g be be
a generator of G and e : G x G — Gy be a bilinear map with the following
properties:

1. Bilinearity: Yu,v € G and Ya,b € Z, we have e(u®,v®) = e(u,v)®.

2. Non-degeneracy: The map does not send all pairs in G x G to the identity
in Gy. Observe that since G, Gy are groups of prime order this implies that if g
is a generator of G then e(g,g) is a generator of Gy.

We say that G is a bilinear group if the group operation in G and the bilinear
map e : G X G — Gy are both efficiently computable.

We assume that there is an efficient algorithm Gen for generating bilinear groups.
The algorithm Gen, on input a security parameter s, outputs a tuple G =
[p,G,G1,g € G,e] where log(p) = O(k).
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We describe the Computational Bilinear Diffie-Hellman (CBDH) problem and
the Decisional Bilinear Diffie-Hellman (DBDH) assumption used in our security
proofs.

Definition 2 (CBDH Problem)
Let a,b,c €g Z and g € G be a generator. The CBDH problem is given the tuple

l9,9% 9%, g°], to output (g, g)**°.

Definition 3 (DBDH Assumption)

Let a,b,c,z €r Z and g € G be a generator. The DBDH assumption is that
no probabilistic polynomial-time algorithm can distinguish the tuple [g, g%, g°, g°,
e(g, 9)®] from the tuple [g, g%, g°, g¢, e(g, g)*] with non-negligible advantage.

2.2 Access Policy

In ciphertext policy attribute-based encryption, access policy is associated with
ciphertext specifying who can decrypt the ciphertext. In our scheme, we use
AND-gates on multi-valued attributes, negative attributes and wildcards. Nega-
tive attribute is used to specify that the user doesn’t have this attribute. Wild-
card means the attribute does not need consideration in decryption.

Definition 4. LetU = {att1,- - ,att,} be a set of attributes. For each att; € U,
Si ={vi1, - ,Vin,} bea set of possible values, where n; = |Si| is the number of
possible values for att;. Let U = {—atty,--- ,att,} a set of negative attributes

forUd. Let L = [L1,- -+, L), L; € S;U{—att;} be an attribute list for a user; and
W =Wy, - ,W,],W; € S; U{—att;, «x} be an access policy.

The notation L = W means that an attribute list L satisfies an access policy
W, namely, for allt =1,--- ,n, Ly = W; or W; = x. Otherwise, we use notation
LW to mean L does not satisfy W.

2.3 Algorithms of CP-AB-PRE

A CP-AB-PRE scheme consists of the following six algorithms: Setup, Key-
Gen, Encrypt, RKGen, Reencrypt, and Decrypt.

Setup(17). This algorithm takes the security parameter x as input and gener-
ates a public key PK |, a master secret key M K.

KeyGen(M K, L). This algorithm takes M K and a set of attributes L as input
and generates a secret key SK associated with L.

Encrypt(PK, M,W). This algorithm takes PK, a message M, and an access
policy W as input, and generates a ciphertext CTyy .

RKGen(SKy,W). This algorithm takes a secret key SK, and an access policy
W as input and generates a re-encryption key RKy_,w.
Reencrypt(RK,_,w+, CTy ). This algorithm takes are-encryption key RK -
and a ciphertext CTyy as input, first checks if the attribute list in RKp, .y satis-

?
fies the access policy of CTyy, that is, L = W. Then, if check passes, it generates
a re-encrypted ciphertext CTyy+; otherwise, it returns L.
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Decrypt(CTw, SKy). This algorithm takes CTy and SKj, associated with L
as input and returns the message M if the attribute list L satisfies the access

?
policy W specified for CTw, that is, L = W. If L & W, it returns L with
overwhelming probability.

2.4 Security Model

We describe the security model called Selective-Policy Model for our CP-AB-
PRE scheme. Based on [I9], we use the following security game. A CP-AB-PRE
scheme is selective-policy chosen plaintext secure if no probabilistic polynomial-
time adversary has non-negligible advantage in the following Selective-Policy
Game.

Selective-Policy Game for CP-AB-PRE

Init: The adversary A commits to the challenge ciphertext policy W*.
Setup: The challenger runs the Setup algorithm and gives PK to A.
Phase 1: A makes the following queries.

— Extract(L): A submits an attribute list L for a KeyGen query where
L }= W™, the challenger gives the adversary the secret key SK7,.

— RKExtract(L,W): A submits an attribute list L for a RKGen query where
L }= W*, the challenger gives the adversary the re-encryption key SKj_w .

Challenge: A submits two equal-length messages My, M7 to the challenger. The
challenger flips a random coin p and passes the ciphertext Encrypt(PK, M, W*)
to the adversary.

Phase 2: Phase 1 is repeated.

Guess: A outputs a guess p’ of p.

The advantage of A in this game is defined as Adva = |Pr[y’ = p] — 3| where
the probability is taken over the random bits used by the challenger and the
adversary.

In [I], Ateniese et al. defined another important security notion, named del-
egator secret security (or master key security), for unidirectional PRE. This
security notion captures the intuition that, even if the dishonest proxy colludes
with the delegatee, it is still impossible for them to derive the delegator’s private
key in full.

We give master key security game for attribute-based proxy re-encryption as
follows. A CP-AB-PRE scheme has selective master key security if no proba-
bilistic polynomial time adversary .4 has a non-negligible advantage in winning
the following selective master key security game.

Selective Master Key Security Game

Init: The adversary A commits to a challenge attribute list L*.
Setup: The challenger runs the Setup algorithm and gives PK to A.
Queries: A makes the following queries.

— Extract(L): A submits an attribute list L for a KeyGen query where L #
L*, the challenger gives the adversary the secret key SKr.
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— RKExtract(L, W): A submits an attribute list L for a RKGen query, the
challenger gives the adversary the re-encryption key SKy_.w .

Output: A outputs the secret key SKp« for the attribute list L*.
The advantage of A in this game is defined as Advy4 = Pr[A succeeds].

3 Proposed Scheme

3.1 Our Construction

Let G be a bilinear group of prime order p, and let g be a generator of G. In
addition, let ¢ : G x G — G; denote the bilinear map. Let £ : G — G be an
encoding between G and G;. A security parameter, k, will determine the size of
the groups. Let U = {att1,--- ,att,} be a set of attributes; S; = {vi1, -, Vin; }
be a set of possible values associated with att; and n;, = |S;|; L = [L1, -+, Ly]
be an attribute list for a user; and W = [Wy,--- ,W,,] be an access policy.
Our six algorithms are as follows:

Setup(1®). A trusted authority (TA) generates a tuple G = [p,G,Gy1,9 €
G,e] <« Gen(1%), y €r Z, and g¢2,935 €r G. For each attribute att; where
1 < i < n, TA generates values {t; ; €r Zp}1<jcn; and {a;,b; €r Z,}. Next TA
computes g1 = ¢,V = e(g1,92), {{Ti,j = 9" }1 <, Ai = 9%, Bi = g"}
The public key PK is published as

PK = <e7g7917927g37Y7{{Ti,j}lgjgniyA’i7B’i}

1<i<n’

1<i<n>’

The master key MK is MK = (y, {{ti’j}lgjgni’ai’bi}1<i<n>'

KeyGen(MK,L).Let L = [Ly, Lo, - , Ly] be the attribute list for the user who
obtains the corresponding secret key. TA chooses 74,7}, 7; €r Zy, for 1 <i < n,

set r = Z:L:l r; and computes Dy = gg_r. TA computes D; and F; for 1 <i<n
as

(957 Aj*, g™) (if L; = —att;)

TA outputs the secret key SK, = (L, Dy, {DivFi}1<i<n>~
Encrypt(PK, M,W). To encrypt a message M € G; under the access policy
W, an encryptor chooses s €r Z,, computes C=M- Y% and Cy = ¢*, Cl = g5.
Then the encryptor computes C; for 1 <7 < n as follows:

BT g (f Li = v, ol
Di{(grz T 00 GELi=vin)  p_eoprt oty

Tiki (if W, = 'Ui,k,;)
Ci = A? (lf Wi = _\att,‘)

By (i W; =)
The encryptor outputs the ciphertext CTy = (W, C, Cy, Cb, {Citicicn)-
RKGen(SKp,W). Let SK}, denote a valid secret key, W an access policy. To
generate a re-encryption key for W, chooses d €r Z, and computes g%, D) =
(Di1g4, Do), F! = (F;19%, Fiz). Sets D) = Dy and computes C which is the
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ciphertext of E(g?) under the access policy W, i.e., C = Encrypt(PK, E(g%), W).
Then the re-encryption key for W is RKj_.w = (L, W, D{, {Dj}, Fz‘/}lgz‘gnv C).
Reencrypt(RK_w+,CTw). Let RKL_,w be a valid re-encryption key for ac-
cess policy W', CTy a well-formed ciphertext (W, C, Co, Ci, {Ci}1<i<n>a checks
W to know whether L = W. If L |~ W, returns L; otherwise, for 1 < i < n,
computes:

Zig?:gfg (lf Wi/ 7& *) 8T sd
Ei=q ecorl)) ooy = e(g,92)""e(g, 93)™".
e(CiE ) (if W] = %)

It then computes C' = e(Co, Dy) [TiL; Ei = e(g®, 95 "e(g, 92)*"e(g, g3)"*" =
e(g, g2)?*e(g, g3)™*?, outputs a re-encrypted ciphertext

oT' = (W', C,C}, C,C).

Note that C can be re-encrypted again. In the following Decrypt algorithm we
can see that the recipient only needs g% to decrypt the re-encrypted ciphertext.
Thus, we would obtain CT" = (W”,C’, Ch,C,C"), where C’' is obtained from
the Reencrypt algorithm with the input of another RKj .y~ and C. The
decryption cost and size of ciphertext grows linearly with the re-encryption times.
As stated in [I4], it seems to be inevitable for a non-interactive scheme.
Decrypt(CTw,SKL). A decryptor checks W to know whether L = W. If L |=
W, she can proceed. Then the decryptor decrypts the CT by using her SKy, as
follows:

— If C'T is an original well-formed ciphertext, then
1. For 1 < i < n, computes

D{ _ Di,l (lf WZ 7é *) D,/ _ DZ"Q (lf Wz # *)
g Fi71 (lf Wz = *) ’ g Fi,2 (lf Wz = >k) ’

2. M = CIILL, e(Ci, DY)/ (e(Co, Do) ITi; e(Co, D5)).
— Else if C'T is a re-encrypted well-formed ciphertext, then
1. Decrypts E(g?) from C using the secret key SK;, and decodes it to g¢,
2. M =C-e(Ch,gH"/C.
— Else if C'T is a multi-time re-encrypted well-formed ciphertext, decryption
is similar with the above phases.

Correctness. The correctness is easily observable.

3.2 Security Proof

Theorem 1. If there is an adversary who breaks our scheme in the Selective-
Policy model, a simulator can take the adversary as oracle and break the DBDH
assumption with a non-negligible advantage.
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Proof. We will show that a simulator B can break the DBDH assumption with
advantage €/2 if it takes an adversary A, who can break our scheme in the
Selective-Set model with advantage €, as oracle.

Given a DBDH challenge [g, 4, B,C, Z] = [g,9% ¢°,¢¢, Z] by the challenger
where Z is either e(g, ¢)?*° or random with equal probability, the simulator B
creates the following simulation.

Init: The simulator B runs A. A gives B a challenge ciphertext policy W*.
Setup: To provide a public key PK to A, B sets g1 = A, go = B and computes
Y = e(A4,B) = e(g,9)?. B chooses v €r Z, and computes g3 = g7. B chooses
Si = {tij Fi<j<nss @is bi €r Zp and constructs T; j, A;, B; as follows:

t,‘,ﬁ' ) —
~ I W} = vy 4,, then T} ; = {%tf] 8 . Z; A; = B%. B, — BY:

— If W} = —att;, then T; ; = Blii A; = g%, B; = B%;
~ If W} = %, then T} ; = B%3, A; = B%, B; = g
Finally B sends A the public key.
Phase 1: A makes the following queries.

— Extract(L): A submits an attribute list L = (L1, Lo, - - - , L,,) in a secret key
query. The attribute list must satisfying L = W™ or else B simply aborts
and takes a random guess.

Since L = W*, there must exist some j such that: either W is an attribute
value and L; # Wior WS is a negative attribute —att; and L; € S;. B
chooses such j. Without loss of generality, assume that W} is an attribute
value and L; # W.

For1<i<n,B chooses r} € Zyp. It then sets r; as follows:

N CANCY)
! a+7; (z =)
Finally, it sets r:= »"  r; =a+ Y ., Th The Dy component of the secret

key can be computed as [[;_, B~ = 9 SXinaTi 95"
Recall that W; is an attribute value and Lj; # W, let L = vj i, B chooses

B €r Zy, and sets t = ﬁtj_k“, then computes component D; as

I 6 —_ .
Dj = (Bﬁ‘“'j7 glik A tjl,k) — (g;JT?k7 gt).

For i # j, B chooses t; €g Z,, and computes component D; as follows:
o If Ly =wv;p, is an attribute value, then D, (B“Tfk , ‘);

e If L; = —att; is a negative attribute, then D; = (B™ A; t , g').
The F; components are computed similarly. B chooses § €g Zp and sets
t = ‘Sb; %, then computes component Fj as

’ S —_ 1 . ’ ’
Fy= (B, g% A" ") = (9, B}, ¢")
For i # j, B chooses t; €r Z, and computes component F; as follows:

Fy = (B"B;"", g").
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- RKExtract(L, W): A submits an attribute list L = (L1, La, -+, Ly,) and

an access policy W = (Wy, Wa, -+ ,W,) in a re-encryption key query. The
attribute list must satisfying L F& W* or else B simply aborts and takes a
random guess.
Then B submits L to Extract query and gets a secret key SKy = (L, Dy,
{Di7Fi}1<¢<n>- To generate a re-encryption key for W, chooses d €r Z,
and computes g%, D} = (D;194, Dig), F| = (F;194, Fi2). Sets Dy = Dy
and computes C which is the ciphertext of F(g¢) under the access policy W.
Then the re-encryption key for W is

RKL*)W = <L, VV> D67 {D:v Fi/}lgign’ C>

Challenge: A submits two challenge messages My and M;. B sets Cy = C,
computes Cj = g5 = (¢7)°* = (¢°)Y = C7 and C; for 1 < i < n as follows:

~ If W; = v ,, then C; = Cliki;
— Else if W; = —att;, then C; = C%;
— Else if W; = %, then C; = C?%.

Then B flips a random coin g € {0,1} and returns A the ciphertext as (C' =

M, Z,Co, Cy, {Ci}i<isn)-

Phase 2: Phase 1 is repeated.

Guess: A outputs a guess p’ of u. B outputs 1 if and only if ' = p.
Therefore, the advantage of breaking the DBDH assumption is

1
Advg = |Pr(p = p] — 2|

1
= |Pr{p=01Prlp’ = plu = 0] + Prip = 01Prly’ = plp = 1] - |

4¢%1+)+11 1
Tlalg T T 99Ty
!

Theorem 2. If there is an adversary who breaks our scheme in selective the
master key security model, a simulator can take the adversary as oracle and
solve the CBDH problem with a non-negligible advantage.

Proof. We will show that a simulator B can solve the CBDH problem with
advantage € if it takes an adversary A, who can break our scheme in the selective
master key security model with advantage €, as oracle.

Given a CBDH challenge tuple [g, A, B,C] = [g, g%, ¢°, g°] by the challenger,
the simulator B creates the following simulation.
Init: The simulator B runs A. A gives B a challenge attribute list L*.
Setup: To provide a public key PK to A, B sets g1 = A, g2 = B,g3 = B and
computes Y = e(4, B) = e(g, g)*°. B chooses S; = {t; j }1<j<n:» @i, bi €Er Zp and
constructs T; j, A;, B; as follows:
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t: s .
X . o _ g (j:k) . — Rai . — Rb.
If L} =v;, then T} ; = {Bti,j G+ k) ,A; = B% B; = B%;
If L;k = —|atti, then Ti,j = Bti’j,Ai = gu’,Bl = Bb’

Then B sends A the public key.
Queries: A makes the following queries.

Extract(L): A submits an attribute list L = (L1, Lo, -+, L) in a secret
key query. The attribute list must satisfying L # L* or else B simply aborts
and takes a random guess.

Since L # L*, there must exist some j such that L; # L. B chooses such j.
For 1 < i < n, B chooses r; €r Z,. It then sets r; as follows:

[ i)
! a+7;(i=7)
Finally, it sets r:= . 7, =a+ Y., ;. The Dy component of the secret

i=1" a—r

key can be computed as [}, B~ =g, = g5
Recall that L; # L7, let L; = v;k, B chooses 3 €gr Z, and sets ¢ = ﬁtj_k“,
’ B 1 .

then computes D; = (B[”’"J7 gk A i) = (g;JT]?,,€7 g').
For ¢ # j, B chooses t; €r Z, and computes component D; as follows:

o If L; = v, is an attribute value, then D; = (B"f‘TZ.l“k7 g');

e If L; = —att; is a negative attribute, then D; = (B A%, gt).
The F; components are computed similarly. B chooses § €r Z, and sets
t = ‘Sb_ %, then computes component F} as

J

’ S — 1 n ’ ’
Fy = (B, g5 A7 %) = (9B ¢")

For i # j, B chooses t; €r Z, and computes component F; as follows:
F, = (B"B", g%).

RKExtract(L,W): A submits an attribute list L = (L1, Lo, -, L,) and
an access policy W = (Wy, Wa, -+ | W,,) in a re-encryption key query.

If L # L*, B submits L to Extract query and gets a secret key SKj =
(L, Do, {D;, Fi}lgz‘gvz)' To generate a re-encryption key for W, chooses d €r
Z, and computes g%, D} = (D; 194, Di2), F! = (F;19%, Fi2). Sets D} = Dy
and computes C which is the ciphertext of F(g¢) under the access policy W.
If L = L*, B computes the corresponding re-encryption key as follows. First,
for 1 < i < n, B chooses r; €r Z, and sets 7; = & + r;. Then it sets
ri=>Yr  ri=a+y . .. The D component of the re-encryption key can
be computed as []_, BT = gy - g5~ ". Next, chooses d’ €r Z,, and
sets d = — + d' which means gl =g ntd = A*vltgd/. For1 <i<n, B
chooses t; €r Z, and computes component D) as follows:
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o If L; = v;, is an attribute value, then
D; = (g5 Ti},95, 9") = (BT}, BY, g") = (B"""T}5 , g")
o If L, = —att; is a negative attribute, then
D= (95 A g5 g") = (BUATBY, g") = (B AT, g

The F; components are computed similarly. Finally, computes C which is
the ciphertext of E(g?) under the access policy W.
Then the re-encryption key is RKy_.w = (L, W, Dy, { D}, Fi/}lgz‘gw C).

Output: A outputs the secret key SKy- = (L*, Do, {D;, Fi}1<¢<n> for the at-
tribute list L*.
If it is a valid secret key, SK- should satisfy the following equation:

n
e(9% Di1)
S D ’ — S
6(9 ) O) g B(X,‘, Di,?) 6(91792) )
where s €g Zp and X; =T}, (it LT = v ) or X; = A (if LY = —att;).
Thus, B outputs e(C, Do) [T1-; :((CC;’DD’;;)) = e(A, B)® = e(g, g)**¢ where C; =
Ctix (if Lf = wv; ) or C; = C% (if L} = —att;) and solves the CBDH problem.
By the simulation setup the simulator’s advantage in solving the CBDH prob-
lem is exactly e. O

4 Discussions

4.1 Computation Reduction

The number of pairings in decrypting original ciphertext is 2n 4 1. Observe that
in pairing e(Cp, D}), Cy is constant so the multiple multiplication []}_, e(Co, D)
(we can also add e(Co, Dp)) can be replaced with e(Cy, D[]\, D}) which may
reduce the number of pairings to n.

The same reduction can be done in re-encryption algorithm. Because every
E; needs compute e(Co, D; ;) or e(Cy, F} ;) and multiplies together, we can also
precompute [['_;e(Co, X) where X = Dj or X = Dj, or X = F} .

There is still room for improvement. Observe that in pairing e(C;, DY), D =
g’"g or D} = g’"gl is a random element for every attribute. If D/ is constant,
that is, all D; o = g”". Then the multiple multiplication H§:1 e(C;, DY) can be
transferred to e(]_[iz1 Ci, g",) which may reduce pairings and make the original
ciphertext size be constant.

To achieve this goal, we must make some modifications. We remove wildcard
in the policy to avert choosing the corresponding component D; o or F; 5. The
full modified scheme is as follows.

Setup(1®). A trusted authority (TA) generates a tuple G = [p,G,Gq,g9 €
G,e] « Gen(1¥), y €r Z, and g2,93 €r G. For each attribute att; where
1 < i < n, TA generates values {t; ; €r Zp }1<j<n,;- Next TA computes
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g1=9"Y =e(91,92), {T0; = 9" hicjen} i

The public key PK is published as PK = (e, g, 91,92, 93, Y, {{Ti,j}1 <<, }
the master key MK is MK = (y, {{ti’j}léjéni}1gign>'
KeyGen(MK,L). Let L = [Ly, La,---,Ly] be the attribute list for the user
who obtains the corresponding secret key. TA chooses r; €r Zy, for 1 < i < n,
set r = Z?Zl r; and computes Dy = gy ". Then TA chooses 1’ € Z,, sets
D}y = ¢g" and computes D; for 1 < i < n as D; = gg"ﬂf;ﬁi, (if Ly = vix,), TA
outputs the secret key SKy, = (L, Do, Dy, {Di}1¢icpn)- '

Encrypt(PK, M,W). To encrypt a message M € G, under the access policy
W, an encryptor chooses s €r Z,, computes C=M- Y5 and Cy = ¢*, Cl = g5.
Then the encryptor computes C; for 1 < i < n as follows:

1<¢<n>’

Ci = Tiy, (fWi=vip,)
The encryptor computes C’ = H:L:l C; and outputs the ciphertext
CTw = (W,C,Co,Cj, C").

RKGen(SKy,W). Let SK}, denote a valid secret key, W an access policy. To
generate a re-encryption key for W, chooses d €r Z, and computes g%, D! =
D;g4. Leaving Dy and D}, unchanged, computes C which is the ciphertext of
E(g%) under the access policy W, i.e., C = Encrypt(PK, E(g?%),W). Then the
re-encryption key for W is RKy_,w = (L, W, Dy, D}, {D;}léig'n’(c)'

Reencrypt(RK_w+,CTw). Let RKL_w be a valid re-encryption key for
access policy W', CTy a well-formed ciphertext (W, C, Co, C{,C"), checks W to
know whether L = W. If L £ W, returns L; otherwise, for 1 < ¢ < n, computes

D' =], D; and C :;g;”g_‘,}; = e(g,92)"%e(g, g3)™*¢, outputs a re-encrypted
ciphertext CT' = (W', C, C{, C, C).
Decrypt(CTw,SKL). A decryptor checks W to know whether L = W. If L |=

W, she can proceed. Then the decryptor decrypts the CT by using her SKy, as
follows:

— If C'T is an original well-formed ciphertext, then
1. Compute D' =[], D;;
2. M =C -e(C",D})/e(Co, D).
— Else if C'T is a re-encrypted well-formed ciphertext, then
1. Decrypts E(g%) from C using the secret key SK7, and decodes it to g,
2. M =C-e(Ch,gH"/C.
— Else if CT is a multi-time re-encrypted well-formed ciphertext, decryption
is similar with the above phases.

The security proofs are similar to previous scheme so we omit the detailed proof
due to space consideration. Note that the new scheme has constant ciphertext
size in original ciphertext and constant number of pairing computations in orig-
inal decryption process.
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4.2 Re-encryption Control

Note that if the encryptor does not provide g3 in ciphertext, the original decryp-
tion is not affected but the decryption of re-encrypted ciphertext cannot go on.
That’s because g3 is only used in decrypting re-encrypted ciphertext. So she can
control whether the ciphertext can be re-encrypted. In the same way, the proxy
can also decide whether the re-encrypted ciphertext can be re-encrypted.

If we want to remove this property, we should integrate gs into the secret
key. For example, we can choose ' €r Z,, compute Dy = g4 "g5 and add
Dy = gr, in the secret key. Then the decryption of original ciphertext should be
modified as M = C - e(Cl, D}) [1i—, e(Ci, DY)/ (e(Co, Do) [T, e(Co, D})). The
modifications in other algorithms are similar and omitted here.

4.3 Extra Access Control

Our scheme allows the proxy to add extra access policy when re-encrypting
ciphertext. For example, supposing the proxy can re-encrypt ciphertext under
policy from W to W', he can add an extra access policy W to the re-encrypted
ciphertext such that only user whose attribute list L simultaneously satifies W’
and W’ can decrypt the re-encrypted ciphertext. He can achieve this as follows:

1. For a re-encryption key pair D) = (D;1g%, Di2) or F! = (Fi19%, F2),
choose a new d’ €g Z,,, compute new re-encryption key pair D} = (D; 1 ggiggl,,
D) and F] = (F;,1939 , Fiz);

2. Use the new re—encryptio,n key to re-encrypt ciphertext;

3. Add Encrypt(PK, E(g%), W") to the re-encrypted ciphertext.

4.4 Comparison

The properties of previous attribute-based proxy re-encryption schemes and our
proposed schemes are compared in Table [Il and Table 21

Table 1. Comparison: Some Properties

Scheme Policy  Assumption Security = Direction

GZWX [15] Key DBDH  Selective Bidirectional
LCLS [19] Ciphertext ADBDH Selective Unidirectional
This Work 1 Ciphertext DBDH  Selective Unidirectional
This Work 2 Ciphertext DBDH  Selective Unidirectional

Table 2. Comparison: Expressiveness of policy

Scheme Expressiveness
GZWX [15] Tree-based Structure
LCLS [19] AND-gates on positive and negative attributes with wildcards

This Work 1 AND-gates on multi-valued and negative attributes with wildcards
This Work 2 AND-gates on multi-valued attributes
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5 Conclusions and Future Work

In this paper, we propose a novel ciphertext policy attribute-based proxy re-
encryption scheme which is based on AND-gates policy supporting multi-value
attributes, negative attributes and wildcards. Moreover, our scheme has two
novel properties: 1) the encryptor can decide whether the ciphertext can be
re-encrypted; 2) the proxy can add extra access policy during re-encryption
process. And the proposed scheme can be modified to have constant ciphertext
size in original encryption. We hope more rich access policies such as hidden
policies, tree policies or access structures can be used in attribute-based proxy
re-encryption schemes.
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