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Abstract. SOSEMANUK is a software-oriented stream cipher proposed
by C. Berbain et al for the eSSTREAM project and has been selected into
the final portfolio. It is noticed that most components of SOSEMANUK
can be calculated byte-oriented. Hence an attacker can observe SOSE-
MANUK from the view of byte units instead of the original 32-bit word
units. Based on the above idea, in this work we present a new byte-based
guess and determine attack on SOSEMANUK, where we view a byte as
a basic data unit and guess some certain bytes of the internal states
instead of the whole 32-bit words during the execution of the attack.
Surprisingly, our attack only needs a few words of known key stream to
recover all the internal states of SOSEMANUK, and the time complexity
can be dramatically reduced to O(2'7®). Since SOSEMANUK has a key
with the length varying from 128 to 256 bits, our results show that when
the length of an encryption key is larger than 176 bits, our guess and
determine attack is more efficient than an exhaustive key search.
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1 Introduction

The European eSTREAM project [1] was launched in 2004 to call for stream
ciphers and was ended in 2008. At first about 34 stream cipher candidates were
submitted to the eSTREAM project, and after the challenge of three rounds,
7 of them were selected into the final portfolio. SOSEMANUK proposed by
C. Berbain et al [2] is one of the above seven algorithms. SOSEMANUK is a
software-oriented stream cipher and has a key with the length varying from 128
to 256 bits. The design of SOSEMANUK adopted the ideas of both the stream
cipher SNOW 2.0 [3] and the block cipher SERPENT [4], and aimed at improving
SNOW 2.0 both from the security and from the efficiency points of view.

The guess and determine attack is a common attack on stream ciphers [SI6I78].
Its main idea is that: an attacker first guesses the values of a portion of the in-
ternal states of the target algorithm, then it takes a little cost to deduce the
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values of all the rest of the internal states of the algorithm by making use of
the values of the guessed portion of internal states and a few known key stream.
When the values of all the internal states of the algorithm are recovered, the at-
tacker tests the correctness of these values by producing a key stream using the
above recovered values and comparing it with the known key stream. If the key
streams agree, it shows that the recovered states are correct. If the key streams
don’t agree, then the attacker repeats the above process until the correct internal
states are found. As for SOSEMANUK, the designers of SOSEMANUK [2] pre-
sented a guess and determine attack method, whose time complexity is O(22°°).
In 2006 H. Ahmadi et al [9] revised the attack and reduced the time complex-
ity to O(2%25), and this result was further reduced to O(2%24) by Y. Tsunoo et
al [I0]. Recently Lin and Jie [I1] gave a new result that they could recover all
internal states of SOSEMANUK with time complexity O(21%2). Unfortunately,
a mistake was made in their work. In step 1 of their attack, fi—o, fi—1, ft, ft+1
and s;_o2, S¢—1, St, St4+1 were used to output key words z;_9, 2,1, 2¢, 2¢4+1, and in
step 14, fi, fe+1, ft+1, ft+2 and s¢, S¢41, St4+1, St+2 were used to output key words
Zt, 2t41, 2141, 2t4+2. However, according to the description of SOSEMANUK, the
output key words in the next pad should be 242, 2143, 2¢+4, 2t4+5, Which should be
produced by fito, fits, fi+d, ft+5 and Siy2, St4+3, St44, St+5. Therefore the time
complexity they gave is incorrect.

It is known that most word-oriented stream ciphers make a trade-off between
security and efficiency. From the view of a designer, for pursuit of more efficient
software implementation of the algorithm, some certain operators, for example,
the exclusive OR, S-boxes, the modulo 2" addition, the multiplication or the
division by a primitive element in the finite field Fy», where n may be equal to
8, 16 or 32, are often used. We notice that most of these operations can be done
based on the smaller units, for example, 16-bit words or bytes. Therefore from
the view of an attacker, he can observe the algorithm from the viewpoints of
smaller units instead of the original word units. Based on the above idea, in this
work we present a byte-based guess and determine attack on SOSEMANUK,
where we view a byte as a basic data unit and guess some certain bytes of the
internal states instead of the whole 32-bit words during the execution of the at-
tack. Surprisingly, our attack only needs a few known key stream to recover all
the internal states of SOSEMANUK, and the time complexity can be dramat-
ically reduced to O(217%). It shows that when the length of an encryption key
is larger than 176 bits, the guess and determine attack is more efficient than an
exhaustive key search. What’s more, our results also show that during the design
of stream cipher algorithms, it is necessary to break the bound between different
operands.

The rest of this paper is organized as follows: in section 2 we recall the SOSE-
MANUK algorithm briefly, and in section 3 we give some basic properties of
SOSEMANUK. In section 4 we describe all the detail of our attack on SOSE-
MANUK. In section 5 we give a estimate on the time and data complexity of our
attack. Section 6 gives a further discussion, and Section 7 concludes the paper.
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2 Description of SOMEMANUK

In this section we recall the SOSEMANUK algorithm briefly and all the details
can be found in [2].

SOSEMANUK is a 32-bit word-oriented stream cipher, and logically com-
posed of three parts: a linear feedback shift register (LFSR), a finite state ma-
chine (FSM) and a round function Serpentl, see Figure [Il
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Fig. 1. The structure of SOSEMANUK

2.1 The LFSR

The LFSR of SOSEMANUK is defined over the finite field Fy32, and contains
10 of 32-bit registers s;, 1 < i < 10. The feedback polynomial w(z) of LFSR is
defined as follows:

m(z) = azx® + a7 ta" + 2 41, (1)

where « is a root of the polynomial
P(z) = a* + %25 + 24542 4 348 4 §2%°
over the finite field Fys, and ( is a root of the binary polynomial
Qz)=a® + 2" +2° + 23 + 1.
Let { s¢ }t21 be a sequence generated by the LFSR. Then it satisfies

St4+10 = St+9 D a71$t+3 D OéSt,Vt Z 1. (2)

2.2 The FSM

The nonlinear filtering part of SOSEMANUK is a finite state machine (FSM),
which contains two 32-bit memory units R1 and R2. At time ¢, the FSM takes
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Fig. 2. The round function Serpentl in the bit-slice mode

the values syy1, Stys and Spy9 of registers s1, ss and sg of the LFSR as inputs,
and outputs a 32-bit word f;. The execution of the FSM is as follows:

th = R2t71 H mux(lsb(th,l), St4+1, St+1 D St+8), (3)
R2; = Trans(R1;_1), (4)
ft = (st40 B R1;) & R2y, (5)

where B is the modulo 232 addition; Isb(x) is the least significant bit of z;
mux(c, x,y) is equal to x if ¢ = 0, or equal to y if ¢ = 1; and the internal
transition function Trans on 32-bit integers is defined by

Trans(z) = (0x54655307 - z mod 2%?) < 7,

where << is the left cyclic shift operator on 32-bit strings.

2.3 The Round Function Serpentl
In the block cipher SERPENT a raw SERPENT round consists of, in that order:

— a subkey addition;
— S-boxes transformations;
— a linear transformation.

Here the function Serpentl is one round of SERPENT without the subkey ad-
dition and the linear transformation. The S-box used in Serpentl is the S-box
So of SERPENT and runs in the bit-slice mode. Serpentl takes outputs f;1; of
the FSM at four successive times as inputs and outputs four 32-bit words vy,
where i = 0,1, 2, 3, see Figure 2
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2.4 Generation of Key Stream

Let s¢, St41, St42, St+3 and fi, fe41, fere, fto3 be the outputs of the LFSR and
that of the FSM respectively at the successive times starting from time ¢, and
Zt, 2t41, 2t+2, 2t+3 be the key words generated by SOSEMANUK at those four
successive times. Then we have

(2643, 2t 42, Ze41, 2¢) = Serpent1(fiy3, fero, fre1, ft) © (St43, Se42, St41,5¢). (6)

3 Some Properties of SOSEMANUK

In this section we view a byte as a basic data unit and give some basic properties
of SOSEMANUK from the view of byte units. First we introduce some notations.
Let x be a 32-bit word. We denote by z(?) the i-th byte component of z,
0 <1 < 3, that is,
=3 [ (2 | 2z | 20

where each z(9 is a byte, and | is the concatenation of two bit strings. For
simplicity we write (1) || (9 as 2(%D and 2 || 2 || 2(0) as 2(*12),

For any given 32-bit word z, the word  may have the different meanings in
different contexts as follows:

1. As an operand of the operator @. Here x is a 32-bit string, and @ is the
bitwise exclusive OR.

2. As an operand of the integer addition + or the modulo 23? addition B. Here
a denotes the integer 3°7_ (¥ (28).

3. As an element of the finite field Fys2. Here x denotes the element (o +
2@ a? 4+ 2Wa + 2 in Fys, where « is defined as in equation @.

Now we consider the SOSEMANUK algorithm from the view of byte units. First
we notice that the feedback calculation of the LFSR (see equation [2l)) can be
represented in the byte form.

Lemma 1. Equation (2) can be written in the byte form as follows:

0
51(k0+)10 51(k0+)9 @ 35,23 D 56431(5 & B*s; ( )

h)
Sg}‘r)lo = 3339 D sg)s @ s 1(k0+)3 ® 0852 @ s, @)
Sg-)lo = Sgr)s) © 5t+3 @ 35 t+ ® 8% @ 5", @)
88-)10 _ SSF)Q o B16 t+ ® 523! () g 3(2). @)
Proof. By the definition of «, we have,

ot + 42303 + 32502 + 3%8a + 429 = 0

It follows that
Oé_l _ 6160[3 +639a2 +66a +664.
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Let s; = Z?:o sgi)ai and S¢43 = Z?:o sg?,ai. Then we have

asy = sg?’)o/1 + 5,&2)043 + sil)o? + sio)a

— s§3)(523a3 + 524502 4 %8¢ 4 3239) Jr$§2)Oé:3 JrSil)og +5§0)a
_ (5233723) + SEZ))QS + (52453§3) + sgl))oﬂ + (5481(3) + 51(:0))(1 Jr523931({3)

and

a lsiys = sgi)3a2 + sg_)3oz1 + sﬁ},_)g + sg}?’a_l
_ 5§?3a2 4 Sii)gal + Sii)g + [IJ(O) (616053 + 6390(2 + 6605 4 ﬁ64)
= 5165&)30‘3 + (Sg)a + 53931(5923)042 + (51(51)3 + 5690(0))04 + (SSr)s + 56431(5923)‘
Combine the above equations and equation (2)), and we immediately get the
desired conclusion. ]

Second we observe the update of R1 and the output of the FSM and have the
following conclusions:

Lemma 2. Equations (3) and (@) also hold in the sense of modulo 2F for all
1 <k < 32, that is,

ngk] = R2£k_]1 B mux(Isb(R1:-1), syﬂl, syﬂl @ s£ﬂ8)7 @n

k k k k
M = (sl 8 R @ R2M, @)

where = denotes the lowest k bits of x, and the operator B still denotes the
modulo 2% addition without confusion. In particular, the cases k = 8,16 and 24
are considered in this paper.

Finally we observe the round function Serpentl and have the following conclu-
sion:

Lemma 3. For any 1 < k < 32, if the values of the k-th bit of each sii;
(i = 0,1,2,3) are known, then the values of the k-th bit of each fiy; can be
calculated by the definition of Serpentl given some known key stream, that is,

fi=57"(z @ 51, (7)

where

fio = fevan || feron | ferrk | fer
st = Stk || Sta2k | St41k || Stk
2, = zek | 2ok | 241k || 260,
and firik, St+ik and ziqq ) are the k-th bits of fiii, siys and ziy; respectively,

i = 0,1,2,3. Similarly, if the i-th bytes of each sii; are known, then we can
calculate the i-th bytes of each fiy;, 1 =0,1,2,3.
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4 Execution of the Attack

In this section we always assume that a portion of key stream words { z; } have
been observed, where t = 1,2,--- , N, and N is large enough for the attack to
work. For convenience, we denote by

A 2 5

the deduction of B from A by equation (*).
Before the description of the attack, we make the following assumption:

Assumption 1. The least significant bit of R1y is one, that is, Isb(R1;) =
The whole description of the attack on SOSEMANUK can be divided into five
phases as follows.
Phase 1. We first guess the total 159-bit values of s1, s2, s3, sfl ), R2(
and the rest 31-bit values of R1;.

Step 1.1 We first deduce s&%% ngo), R25, sgq) and 8511) as follows:

0,1,2)

(60,40, o0 0y B (50 40 40 0y,
(7O RO, oy EL o)
(R, R2© 50 (1%>}@ R,
Rl 2 R,
{57, Ry, R2g" @sﬁ%
{9,505 59 3 BB 5.

(1) Rl(l) (1) )

Step 1.2 Similar to Step 1.1, we further deduce s, 57 and 3512
as follows:

1 1 1 (1 1 1 1 1
(o0, 8050 o0y B 10,480 19 40
(FOD ROV po01)y & (0.1)
{R1OD, go0D 01 o1y 8 oy 0.1)
(£00 ROV poDy & )
0 0
{3§)>31 331(1)78103311)}@84 :

Step 1.3 Similar to Step 1.2, we further deduce 8%)7 R1(2) 8521) and 8(3)
as follows:

{2,685 523 B (A2 157 12 1)
{f1(0’1’2)7R1§0’1’2),R2§0’1’2) } & 5012)
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{RIOLD) Ro012) f(01.2) (012 }g; R,
(F01D) R (O12) R2(0,1,2)}@ 5012

1) (3 (0 (2 3

{Sg )785 )784(1)7 50)7 11)}@ ()

In this phase we have obtained si, s2, S3, S4, s&%’m) ﬁ’“), R14, R1g0,1,2)7
R2{°? and R2,.
Phase 2. Since we have obtained sg ), sé‘s), sg‘g) and 8513) in phase 1, thus by

equation ([7), we can calculate fl(g), 2(3), és) and fis), that is,

3 8 3 3
{8§3)78g3)7s3 784 } {fl( )7 2(3)7f3( )7fz£ )}'

Furthermore, by equations (&) and @), we have

= (s{) + R1® + 1 mod 2°) @ R2{”, ®)
(3) (sﬁ) + R15Y + ¢; mod 28) @ R2YY, (9)
sgi) — (3) D 516 (0) @523 (3) o) 5(12). (10)

where ¢; = 1 if s&%’m) + R1§0,1,2) > 224 or ¢; = 0, otherwise; and ¢y = 1 if
55271’2) + ngm’g) > 224 or ¢y = 0, otherwise.

By the assumption Isb(R11) = 1, we have Rly = R2; B (S5 © S10). It
follows that

R1§Y = R + (537 @ si)) + 3 mod 2°, (11)

where ¢35 = 1 if R2§O’1’2) + (s3 (0.1.2) (0’1’2)) > 224 or c3 = 0, otherwise.
Combine equations (), @), (I0) and ([II]), and then we have the equation

on the variable sg?(’))'

d= (P @a)+ (P @)+ (P @ (s + b mod 28)) + ¢ mod 28, (12)

where a = 305, O g B23 ) @ 8&2), b= Rl( ) 4 c1 mod 28, ¢ = ¢5 + ¢3 and
d=fP e R2(3)

In equation (I2)), all variables except s( ) are known, since sgo) occurs
three times in the above equation, it is easy to verify that equation (I2))
has exactly one solution. Denote its solution by s 3 . When sy 3) has been

obtained, we deduce RQ( ), sﬁ and Rl ) by equatlons @®), (Eml) and (@)
respectively.

Up to now we have obtained s1, $o, s3, S4, S10, S11, R11, R21, Rl5 and
R2s.
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Phase 3. In this phase we further deduce R13, R23, Rl4, R24, Rl5, R2s,
R2g, s5, sg, s12 and s13 as follows:

{R13, R23, 54,511} o, R1s,
R1, 2 R23,

{ fa, R13, R23 } B, 5,

{ 52,511,512 } 2, s,
{ R13, R23, 85,512 } o, Rl1y,
R13 a R24,

{ fa, R14,R24 } 8, S13,

{ 53,512,513 } g 56,
{ R14, R24, 56,513 } g R15,
R14 a R25,
R1s g R2g.

Phase 4. We guess both sgo) and séo). The following deductions are entirely

similar to phase 1, and we can recover both 3(1’2’3) and sél’Q’?’).

{35 7853)7(9(0)7 }:>{ (0) () 7(0)7 éO)L

(£ R1©, roy & o)
{050,505 ) B
(RO, R2® (O 0y & Rl<o>
(59 R1© R2<o>}@s§?’
{587,587 5%)}@
{5050 sy B g “) SR DY
{ £ (0,1) R1 (0,1) R (0,1) } @ 0,1)
{3510)73513)737 73%)7314 }@ 57 )
{Rl(o 1) R2(01 01) 8&31 }@ R1(01
{f60,1) R1 (0,1) R (0,1) ) @ 31%’1),
(59 s® (O (M) (D @
{2,559,y B (2) 8
{féo’l’Z ,R150’1’2 ,R2é0’1’2) ) @ 312’1’2 ,

2 2
SOV SR
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(00,0 2.0} B
{R1é0,1,2)7R2(50,1,2)78(70,1,2)78g(31,1,2) ) @ Rléo,m)7
{féo’1’2)7Rléo’l’Q),RQéo’l’g) ) @ 5505’1’2),
(9,00, B 0

Phase 5. Finally we deduce sg as follows:

{85,56787,58} Q {f5, fe, f7, fs } )
{ fs, R15, R25 } 2% &),

{ R15,R25, 87,814} 2 R1Y,
[ fos R16, B2} 2 5@

{ Rlﬁa R263 58, 515 } Q} R17,
R16 @ R27,
{ f77 R177 R27 } @} 516,

@)
{ s6, 515, 516 } = $9.

Up to now we have recovered all internal states s1, s2,- -+, S10, R17 and R2; of
the SOSEMANUK algorithm. And then we test the correctness of those values
by producing a key stream using the above recovered values and comparing it
with the known key stream. If the key streams agree, it shows that the recovered
states are correct. If the key streams don’t agree, then we will repeat the above
process until the correct internal states are found.

The process of the above attack is demonstrated in Table [II

5 On Time and Data Complexities of Our Attack

The execution of the above attack needs to guess a total of 175 bits of the internal
states, including 159 bits of the internal states at phase 1 and 16 bits at phase 4,
and then all the rest of the internal states can be deduced under the assumption
Isb(R11) = 1. Since the probability for Isb(R11) = 1 to hold is j, thus the time
complexity of the above attack on SOSEMANUK is O(2!76). In the attack we
only make use of 8 words of the known key stream, and during the verification
we need about another 8 words of the known key stream to verify whether the
guessed internal states are correct or not. Since by shifting the keystream by 4
words we can test two cases, thus the total data complexity is about 20 words
of the known key stream.

6 Further Discussion on the Assumption Isb(R1;) =1

In the above attack, we make the assumption Isb(R17) = 1, which will guarantee
that equation ([IZ)) in phase 2 has exactly one solution. However it should be
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Table 1. The process of our attack

Assume that Isb(R1,) =1

Steps Guessed internal states Determined internal states Num. of States
51,52, 83, sfll),le, R2§0’1’2) 9159
Step 1.1 sg%), ngo), R2,, s(ﬁ) sﬁll) 2159
Phase 1
Step 1.2 s RIS 5 9159
Step 1.3 310) ngQ),s(lﬁ) 8(3) 9159
Phase 2 310),R2(3) R1(3) 5(1? 9159

Rl3, R23, 812, 85, Rl4, R24 150
Phase 3 2°°

813, S6, 15, R25, R26

Phase 4 5(70), sgo) Rléo’l’m 5(2’1’2),5(1%’1’2),57, ss 2175

Phase 5 R1, . s Ri;, R27, s16, so 2175

Note: R1] denotes the 31 bits of R1; from the second significant bit to the most significant bit.

pointed out that this assumption is not necessary for our attack to work. In fact,

we directly guess the 160-bit values of s1, so, s3, sflo), R1; and R2§O’1’2) in phase
1. When 1sb(R1;) = 0, we have Rl = R2; H s3 in phase 2. It follows that

R1$Y) = R2(Y 4+ 5% 4 ¢4 mod 28, ()

where ¢4 = 1 if R2 12 + s(o 2) > 22 or ¢4 = 0, otherwise.
Similar to equation (IIZl), combine equations (&), @), (I0) and (), and then

we have the equation on the variable sg% :
d = od)+ (FYe (s10 + b mod 28)) + ¢ mod 28, o)

where o' = ﬁwsio) B35 ® @ s , 0 = 1(3) +¢; mod 28, ¢ = sg‘g) + e+
c4 mod 2% and d’ = f2(3) & R2;3). Slnce sgo) occurs two times in equation (),
it is easy to verify that equation (I2I)) has either no solution, or 2* solutions for
some non-negative integer k. When equation (2] has no solution, we will come
back to phase 1 and repeat guessing new values of those internal states. When
equation () has 2* solutions for some integer k, we write down all solutions,
and then for each solution we go on the deductions according to phases 3, 4 and
5. Finally we obtain 2* different values of the internal states of SOSEMANUK
and verify their correctness respectively.

Now we estimate the time and data complexity of the above method. In phase
1 we guess total 160-bit values of the internal states instead of 159-bit values. 2159
of those values satisfy Isb(R1;) = 1 and another 2159 values satisfy Isb(R1;) = 0.
As for 21%? values satisfying Isb(R11) = 1, we have 2! possible values of s1, s,
83, 84, S10, S11, R11, R21, Rl and R2, after phase 2. As for 2% values satisfying
Isb(R11) = 0, since equation (I2)) has the same number of solutions as that of

the possible values of the variables when all the variables except sg? go through



A Byte-Based Guess and Determine Attack on SOSEMANUK 157

all possible values, thus we have also 2159 possible values of s1, s2, s3, S4, S10,

si1, R11, R21, R15 and R25 after phase 2. Therefore we have total 2150 possible
values. For each possible values, we go on deducing according to phases 3, 4 and
5, hence the total time complexity is still O(2!76). But without the assumption,
the data complexity reduces to 16 words of the known key stream.

7 Conclusion

In this paper, we presented a byte-based guess and determine attack on SOSE-
MANUK, which only needs a few words of key stream to recover all internal
states of SOSEMANUK with time complexity O(217¢). The results show that
when the length of an encryption key is larger than 176 bits, the guess and
determine attack is more efficient than an exhaustive key search.
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