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Abstract. Partners in VOs can share large amount of data. Sharing of individual 
data items is straightforward, but sharing components of complex data struc-
tures stored in heterogeneous systems is often a challenge. Sharing is typically 
governed by rules and policies that need to be translated into access right / 
privilege control and data granularity control. Simultaneous control of privi-
leges and data granularity across different organizations is a difficult task, and 
most traditional approaches, such role-based access control can become pro-
hibitively complex in such scenarios. We propose a scheme for concurrent con-
trol of subject privileges and object granularity. It includes participants, duties 
and operations, and generates security labels that describe security features. To 
facilitate interoperability between heterogeneous systems, the labels also carry 
information about the data model, including dynamic hierarchy description. The 
model supports subject activity control over objects with variable data access 
granularity. It encompasses the advantages of existing role based and label 
based control. First, an abstract subject privilege control model is built, and the 
mathematical relationships between privileges in the label system are defined. 
Second, an abstract object dynamic granularity model is produced and the 
mathematical relationship between granularity levels is established. At last, a 
pair-wise privacy label system is provided as an integrated information protec-
tion mechanism, where relationships between subject activities and privileges 
are described for actual access control. A formal verification of the proposed 
method has also been performed.  

Keywords: Interoperability, heterogeneous systems, security & privacy. 

1   Introduction 

Diverse organizations, governments and individuals share vast amount of information. 
Since information sharing can potentially harm certain parties, it is typically governed 
by roles and policies that support subject privilege control and data granularity control 
[1]. Both methods have been well studied on their own, and typically they are en-
forced by role-based access mechanisms and label based approaches respectively.  

The increasing complexity of data, combined with the growing number and diver-
sity of users who must access it, highlighted the limitations of traditional role based 
privilege control. One of the main problems is that with existing approaches the de-
ployment of data granularity control becomes difficult when the majority of users are 
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unique, i.e. when a role is assigned to a single user only. The solution requires two 
issues to be addressed simultaneously: (i) when accessing a whole object, which ac-
tivities are available for each granular data component, and (ii) with numerous unique 
users, how to realize dynamic granular data access level control. We look at these 
issues from three perspectives. Namely, when there are many unique users, no advan-
tage can be gained by grouping them into roles or generalizing access rights according 
to rules [2], because user privileges may vary greatly even within the same group. 
Secondly, traditional management focuses on subject-based granular privilege con-
trol; however, for sharing private data, object-based granular privilege control needs 
to be considered. Thirdly, classical RBAC does not support multi-domain / cross-
domain application in a straightforward manner. 

In this paper, we propose a practical solution to integrate sophisticated access con-
trol into a request-based pair-wise privilege control model. The proposed system has 
three modules: one for parameterized 3D subject granular privilege control, one for 
object-based dynamic granular data control and one for privilege refinement. The 
model also utilizes the advantages of existing role-based and label-based control. The 
major contributions are the following.  

 

• Enhanced subject-based granular privilege control to support unique subjects with 
diverse privileges as well as reduced privilege assignment (PA) computation com-
plexity and role storage consumption. 

• Object-based granular data privilege control that supports dynamic granular data 
access and object cross-domain sharing. An embedded special request component 
makes the private and sensitive data sharing more flexible and easier to be cus-
tomized. 

• Cooperation between subject-based and object-based control encompasses the 
advantages of existing role based and label based control, raises the efficiency of 
privilege assignment and lowers the cost. 

 

The rest of this paper is organized as follows. First we provide general background 
about the foundations of cooperation between user privilege granularity control and 
object dynamic granular data level control. This is followed by details of the proposed 
method, its implementation and testing. Then a section discusses the advantages and 
disadvantages of the proposed system, before the paper is concluded. 

2   Related Work 

A number of papers have looked at unique users with diverse privileges. By involving 
context tables, one solution supports fine-grained privileges and variable subject re-
quests [3]. Another approach handles complex roles with diverse privileges by using 
an additional condition list [4]. In a third approach the traditional concept of 'role' is 
replaced by a new parameterized model, which not only supports unique users better 
but also reduces storage consumption compared to traditional role-based approaches 
[5]. These solutions add different modules to extend privileges and support user di-
versity, but unfortunately also result in decreased efficiency, as the unique users may 
come and go continuously. In addition, in [5] role models are difficult to build before 
the users lodge their requests. As opposed to these solutions, the proposed method 
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builds an enhanced model that can directly assign privileges to subjects by request, 
priority check and privilege refinement. The storage requirements decrease when di-
verse roles don’t need to be stored on the subject server. Moreover, the delicate mod-
ules and components offer efficient privilege assignment. 

For collaboration control, connecting subject-based and object-based privilege con-
trol was considered by some approaches [6, 3]. However, the former solution [6] does 
not address granular data control, while the latter one, non-independent object based 
privilege control, limits dual control performance [3]. In the proposed solution, the 
use of the same hierarchical model for subject-based and object-based privilege con-
trol improves the efficiency of granular data control. In addition, an independent ob-
ject controller offers high performance and supports special-condition control. 

For multi-domain applications the use of role-mapping tables was proposed [7]. 
However, practical issues, such as role switching and data granularity may deteriorate 
the performance, as the building of mapping tables for all roaming roles and data will 
not only consume considerable storage space but also lower the efficiency of privilege 
assignment. Dissimilar to this approach, a dynamic hierarchy component employed 
by our proposed method caters for data roaming without high management costs. 

3   Proposed Method 

The proposed pair-wise privilege control scheme contains three parts, namely the pri-
vacy-label based subject granular privilege control (PSPC) module, the privacy-label 
based object granular data control (PODC) module and the collaboration control 
module as shown in fig. 1. Due to space limitations, only the hierarchical PSPC com-
ponent, the dynamic hierarchical control component in the PODC module and privi-
lege refinement are described here. 

 

 

Fig. 1. Pair-wise Privilege Control Model  

Basic concepts and definitions are given as follows. Given a set of subjects S, a set 
of objects O, each object has a set of granular data },,2,1|{ niOGDO ix == , where 

n is the number of granular data items. Each subject has a set of activities 
},,2,1|{ niSASA i == , where n is the number of subject activities. A set of Subject 

Activity Level, represented by },,2,1|)({ niSASL i =Ω=  denotes the activity priority 
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on the required object, where n is the number of subject activity levels and operation 
Ω(SA) denotes a subset of SA. Subject Grade denotes the subject’s overall privacy 
priority, and is represented by SG. A set of Subject Sub-grades 

},,2,1|)({ niSLSSG ix =Ω=  denotes the access priority for each granular data item 

of an object, where x denotes a certain sub-grade and n is the number of activity levels 
included in the sub-grade. The set of Negative Permissions is 

},,2,1|{ niNPNP i == , where n is the number of negative permissions. A permis-

sion )},{( BooleanDP ix =  can be accepted or denied, as indicated by the Boolean.  

Hierarchical PSPC defines the control of subject granular privileges. 
 

Rule 1: Subject Activities on the same Subject Activity Level are mutually exclu-
sive, so only one will be activated in any one session. However, if they are on differ-
ent levels, these activities can operate in the same session in parallel.  

Rule 2: Subject Activity Level in a Subject Sub-Grade must be different from other 
activity levels in the same subject grade. 

Rule 3: Different Subject Sub-Grades are controlled independently.  
 

Basically, after a request has been lodged to a subject server, the subject is to be 
associated with an overall privacy priority, also called main subject access grade and 
represented by Subject Grade (SG). The SG usually consists of a set of SSGs that are 
associated with granular data items of the required object. Each SSG is composed of a 
set of SLs, which indicates the priority and correlation between different SAs. SAs 
included in the SL are the activities that can be executed over the object. 

The Dynamic Hierarchy component has two main functions: hierarchy assignment 
(HA) and condition assignment (CA). When data is roaming, the original privacy pri-
ority control may not be able to work properly. Fig. 3 shows the concept of HA applied 
mapping. 

 

 

Fig. 2. Hierarchy Assignment (HA)  

In fig. 2, Access Priority is represented by the object grade (OG) including object 
subgrades (OSGs). When object X (including granular data) is created, it is processed 
by the original object server in domain A, where the original access priority is a non-
absolute classification value. If such data is required for roaming, the original object 
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Object X

Original Access Priority

Applied  
Mapping 

Data Roaming 

Original 
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server will first assign a basic sub-grade (BSG) to one or more granular data parts. 
Then, all other data parts can be assigned proper grades by referring to BSG at the 
original object server. When the data is roaming to domain B, the object server in 
domain B will first map BSG to a basic applied grade (BAG) based on the data shar-
ing environment and sharing requirements. Then, the system maps the original granu-
lar data sub-grades to applied grades relative to the BSG. The PODC control frame 
merely defines any negative permission (NP) for each granular data where necessary, 
which states what cannot be done over each granular data. Any special request on 
granular data is supported by Condition Assignment (CA). 

The Privilege Refinement (RE) function computes proper permissions for the sub-
ject request. The left side of fig. 3 describes the first step of permission computing, 
which produces the overall permission of an access. If the subject’s grade is equal to 
or higher than the ‘object prohibited’ grade, authorization will be given, otherwise 
access will be denied. SiPL.SiG denotes the Subject Grade of Subject i; OPL.OG de-
notes object overall grade. The algorithm for sub-grade computing is given in the 
right side of fig. 3. The process compares all the subject sub-grades to all object 
granular data grades respectively, where → denotes ‘move to the next’. The notations 
of permission symbols and extended SL operations are as follows. 

 

Notion 1: (Positive Permission Operation =Γ) 
y

SA

xi OSGSGS jΓ=  denotes that sub-

ject i is allowed to perform activity j on the object’s granular data y in operation x.  
Notion 2: (Negative Permission Operation !Γ) 

y

SA

xi OSGSGS jΓ!  denotes that sub-

ject i is not allowed to perform activity j on the object’s granular data y in operation x.  
Notion 3: (Activity and Process Level Θ) 

yixi LSLS →Θ  for subject i and a granular data of the object, level y must be proc-

essed after level x. 

yixi LSLS ←Θ  for subject i and a granular data of the object, level y must be proc-

essed before level x. 

yixi LSLS ↔Θ  for subject i and a granular data of the object, level y and level x are 

mutually exclusive, which means only one of the levels will be processed. 

yixi LSLS Θ  for subject i and a granular data of the object, level y and level x can be 

processed simultaneously.  

 

 

Fig. 3. Grade Computing and Sub-grade Computing 

function Compare (subject i ’s grade, object 
grade) 

 (sg = SiPL.SiG)→(og = OPL.OG) 
 if sg ≥ og do 
     Si Γ=  O 
     move Next Process 
 else  

     Si Γ!  O 
     end 
 end if 

function Compare (all subject subgrades,  
all object granular data grades) 

for all x such that 1 ≤ x ≤ m do 
 if SiSGx ≥ OSGx then 
     SiSGx Γ=  OSGx 

 else  

     SiSGx Γ!  OSGx 

 end if 
end for 
move Next Process 
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The left side of fig. 4 describes the algorithm of computing the relationship be-
tween each pair of levels. The computing logic will go through each pair of levels and 
output results. The right side of fig. 4 shows activity execution based on the results of 
three algorithms: the two in fig.3 and the one in the left side of fig.4. 

The proposed scheme has been verified by Failures-Divergence Refinement (FDR) 
[8], a model verification tool based on Communicating Sequential Processes (CSP) 
state machines, and was implemented in JAVA. 

4   Example 

In this paper, we assume that data sharing is taking place without malicious attacks 
such as identity forgery, object forgery or dishonest subjects. For sake of simplicity 
we show only one object (O) with 3 pieces of granular data (OSGx, 1 ≤ x ≤ 3) and 
three independent subjects (SA, SB, SC). We also assume that there are 8 different sub-
ject activities in the subject activity set (SB): read (br), edit (be), add (ba), delete (bd), 
comment (bc), declare (bdc), replicate (bre) and manage (bm). Also, both subjects SA 
and SB have direct access to the object and SB has the ‘manage’ permission. SC can 
access the object through SB. Thus, we have SAG ≥ OG, SBG ≥ OG, SCG < OG. We 
also assign the sub-grade sets SASG = {SASG1, SASG2, SASG3}, SBSG = {SBSG1, 
SBSG2, SBSG3}, SCSG = {SCSG1, SCSG2, SCSG3}, where SASG1 ≥ OSG1, SASG2 ≥ 
OSG2, SASG3 < OSG3, SBSG1 ≥ OSG1, SBSG2 ≥ OSG2, SBSG3 ≥ OSG3. The logical 
relationship between the subjects and the object are shown in fig. 5. 

 

 
Fig. 4. Level Computing and Activity Execution 

function Compare (SiL) 
  for all x such that 1 ≤ x ≤ m do 

for all y such that 1 ≤ y ≤ n do 

  if 
→Θ  then 

    SiLy.precondition(SiLx) 
    continue 

  else if 
←Θ  then 

    SiLx.precondition(SiLy) 
    continue 

  else if 
↔Θ  then  

    select SiLx or SiLy 

    selection 
    continue 

  else if Θ  then 
    continue 
    else continue 
  end if 
end for 

  end for 

function execution (SiB) 
  Compare (subject i ’s grade, object grade) 
  Compare (all subject sub-grades,  

all object granular data grades) 
Compare (SiL) 
for all x such that 1 ≤ x ≤ m parallel do    
  select executing activity 
  if selection is in negative permission list 

then 
 activity denied 
 continue 
    end if 
    if precondition = true then 
 select precondition activity or abort 
 execute selection 
 continue 
    end if 
    if mutually exclusive = true then 
 select one of the mutually exclusive  
activities or abort 
 execute selection 
 continue 
    end if 
 execute selection 

   end for
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5   Discussion 

In the proposed method, privileges are allocated to a subject request in the automati-
cally executing refinement process, or manually for special requests. The PSPC mod-
ule supports fine-grained, diverse granular privileges for numerous unique subjects, 
and generates privacy labels in accordance with the request of the subject and its pri-
vacy level. Consequently, it can effectively reduce the consumption of computation 
and storage resources. The dynamic hierarchy component of the PODC improves 
cross-domain data roaming, and can cater for different data sharing environments 
without redeploying all modules and components. This reduces the cost and process-
ing overhead of subject reorganization. 

 

 

Fig. 5. Instantiation and Scenario 

The unique subject issue mentioned in the introduction can be modelled mathe-
matically [2]. Assuming that adding a target system causes 1/10 of the existing roles 
to be replaced by 10 roles each and the first system has 20 roles, the progressive ex-
plosion in roles is shown on the left side of fig. 6. It reveals that 10 systems push the 
total number of roles up to 6500. In practical deployments, hundreds of systems man-
aged in a traditional role-based manner will aggravate the problem. 

By involving granular subject privileges, the improvement is shown in the right 
side of fig. 6. We assumed that each subject submits two requests that contain three 
activities for each granular data, at every time unit.  

From the figure it can be seen that with a fixed number of domains, a traditional 
role-based system consumes around 400% more resources in terms of space than our 
request-based system. The difference increases with the number of domains. The ad-
vantages of our approach are easily noticeable in the case of routine business events, 
such as changing the responsibilities of a single employee or extending the function of 
a department. They require the adjustment of the role model, and the ongoing nature  
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Fig. 6. System-Role Model and Memory Consumption 

of such events may necessitate the employment of a team of expert staff for role 
maintenance. Cross-system or cross-field reorganization is also constrained in such 
systems .Adding and removing subject activities are cumbersome tasks of role model 
maintenance. In the proposed system, subject activities can be added or removed ac-
cording to system needs in a fairly straightforward manner. 

On the other hand, when many subjects share similar privilege sets, traditional 
role-based approaches perform better. 

6   Conclusion 

This paper proposed an approach to combined subject granular privilege control and 
object dynamic granular access level control. The characteristics of the proposed 
model are as follows. 
 

• The model can be implemented in various scenarios where private and sensitive 
data sharing is practical. Its memory requirements are moderate even with a large 
number of unique subjects when compared to traditional role-based methods. Easy 
handling of frequently changing privileges along with reduced computation com-
plexity are also advantages of our model over existing solutions.   

• Dynamic granular data privilege control is also supported by the proposed model; 
which allows the handling of object roaming and subject privileges in a compati-
ble manner.  

• Using the concept of applied mapping, the method supports data roaming between 
different domains. 

References 

1. Zhang, L., Brodsky, A., Swarup, V., Jajodia, S.: A Framework for Maximizing Utility of 
Sanitized Documents Based on Meta-labeling. In: IEEE International Workshop on Policies 
for Distributed Systems and Networks, pp. 181–188 (2008) 

2. Hitachi ID Systems, Inc.: Beyond Roles: A Practical Approach to Enterprise User Provisioning, 
http://www.idsynch.com/docs/beyond-roles.html (access in August 2009)  



 Security, Privacy and Interoperability in Heterogeneous Systems 721 

3. He, Q., Anton, A.I.: A Framework for Modelling Privacy Requirements in Role Engineer-
ing. Department of Computer Science, North Carolina State University, Raleigh, NC 27695-
8207, USA 

4. Li, X., Naeem, N.A., Kemme, B.: Fine-Granularity Access Control in 3-tier Laboratory In-
formation Systems. In: The Proceedings of the 9th International Database Engineering & 
Application Symposium, IDEAS 2005 (2005) 

5. Abdallah, A.E., Khayat, E.J.: A Formal Model for Parameterized Role-based Access Con-
trol. Research Institute for Computing, London South Bank University, U.K. (2005) 

6. Acevedo, M.T., Fillingham, D., Nicolettos, J.L.: Enterprise Security Application of Partition 
Rule Based Access Control (PRBAC). In: Proceedings of the 6th Workshop on Enabling 
Technologies on Infrastructure for Collaborative Enterprises, pp. 285–292 

7. Martino, L.D., Ni, Q., Lin, D., Bertino, E.: Multi-domain and Privacy-aware Role Based 
Access Control in eHealth. Computer Science. Purdue University, USA (2008) 

8. Goldsmith, M.: FDR2 User’s Manual Version 2.82. Formal System (Europe) Ltd. 
 


	Security, Privacy and Interoperability in Heterogeneous Systems
	Introduction
	Related Work
	Proposed Method
	Example
	Discussion
	Conclusion
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




