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Abstract. Real-world measurements play an important role in under-
standing the characteristics and in improving the operation of BitTor-
rent, which is currently a popular Internet application. Much like
measuring the Internet, the complexity and scale of the BitTorrent net-
work make a single, complete measurement impractical. While a large
number of measurements have already employed diverse sampling tech-
niques to study parts of BitTorrent network, until now there exists no
investigation of their sampling bias, that is, of their ability to objectively
represent the characteristics of BitTorrent. In this work we present the
first study of the sampling bias in BitTorrent measurements. We first
introduce a novel taxonomy of sources of sampling bias in BitTorrent
measurements. We then investigate the sampling among fifteen long-
term BitTorrent measurements completed between 2004 and 2009, and
find that different data sources and measurement techniques can lead to
significantly different measurement results. Last, we formulate three rec-
ommendations to improve the design of future BitTorrent measurements,
and estimate the cost of using these recommendations in practice.

1 Introduction

Peer-to-Peer file-sharing networks such as BitTorrent serve tens of millions of
users daily and are responsible for a significant percentage of the total Inter-
net traffic. Much effort [IL2,[B[4,[EL6] has been put in the last decade into
empirical measurements of P2P file-sharing systems including BitTorrent, with
the purpose of understanding and improving their use. Similarly to early In-
ternet measurement efforts [7,[], due to the size of the complete network all
BitTorrent measurements have employed data sampling techniques, from pe-
riodic measurements to the focus on specific BitTorrent communities. Despite
this situation, there currently exists no comprehensive evaluation of the sam-
pling biases, that is, of the ability to objectively represent the characteristics
of BitTorrent, introduced by BitTorrent measurements. This work presents the
first such investigation.

Understanding sampling biases in BitTorrent measurements can benefit the
research on BitTorrent in the following ways. First, it can lead to a better un-
derstanding of the commonalities and of differences among different parts of
the BitTorrent network by explicitly comparing the measurement results. In
the Internet community, this ”search for invariants” process [7] fostered many
new research opportunities [8]. From the large number of empirical BitTorrent
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measurements [2L39,10], few [9,[I0] consider even aspects of the sampling bias
problem. Second, understanding sampling biases leads to better understanding of
the usage of measurement techniques, which is key to designing and improving
BitTorernt measurements. It is symptomatic for the current (lack of) under-
standing of BitTorrent measurement techniques that there is no agreement on
the Internet traffic share due to BitTorrent—though caching companies have put
forth estimates of over 50% in 2008 [I1] and 30% in 2005 [I2]. Towards under-
standing sampling biases in BitTorrent measurements, our main contribution
is threefold:

1. We propose a method for exposing the sampling biases in BitTorrent mea-
surements that focuses on both the measured BitTorrent components and
the volume of the measured data (Section [3));

2. Using fifteen diverse BitTorrent datasets (Section ) we show that the mea-
sured BitTorrent components and the volume of the measured data can both
significantly bias measurement results (Section [l);

3. We formulate recommendations to improve future BitTorrent measurements,
and estimate the costs of implementing these recommendations (Section [G).

This work is further motivated by the needs of two ongoing initiatives. First,
we are continuing our previous work [I3] on building a publicly-accessible P2P
Workloads Archive, which will include in a first phase the tens of P2P measure-
ment datasets we have acquired since 2003, and in particular the fifteen datasets
we use in this work. Second, within the QLectives projec we are currently con-
ducting new measurements of the BitTorrent network, and need guidelines such
as the ones presented in this article.

2 Background

In this section we introduce the background needed to understand the remainder
of this work. Much of the P2P-related terminology and BitTorrent description
in this section is adapted from our previous work on BitTorrent [3L[9,13].

A P2P system is a system that uses P2P technology to provide a set of ser-
vices; this group of services forms together an application such as file sharing.
We call peers the participants in a P2P system that contribute to or use the
system’s resources and services. A peer is completely disconnected until it joins
the system, and is active until it leaves the system. A real user may run several
peer sessions; the sessions are not overlapped in time. We call a swarm the group
of peers, from all the peers in a P2P system, that interact with each other for a
specific goal, such as transferring a file. A swarm starts being active when the
first peer joins that swarm, and ends its activity when its last peer leaves. The
lifetime of a swarm is the period between the start and the end of the swarm.
A community is the group of peers who are or can easily become aware of the
existence of each other’s swarms.

! QLectives, EU FP7 project, http://www.qlectives.eu/
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Our view on P2P systems considers three levels of operation. A P2P system
includes at least a peer level, but may also include any of the community and
swarm levels. The definitions of community, swarm, and peers presented here
are general for peer-to-peer systems, though their implementation may differ
with the P2P protocol. For example, BitTorrent and eDonkey have different
interpretation and thus implementation of the swarm concept.

In this work we focus on BitTorrent, which includes all the three levels of op-
eration defined earlier in this section. The files transferred in BitTorrent contain
two parts: the raw file data and a metadata (directory and information) part.
Peers interested in a file obtain the file’s metadata from a web site (the commu-
nity level of BitTorrent) and use the peer location services offered by a tracker
(the swarm level of BitTorrent) to find other peers interested in sharing the file.
The raw file is then exchanged between peers (the peer level of BitTorrent). To
facilitate this exchange, the raw data are split in smaller parts, called chunks.
Thus, to obtain a complete file a user has to obtain all the chunks by using three
application levels.

In this paper we distinguish between the complete and the transient swarm
population: we define the population of a swarm as the set of all peers ever
present in the swarm at any time during the measurement, and a snapshot of a
swarm as the set of peers present at a specific time during the measurement.

3 Exposing the Sampling Bias

In this section we introduce our method for exposing sampling bias in BitTorrent
measurements.

Our method focuses on two main questions that define a measurement pro-
cess: What is the relationship between the data source and bias? and What is the
relationship between the data volume and bias? The first question stems from the
complexity and scale of BitTorrent. For example, there currently exist tens of
popular BitTorrent communities, many operating independently from the oth-
ers and having specific usage characteristics. The second question expresses the
trade-off between accuracy and measurement cost (see also Section [G).

3.1 Method

We say that a measurement conducted on a BitTorrent component is affected by
a sampling bias if the sampled characteristics are significantly different from the
real characteristics of the real BitTorrent component.To analyze the sampling
bias we need an understanding of the real characteristics (the ground truth),
a conceptual framework for understanding the differences between the sampled
and real characteristics, and metrics to quantify these differences.

Ground Truth: The characteristics of BitTorrent are largely unknown: there
currently exists no model of a dynamic and heterogeneous BitTorrent swarm, and
scientists do not possess even a single complete measurement dataset comprising
every message exchanged between the peers of a BitTorrent community of sig-
nificant size. Thus, and similarly with the situation of exposing sampling biases
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for Internet measurements [I41[8], we need to trace the presence of sampling bias
without a ground truth. Instead, we make the observation that if measurements
are unbiased, the measured characteristics should remain the same regardless
of the sampling. Following this observation, we define for a measurement the
complete dataset, which is the practical equivalent to the ground truth, as the
dataset collected with maximal measurement capability. For example, if a real
measurement has sampled data every 5 minutes, it can be used to understand
the sampling bias resulting from larger sampling intervals, such as 10 minutes.

Conceptual Framework: We use the term variability when comparing prop-
erties, e.g., the average peer download speed or the empirical distribution of
file sizes for a community, as measured across different BitTorrent components
when using the same measurement technique. We also use the term accuracy
when examining how data collected with different techniques compares with the
complete dataset.

Metrics: We estimate the sampling bias using two metrics:

— The Coverage metric, defined as the percentage of sampled peers or events,
from the peers or events comprised in the complete dataset.

— The Error/deviation of values metric, which mimics traditional statisti-
cal approaches for comparing probability distributions of random variables.
The Kolmogorov-Smirnov test [I5] uses the D characteristic to estimate the
maximum distance between the cumulative distribution functions (CDFs)
of two random variables. Similarly, we use the D characteristic to compare
the measured and the complete dataset values. Following traditional work on
computer workload modeling (see [16] and the references within), we say that
measurements resulting in errors above 10% (D metric above 0.1) have very
low accuracy, and that measurements with 5-10% error have low accuracy.

3.2 Data Sources

Depending on the selection of the data source, we distinguish three main sources
of variability or accuracy:

1. The Measurement level. In Section 2] we have defined three levels for
a P2P application, community, swarm, and peer. Measuring at any single level
may result in measurement inaccuracy. For example, measurements taken at peer
level, with an instrumented peer as the measurement tool, may fail to contact
all peers in a swarm, since peers have limited uptime (presence) in the system.

2. The Community type. Many types of communities exist in the BitTorrent
world, and this diversity leads to high variability in measurement results. We
categorize BitTorrent communities based on the type of content they share,
either general or specific content. The specific content may be further divided
into content sub-types such as video, operating system, etc.; Garbacki et al. [17]
have identified around 200 content sub-types for the SuprNova community.

3. The Passive vs. Active Measurements. Following the terminology in-
troduced in our previous work [9], peer-level measurements are active if the
instrumented peers acting as measurement probes initiate contact with other
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BitTorrent peers, and passive if they wait for externally initiated contacts. In
contrast to passive measurements, active measurements require that the other
peers are accessible, for example, they are not behind a firewall. The 2007 mea-
surement by Xie et al. [I8] shows that up to 90% of the peers in a live streaming
application are firewalled, and that less than 20% of them by-pass the firewalls.

3.3 Data Volume

The data volume is another major discriminant among measurements:

1. Sampling rate and Duration. Since peer-to-peer systems have prop-
erties that evolve over time, measurements have to observe the same property
repeatedly. Then, the data volume is the product between the sampling rate and
the measurement duration; reducing either leads to lower data volumes, but may
also lead to inaccuracy. Rates of a sample every 2.5 [3l] to 30 minutes [I0], and
durations of a few days [9] to a few months [2] have been used in practice.

2. Number of communities and Number of swarms. BitTorrent commu-
nities may share properties, and within a community the most populated swarms
may account for most of the traffic. Thus, including in the measurement fewer
communities and swarms may reduce the volume of acquired data without re-
ducing accuracy. Until the recent study of four communities [10], measurements
have often focused on one community [3,[9], and even on only one swarm [2].

3. Long-term dynamics. Many BitTorrent communities have changed sig-
nificantly over time or even disappeared. Thus, measurements should make ef-
forts to catch long-term system dynamics, including seasonal and multi-year
patterns. In practice, the only long-term BitTorrent measurements are the five
months study of Izal et al. [2] and our own year-long measurement of SuprNova [3].

4 The Collected Traces

To understand sampling bias in BitTorrent measurements, we have acquired 15
long-term traces from 9 BitTorrent communities of hundreds of thousands of
peers and responsible for transferring yearly over 13 peta-bytes of data. Overall,
this paper investigates the largest number of BitTorrent datasets, to-date, as
summarized in Table[I} for a complete description of the traces see our technical
report [19]. Traces studied in this work are available at the Peer-to-Peer Trace
Archive (http://p2pta.ewi.tudelft.nl); for more details and analysis results
of the Archive please refer to our technical report [20].

To ensure heterogeneity among the limited number of traces, we have taken
into account the following controllable factors when collecting the traces. The
traces cover different community types (sharing from very specific to general
content), community sizes (from small communities to the largest in the world
of the time of the data collection-T1°04/SuprNova in 2004 and T2’05/PirateBay
in 2005), and measurement duration (from a few days to one year). To assess the
bias introduced by not following the long-term evolution of BitTorrent communi-
ties, several traces include two datasets, acquired in 2005 and 2009 respectively.
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Table 1. Summary of the datasets used in this work. Only the datasets for traces
T1°04 and T2’05 have been previously analyzed [31[9].

1D Trace Description Period Sampling Torrents Sessions Traffic
(Content Type) (minutes) (GB/day)
T1°04 BT-TUD-1, SuprNova Oct 2003 to Dec 2004 60 32,452 n/a n/a
(General) 06 Dec 2003 to 17 Jan 2004 2.5 120 28,423,470 n/a
T2°05 BT-TUD-2, PirateBay 05-11 May 2005 2.5 2,000 35,881,338 32,000
(General)
T3’05 LegalTorrents.com 22 Mar to 19 Jul 2005 5 41 n/a 698
T3’09 (General) 24 Sep 2009 onwards 5 183 n/a 1,100
T4°05 etree.org 22 Mar to 19 Jul 2005 15 52 165,168 9
T4°09 (Recorded events) 24 Sep 2009 onwards 15 45 169,768 143
T5’°05 tlm-project.org 22 Mar to 30 Apr 2005 10 264 149,071 735
T509 (Linux) 24 Sep 2009 onwards 10 74 21,529 15
T6’05 transamrit.net 22 Mar to 19 Jul 2005 5 14 130,253 258
T6’09 (Slackware Unix) 24 Sep 2009 onwards 5 60 61,011 840
T7°05 unix-ag.uni-kl.de 22 Mar to 19 Jul 2005 5 11 279,323 493
T7°09 (Knoppix) 24 Sep 2009 onwards 5 12 160,522 348
T8’05 idsoftware.com 22 Mar to 19 Jul 2005 5 13 48,271 19
T809 (Game Demos) 24 Sep 2009 onwards 5 37 14,697 12
T9’05 boegenielsen.net 22 Mar to 19 Jul 2005 5 15 36,391 308
(Knoppix)

5 The Results

In this section we investigate the effects of the different ways of data source
selection and data volume reduction on the variability and accuracy of BitTorrent
measurements.

5.1 Data Source Selection

First we will assess the effects of the selection of the data source on the accuracy
and variability of BitTorrent measurements.

Finding: Measurements performed at a single operational level of Bit-
Torrent can lead to very low accuracy. When measuring swarm dynamics,
we observe in T1’04 that in 4 out of 10 swarms, peer level measurements capture
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Fig. 1. Comparison of the results obtained from measuring at different levels
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Fig. 2. Comparison of properties in different BitTorrent communities

many fewer peers than swarm level measurements. For swarm 003 of T1°04, dur-
ing the flashcrowd (see Figure [Tal), the peer-level coverage drops below 70% of
the swarm-level coverage. Later, due to the overloaded infrastructure, the peer-
level coverage is even down to 50% for about half the duration of the flashcrowd.
Similar effects can be observed from measurements at both the community and
the swarm level in many communities. Taking T7°05 as an example, the commu-
nity throughput as obtained from community-level measurements is more than
50% higher than the swarm-level numbers, and so the latter are very inaccurate

(see Figure [TH).

Finding: Measuring different BitTorrent communities may lead to
very different results. As discussed in Section 3, the diversity in community
types contributes to a high variability in the measurement results of different
communities. For several BitTorrent communities, we show in Figures 2al and
BH the cumulative distribution functions (CDFs) of the file size and the upload
speed, which both differ significantly among communities. Furthermore, for these
communities we do not see a correlation between these characteristics and the
focus of the community on general versus specific content. We also observe sim-
ilar differences in the distributions of the swarm sizes and the download speeds
in several communities.

Finding: The results of passive and active measurements differ sig-
nificantly, because the presence of firewalled peers is significant in BitTorrent,
and the firewalled and non-firewalled peers have different uptime. For example,
less than 60% of the peers are non-firewalled in the T1°04 (SuprNova) trace [3].
An in-depth analysis of the impact of (the fraction of) firewalled peers on up-
load/download performance in four communities was presented by Mol et al. [21];
their analysis also covers the data of T2’05 (The Pirate Bay), which were col-
lected using both active and passive measurements. It turns out that over 65%
of the peers discovered using the active measurements are firewalled, and that
96% of the swarms have over 50% firewalled peers. The same study found that,
because BitTorrent rewards peers with connectivity, non-firewalled peers exhibit
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80% less uptime than firewalled peers. However, it is not possible to only per-
form passive measurements, since in this case it is costly to guarantee coverage
and a steady sampling rate.

5.2 Sampling Rate and Duration

In order to understand the effect of the sampling rate on the measurement ac-
curacy, we take the original datasets obtained in our measurements, with their
original sampling rates and durations, as the basis. From these datasets we derive
new datasets with other (lower) sampling rates by sampling the original datasets
at various intervals. Similarly, we derive datasets with shorter durations by sim-
ply taking contiguous pieces of the appropriate lengths of the original datasets.
We then compare the properties of the original and newly obtained datasets.

Finding: When measuring at the peer level, increasing the sampling
interval leads to a higher inaccuracy and variance. Figure Bal shows how
the average snapshot coverage of several swarms drops when the sampling inter-
val is increased from 2.5 minutes (the original sampling interval) to 30 minutes.
Figure[3hlshows the statistics (min, max, median, and first and third quartile) of
the distribution of the snapshot coverage of a single swarm obtained at different
multiples of the original sampling interval. Only when the sampling interval does
not exceed 7.5 (15) minutes is the median snapshot coverage at least 90% (80%).

Finding: Reducing the measurement duration quickly reduces the cov-
erage of the measurements—a doubling of the sampling interval leads
to smaller coverage loss than a halving of the measurement duration.
Figure Bd depicts for several datasets the population coverage resulting from
various measurement durations, including the original duration of 4 weeks. The
different datasets exhibit different losses of accuracy when cutting the original
measurement duration in half, but all quickly converge to less than 20% coverage
with subsequent duration cuts. Swarm 003 from trace T1°04 is the least affected
by halving the original measurement duration at over 80% coverage, but the
coverage of the complete community in T5’05 is then already below 40%. This
large difference is the result of the system evolution: swarm 003 exhibits a large
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Fig. 3. The effects of changing sampling interval and measurement duration
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flashcrowd [3] in which the peers are caught for at least a week until obtaining
the content they want, while in the tlm-project.org community the peers obtain
results quickly and then leave the swarm without returning.

5.3 Number of Communities and Torrents

To understand the effect of the number of measured communities on the mea-
surement accuracy, we select one month worth of data from six communities in
our datasets. We order these communities by the total amounts of traffic gener-
ated by that community, and we compute all the investigated characteristics for
all the selected communities together. Then we iteratively remove from the con-
sidered datasets the data of the community with the lowest rank (total traffic),
and repeat the whole process until only one community is left for analysis. We
apply a similar approach to understand the effects of the number of torrents,
in this case ordering the torrents by the number of peers in the corresponding
swarms. This approach has been taken by many reported measurements [3,9].

Finding: Measuring only one community or only one swarm is insuf-
ficient to obtain accurate results. Figure [ depicts the CDF of the session
length for a varying number of communities. The CDF stabilizes only after at
least four communities are considered together. We have obtained similar results
for other characteristics, including the download speed and the total amount of
data downloaded per peer (see [19] for complete results). Similar results are found
when investigating the effects of the number of measured swarms. The upload
speed is the only characteristic that we have investigated that does not require
multiple communities to be measured to obtain accurate results (see [19]).

5.4 Catching Long-Term Dynamics

To show evidence of the long-term evolution of BitTorrent we first extract from
our long-term traces blocks of contiguous data and then compare them.

Finding: Yearly patterns exist in BitTorrent, but are diverse across
different communities. Multi-year evolution is also present but is hard
to characterize. Figure [0 depicts the evolution of the file sizes from Dec 2003
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to Nov 2004; for clarity, the figure only shows curves corresponding to every
second month. The results taken in Dec 2003 reveal very different values of
this characteristic versus the other measurements. Smaller differences appear
between consecutive months, and overall the file sizes decrease slowly over time.
We also show the evolution of swarm sizes and community in [I9]. In our previous
work [9] we have observed that the average download speed has doubled between
T1°04 and T2°05.

We now show that the evolution is not consistent across all users. Figure @ de-
picts the download speed distributions for T1°04 and T2’05 with users grouped
by continent. The left sub-graph confirms our previous remark, and the other
sub-graphs show that the increase of download speed varies among the differ-
ent continents. The increase of download speed by community is also found for
traces T5-T8 (see [19]). Similarly, we show in Figure [7] evidence that the file size
distribution changed from 2005 to 2009, but the actual ”direction” of the change
varies greatly by community.

6 Recommendations

Based upon our findings in section [l we formulate three recommendations for
performing BitTorrent measurements with reduced sampling bias:

1. Measure at multiple operational levels of BitTorrent;

2. Use a short sampling interval (below 10 minutes) for peer level measure-
ments;
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3. Measure several communities (at least 4) and swarms in each community
(at least 50) for long periods of time (months or longer).

We now estimate the cost of using these recommendations for new BitTorrent
measurements, based on our past experience [9]. Following our recommenda-
tions, the new measurements should sample 200 swarms across 4 communities,
use a sampling interval of 10 minutes, include both active and passive measure-
ments, and have a duration of one year. To collect the trace T2’05, we have
sampled 2,000 swarms from the PirateBay community every 2.5 minutes for 6
days, performing both passive and active measurements. We have used in the
process about 300 computers and generated about 300GB of raw data. Assum-
ing that new measurements are performed using an infrastructure with similar
capabilities, they will require the use of 30 machines and 500 GB storage space
for a period of one year. Excluding human and data curation costs, and using
the cheapest cloud resources from the Amazon Web Services (compute resources
cost $0.085 per hour, data storage $0.150 per GB, all data transfers free until
June 30, 2010, $0.10 per GB afterwards) the total cost is $22,463, of which only
$125 are data transfer and storage costs.

7 Related Work

Much previous work has been dedicated to measurements of P2P file-sharing
networks [1L2,3, 4L [EL6]. From the few studies that tried to reduce the sampling
bias or even recognized its existence, none covers the full set of sampling bias
sources addressed in this work.

In general, under the assumption that ”more is better”, these studies obtained
data over long periods of time [I0422], from more peers [T0J6L9], for more files [0,
9,23] and communities [10,23], and filtered the raw data before analysis to
eliminate some of the measurement biases [10,[6].

Closest to our work, Stutzbach et al. [24] assess the bias incurred by sampling
unstructured P2P file-sharing networks, and propose the MRWB technique to
sample without bias from such networks. Stutzbach et al. [22] further investigate
the bias introduced by the sampling rate. However, their analysis and techniques
are valid only for unstructured networks, but do not apply to the tracker-based,
centralized peer discovery mechanism in BitTorrent.

8 Conclusion

Despite almost a decade of BitTorrent measurements, little is known about the
sampling bias of the measurement results. However, reliable measurements of
BitTorrent deployments are needed to improve the quality of service for millions
of BitTorrent users. In this paper we have presented an investigation of the
factors that cause inaccuracy in and variability among BitTorrent measurements.
Towards this end, we have first proposed a method for exposing sample bias.
Our method includes a taxonomy of the sources of sampling bias comprising two
axes—data source selection and data volume reduction—totaling six sources,
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and two metrics for quantifying the sampling bias. Then, we have evaluated the
effects of the different sources of sampling bias using fifteen real traces taken from
nine BitTorrent communities. Our results indicate that current measurement
techniques can lead to significant sampling bias in the measurement results.
Based on our findings, we have formulated three recommendations to improve
future BitTorrent measurements, and analyzed the cost of implementing them
in practice. For the future, we plan to extend our work towards developing a
complete method for accurate yet low-volume BitTorrent measurements.
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