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Abstract. The commonly used technique for cheating detection in ver-
ifiable secret sharing (VSS) require public key systems. Based on linear
integer secret sharing (LISS) scheme, this paper presents a private verifi-
able protocol over arbitrary access structure without public key systems,
which can avoid cheating both from participants and dealers. For fur-
ther consideration of share refreshing and renewal, this paper shows the
proactive property of our scheme with new method. Furthermore, this
paper applies combinatorial structure into the proactive scheme to re-
duce the time of the computation.
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1 Introduction

One important topic in cryptography is how to securely share a secret among
a group of people. In a secret sharing scheme, a dealer distributes the secret
to a number of shareholders, such that only qualified sets can reconstruct the
secret, while other subsets have no information about it. It is a fundamental
building block for many cryptographic protocols and is often used in the general
composition of secure multiparty computations. The collection of consisting of
qualified sets is called the access structure.

Blackley, G.R.[T] and Shamir, A. [2] independently introduce the first Secret
Sharing in 1979, which store critical information such that we get at the same
time protection of privacy and security against loosing the information. Later,
secret sharing has proved extremely useful, not just as a passive storage mecha-
nism, but also as a tool in interactive protocols. So it’s a important and useful
tool to make a good secret sharing scheme.

Linear integer secret sharing (LISS) was introduced by Damgard, I. and Thor-
bek, R. [3]. In LISS scheme, the secret was an integer chosen from a (publicly
known) interval, and each share was computed as an integer linear combination
of the secret and some random numbers chosen by the dealer. Reconstruction of
the secret was also by computing a linear combination with integer coefficients
of the shares in a qualified set.
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Based on the concept of an integer span program (ISP) introduced by Cramer
et al. shown that any ISP could be used to build a private secure LISS scheme.
The details could be find in [5]. Private security and perfect security were
different concepts in some cases and they were shown in [6[7] that perfect se-
cret sharing and private computation over countably infinite domains (like the
integers) were not possible. However, this didn’t rule out schemes of this type
since the secrets were chosen from a publicly known interval, and protocols were
proved to be statistical security rather than perfect privacy.

Another security aspect in secret sharing schemes is cheating prevention.
There are two ways to do this. One method uses longer shares as in [2I]. The
other requires extra information to verify the shares of the shareholders. There
are many papers investigate such schemes[IO/IT]. The verifiable secret sharing
schemes depended on some cryptographic assumptions. In Pedersen’s scheme,
the privacy of the secret was unconditionally secure, but the correctness of the
shares based on a computational assumption.

The third security consideration is share refreshing and renewal. In some
occasions, a secret value (for example a cryptographic master keys, data files and
legal documents) should to be stored for a long time. In this case, an adversary
attacked the locations one by one and eventually got the secret or destroyed it.
To resist such attack, proactive secret sharing schemes were proposed. Proactive
security for secret sharing was first suggested by Ostrovsky, R. and Yung, M. [§].
Their paper presented a proactive polynomial secret sharing scheme. Proactive
security refers to security and availability in the presence of a mobile adversary.
Herzberg, A. et al. [9] specialized this notion to robust secret sharing schemes
and gave a efficient proactive secret sharing scheme.

Our contribution are three fold: the first is verifiable, the second is
proactive and the third optimize. In this paper a new proactive secret
sharing scheme is proposed. Shares are periodically renewed without changing
the secret. Every participant is able to verify the share which he receives and
those other participants show. This scheme can prevent adversaries from getting
the secret or sharing and the participants cheating from each other efficiently.

Moreover, we introduce some combinatorial structures [I2] in the scheme so
that the scheme will be more efficient. With uses of combinatorial structures, we
can obtain a predetermined arrangement of the servers which permits the pos-
sibility of reducing the computation of the scheme. Our scheme is more efficient
in the situation when the number of the possible corrupted servers are much
smaller as compared to the total number of the servers in the system.

The remainder of this paper is organized as follows. In Section 2 we give some
preliminaries and recall the LISS scheme. Section 3 describes our Verifiable LISS
scheme. In Section 4 we provide a Proactive secret sharing. Section 5 gives an
security analysis. Section 6 introduces Verifiable LISS scheme with combinatorial
structure and analyzes the efficiency of our scheme briefly. Finally, conclusions
is presented in Section 7.



Proactive Verifiable Linear Integer Secret Sharing Scheme 441

2 Secret Sharing Scheme

2.1 Preliminaries
First we describe the definition of the access structures from [5].

Definition 1. [5] A monotone access structure on {1,...,n} is a non-empty
collection I' of sets A C {1,...,n} such that O ¢ I and such that for all A€ T’
and for all sets B with A C B C{1,...,n}, it holds that B € I.

In the following we define the notion of an Integer Span Program (ISP, introduced
in [5]) and show how any ISP can be used to build a correct and private LISS
scheme in [T3].

Definition 2. [3] .# = (M,v,¢) is called an Integer Span Program (ISP),
if M € Z%° and the d rows of M are labelled by a surjective function 1) :
{1,...,d} — {1,...,n}. Finally, ¢ = (1,0,...,0)7 € Z° is called the target
vector. We define size (M) = d, where d is the number of rows of M.

Definition 3. [I3] Let I" be a monotone access structure and let M = (M, ), €)
be a integer span program. Then 4 is an ISP for I, if for all A C {1,...,n}
the following holds.

1. If A€ I, then there is a vector A € Z¢ such that MIX =e.

2. If A¢ I, then there exists k = (K1,...,ke)T € Z¢ such that Max =0 € Z¢
with k1 = 1, which is called the sweeping vector for A.

Then we review the definition of Verifiable Secret Sharing protocol in [I4].
Definition 4. [T7] A player execute protocol honestly is called a good player.

Definition 5. [T The protocol 7 is an private Verifiable Secret Sharing proto-
col if the following properties are hold:

1.If a good player P; outputs ver; = 0 at the end of Share then every good
player outputs ver; =0 ;

2.1f the dealer is good, then ver; =1 for every good P; ;

3.1If at least n — b players P; output ver; = 1 at the end of Share, then there
exists an s € S such that the event that all good P; outputs s> at the end of
Reconstruct is fized at the end of Share and s* = s if the dealer is good ;

4.For any two secrets s,s, any forbidden set A of shareholders. Set vector
ri = Mp fori=1,....,t —1,r; € [0...2'] we can find symmetrical matriz p> ,
set r; = M;p> , where r,r are statistically indistinguishable. More precisely, the
statistical distance between the two distribution is negligible in k.

2.2 Linear Integer Secret Sharing

The materials of this subsection come from [I3].
Let P = {1,...,n} denote the n shareholders (or players) and D as the
dealer. The dealer D wants to share a secret s from the publically known interval
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[0...2!] to the shareholders P over I'. such that every set of shareholders A € I’
can reconstruct s, but such that a set of shareholders A ¢ I' gets no or little
information on s.

There is an adversary which can corrupt at most b servers at most during any
time period. Corrupting a server means learning the secret information of the
server, modifying its data, sending out wrong message, changing the intended
behavior of the server, disconnecting it, and so on. Since the server can be
rebooted , the adversary is a mobile one.

A secret value s € GF(q) will be shared by the servers through the scheme.
The value of s needs to be maintained for a long period of time. The life time
is divided into time periods which are determined by the global clock. At the
beginning of each time period the servers engage in an interactive update proto-
col. The update protocol will not reveal the value of s. At the end of the period
the servers hold new shares of s. The mobile adversary who corrupts b servers in
a time period cannot get any information about the secret value s. The system
can reproduce s in the presence of the mobile adversary at any time.

Share
We use a distribution matrix M € Z%%¢ and a distribution vector p =
(s, p2,. .. 7pe)T7 where s is the secret, and the p; are uniformly random cho-

sen integers in [0... 210+“] for 2 < i < e, where k is a security parameter and
lp is a constant that is part of the description of the scheme. The dealer D
calculates shares by

M'p:(sla"'usd)T

where we denote each s; as a share unit for 1 <i <d. Let ¢ : {1,...,d} — P be
a surjective function. The i’th share unit is then given to the i’th shareholder,
we say that ¥ (i) owns the ¢’th row in M. If A C P is a set of shareholders,
then M4 denotes the restriction of M to rows jointly owned by A. We denote
d4 as the number of rows in M 4. Similarly, for s € Z% let s4 € Z% denote the
restriction of s to the coordinates jointly owned by A.

Reconstruct
For a qualified set A, there is Ay € Z% which gives Max =0 € Z%,

shaa = (Map)" - Xa = p" - (M} - da) =p" - e=s

From [3] we know that the LISS scheme is correct and private. But secret shar-
ing have two problems: one is the security of initialization, although we think
Dealer as a trusty center in many instances, there are many unpredictable fac-
tors practicality, which is difficult to guarantee transmission correctly in network
and malicious attack dealer. Another aspect is efficiency of share units, i.e. how
to ensure the correctness of share units when transmitted from each other. The
next section will show the method to solve these problems.
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3 Verifiable Secret Sharing

To prevent cheating behaviors among secret sharing and recovering. we present
a verifiable LISS scheme with a different method from traditional verifiable
schemes.

Before reconstructing secret, combiner reconstructor first validate share units
from other participators. The following is the detail protocol.

1. Dealer random construct a symmetrical matrix p = (po,...,pe—1) =
(pij)exe,where poo = s, M is matrix of ISP. Let Mpoo = (S01, - .- Soqa) be share
units and M p;, for i = 1,...e — 1 as public verifiable vectors.

2. P; sends Sy(i) = Mw(i)po to Pj,

3. After receiving My ;)po, Pj checks whether My, pMyjy=MyjypMy (s, if
P; finds that My pMyjy # My)p My, P; broadcasts(i, 7).

4. Each P; computes the maximum subset G C {1,...,n} such that any
ordered pair (4,j) € G x G is not broadcasted, If |G| > n — b, then P; outputs
ver; = 1; otherwise, P; outputs ver; = 0, and requires Dealer repeat share secret.

It is obvious that every good player computes the same subset G in the end
of share. The reconstruct phase that is the same as stated above.

4 Proactive Secret Sharing

It is dangerous for long live periodic secret. The most efficient method is pro-
cessing. This section introduces share renewal in period to protect this kind of
secret. So in this situation, we can divide life time into time periods: mark the
length of each time period as ¢, time of share renewal at beginning and end
phase,and keep secret changeless after share renewal.

4.1 Share Renewal Protocol

Each P; for 1 < i < n random choose vector p; = (0, pi2,. .., pie), calculates
shares by Mp; = (si1,...,5ia), where s;; is given to py;), i.e. py(j) receive
(S1j,--.5n;), renewal share as s§ = 8§_1 + 515+ ...+ Spy.

Reconstruct secret: For a qualified subset A we have that

(s4)Txa = (sﬁ,...,sfiA)T)\A = (st 511 —|—...—|—sn1,...,sfi;1 + 814, + ..+
SndA)T)\A = (8371,...7SZZI)>\A+(811+...+8n1,...7S+ldA+...+8ndA)>\A =S

4.2 Detection of Corrupted Shares

In the proactive secret sharing system, users must be able to ensure that shares
of other users have not been corrupted or lost, and be able to restore the correct
shares if necessary. Otherwise, an adversary could cause the loss of the secret
by destroying shares. This subsection presents a mechanism for detection of
corrupted shares.
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The idea is to save some fingerprint for each share that is common to all the
shareholders, so that periodically, shareholders can compare shares (using secure
broadcast). In order to implement the distributed verifiability of shares, a basic
feature is added to the previous protocol. In each time period, each user stores
the encryptions of all the shares he/she received from the other users.

Definition 6. 1. P; sends Myyp to Pj, j=1,...,n,j #1;

2. P; checks whether My pMyy = My pMyiy, then Py broadcasts an
accusation list; which contains those i such that My pMyy # My pMy
or My;yp was not received.

3. Each good player updates the list L so that it contains those i accused by
at least b+ 1 players of the system.

4.3 Recovery of Lost/Corrupted Shares

This is a fundamental phase in the proactive scheme, because without it, this
scheme would not be secure against adversaries who disable some users from
performing the required protocol.

After running detection, the system will recover the shares for all players P,
where [ € L. The recovery protocol is as follows.

1. For each | € L, every good players P; sends Mw(i)p'g to P

2. Upon receiving the data, P, computes My pF My = My p" My, P
sets Mw(l)plg + Myaypo as its shares.

5 Security Analysis

The private and verifiable of our scheme can be illuminated from the follow
theorem.

Theorem 1. The above LISS scheme is private and Verifiable.

Proof. We prove that the above scheme satisfies the conditions of the definition
5 as follows:

1. If a good player P; outputs ver; = 0, then the size of the maximum subset
G is at most n — b — 1. Thus every good player will output 0;

2. If the dealer is good, then good player receives My, ;) p° .Since p is a sym-
metric matrix, My)pMy) = My pMy) for all good players Pj, Thus all
good players are in the subset G . Therefore ver; = 1 for every good P, ;

3. Suppose at least n — b players output ”1” at the end of the Share. Then
there is a subset G of size n — b such that no one in the subset complained the
others. Since we assume that there at most b bad players , there are at least
n — 2b good players in G, in which who all of them have consistent shares. Thus
there is a qualified set A, Ay € Z%4, st:
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S’285/\,42(MAp)T-/\AZpT-(MZ;-AA)ZpT'&‘:S

4. For arbitrary s We have chose p = (po, p1,...,pe—1), With poo = s, pi; €
[0...20F*] as uniformly random numbers, and secret s € [0...2/].

Let s’ € [0...2!] be arbitrary, We first observe that s4 = Map is the subset of
shares that belongs to A. If A is a forbidden set, there exists a sweeping vector
% , such that Mak =0 € Z%.

Define p> = (po+ (s — $)K, p1, ..., pe—1), then we have Mp = Mp , that is the
shareholders in A see the same shares, but the secret s> was shared instead of s.
Define p is good if p = (po + (s> — $)K, p1, ..., pe—1) has entries in the specified
range, as mean to p' € [0...2%%7%]. That request each pg; for i = 1,....e — 1
satisfied :

|pz| + 2l * Rmazx S 2ZO+K

where kpq, = max{|a| : a is an entry in some sweeping vector}
So the probability that a pg; is not good is :

1_2

It follows that the statistical distance between the distribution of A's shares of s
and s’ is at most twice the probability that p is not good. Which we can estimate
by the union bound as e — 1 times the probability that a single entry is out of
range. So |s' — s| < 2!, the distance is at most

ote olae — 2% kmao
2l0+~ - 2l0+~

21k7naz e—1 —k
2- 210+(k ) S 2

Now the Theorem 1 holds.

6 Optimization of Our Scheme

In this section, we will introduce combinatorial structure [I2/T4] into our scheme.
The combinatorial structure provides a predetermined arrangement of the servers
which permits the possibility of reducing the computation of the scheme. This
method optimizes our scheme apparently.

6.1 Set Systems

A set system is a pair (X, B), where X is a set of n points and B is a collection
of subsets of X called blocks.
We will use a set system with the following properties:

1. |B| >t for any B € B;

2. For any subset F C X with |F| < b, there exists a B € B such that
FNB=0. wheret < —1

It is easy to see that such a set system exists.

Definition 6. A collection 7 of k-subsets of {1,...,n} (called blocks) is an
(n, k, b)-covering if every b-subset of {1,...,n} is contained in at least one block.

Theorem 2. A set system 7 satisfies above properties:1,2 if and only if the set
system
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{1,....n}\T:TeT

is an (n,n —t,b)
It is easy to see that if (X, B) is an (n,n — k, b)-covering, then the set system

(,...n\T:TeT

is a set system satisfying our purpose.

6.2 Applying Set System to the Verifiable LISS

The idea of using the set system is to reduce the computations for the share
renewal and recover protocol. In the Section 4, share renewal and recover used
the data from all the participants. However, these operations can be carried out
using the data from good players. So there are redundant computations. On the
other hand, we should be very careful when the good players are selected, since
the adversary is mobile. The good player could turn to bad at any time. Thus
in the scheme of this section, we will actually select correct information instead
of good servers, although we will use ”good player” for convenience.

Now let us use the set system to improve our LISS scheme. Suppose (X, B)
is a set system satisfying the condition of subsection 4.1, where X = {1,...,n},
and B = {Bj,..., Bs}. The set system is published so that each participant can
consult it.

Note that in our scheme, in any phase there is a list £ containing all the bad
players. By the property of the set system, there is a block B which contains only
good players. If the system can determine one of the ”"good” blocks, then the
system can renew the shares or recover the shares only using the data from these
players. We will call these players as the members of an executive committee.

For a list £ of bad players, the system can decide following list of blocks:
Bii,...,Bjc, such that B;; N L = 0,5 = 1,...,e. These blocks are called ea-
ecutive committee candidates. Note that the adversary is mobile, therefore we
cannot guarantee that these candidates contain only good servers in the next
time period.

The verifiable LISS scheme with combinatorial structure works. In each time
period the system dose the following:

1. Run the Detection to obtain the list £ of bad players and the executive
committee candidates: B;i,..., Bie;

2. If an executive committee has not been found, then for next executive com-
mittee candidates B, each P, € B dose the following:

(1) Each P, selects a random symmetric matrix p* = (pf,...,p% ), where
pl; = phi, and pfy = 0, M is matrix of ISP. We send Mpf as shares, Mp},
1=1,...,e—1 as public verifiable vectors;

(2) Py sends Mygyp§ to Pn, m = 1,...,n. P, checks whether

My 1) P* Mip(my = My () p Moy, If the conditions are not satisfied, P, broad-
casts an accusation of Pj.

(3) A member in B is accused by at least b+ 1 players is bad. If a member in
B is accused by at most b players, then it can defend itself. If no member in B
is bad, then B is found to be the executive committee.
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3. The system runs the recovery protocol to recover the shares for the players
in L;
4. Each player P, € B updates its shares:

My iy p§ + My po

The reconstruction protocol is the same as in the Section 3.

6.3 Performance Evaluation

In this subsection, we analyze the efficiency of our scheme more clearly and
explicitly. We claim the scheme is more efficient, according to the two reasons
as follows:

First reason, the traditional Verifiable secret sharing scheme used exponentiation
with pubic key, the cost of computation is tremendous. This paper introduces a
proactive verifiable LISS protocol, whose computation is only the level of integral
multiplication. So this method improves efficiency in the practical application.

The second reason is that we apply combinatorial structure into our scheme.
The combinatorial structure provides a predetermined arrangement of the
servers, which reduce the computations for the share renewal and share recover
protocol. From comparing the difference and advantage between our proposal
and previous scheme, our scheme is more efficient.

7 Conclusion

In this paper, we propose a proactive verifiable Linear Integer Secret Sharing
protocol which improves efficiency in the practical application. Then we de-
scribe the process of shares renewal and recovery carefully and prove it correct,
private and verifiable. We also scheme out a verifiable LISS scheme with com-
binatorial structure which makes the scheme more efficient. Finally, we give the
performance evaluation of this scheme.
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