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Abstract. Multimodal biometric systems integrate information from
multiple sources to improve the performance of a typical unimodal bio-
metric system. Among the possible information fusion approaches, those
based on fusion of match scores are the most commonly used. Recently,
a framework for the optimal combination of match scores that is based
on the likelihood ratio (LR) test has been presented. It is based on the
modeling of the distributions of genuine and impostor match scores as
a finite Gaussian mixture models. In this paper, we propose two strate-
gies for improving the performance of the LR test. The first one employs
a voting strategy to circumvent the need of huge datasets for training,
while the second one uses a sequential test to improve the classification
accuracy on genuine users.

Experiments on the NIST multimodal database confirmed that the
proposed strategies can outperform the standard LR test, especially
when there is the need of realizing a multibiometric system that must
accept no impostors.

1 Introduction

Nowadays, companies spend a lot of efforts in security concerns, such as ac-
cess control. One of the means to guarantee such aspects is providing reliable
authentication methods to identify an individual requesting services of critical
applications. A Biometric System recognizes individuals by their biological or be-
havioral characteristics [1], such as fingerprints, iris, facial patterns, voice, gait,
etc. [2]. There is a growing interest in industries towards biometrics because
they offer the highest level of security. In fact, biometric features are typically a
portion of the body belonging to the person to be authenticated, instead of some-
thing he/she knows (e.g., passwords) or he/she possess (e.g., keys or badges).
So, they cannot be stolen or forgotten.

However, systems relying on the evidence of a single modality are vulnerable in
real world applications, since: (i) the distinctiveness of a single biometric feature
is limited [3], (e.g., twins are non distinguishable by using the face as biometric
feature); (ii) noisy sensed data, captured in unfavorable ambient conditions, can
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be incorrectly labeled, resulting in the rejection of a genuine user; (iii) there is
the non-universality problem; it may not be possible to acquire meaningful data
from a certain individual, because for such subject the quality of the features
used to represent his/her required trait is not enough for a successful enrollment;
(iv) finally, a biometric system have to face spoofing attacks, that can circumvent
it by introducing fake biometric data that artificially reproduce physical traits.

The latest researches indicate that using a combination of biometric modali-
ties, the human identification is more reliable [4]. A typical unimodal biometric
system acquires the raw biometric data by an appropriate sensor module, ex-
tracts a feature set and compares it to the biometric sample (template) stored
in a database, and then outputs a score used to establish the identity.

So, the information presented by multiple traits may be consolidated at vari-
ous levels of recognition process. At feature extraction level, a new feature set is
produced by fusing the features sets of multiple modalities, and this new feature
set is used in the matching module. At match score level, the scores produced by
multiple matchers are integrated, while at decision level the decisions made by
the individual systems are combined. The integration at feature extraction level
is expected to perform better, but the feature space of different biometric traits
may not be compatible and most commercial systems do not provide access to
information at this level. So, researchers found at score level a good compromise
between the ease in realizing the fusion and the information content.

In literature three main approaches [5] are available to implement the fusion
at score level [2]. First, the so called Classifier-Based Scheme [6] uses the output
scores of each different matcher to construct a feature vector for training a clas-
sifier. This is accurate to correctly discriminate between genuine and impostor
classes, regardless of the non-homogeneity of the score, but it typically requires
a large training set. Second, the Transformation-Based Scheme [7] combines the
match scores provided by different matchers: they are first transformed into a
common domain (score normalization) and then are combined via a simple fu-
sion rule such as sum, min, max or weighted sum. This approach is quite complex
since it implicates a wide experimental analysis to choose the best normalization
scheme and combination weights for the specific dataset of interest.

Last, the Density-Based Scheme [§] considers the match scores as random
variables, whose class conditional densities are not a prior known. So, this ap-
proach requires an explicit estimation of density functions from the training data
[2]. A recent method belonging to this category is the score fusion framework
based on the Likelihood Ratio test, proposed by Nandakumar et al. in [5]. It
models the scores of a biometric matcher by a mixture of Gaussians and per-
form a statistical test to discriminate between genuine and impostor classes.
This framework produces high recognition rates at a chosen operating point (in
terms of False Acceptance Rate), without the need of parameter tuning by the
system designer once the method for score density estimation has been defined.
Optimal performance, in fact, can be achieved when it is possible to perform
accurate estimations of the genuine and impostor score densities. The Gaussian
Mixture Model (GMM) lets to obtain reliable estimations of the distributions,
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even if the amount of data needed for it increases as the number of considered
biometrics increases. Moreover, as noted by the authors in [5], the performance of
their method can be improved by using a suitable quality measure together with
each score. Most of the available biometric systems, however, do not provides
such measures.

Starting from the last considerations, in this paper we present two novel score
fusion strategies based on the likelihood ratio scheme, that can be used when
an high security level is needed. We propose both a sequential test and a voting
strategy. By using them, on one hand we tried to implicitly use the quality
information embedded into the scores. On the other hand, we obtained a system
that demonstrated to be more robust than the original one with respect to the
lack of data for training.

The rest of the paper is as follows: in Section [2 the likelihood ratio test is
reviewed. In Section Bl the proposed strategy are illustrated and motivated, while
the experimental results are presented in Section[d Finally, some conclusions are
drawn in Section

2 Background and Open Issues

2.1 The Likelihood Ratio Test

Nandakumar and Chen [5] formulate the problem of Identity Verification in
terms of hypothesis testing: let ¥ denote a statistical test for deciding if the
hypothesis H:{the score vector s belongs to the Genuine class} has been correctly
formulated. The choice is based on the value of observed match score and it lies
between only two decisions: accepting H or rejecting it. As it is known [9],
different tests should be compared with respect to the concepts of size and
power, that are respectively the probability of accepting H when it is false (also
called False Accept Rate - FAR) and the probability of accepting H when it is
true (also called Genuine Accept Rate - GAR) [9]. In the context of prudential
decision making [10], the NP lemma [9] recognizes that, in choosing between a
hypothesis H and an alternative, the test based on the Likelihood Ratio test is
the best because it maximizes the power for a fixed size [9]. Let

_ fgen (S) (1)
fimp(s)

be the Likelihood Ratio (LR), that is the probability of the observed outcome

under H divided by the probability of assuming its alternative. As stated by the

Neyman and Pearson theorem [], the framework proposed by Nandakumar and

Jain ensures that the most powerful test is the one, say ¥(s), that satisfies the

equations (1) for some 7

LR(s)

1, when LR(s) >
U(s) = 2)
0, when LR(s) < n

where s = [s1, s2,...5k]| is an observed set of K match scores that is assigned to
the genuine class if LR(s) is greater than a fixed threshold n, with n > 0.
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2.2 The Estimation of Match Score Densities

As it is known in biometric literature [2], it is hard to choose a specific paramet-
ric form for approximating the density of genuine and impostor match scores,
because the match distributions have a large tail, discrete components and not
only one mode.

Given a training set, density estimation can be done by employing parametric
or non-parametric techniques [I1]. The non-parametric techniques do not assume
any form of the density function and are completely data-driven; on the contrary,
parametric techniques assume that the form of the density function is known
(e.g., Gaussian) and estimate its parameters from the training data. The power
of this scheme resides in its generality [12]: exactly the same procedure can be
used also if the known functions are a mixture of Gaussians. In [5] the authors
have proved the effectiveness of the GMM for modeling score distributions and of
the likelihood ratio fusion test in achieving high recognition rates when densities
estimations are based on GMM [5].

Let s = [s1, 82, ...k denote the score vector of K different biometric match-
ers, where s; is the random variable representing the match score provided by
the j'" matcher, with j = 1,2, ..., K. Let fyen(s) and fimp(s) denote the con-
ditional joint density of the score vector s given respectively the genuine and
impostor class. The estimates of fyen(s) and fimp(s) are obtained as a mixture
of Gaussians:

Mgen

foen(s) = Z pgen’jng(&/‘gen,jvzgen,j) (3)
j=1
Mimp

Fimp(8) = Pimp, " (55 timp,j» Zimp,5) (4)
j=1

where &% (s; u; ¥) = (27T)_K/2‘2|_1/26$p(—%(8 — )T Y71 (s — 1)) denotes the
Gaussian density with mean p and covariance matrix X', and Mgen (Mimp) rep-
resents the number of mixture components. Mixture parameters can be approx-
imated by employing the fitting procedure of Figuereido and Jain [I3], that uses
EM algorithm and Minimum Message Length (MML) criterion. It also estimates
the optimal number of Gaussians and is able to treat discrete values by model-
ing them as a mixture with a very small variance represented as a regularization
factor added to the diagonal of the covariance matrix.

Fusion based on GMM estimations achieves high performance [5], but there
is an important drawback. In practice, one has to determine reliable models for
estimations of genuine and impostor match score densities from the available
score to be used for training. In absence of a large database, it is hard to obtain
an accurate model, and this limitation is particularly true for multibiometric
systems, as the number of considered biometrics increases.
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3 The Proposed Approaches

As said in the Introduction, the quality of the acquired biometric data affects the
efficiency of a matching process [I4]. When the samples presented to a matcher
are of poor quality, it cannot reliably distinguish between genuine and impostor
users. For example, some true minutiae may not be detected in noisy fingerprint
images, and missing minutiae may lead to errors. Moreover, as stated in the
previous Section, when several biometrics are available, a not huge dataset could
be not sufficient for having a proper density estimate by means of the GMM.
So, we propose the following two approaches for improving the performance of
the standard LR test:

1. An analysis of how the exclusion of some biometric modalities affects the
GMM estimate: this approach (hereinafter denoted as wvoting LR) can be
associated to the attempt of implicitly individuating degraded quality sam-
ples, when the quality measures are not available. In practice, given a K-
dimensional score vector, we estimate the K conditional class joint densities
of K-1 scores, by using a GMM technique. Then, we fixed for each of the K
estimates a threshold n on the training set that gives rise to a FAR equal to
0%. When we have to judge a new sample, K LR tests are made on the K
densities and if at least one of the LR tests recognizes the sample as genuine
it is declared as genuine by the system. The ratio of this procedure lies in
the fact that we want to detect if a particular score, say s;, coming from a
genuine sample, could be affected by a low quality. In this case, it can be
expected that all the score vectors including s; it will result in a low LR
value, giving rise to a false rejection. Only the K-1 dimensional score vector
that do not include s; could have a LR value able to overcome the threshold.
So, if at least one test is passed, the sample with a single modality affected
by low quality can be correctly recognized. The choice of fixing 1 on the
training set so as to obtain a FAR equal to 0%, is motivated by the need
of having a system characterized by a FAR as low as possible. Since this
approach uses only K-1 dimensional score vectors, it should be also more
robust to the lack of training data.

2. A sequential likelihood ratio test (hereinafter denoted as Sequential LR)
that introduces the option of suspending the judgment if the hypothesis is
accepted or rejected with a not sufficient degree of confidence. This is a sort
of sequential probability test (as stated in [I5] by Wald) that use additional
data for taking the final decision, when it is not possible to make a decision
with a sufficient reliability by only using the initial observation. In this case
LR(s) is first compared with two different thresholds, say Ay and By:

1, when LR(s) > Ak
¥U(s) = < Suspension when By < LR(s) < Ag (5)

0, when LR(s) < By
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The thresholds A and By should be chosen so as to draw an uncertainty
region around the value of the threshold 7 given by the standard LR test. In
practice, a fraction v of this threshold can be chosen, so as B, = (1 —v) -7
and Ay = (1+v)-n. If LR(s) > Ay, the decision is in favour of the genuine
class, while if LR(s) < By, the decision is in favour of the impostor class. In
the case of suspension, i.e., when By < LR(s) < A, the test procedure does
not make any decision but activates a further step. The suspension of the
judgment is motivated by the fact that samples that are quite near to the
threshold could be misclassified due to the presence of one biometric trait
acquired with a low quality. So, as a second step we propose to adopt the
same approach presented in the previous case. In other words, K tests are
made on score vectors of K-1 dimensions and the hypothesis is refused only
if it is refused by all the K voting components.

4 Experimental Results

4.1 Dataset

The performances of our approaches are evaluated on a public domain database,
namely, NIST-BSSR1 (Biometric Scores Set - Release 1). The BSSR1 is a true
multimodal database i.e., the face and the fingerprint images coming from the
same person at the same time. We performed experiments by employing the first
partition made up of face and fingerprint scores belonging to a set of 517 people.
For each individual, it is available a score coming from the comparison of two
right index fingerprint, a score obtained by comparing impressions of two left
index fingerprint, and two scores (from two different matchers, say C' and G) that
are the outputs of the matching between two frontal faces. So, in this case the
match score for each modality indicates a distance. Then, our dataset consists
in an unbalanced population composed by 517 genuine and 266,772 (517*516)
impostor users.

4.2 Evaluation Procedure

We have performed a first experiment in which the training set is composed by
half of the genuine and half of the impostor randomly selected from the dataset.
The rest of the data are used as test set. The second experiment was directed to
analyze how the reduction of the available scores for training affects the accuracy
of the densities model. So, we performed another test in which the training set
is halved with respect to the previous case, while the size of the test set remains
unchanged. Both of these training-test partitioning have been randomly repeated
10 times and we report the average performance over the 10 runs.

4.3 Results

Tables 1 and 2 report the result of the two proposed approaches compared with
the standard LR test. Moreover, we also report the K-1 dimensional score vector
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Table 1. Test set results with a training set of equal size

LR LR on K-1 Matchers Voting Sequential LR Sequential LR Sequential LR

(LfInd,RxInd,FaceG) LR v=0.2 v =025 v =0.30
FAR 0.0% 0.0% 0.0% 0.0% 0.0% 0.000003%
GAR 95.60% 93.26% 97.77% 98.22% 98.22% 98.30%

Table 2. Test set results with a training set of halved size

LR LR on K-1 Matchers Voting Sequential LR Sequential LR Sequential LR

(LfInd,RxInd,FaceG) LR v=0.2 v =025 v =0.30
FAR 0.0% 0.0003%  0.0% 0.000009% 0.000011% 0.000011%
GAR 81.24% 95.35% 98.30% 88.09% 88.09% 88.01%

O Geoans
*  Impeetor

Lef Index

Face S Face C

Fig. 1. Score distribution of Left Index, Face C and Face G from NIST-BSSR1

that allowed us to obtain the best results when used alone (in particular this
score vector was composed by the outputs of the two fingerprint matchers and
of the Face G matcher). Three values of v have been considered, namely 0.2,
0.25 and 0.30.

Our system was designed for reducing to zero the number of accepted impos-
tors. So, in order to have a fair comparison, the chosen operating point for each
run of the standard LR test was obtained by fixing the FAR equal to 0% on the
test set. The obtained threshold 7 is also used in the first step of the sequential
LR approach.
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Fig. 2. Score distribution of Face C and Face G from NIST-BSSR1

From the previous tables it is evident that the sequential LR always improves
the GAR obtainable with a standard LR, since its second stage is able to reduce
misclassification of genuine samples with respect to the pure likelihood ratio, for
those samples classified with a low degree of confidence.

Another interesting results is that the voting LR approach seems to be more
robust with respect to the lack of training data. When only 25% of the data
are used for training, in fact, it is able to significantly improve the GAR with
respect to the standard LR approach. In this case, sequential LR is instead only
able to slightly improve the LR performance in terms of GAR, but it also in-
troduces few false accepted samples. On the contrary, when sufficient data for
densities estimation are available, sequential LR achieves the best performance.
All summarizing, it is worth noting that in both experiments the proposed ap-
proaches overperformed the standard LR test when a system at FAR=0% have
to be realized.

Finally, is is interesting to consider the score distributions reported in Fig-
ures 1 and 2, where the joint distributions of Left Index, Face C and Face G
and of Face C and Face G only are respectively shown. As it is evident (see
also the considerations made by [16] on this problem), the use of only two
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modalities significantly reduces the possibility of distinguish between genuine
users and impostors. This is why we did not propose to further iterate the
sequential test by considering, for example, also the joint densities of all the
possible score pairs.

5 Conclusions and Future Work

In this paper we have proposed two approaches for combining multiple biometric
matchers, starting from a density-based approach that use a likelihood ratio (LR)
test, in order to set-up a biometric system that minimizes the number of false
accepted users. The first approach is based on a voting strategy, while the second
one on a sequential probability test. As a result, we obtained that if the density
estimate of the standard LR method is accurate, the sequential test can reduce
the misclassified samples belong to the uncertainty region, giving rise to very
good results in terms of GAR. On the contrary, if the estimate of the density
function of the standard LR is not so accurate, it is convenient to implement a
voting system for classifying all the samples.

As future work we planned to extend our study to other multimodal biometric
datasets.
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