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Abstract. Experimental testing shows that the relative relation in the number of
samples among the neighboring bins and the audio frequency centroid are two
robust features to the Time Scale Modification (TSM) attacks. Accordingly, an
audio watermark algorithm based on frequency centroid and histogram is
proposed by modifying the frequency coefficients. The audio histogram with
equal-sized bins is extracted from a selected frequency coefficient range
referred to the audio centroid. The watermarked audio signal is perceptibly
similar to the original one. The experimental results show that the algorithm is
very robust to resample TSM and a variety of common attacks. Subjective
quality evaluation of the algorithm shows that embedded watermark introduces
low, inaudible distortion of host audio signal.
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1 Introduction

Audio watermarking plays an important role in ownership protection. According to IFPI
(International Federation of the Phonographic Industry), audio watermarking should be
robust to temporal scaling of £10% and be able to resist most of common signal
processing manipulations and attacks, such as cropping, re-sampling and etc [1].

The algorithms for audio watermarking can be classified into two categories:
algorithms in time domain and algorithms in transform domain, including those in
compressed domain. Data hiding in the least significant bits of audio samples in the
time domain is one of the simplest algorithms with very high data rate of additional
information. In [2], the authors presented an audio watermarking algorithm in discrete
wavelet transform domain. The watermark is embedded in the frequency point of
discrete wavelet transform by replacing least significant bit. The capacity of algorithm
is high and is robust to resample and cropping. In [3], a blind audio information bit
hiding algorithm with effective synchronization is proposed. The algorithm embedded
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synchronization signals in the time domain to resist the attacks such as cropping while
keeping the computation for resynchronization being lower. The watermark is placed
in block DCT coefficients of the original audio exploiting the human auditory system
(HAS) features.

The algorithm in [4] is very robust against de-synchronization attacks such as time
scale modification (TSM), cropping. However, this watermarking algorithm is
sensitive somewhat to additive noise attacks such as MP3 audio compression and
low-pass filter. Of course, many audio watermarking algorithms (algorithm in
literature [5]) are robust against additive noise attacks, but these algorithms cannot
effectively resist TSM attacks.

In the existing literature, several algorithms have been proposed aiming at solving
this problem by using exhaustive search, synchronization pattern, invariant
watermark, and implicit synchronization. In [6], an audio watermarking method is
presented by using music content analysis. The watermark is embedded into the edges
of audio signal by viewing pitch-invariant TSM as a special form of random cropping,
removing and adding some portions of audio signal while preserving the pitch. The
watermark is robust to+9% pitch-invariant TSM but vulnerable to other stretching
modes such as solving playback speed modifications, which change the edges in the
signal. In [7], side information is exploited to improve the searching of the watermark
aiming at solving playback speed modifications. One weakness of this scheme is that
the detection procedure is not blind. The histogram specification is first introduced for
image watermarking in [8]. By using the robustness of image color histogram to
rotations and geometric transformations, the authors in [9] proposed a general method
is very robust to image geometric distortions. In [10], a watermarking algorithm to
geometric distortion in DWT domain is proposed. In the algorithm, a watermark was
embedded adaptively in low band of DWT domain, according to the conceal quality
of Human Visual System; Especially, the geometric transformation could be corrected
before the watermarking detection, owing to embedding a template in a circle of
middle frequency in DFT and extracting a invariant centroid from a restricted area
inside the image. Moreover, an improvement on centroid detection method was
presented in [11]. The improved method constructs a centroid series which were
convergent in probability to centroid of initial text line using both initial profile and
reproduced profile of text line, and the watermark capacity is increased.

In this paper, the invariance of histogram and centroid in the frequency domain to
TSM is presented. This is followed by a description of our proposed watermark
method. Then, analyze the watermark performance and test the watermark robustness
on resynchronization distortions, as well as some common signal processing and
some attacks in Stirmark Benchmark for Audio. Finally, the conclusion is drawn.

2 Invariant Features in Frequency Domain

Since the bits embedded in the frequency domain can provide a stronger robustness
against additional noises than in the time domain, in this section, we investigate the
invariance of the histogram and centroid in the frequency domain by experimental
testing as follows.
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2.1 Centroid in Frequency Domain

For audio signal sequence (W, bits/sample f, /sample frequency), we first consider

20ms audio signal as a frame (80ms audio signal before compression). Then, a frame
is divided into 32 sub-bands. Each sub-band contains K

(K=f*S,*W,*20/(8000*%32)) samples, each frame contains K*32 samples,
5,(j)(je[l..32]) denotes the audio samples in j sub-band of i frame.
Jit(s;(j))(j e [1...32]) Denotes the audio samples in j sub-band of i frame is FFT

transformed. The centroid in the frequency domain is calculated by formula (1) and
formula (2):

K
Z(Zo*logIO(ﬁt(S,-(J')))f (1)
_ 4l =1
Mj = K
32
2i*M,
C: J—132 (2)

2.2 Histogram

A histogram is often used to describe the data distribution. The style of histogram
may be described by:

H, ={h,()li=1..L} 3)

where H 1 1s vector, and denotes the volume-level a histogram of audio signal F, and

hM (i) denotes the number of samples in the ‘th bin. Suppose that the resolution the
audio signal is R bits, for a signed signal, the number of bins are calculated as:

2R /M . R -
:{ / if Mod(2"1M)=0 @

2% /0 |+1 other

where M is the size of bins, hM (i) includes all samples the range of sample value

from— 2"+ (=) *M to— 25" +i*M —1, and LJ is the floor function.

2.3 Experimental Testing

We choose an audio signal (16-bit signed mono audio file sampled at 44.1 kHz with
the length of 20s) to test the effects of the TSM on the histogram and centroid in the
FFT domain. As to other kinds of audio signals, such as pop music, piano music and
speech, etc, the simulation results are almost similar.
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The histogram of original signal Relation among three bits
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Fig. 1. The invariance of histogram to the pitch-invariant TSM: the sub-plots in left side is the
histogram of original audio and scaled one with 85% and 115%, while the sub-plots in right
side demonstrate the relative relation among three neighboring bins
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The histogram of original signal Relation among three bits
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Fig. 2. The invariance of histogram to the resample TSM. The sub-plots in left side is the
histogram of original audio and scaled one with 85% and 115%, while the sub-plots in right
side demonstrate the relative relation among three neighboring bins.

The histograms are extracted from audio file after FFT transformed. The size of the
bins M=0.5. Fig.1 and Fig.2 show the effects of the TSM attacks with the two
different modes, respectively. Fig.3 plots the centroid values of the original and its
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scaled versions under 85%~115% TSM (pitch-invariant and resample) with the step
size of 1%. Referenced to [4], the relative relations in the number of samples among

three neighboring bins calculated and denoted by ﬂk :
_ 2*%h,, (k)
h,(k=1)+h, (k+1)

B, for hy,(k)>>L 5)

2.4 Comments

Based on the extensive testing, we have the following observations:

(1) In the FFT domain, the audio histogram is very robust to TSM. The relative
relation among three neighboring bins is from 0.9 to 1.1. Refer to Figure.l and
Figure.2.

(2) The audio centroid in the FFT domain is robust enough to TSM. From 85% to

115% TSM, the error ratio of centroid is limited in + 3% (see Figure.3).

Overall, in the watermark design, if we incorporate the invariance of the histogram
and centroid to TSM and the watermark in the FFT domain, the watermark will be
robust.

Invariant centroid in pitch-invariant mode  Invariant centroid in resample mode
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Fig. 3. The centroid of the example audio and scaled ones under the TSM of 85%~115% with
resample (right) and pitch-invariant (left) stretching modes, respectively

3 Watermark Algorithm Design

The watermark embedding and extracting are described by the histogram
specification. The robustness of the audio centroid and relative relation in the number
of sample among different bins to the TSM attacks presented in the previous section
are used in the design. First, the FFT transform is applied. And, the watermark is
embedded into the coefficients of FFT instead of into the time domain signal itself.
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3.1 Watermark Embedding Approach

The basic idea of the proposed embedding is to extract the histogram from a selected
coefficient of FFT. Divide the bins into many groups, each group including three
consecutive bins. For each group, one bit watermark is embedded by reassigning the
number of samples in the three bins. The watermarked audio is obtained by modifying
the coefficient of FFT according to the watermarking rule. The embedding approach
is shown in Figure 4.

The detail embedding process is described as follows.

Suppose that there is a binary sequence W ={w, |i=1,...,L,} to be hidden into a

digital audio F ={f(i)li=1,....,N} . The centroid of audio, denoted by A, is
calculated as formula (1) and (2).
Then, select the amplitude range B =[AA,1/ AA] from audio coefficient of FFT to

extract the histogram H ={h(i)|i=1,...,L}, where L=3*L _.A1€[0.6,0.9], is a

suggested range in which the bins extracted from B often hold enough samples.
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Fig. 4. Watermark embedding framework

After extracting the histogram, suppose that three consecutive bins, Bin_1, Bin_2
and Bin_3, their samples in the number are denoted as a, b and c. apply the follow
equation to embed one bit of information, described as [4]:

2blla+c)>2T if w()=1

) 6
(a+c)/2b>T if  w(i)=0 ©

where T is a selected threshold used to control the watermark robustness performance
and the embedding distortion. T should be not less than 1.1, in order to resist TSM.

If the embedded bit w(i) is ‘1’ and 2b/(a+c) =T , no operation is needed.
Otherwise, the number of samples in three different bins, a, b, ¢, will be adjusted until
satisfying 2b/(a+¢) 2T . Some selected samples from Bin_I and Bin_3 in the
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number denoted by I1 and I3, will be modified to fall into Bin_2. The modification
rule is described as Equation (7):

@)= +M 1<i<Il o
[ = () -M 1<i<13’

where ff,(i) and ff;(i) denote the 'th modified sample in Bin_l and Bin_3,

ﬁfl' (i) and ff;(7) are the modified samples belong to Bin_2.

If the embedded bit w(i) is ‘0’ and (a +¢)/2b < T, 11 and 13, some selected

samples from Bin_2 will be modified to fall into Bin_1 and Bin_3, respectively. The
rule is described as Equation (8):

10 =0 -M 1<i<Il N
10 = () +M 1<i<13’

where ff, (i) denotes the i" modified sample in Bin_2, ﬁz (i) are the corresponding

modified.

This process is repeated to embed all watermark bits. In our proposed embedding,
the watermark is embedded by modifying the values of some selected coefficients of
FFT samples from the audio. Hence, the re-construction of the watermarked audio
will be formed by the IFFToperation.

3.2 Watermark Extracting Approach

In the extracting, a predefined searching space, B is designed to de-scale the effects of
various attacks on the centroid.

B=[A(1-Al),A(1-A2)] ©)

Where A denotes the centroid of watermarked audio signal. Al And A2 denote the
down and up error ratios of centroid in the FFT domain caused by various attacks.
The hidden message is synchronization bits, followed by the hidden multi-bit
watermark.

The histogram is extracted with L bins as in the process of watermark embedding.
The hidden bit is extracted by comparing the number of coefficients in three

consecutive bins, denoted by a b andc , formulated as:

Ui K e
W,-={ if 26" /(a" +c) 21 w0

0 other

The process is repeated until all hidden bits are extracted. Once synchronization
sequence is matched with extracted synchronization bits or the searching process is
finished, according to the best matching, extract the hidden watermark following the
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synchronization. In the extraction phase, the parameters, L , A and synchronization

w?

sequence are known, so the detection process is blind.

4 Experimental Results

The parameter values are given as follows: A =0.8and 7T =1.5. And, 183 bins
extracted from a 20s light music is watermarked with 61bits of information composed
of a 31-bit m sequence and the 30-bit watermark. In the embedding, the probability of
the watermarked samples their values added or reduced is approximately equivalent,
hence the watermark hardly make any affection on the audio centroid, 137.9813 and
137.9517 before and after embedding respectively. The relative relation in the number
of samples among three neighboring bins is calculated by Equation (5) and plot in
Figure 5.
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Fig. 5. The relative relation in the number of samples before and after watermarking

The SNR is 40.83dB. The higher SNR is that only a small part of samples is
modified for watermarking. We test the robustness of the proposed algorithm
according to IFPI with BER. The audio editing and attacking tools adopted in our
experiments are Cool EditPro v2.1 and Stirmark Benchmark for Audio v0.2. The test
results under common audio signal processing, time-scale modification and Stirmark
for Audio are listed in Tables 1-3.
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Table 1. Robustness performance to common attacks

Attack Type Error Number of Bits Attack Type Error Number of Bits
Normalize 3 Low Pass (11025Hz) 0O

Resample (kHz) 0 Low Pass (7kHz) 6

44.1->16->44.1

Re-quantization (bit) 0 Low Pass (4kHz) 10

16->32->16

Re-quantization (bit) 0

16->8->16

Table 2. Robustness Performance to TSM with two different stretching modes

Pitch-Invariant TSM  Error Number of Bits  Resample TSM Error Number of Bits

TSM -10% Failed TSM -10% 3
TSM 8% 15 TSM 8% 2
TSM 6% 12 TSM 6% 2
TSM -4% 8 TSM -4% 0
TSM 2% 6 TSM 2% 0
TSM +2% 6 TSM +2% 0
TSM +4% 8 TSM +4% 0
TSM +6% 11 TSM +6% 0
TSM +8% 14 TSM +8% 0
TSM +10% Failed TSM +10% 1

Table 3. Robustness Performance to some common attacks in Stirmark Benchmark for Audio

Attack Type Error Number of Bits ~ Attack Type Error Number of
Bits

Addbrumm_100 0 Addnoise_100.wav 3

Addbrumm_1100 0 Addnoise_300.wav 5

Addbrumm_10100 0 Addnoise_500.wav 9

Addsinus 0 Compressor 0

Invert 0 Original 0

Stat2 3 Rc_lowpass 3

Zerocross 10 Zeroremove Failed

Cutsamples 10 FFT_RealReverse 0

From Table 1, we can see that our algorithm is robust enough to some common
audio signal processing manipulations such as resample, re-quantization and low pass
of 11025Hz.

The test results of a light music under TSM form -10% to +10% with two different
stretching modes are tabulated in Table 2. The algorithm shows strong robustness to
this kind of attacks up to 10% for resample TSM.

Stirmark Benchmark for Audio is a common robustness evaluation tool for audio
watermarking techniques. From Table 3, it is found that the watermark shows
stronger resistance to those common attacks. In the cases of failure (‘Failed’ mean the
number of error bits is over 20), the audio centroid is changed severely or audio
quality is distorted largely.
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5 Conclusions

A multi-bit audio watermarking method based on the centroid and statistical features
in FFT domain is proposed and implemented by histogram specifications.

Extensive experiments shows that the superiority of statistical features, the relative

relations in the number of samples among different bins and the frequency centroid of
audio signal. The two features are very robust to the TSM. Accordingly, by applying
the two features, audio watermarking scheme is designed.

The extensive experimental have shown that the watermark scheme is robust

against some common signal processing, attack in Stirmark Benchmark for Audio and
attack in resample TSM. However, it is still weak to resist pitch-invariant TSM attack.
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