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Abstract. Chaos theory provides a new approach to image encryption technol-
ogy. The key stream generator is the key design issue of an image encryption 
system, it directly determines the security and efficiency of the system. This 
paper proposes an improved chaos-based key stream generator to enlarge the 
key space, extend the period and improve the linear complexity of the key 
stream under precision restricted condition so as to enhance the security of a 
chaos-based image encryption system. The generator is constructed by three 
Logistic maps and a nonlinear transform. The balance and correlation properties 
of the generated sequence are analyzed. The sequence is proved to be a binary 
Bernoulli stochastic sequence and the distribution of the differences between 
the amounts of 0 and 1 is analyzed. The side lobes of auto and cross correlation 
are proved to obey normal distribution N(0, 1/N). The experimental results indi-
cate that the scheme has advantages of long period and strong anti various at-
tack ability over conventional chaos-based encryption system. 

1   Introduction 

Image is one of the most important information representation styles and above 80% 
information we obtained is from vision apperceiving. With the fast development of 
computer network technology, more and more sensitive images such as in medical, 
military, financial etc. fields need effective protection in open network environment 
and image encryption technology has become an important branch of cryptography. 
Conventional symmetric encryption algorithm such as DES, IDEA, AES, etc. is not 
suitable for image encryption due to the special storage characteristics of an image. 
Most of the classic image encryption algorithms are position permutation based, such 
as Arnold transform, magic square transform, IFS transform and scan pattern, etc. 
These methods have advantages of fast encryption speeds but the security completely 
depends on the secrecy of the algorithm that we use, which do not satisfy the re-
quirement of a modern cryptography system [1-2]. Besides, the encrypted images are 
only position permutated and the grayscale of each pixel still remains its original 
value, which is insecure against known plaintext attack. 

A chaos system has the properties of extreme initial value sensitive, nonperiodic, 
unpredictable and Gaussian like correlation properties, while it is deterministic, so it 
is very suitable to be used as key stream generator for image encryption system [3-5]. 
The basic idea of chaotic image encryption algorithm is producing two chaos-based 
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pseudorandom sequences, one is for position permutation and the other is for gray-
scale substitution. The security of a chaos based image encryption system depends on 
the unpredictability of the key stream generated by the chaos system [6-9]. 

Unfortunately, the concrete implementation of single chaos map based encryption 
system is by far ideal as the abstract model with infinite and not even countable cardi-
nality. The iteration of a chaos map will work with a finite set of rational numbers 
because no processor is precision unrestricted, which makes the key space limited. 
The maximum calculation precision of common PC processor is 16, so the key space 
is 1016≈253, which is a little smaller than DES(256) and by far smaller than AES(2128). 
At the same time, the raw chaotic sequence will be periodic due to limited calculation 
precision, which will cause the quantified sequence also being periodic and making 
the correlation properties worse. Besides, single chaos map based key stream is easy 
to be attacked by using adaptive parameter chaos synchronization method [10-11]. In 
this paper, an improved key stream generator based on nonlinear transform of three 
basic Logistic maps is proposed which enlarges the key space to 2158, extends the 
period and improves the linear complexity of the key stream under precision restricted 
condition, thus enhances the security of a chaos-based image encryption system. 

2   The Statistical Properties of Logistic Map 

Logistic map is defined as: 

),1(1 iii xxx −=+ μ  (1) 

μ is usually set to 4 for full map, in which xn∈[0, 1]. The probability density of cha-
otic orbit generated by Eq.1 is [12] 
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Let {xi} be chaotic sequence generated by Eq.1, we can get the following three prop-
erties based on Eq.2. 
Property 1. The mean of {xi} is: 
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Property 2. The normalized auto correlation function of {xi} is: 
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Property 3. For any two different initial values {xi1} and {xi2}, the normalized cross 
correlation function of the two generated sequences is: 
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Property 2 and 3 indicate that Logistic map is excellent to be used as key generator 
for image encryption system. However, above 3 properties are under ideal conditions 
and the sequence length is usually finite in practical use. Let {xi}, {xi1} and {xi2} be 
chaotic sequences with finite length N. 

The normalized auto correlation function of {xi} is defined as: 
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The normalized cross correlation function of {xi1} and {xi2} is defined as: 
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3   Key Stream Generator Construction and Its Performance 
Analysis 

3.1   Key Stream Generator Construction 

The nonlinear transform based key stream generator is shown in Fig. 1. 

 

Fig. 1. Nonlinear transform based key stream generator 

Three Logistic map with different initial values x0
(1), x0

(2) and x0
(3) produce three in-

dependent pseudorandom analog sequences, and three quantification units quantify each 
input analog sequence {xi

(k)}(k = 1,2,3) to binary form {yi
(k)}(k = 1,2,3) by using Eq.8. 
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Quantification unit2 is used as control unit, when unit2 output 1, the unit2 is con-
nected to unit1; otherwise it is connected to unit3, so the output key stream {zi} is 
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The key is constructed by three decimal numbers k = {x0
(1), x0

(2), x0
(3)}, so the key 

space size is 1048≈2158, which is larger than the acknowledged most security AES 
standard. Let the period of chaotic binary sequences {yi

(k)}(k = 1,2,3) under precision 
restricted condition be N, from the Eq.9 we can see that the period of {zi} is 2N2+N. 
The period of the output sequence is greatly extended and the linear complexity is 
improved, so the algorithm is more secure against various attacks such as adaptive 
parameter chaos synchronization and reverse iteration reconstruction. The balance 
and correlation properties are the two most important factors to evaluate the perform-
ance of a key stream, which will be analyzed in the following sections. 

3.2   Balance Performance Analysis 

In order to analyze the balance and correlation performance of generated key stream, 
lemma 1 is proposed. 
Lemma 1. The generated key stream {zi} is a binary Bernoulli distributed pseudoran-
dom sequence. For sequence with length N, the distribution of the differences be-
tween the amounts of 0 and 1 is shown in Table 1. 

Table 1. The distribution of the differences between the amounts of 0 and 1 
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The simulation result is shown in Fig. 2. 1000 sequences with length N=8192 are gen-
erated and the initial values are selected independently. The mean of differences is -0.9480 
and the standard variance is 91.8419, while the theoretical values are 0 and 90.5097, 
which indicate that the binary chaotic key stream have excellent balance performance. 

 

Fig. 2. Distribution of the differences between amounts of 0 and 1 
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3.3   Correlativity Performance Analysis 

Lemma 2. For any two different key stream {zk1} and {zk2}, they satisfy: When N is 
large enough and m is relatively small, the side lobes of auto correlation and the val-
ues of cross correlation of {zk1} and {zk2} obey normal distribution N(0, 1/N). 

The simulation results of the auto/cross correlation functions and the distribution of 
auto/cross correlation side lobes are shown in Fig. 3 and 4. The sequence length is 
8192 and the initial values are selected as 0.60000 and 0.60001 to identify its initial 
parameter sensitive property. 

3.4   Security Performance Comparison 

Security performance comparison of different image encryption schemes is shown in 
Table 2. Attack (I) represents the neural network based adaptive parameter synchro-
nous attack. Attack (II) represents the reverse iteration based chaotic system recon-
struction attack. Attack (III) represents the known plaintext attack. 

Table 2. Security comparision of different image encryption schemes 

Schemes DES AES 
Pure position 
permutation 

Single chaos 
based 

This paper 
Proposed  

Type 
block 
cipher 

block 
cipher 

— stream cipher stream cipher 

Suitable for image N N Y Y Y 

Key space 264 2128 — 253 2158 

Period — — — M 2M2 + M 

Anti attack(I) — — — N Y 

Anti attack(II) — — — N Y 

Anti attack(III) Y Y N Y Y 

 

  

(a)                                                                 (b) 

Fig. 3. (a) The auto correlation function, (b) The cross correlation function 
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(a)                                                                 (b) 

Fig. 4. (a) Distribution of auto correlation side lobes, (b) Distribution of cross correlation 

From Table 2 we can see, compared with the single chaos map based ones, the 
nonlinear transform based key stream generator proposed in this paper greatly 
enlarges the key space and extends the period of the key stream under precision re-
stricted condition, which make the complete key search impossible and improves the 
correlation performance of the key stream. The nonlinear transform of three logistic 
maps also enhances the complexity of the key stream, which makes it more secure 
against neural network based adaptive parameter synchronous attack and reverse 
iteration based chaotic system reconstruction attack. 

4   Experimental Results 

We take 256×256 size 8 bits Lenna image as example, the two pseudorandom key 
streams used for position permutation and grayscale substitution are generated by 
scheme proposed in Section 3.1. Original image and its histogram are shown in Fig.5, 
and the encrypted image and its histogram is shown in Fig. 6. The initial parameters 
(key pair) are selected as k = {0.6, 0.7, 0.8}, note k must be far more complex in prac-
tical use. From Fig.6 we can see, the grayscale distribution of the encrypted image has 
good balance property, which is secure against known plaintext attack. 

      
(a)                                                                (b) 

Fig. 5. (a) Original image, (b) Grayscale histogram of original image 
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(a)                                                                   (b) 

Fig. 6. (a) Encrypted image, (b) Grayscale histogram of encrypted image 

Fig. 7(a) is correct decrypted image and Fig. 7(b) is incorrect decrypted image with 
key k’ = {0.60001, 0.7, 0.8}, from which we can see that the original image can not 
be restored even if with a minus difference due to the extreme initial parameter sensi-
tive property of a chaos system. 

           

         (a) Correct decrypted image               (b) Incorrect decrypted image 

Fig. 7. Images decrypted with different keys 

5   Conclusion 

The improved chaos-based key stream generator for image encryption system pro-
posed in this paper greatly extends the key space and improves the linear complexity 
of the key stream under precision restricted condition over conventional single chaos 
based schemes. The generator has strong anti attack ability to the commonly used 
chaos system attack methods such as adaptive parameter chaos synchronization and 
reverse iteration reconstruction, which enhances the security of a chaos-based encryp-
tion system. The nonlinear part of the generator is general and other one dimension 
chaotic maps such as Chebyshev, Tent, etc. can also be used as analog pseudorandom 
sequence source. 
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