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Abstract. As one of the most important properties of the power grid,
the voltage load plays an important role in the cascading failure of the
smart grid and load redistribution can accelerate the speed of the failure
by triggering more nodes to overload and fail. The subnet structure and
different coupling modes also affect the robustness of the smart grid.
However, the research on the effect of load, subnet structure and coupling
mode on the cascading failure of the smart grid is still rare. In this
paper, the smart grid with two-way coupling link consists of a power
grid with small world topology and a communication network with scale-
free topology. An improved load-capacity model is applied to overload-
induced failure in the power grid and node importance (NI) is used as
an evaluation index to assess the effect of nodes on the power grid and
communication network. We propose three kinds of coupling modes based
on NI of nodes between the cyber and physical subnets, i.e., Random
Coupling in Subnets (RCIS), Assortative Coupling in Subnets (ACIS)
and Disassortative Coupling in Subnets (DCIS). In order to improve the
robustness of the smart grid, a cascading failure model based on load
redistribution is proposed to analyze the influence of different coupling
modes on the cascading failure of the smart grid under both a targeted
attack and random attack. Some findings are summarized as: (I) The
robustness of the smart grid is improved by increasing the tolerance
a. (II) ACIS applied to the bottom-up coupling link is more beneficial
in enhancing the robustness of the smart grid than DCIS and RCIS,
regardless of a targeted attack or random attack.
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1 Introduction

As a kind of critical infrastructure, the smart grid is considered as an interde-
pendent network with two-way coupling links [1]. Most recently, Parshani et al.
[2] utilized the idea of complex networks to establish a mathematical model in
order to explain the principle of cascading failure. However, many complex net-
work models did not consider functional features, which do not reflect the real
situation of the smart grid [3]. For instance, the characteristics of power flow can
trigger load redistribution when some nodes fail. In addition, interdependence
between cyber and physical networks may cause the cascading failure of inter-
dependent networks. When a cyber node fails, it can cause its coupled physical
node to fail and may lead to the failure of more physical nodes due to overload;
in turn, those failed physical nodes will result in the failure of more coupled
cyber nodes.

Buldyrev et al. [4] used “giant component” to represent the functional
integrity of the composite network when a network is divided into multiple
small components, and they establish a framework to analyze the mechanism
of catastrophic failures in interdependent networks [5]. This framework breaks
through the frontier of complex networks theory that still focuses on a single,
non-interacting network [6]. Based on this theoretical model, many works used
the giant component as a functional component to study the effect of partial
support-dependence relationship [7] and coupling strength [2] on the robustness
of interdependent networks.

The load has been used to study the cascading failure of interdependent
networks in recent works [7-9]. Han and Yang [10] proposed a load-capacity
model to analyze cascading failure over networks in both interdependent and
isolated statuses, and simulation results prove that network robustness is pos-
itively related to capacity and negatively related to the load. When a node is
removed by a random attack or targeted attack, the load of the node is dis-
tributed to its neighbors, when the load of those nodes exceeds their capacity,
they will fail. Recently, more and more details were considered to enhance the
robustness of interdependent networks, such as the coupling strength, support-
dependence relations, coupling preferences, spatial effect, clustered structures
[11], and community structure [12], etc. Cheng and Cao [13] studied in detail
the robustness of interdependent networks coupled with different types of net-
works under both targeted and random attack. Babaei et al. [14] found that
the robustness of modular small-world networks is improved by increasing inter-
community links against both random and targeted attacks. Tian et al. [12]
found that the number of inter-community connection is positively related to
the robustness of interdependent modular scale-free (SF) networks.

However, the giant component used as the largest connected set of nodes does
not apply to the smart grid, because the smaller components are still functional
as long as the generation nodes and load nodes coexist in these components.
Similarly, degree [12], betweenness [15,16], the degree of degree [17] considered
as the node load also does not satisfy the reality, because they are still the prop-
erties of network structure and cannot be used to represent network function.
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In most cases, many interdependent networks have multiple dependency links,
local dependency links, and two-way dependence links. Coupling relationship
between the physical and cyber network is not one-on-one correspondence [18]
but two-way dependency [19].

In order to effectively enhance the robustness, China state power corporation
has established a strategy that allows the physical nodes provide power supply
to uncoupled cyber nodes. This means that we need to know which coupling
mode will be beneficial in enhancing the robustness of the smart grid. As such,
we propose three coupling modes between nodes in cyber and physical networks,
i.e. Random coupling in subnets (RCIS), Assortative coupling in subnets (ACIS)
and Disassortative coupling in subnets (DCIS). Secondly, node importance (NT)
is defined to evaluate the influence of nodes on the network. We divided two
coupling edges into the top-down coupling link and the bottom-up coupling link.
Three coupling modes are established by applying ACIS, DCIS, and RCIS to the
bottom-up coupling link when the top-down coupling link remains unchanged.
The load redistribution caused by power flow is considered in the cascading
failure of interdependent networks.

The rest of this paper is organized as follows. In Sect. 2, we propose the cou-
pling model of the smart grid. In Sect. 3, Experiments and analysis are presented,
and Sect. 4 concludes this paper and discusses the future work.

2 Coupling Model of the Smart Grid

The smart grid consists of a power grid and a communication network. The
power grid and the communication network can be divided into many subnets
in terms of geographical location of substations and each subnet is considered
an autonomous system. Figure 1l shows two-layer network structure of a smart
grid. The upper network is a communication network and different colored nodes
form different subnets. Square nodes represent control centers and circular nodes
represent measuring/controlling nodes. The lower network is a power grid that
contains generation nodes and load nodes. There are internal edges and coupling
edges in the smart grid, the internal edge is the link between nodes in a single
network and coupling edge is the link between two-layer networks. Coupling
edge has two types: P — C and C — P. P represents the physical layer and C'
represents the communication layer. C' — P is named the top-down coupling link
and is shown as the red dotted edges in Fig.1. P — C' is named the bottom-up
coupling link and is shown as the black dotted edges in Fig. 1.

Definition 1: The smart grid can be described by SG = {V, E, R}, where
node set V= {VF V} contains the physical node set V¥ and the cyber
node set V¢. The coupling relationship is R = {r;;[i € VP, j € VC}, and
node i belongs to V' and node j belongs to V. The power gird is described
by VP = {08 of, . 08 vF vl . vE}) where v& represents the genera-
tion node ¢ and ij represents the load node j that contains transmission
nodes and distribution nodes. The communication network is described by
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Fig. 1. The framework of the smart grid. Different colored nodes form different sub-
nets and there is coupling relationship between nodes in same colored subnets. The
red dotted edges represent the bottom-up coupling links and the black dotted edges
represent the top-down coupling links. (Color figure online)

Ve = ¢, ...,v,?,v{”, ...,vé‘/[}, where vic represents the control center node i
and v}” represents the measuring/controlling node j.

Coupling relationship matrix R is used to describe dependence between the
power grid and communication network. Rpc(i,5) = rpi—e; = 1 indicates that
cyber node j depends on the physical node i. Rop(j,1) = rej—p:; = 1 indicates
that the physical node i depends on the cyber node j. Rpc(i,5) or Rop(j,4) =0
indicates that there is no dependency relationship between nodes i and j. Here,
special explanation (Rpc(i,j) = 1) # (Rcp(J,1) = 1).

2.1 Node Importance Assessment in the Power Grid

The power grid is a special network, which contains the functional characteris-
tic of the power flow. The power flow can cause the load of failed substations
to distribute their neighbor nodes. When the load of a substation exceeds its
capacity, it will fail. This will result in a new round of load redistribution until
there is no overloaded node. Wang et al. [9] used wj,, * w;, as the initial load
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of an edge e;; to study the cascading failure of interdependent networks, where
Wim = (ki * ky)® represents the coupled strength between two coupled nodes i
and m, and k; is the degree of node ¢. Similarly, Han and Yang [10] used As$ as
the initial load of node i to establish cascading load model, where s; represents
the total weights of all edges connected with node 7. Crucitti et al. [20] used the
total number of most efficient paths passing through node ¢ as its initial load to
study the cascading failure in complex networks. The load of a node is defined as
the betweenness centrality in order to study the cascading failure of interdepen-
dent networks [12]. Similarly, the initial load of the node i is represented by the
betweenness B; of the node that is defined as the number of the shortest paths
between pairs of nodes over the network passing through the node i [21,22].

It is clear that the load mentioned in the above literatures belongs to struc-
tural attributes (e.g., betweenness, degree, and coupled strength etc.) rather than
functional attributes (e.g., electric current, voltage, frequency, active power, and
reactive power etc.). This assumption has certain irrationality. In fact, high volt-
age or low voltage exceeding a certain threshold may cause substations to fail.
In addition, the voltage is associated with active power and reactive power;
therefore, the load of substations is defined as its voltage and is written as:

L(v;) = Vol; (1)
where L(v;) is the load of node ¢ and Vol; represents the voltage of node i.

Definition 2: The capacity of nodes is defined as tolerance capacity to deal
with load changes. The capacity of node i can be described by (2), where «
represents a tolerance parameter. + represents the range of normal operation of
substations, which means that the change of the voltage above « or below a can
lead to the failure of node i.

C(v;) = (1 £ a)* L(v;) (2)

Af;; represents the proportions of load distribution that the load of the failed
node is distributed to the adjacent nodes by computing the impedance of the link
between two nodes. B(i) denotes neighbor nodes set of node i. I;; denotes the
impedance of a branch between node ¢ and node j. I;; represents the impedance
of all branches passing through the node ¢ and Ip;4; is the maximum value of

Lik. M indicates that the larger the impedance of the branch is, the
(ZkeB(i) I'zk)

smaller the power flow passing through this branch is, which means that the
smaller proportion of the load is distributed to the node j. § is a parameter,
which determines that the load loss of node i is increased or decreased to its
adjacent nodes. § = 1 denotes that load change |Af;;|* L(v;) of node 7 is added
to the load of its neighbor node j, 6 = —1 denotes that the load of neighbor
node j is reduced by |Af;;| * L(v;).

1 + (IMG.:E - Iz)

Afij =
Jig =Px (ZkeB(i) Lik)

3)
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Definition 3: Node importance (NI) is used as an evaluation index to assess
the influence of a failed node on the power grid, where f’ denotes failure node
set in which the failure of all nodes is caused by a failed node i due to overload.
n(fF) denotes the size of failure node set. NI is described as:

NI(v7) = n(f7) (4)
The algorithm of load redistribution can be expressed as follows:

Step 1 (Initialization): Get information on the load of each node and the
impedance of each branch.

Step 2 (Node Failure): A node is removed from the physical node set V. It will
lead to the load of the failed node to be distributed to its neighbor nodes by
Afyy.

Step 3J (Load Redistribution): If the removed node is load node, the load is
distributed to neighbor nodes by Formula 3 and § = 1. If the removed node
is the generation node, the load of its neighbor nodes changes to zero on the
instant, then, the neighbor node’s load of their neighbors will be distributed
to them by Formula 3 and g = —1.

Step 4 (Judgment of failure nodes): If the load of a node exceeds the range of its
capacity, it will fail. This will break the overall equilibrium of the load and
triggers a new round of load redistribution.

Step 5 (Iteration): Repeat step 3 and 4 until the network achieves stabilization

state.
Step 6 (Getting NI): Obtain FNS of the failed node until all nodes are handled.

2.2 Node Importance Assessment in the Communication Network

The communication network is an abstract overview of SCADA systems/ Energy
Management Systems (EMS) in a smart grid, which is mainly responsible for
collecting data and transmitting information. Therefore, the node passed by the
bigger information flow has a significant role in transmitting data. Due to the
real-time nature of information flow, we have no way to simulate the propagation
of data flow in an experimental environment. As such, we assume that the cyber
node with a bigger degree has large data transmission because its neighbor nodes
must transmit data through it. Therefore, the degree can be used as an evaluation
index to assess the importance of cyber nodes. In addition, The NI of cyber
nodes also relies on the NI of its coupled physical nodes.

Definition 4: Node importance (NI) in the communication network depends
on the degree of nodes and NI of the coupled physical nodes. The bigger degree
is, the more important node is. When the degree of two nodes is different, the
NI depends on its degree. When two nodes have the same degree, the NI of
those cyber nodes depends on the NI of their coupled physical nodes. Where
k; is the degree of the cyber node i, NIpsq, is the maximum of NI of physical

nodes.
NI]P

NIE =ki+ )

IP
Rep(ij)=1"~Maz

()
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2.3 Three Coupling Modes Based on Node Importance

The coupling mode refers to the connection mode of nodes between the cyber
and physical networks and has three types: assortative coupling in subnets, dis-
assortative coupling in subnets and random coupling in subnets. The coupling
edges contain the top-down coupling link and the bottom-up coupling link. The
former indicates that cyber nodes provide the physical nodes with remote mon-
itoring, measurement and controlling. The latter indicates that physical nodes
provide power support to the cyber nodes.

The aim of our research is to study which coupling mode applied to the cou-
pling edges can enhance the robustness of interdependent networks. The research
object is part of China power grid. Due to the long distance between the two
substations, a cyber node coupled with a substation cannot monitor and control
another substation. As such, three different coupling modes cannot be applied
to the top-down coupling link. However, a substation can provide power-supply
to another cyber node by accessing a wire. Similarly, long distances will increase
costs, we can divide the cyber and physical network into multiple small subnets
and apply ACIS, DCIS, and RCIS to the bottom-up coupling link to study how to
improve the robustness of a smart grid when the top-down coupling link remains
unchanged. We assume that the communication network A and the power grid B
are divided into multiple subnets A1, As, ..., A, and By, Bs, ..., B,,, respectively.
Ay and B; have the same geographical area, similarly A; and By, ..., A, and B,,.

Random coupling in subnets (RCIS): The top-down coupling link between A
and B keeps unchanged. A node in B; is randomly chosen to connect to a node
in A; with one-to-one correspondence until all nodes are handled. Repeat this
process until all subnets are handled.

Assortative coupling in subnets (ACIS): The top-down coupling link between
A and B keeps unchanged. A node with the largest NI in B; is connected to a
node with the largest NI in A7, and a node with the second largest NI in Bj is
selected to couple with a node with the second largest NT in A; until all nodes
are handled. Repeat this process until all subnets are handled.

Disassortative coupling in subnets (DCIS): The top-down coupling link
between A and B keeps unchanged. A node with the largest NI in B, is con-
nected to a node with the smallest N1 in A, and a node with the second largest
NI in B is selected to couple with a node with the second smallest NI in A
until all nodes are handled. Repeat this process until all subnets are handled.

3 Experiments and Analysis

In this section, we first use a small part of the real network, which is used as an
example to evaluate our approach. The power grid consists of 154 substations
and more than 192 transmission lines. The communication network contains 154
nodes and 175 lines.

Figure 2 shows that the NI in the power grid and the communication network.
The NI in the power grid represents the size of failure node set in which the failure
of any node is caused by a failed node. A bigger NI indicates that the removed
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Fig. 2. (a)—(f) The NI of the power grid (g)—(i) The NI of the communication network

node has a more important influence on the smart grid and the NI of each
physical node is displayed with different tolerance parameter in Fig. 2(a)—(f). As
« increases, NI of each node shows a downward trend, but it tends to be stable
when « is greater than 0.5. When « is equal to 0.1, almost every failed node can
lead to the breakdown of the entire power grid except for four nodes. However,
when « is greater than 0.5, any failed node cannot or can only cause very few
node failures. The NI of the communication network is shown in Fig. 2(g)—(i).
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Since the NI of the cyber nodes depends on its degree and NI of the coupled
physical nodes, in addition, the NI of the physical nodes remains unchanged
when a > 0.5, the NI of the cyber nodes also has not changed. When the NI of
the cyber and physical nodes is obtained, we can apply ACIS, DCIS, and RCIS
to the bottom-up coupling link and simulate the cascading failure of the smart
grid through removing a fraction 1 — p of nodes.
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Fig. 3. The cascading failure of the smart grid according to which ACIS, DCIS, and
RCIS are applied to the bottom-up coupling link under a targeted attack. (a) a = 0.2
(b)) a=03(c) a=04(d) a=0.5 (e) « =0.7 (f) @ = 0.9. It is clear that the ACIS
applied to the bottom-up coupling link is more beneficial in enhancing the robustness
of the smart grid under a targeted attack than DCIS and RCIS when a > 0.2.

Figure 3 shows the robustness curve P of the smart grid with different c,
where P represents the node survival rate after a fraction 1 — p of nodes is
removed. A situation of @ = 0.1 is not discussed by us, because a failed node
may lead to the failure of the entire power grid. When « is greater than 0.5, the
curve P has no obvious change, which is because that any failed node cannot
cause other nodes to fail or lead to the failure of a few nodes. This means that
the robustness of interdependent networks remains unchanged when « exceeds
a certain threshold. In Fig.3(a)—(f), it is easy to find that the ranking of the
robustness curve P is ACIS > DCIS > RCIS when a fraction 1 — p of nodes
is removed. This means that ACIS applied to the bottom-up coupling links is
better able to enhance the robustness of the smart grid. That is because any
failed physical nodes may cause the physical nodes with the smaller NI to fail,
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which further leads to the failure of the cyber nodes. If the physical nodes with
the smaller NI are coupled with the cyber nodes with the higher NI, those
failed physical nodes with the higher NI can lead to the failure of the physical
nodes with the smaller NI. Furthermore, it will result in the failure of the more
important cyber nodes. Therefore, ACIS applied to the bottom-up coupling link
is more beneficial in enhancing the robustness of interdependent networks than
DCIS and RCIS. It is clear that the robustness curve of the smart grid does not
change because the power grid is sufficient to handle overload and nodes will not
fail due to overload when a > 0.5.
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Fig. 4. The cascading failure of the smart grid according to which ACIS, DCIS, and
RCIS are applied to the bottom-up coupling link under a random attack. (a) o = 0.2
(b) a=0.3(c) a=04(d) a=0.5(f) a=0.7 (h) a = 0.9. It is clear that the ACIS
applied to the bottom-up coupling link is more beneficial in enhancing the robustness
of the smart grid under random attack than DCIS and RCIS when a > 0.2.

The cascading failure of the smart grid according to which different coupling
modes are applied to the bottom-up coupling link under random attack is shown
in Fig. 4. It is clear that the ranking of the robustness curve P of the smart grid
is ACIS > RCIS > DCIS. This means that ACIS applied to the bottom-up
coupling link is more beneficial in enhancing the robustness of interdependent
networks than DCIS and RCIS against random attack. When « equals 0.2, the
robustness curve P suddenly drops to about zero after removing about 30% of
the node. When « equals 0.3, the P falls to about 0.1 after removing about 50%
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of the node. When « is larger than 0.5, the power grid has enough capacity to
handle the overload. Therefore, a failed node is not easy to cause other nodes to
fail. At this time, the load redistribution has less impact on the cascading failure
of interdependent networks and the robustness curve P is close to the function
curve y + x = 1 when « is equal to 0.6, 0.7, 0.8, and 0.9.
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Fig. 5. A comparison of the robustness curves of the smart grid with different a accord-
ing to which ACIS, DCIS, and RCIS are applied to the bottom-up coupling link. (a)
ACIS under targeted attack. (b) DCIS under targeted attack. (c) RCIS under targeted
attack. (d) ACIS under random attack. (¢) DCIS under random attack. (f) RCIS under
random attack. It is clear that « is positively related to the robustness of the smart
grid when a <= 0.5.

Figure 5(a)—(f) show that the robustness curve P of the smart grid with
different v according to which ACIS, DCIS, and RCIS are applied to the bottom-
up coupling link. It is clear « is positively related to the robustness of the
smart grid regardless of ACIS, DCIS, and RCIS against both targeted attack and
random attack when o <= 0.5, but it has less impact on the robustness of the
smart grid when « is larger than 0.5. This is why the yellow line of e = 0.9 covers
other lines of &« = 0.5 and @ = 0.7 in Fig. 5 (a)—(c). Two interesting conclusions
can be drawn as follows: (I) ACIS applied to the bottom-up coupling link is more
beneficial in enhancing the robustness of the smart grid than DCIS and RCIS
regardless of a targeted attack or random attack when the top-down coupling link
remains unchanged. (IT) The robustness of interdependence network is improved
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by increasing the tolerance parameter a. Our research results can provide a
meaningful guidance for network architects in order to improve the robustness
of interdependent networks.

4 Conclusion

In this paper, we describe a special research scenario that different coupling
modes are applied to the bottom-up coupling link when the top-down coupling
link remains unchanged. This means that we study which coupling mode applied
to the bottom-up link (P — C) can enhance the robustness of a smart grid
when the top-down coupling link (C — P) remains unchanged. The voltage
is used as the load of physical nodes to simulate load redistribution of failed
nodes caused by power flow. The NI is used as an evaluation index to assess the
influence of nodes on the communication network and power grid. Based on the
NI, we proposed three coupling modes between the physical and cyber layers,
i.e., ACIS, RCIS, and DCIS. Experiment results indicate that the robustness of
the smart grid can be improved by increasing tolerance «, and we also find that
the ACIS applied to the bottom-up coupling link is more beneficial in enhancing
the robustness of the smart grid than RCIS and DCIS, regardless of a targeted
attack or random attack.

In the future, we can extend the research scenario to the cyber-physical sys-
tems that different coupling modes are applied to both the top-down coupling
link and the bottom-up coupling link. In addition, we can study the influence
of ACIS, DCIS, and RCIS applied to different network types (e.g., Erdos-Renyi
network, Small-World network, Scale-Free network, etc.) on the interdependent
networks. The effect of global coupling and local coupling on the interdepen-
dent networks is also a very interesting direction. In fact, two coupled networks
have different the number of nodes and the coupling relationship between the
cyber and physical nodes is multiple-to-multiple correspondence. As such, the
more complex coupling models are established in order to study the influence of
network type, coupling mode, coupling link, coupling strength, and asymmetric
coupling between the cyber and physical layer on the robustness of interdepen-
dent networks.
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