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Abstract. There is a big security risk in traditional distributed local-
ization without protecting the location and identity privacy of anchor
nodes. Thus, based on software-defined networking (SDN), we propose
a security localization mechanism for heterogeneous wireless sensor net-
works (WSN). After obtaining the state of sensor nodes in data plane,
SDN controller runs the complementary range-based and range-free posi-
tional algorithms in a centralized way. At the same time, the difference of
transmission power of heterogeneous sensor nodes is taken into account.
The security analysis and experimental results show that the mechanism
can reduce the positioning error while ensuring the privacy of anchor
nodes.
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1 Introduction

The rapid development of Internet of Things (IoT) [1,2] makes wireless sensor
networks (WSN) [3] face great challenges in heterogeneous interconnection and
network management. The introduction of software-defined networking (SDN)
has brought the dawn to solve this problem [4,5]. Centralized control is one
of the core feature of SDN. Constructing network global view is the basis task
of control plane [6], where the sensor node location information is the priority
among priorities. On the one hand, the valuable sensing information must be
associated with the location, and which is an important guarantee of quality
of service (QoS). On the other hand, with the paradigm of “sensing as a ser-
vice”, location information is a significant foundation for the distribution and
deployment of sensing services [7].

In distributed WSN, the sensor nodes localization method is usually divided
into two kinds of range-based and range-free technologies [8]. Note that the
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localization in this paper refers to the planar positioning of sensor node itself.
The range-based localization refers to achieve location by using certain means
to measure the distance between nodes, which including received signal strength
indicator (RSSI), signal transmission time or angle [9–11]. With ease of imple-
mentation and no additional hardware, the RSSI-based method becomes the
preferred localization technology in WSN. The range-free positioning indicates
some properties of sensor nodes are used to obtain location, such as neighbors or
hops [12,13]. This approach reduces the localization cost by sacrificing position-
ing accuracy, and is generally applicable to large-scale networks. Among them,
the most classic one is hop-based DV-Hop algorithm [14].

Although there are large divergences in the above two methods, the basic
process is essentially the same. First, the blind node (the sensor node to be posi-
tioned) acquires the distance (expressed as RSSI or hops, etc.) with the anchor
node (the reference node with known location) through the range-based or range-
free methods. Then, the anchor node publishes its own location information as a
reference to blind node. Finally, the blind node calculates the position through
plane geometry relation.

However, the above procedure does not take into account the anchor node
location and identity privacy, and it is a big security threaten. The malicious
node can pretend to be the blind node to eavesdrop the location information of
anchor node. As the next step, it can destroy the network positioning capabilities
by targeted physical destruction or signal interference. In turn, the malicious
node can affect the positioning accuracy and QoS by impersonating anchor node
to publish the fictitious location information [15]. In addition, the transmission
power and radius of sensor nodes are different in heterogeneous WSN, and the
RSSI- or hop-based distance may have notable errors, so the node localization
accuracy is confronted with great challenges [16].

As far as the authors know, there is no related research using SDN to solve
the security location problem in WSN, and only [17,18] using SDN method to
program the activation state of anchor nodes. Although the node localization
accuracy and network energy consumption are well balanced, it is still belonging
to distributed positioning with the privacy leak problem. In view of this, we
propose a centralized security localization mechanism based on SDN for hetero-
geneous WSN. In which, the localization algorithm is run on the SDN controller,
thus ensuring the security of sensitive information such as anchor node location
and identity. In addition, in the distance calculation process, the positioning
accuracy is greatly enhanced by considering the transmission power of heteroge-
neous sensor nodes. Relative to sensor nodes, many capabilities of SDN controller
like energy, computing, storage, communication, etc., are generally considered
unrestricted. Therefore, the mechanism can effectively reduce the sensor node
positioning load.

The outline of the rest of this paper is organized as follows: Sect. 2 gives
a general introduction to the secure localization model. And the correspond-
ing algorithm is detailedly described in Sect. 3. Section 4 analyzes the security
and performance of the mechanism. Experimental design and results analysis is
elaborated in Sect. 5 and summed up in Sect. 6.
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2 Secure Localization Model

According to SDN paradigm, a security localization model is designed for het-
erogeneous WSN, as shown in Fig. 1. The model is mainly divided into control
plane and data plane, in which SDN controller realizes the logical control of sen-
sor nodes through the control link (essentially belongs to southbound interface
protocol, such as Sensor OpenFlow [4], etc.).

Fig. 1. Secure localization model

The data plane includes anchor and blind nodes. The anchor nodes can obtain
its own position information by coordinates presetting or GPS positioning, so as
to provide reference for the blind nodes. Considering heterogeneous factor, we
design two classes of blind nodes. The same point is that they are sensor nodes
to be located and can communicate with each other. And the difference between
them is in the level of residual energy, communication radius and transmission
power [19].

Limitations of space, we only designed a single controller, but can be extended
to a logic unified control plane with multi-controllers. SDN controller is the key
of security localization mechanism, the ultimate goal is to achieve the virtual
view (part of the network global view) which all the sensor nodes are accurately
positioned. It is necessary to illustrate that the position similarity between vir-
tual view and data plane reflects the mechanism performance. At the same time,
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the security embodied in the virtual view too. By using centralized localization
instead of traditional distributed one, SDN controller can protect the sensitive
information in positional process, thus effectively resisting multiple attacks from
malicious node for location based services. In the choice of centralized posi-
tioning algorithm, considering the diversity of traditional location technology,
we only select two popular algorithms from range-based and range-free classes
respectively, namely RSSI-based and DV-Hop algorithms.

3 Secure Localization Algorithm

According to the above model, the secure location algorithm includes state acqui-
sition and centralized positioning. Among them, the former is the basis of mech-
anism security, and the latter is the key to algorithm efficiency.

3.1 State Acquisition

After the network is deployed, SDN controller first constructs the quaternion
LT = 〈ID,GP, SP,NT 〉 with the status information related to the sensor node
location in data plane through control link. Where ID stands for the sensor node
identity, GP represents the node location information (the blind node is empty)
in the form of plane coordinates, and SP indicates the node transmission power
(dBm). In the end, NT = (〈ID,LS〉 , 〈ID,LS〉 , · · · ) is the node neighbor table
as linked list, where LS means the link quality with neighbor node in the form
of RSSI.

In order to facilitate the calculation, the LS s of heterogeneous sensor nodes
are preprocessed. The wireless signal propagation model commonly used in WSN
is log-normal distribution model [20]. In the model, SP has the positive correla-
tion with LS, as shown in Eq. (1), where PL (d) is the path loss when distance is d.

PL (d) = SP − LS (1)

It can be seen that SDN controller can normalize all the LS s by the minimum
transmit power (SPmin) among all the sensor nodes, as shown in Eq. (2), and
the amended LS denoted as LS′.

LS′ = LS − (SP − SPmin) (2)

Therefore, the preprocessing process is as follows: SDN controller traverses
the NT in LT, then fixes the LS using formula (2) and rewrites the LS′ to the
corresponding 〈ID,LS〉 in each loop.

3.2 Centralized Positioning

After completing the state acquisition phase, SDN controller begins to perform
centralized positioning to build a virtual view that actually reflects the data
plane location information. In general, the node communication radius is not
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the same in heterogeneous WSN. In addition, there is a certain randomness with
the node position by throwing deployment. Therefore, two types of positioning
algorithm, namely RSSI-based and DV-Hop, shown in Fig. 2, with a view to the
joint application to improve the positioning accuracy.

In Fig. 2, (a) is the RSSI-based localization algorithm, and three-or more
anchor nodes can be used to calculate the location of blind nodes in the form of
trajectory intersection, as shown in Eq. (3). Where the distance d is calculated
using the log-normal distribution model [20]. Note that if the intersection located
a small area, then the center of mass can be regarded as the final result. In
general, this algorithm has high positioning accuracy and is well suited for dense
areas of anchor nodes deployment (the more concentrated the anchor nodes, the
higher the positioning accuracy).

⎧
⎨

⎩

(x − x1)
2 + (y − y1)

2 = d21
(x − x2)

2 + (y − y2)
2 = d22

(x − x3)
2 + (y − y3)

2 = d23

(3)

(b) is the DV-Hop localization algorithm in the range-free class. Its main idea
is taking the product of average estimated distance (ED) per hop and the number
of hops as the final estimation distance between blind and anchor nodes. Thus,

(a) RSSI-based localization

(b) DV-Hop localization

Fig. 2. Localization algorithms
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it can be used as a supplement to RSSI-based algorithm for the areas where the
anchor nodes are sparser. In order to improve the positioning accuracy of DV-
Hop, this paper adopts the fixed distance (FD) by RSSI replace of ED per hop.
As shown in Fig. 2(b), the number of hops between the anchor nodes A1 and A2

is 4, the distance is s, and the number of hops between blind node B and A1 or
A2 are 2, so the traditional DV-Hop algorithm estimates the distance from B to
A1 or A2 are sE = s × 2/4. Obviously, the positioning error arises. Therefore, we
use the ratio relation between LS s to correct each hop distance, and the distance
between B and A1 (SF ) is shown in Eq. (4). Similarly, the distance between B
and A2 can be calculated.

sF =
ls1 + ls2

ls1 + ls2 + ls3 + ls4
× s (4)

The algorithm flow chart is shown in Fig. 3. Among them, “Build LT” and
“Amend LS” belong to the state acquisition phase, “RSSI-based Localization”
and “DV-Hop Localization” are implemented in the centralized positioning stage,
and “Complete Virtual View” is the final result of the algorithm.

Fig. 3. Algorithm flow chart

4 Security and Performance Analysis

This section mainly analyzes the security and performance of the proposed algo-
rithm. To our mind, the high security is the advantage, and the high performance
is the prerequisite for our scheme.

4.1 Security Analysis

The design motivation of the security localization mechanism is to protect the
anchor node location and identity privacy. Note that we assume that SDN con-
troller with its control links is secure and sensor nodes can be effectively authenti-
cated. On the basis of this, the algorithm adopts centralized positioning method.
In the state acquisition stage, SDN controller treats all the nodes equally, avoid-
ing the need for anchor nodes to broadcast their own location and identity in
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the distributed positioning technology. Thus, the attacker cannot get through
eavesdropping to obtain the anchor node location, but also difficult to locate the
anchor node through traffic analysis attack, and then capture or tamper is not
feasible too. In other words, the probability of discovery anchor node through
eavesdropping or traffic analysis attacks is equal to the one that the random selec-
tion node among all the sensor nodes is an anchor node. In addition, the attacker
disguised as an anchor node is bound to be recognized by SDN controller.

Obviously, due to the openness of WSN deployment with its wireless chan-
nel, the attackers can physically capture all the sensor nodes, but the attack
cost is huge, the actual feasibility is not high. It is worth mentioning that this
mechanism cannot resist certain attacks aimed at the transmission signal to
increase the positioning error, such as the installation of obstacles to reduce the
LS between the neighbors. Such attacks in the distributed positioning method
is also difficult to withstand.

4.2 Performance Analysis

The algorithm performance mainly includes three aspects: storage, calculation
and communication. However, there is very little demand for storage resources
in the positioning process, so it is not to be considered.

Towards calculation overhead, distributed positioning mechanism (including
RSSI-based and DV-Hop algorithms), the blind nodes are required to perform
certain operations to calculate their own location information. In our algorithm,
the anchor and blind nodes do not need to run any action, all the computational
overhead are concentrated in the SDN controller. Typically, SDN controller runs
on the resourceful server, and the computing power can be considered infinity.
Therefore, the computational cost of secure localization mechanism is better
than that of distributed positioning method.

Wireless communication is the largest energy source of sensor nodes [21],
which has a large impact on the lifetime of WSN. Figure 2 is used as a reference
to compare the communication overhead, as shown in Table 1.

Obviously, the centralized localization advantage is very obvious in the com-
munication overhead. For (a) and (b), the security localization mechanism can
save 25% and 40% of communication cost than distributed positioning method
respectively. Note that this is an analysis within five or less nodes. Typically,
the number of nodes in WSN is very large, for example, ZigBee network can

Table 1. Comparison of communication overhead

(a) RSSI-based (b) DV-Hop

Centralization Anchor node 12 bits 8 bits

Blind node 6 bits 4 bits

Distributed Anchor node 6 bits 8 bits

Blind node 18 bits 12 bits
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accommodate up to 65535 nodes [22]. Therefore, the communication cost of dis-
tributed positioning method may have a great impact on the network energy
consumption in a large-scaled network.

5 Experiments and Results

The experiment is based on SDN-WISE architecture [23] and COOJA simulator
[24]. During the construction of network global view, SDN-WISE only considers
the connection relation of sensor nodes, but doesn’t take the location information
into account. Therefore, this paper builds the virtual view by adding new security
module in SDN controller.

5.1 Experimental Deployment

The experimental network is randomly deployed in the planar area of 200 ×
200 m2, and the node transmission radius is set to 50 m. The number of nodes
is regard as independent variables, from 30 to 110 with increment is 20, to ana-
lyze the effect of network size on the performance of the localization algorithm.
In addition, the ratio of anchor nodes is also as a variable, taking 10%, 30%
and 50% respectively, to analyze the influence of the number of anchor nodes
on the network positioning accuracy. Considering the difference of transmission
power between heterogeneous sensor nodes, 60% node is set to 1.0 dBm, and
the remaining 40% nodes is randomly set to −1.5 dBm or 4.5 dBm. To simplify
the analysis, we assume the transmit power has no effect on the transmission
distance (there are quadratic curve relationship in theory). In addition, the node
initial power is set to 9 × 106 mC (approximately equal to the power of 2 AAA
batteries). The parameter settings are shown in Table 2.

Table 2. Parameter settings

Parameters Value

Deployment area 200 × 200 m2

Transmission radius 50 m

Initial power 9 × 106 mC

Number of nodes From 30 to 110 with increment is 20

Anchor node ratio 10%, 30% and 50%

Transmission power 1.0 dBm (60%), −1.5 dBm (20%) and 4.5 dBm (20%)

5.2 Experimental Results

(1) Energy Consumption
The comparison of energy consumption in centralization and distributed posi-
tioning methods is shown in Fig. 4. In which, the X- and Y-axes are the number of
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sensor nodes and network average residual energy respectively, the black polyg-
onal line represents the proposed centralized positioning algorithm, and the blue
one stand for the distributed positioning using DV-Hop Algorithm. In addition,
the percentage data in explanatory text means the anchor node ratio.

Fig. 4. Comparison of energy consumption (Color figure online)

It can be seen from Fig. 4 that the centralized localization algorithm is supe-
rior to the distributed one in energy consumption. With the increase in the
number of network nodes, it is natural that the time and energy required for
network positioning are correspondingly raised. However, the dissipation energy
in the distributed method is relatively fast. In addition, with the increase in the
proportion of anchor nodes, the energy consumption in centralized localization
is only slightly increased, while the raise in distributed positioning is very obvi-
ous. The fundamental reason is that the energy consumption of our mechanism
is mainly reflected in the state acquisition phase. At the same time, for all the
nodes are treated equally by SDN controller, thus it is only need to transfer the
location data of additional anchor nodes. On the contrary, DV-Hop algorithm
will in the full use of the anchor nodes to improve the positioning accuracy,
naturally wasting more network energy.

(2) Positioning Accuracy
In this paper, we take the concept of overall positioning accuracy, that is, the
sum of all the location deviation distance divided by the product of network
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node count and communication radius, recorded as Pa, as shown in Eq. (5).
Note that the deviation distance of unsuccessful positioning node is the same as
node transmission radius.

Pa =
∑ |p, p̃|
NR

(5)

Where p and p̃ are the true and calculated node locations respectively, |•|
denotes as the Euclidean distance, N represents the number of blind nodes, and
R is the node transmission radius.

Fig. 5. Comparison of positioning accuracy

The positioning accuracy is shown in Fig. 5, and the drawing notes are the
same as those shown in Fig. 4, which are no longer explained. Obviously, the secu-
rity localization mechanism is better than the distributed positioning scheme,
and the advantages are more prominent when the anchor nodes are deployed
sparse. The reason is that this mechanism joint uses a variety of positioning
algorithms (This paper enumerates only RSSI-based and DV-Hop methods). In
the meantime, the transmission power is adopted to amend the link quality,
and further applied to reduce the DV-Hop positioning error. In addition, as a
whole, the more anchor node deployment, the higher the positioning accuracy,
and when the proportion reaches 50%, the positioning error can be less than
0.1. Therefore, this scheme can effectively improve the positioning performance
of heterogeneous WSN.
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6 Summary

In the traditional distributed positioning method, the anchor node must broad-
cast its own location and identity information to assist the blind node posi-
tioning process. However, this approach makes the anchor node easily become
the attack target, such as malicious nodes launching eavesdropping attacks to
obtain anchor node location, and then can be implemented targeted manual cap-
ture or signal interference. To change this situation, we adopt SDN paradigm
to transfer the distributed positioning process to SDN controller, so as to effec-
tively protect the privacy information such as location and identity of anchor
nodes. The above conclusions are verified by security analysis. In addition, after
modifying the link quality of heterogeneous sensor nodes, SDN controller can
improve the positioning accuracy of blind nodes by running the complementary
range-based and range-free localization algorithms. Finally, based on the open
source architecture SDN-WISE and COOJA simulation platform, we designed
and implemented the verification experiment. The results show that the scheme
has better energy efficiency and higher positioning accuracy than the traditional
method.
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